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This work analyzes the processes of innovation and change in economic-managerial studies, starting
from the prevailing literature on the subject and subsequently providing an alternative interpretation key.
The chapter focuses on the role that institutions have in organizational change and innovation and on
isomorphic processes. If in management studies, on the topic of innovation and change, the processes of
horizontal isomorphism are more analyzed, which lead organizations to imitate the behaviors of other
organizations, considered as models, in this chapter the reflection is centered on vertical isomorphic
processes, which are the result of regulatory and coercive pressures.

Chapter 2
Concrete Benefits of Technological Innovation for Small and Medium-Sized Enterprises ................. 17
Maria Pompo, Giustino Fortunato University, Italy

In recent years, digitization greatly influences the production process of enterprises. In terms of
competitiveness, we are more and more aware of the advantages that the use of digital technology entails
for companies. However, there is still a digital divide between companies in northern Italy and those in
the south due to the geographical position, which undoubtedly penalizes these companies in terms of
costs, but also due a certain delay in terms of economic growth. To overcome this gap, it is necessary to
undertake a process of change through greater cooperation between companies, creating supply chains
that not only embrace different sectors, but also go beyond their borders and create an increasingly
global system. Exactly for this reason, it is essential to perfect the knowledge and skills of digital tools.
Only in this way can SMEs in the south have the opportunity to become more competitive in terms of
international trade.
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The world has welcomed digital transformation during the COVID-19 pandemic. Citizens and governments
began their travel from public services to e-public services. However, there are already launched programs
for e-government of digital transformation. It is a fact that the COVID-19 pandemic accelerated the
adaptation of digital transformation in public services in developing countries. This study aims to
present new evidence for the management of e-public services through functional service management
model. In this context, Turkey is selected as a sample country based on United Nations E-Government
Development Index (EGDI) results. Turkey has accelerated its digital transformation in public services for
five years. In addition, the Turkish government is observed to be successful in providing and sustaining
public services through digital platforms. The study focuses on determining the functional management
approach to examine the working way of e-public services.

Chapter 4

I&CT in the Public Administrations: From E-Government to E-Democracy Through Digital

REPOTTING ..ottt et ettt ettt et et et e b e bt et e b e et e bt enneenneen 55
Ubaldo Comite, Giustino Fortunato University, Italy

Innovation represents a process of profound change, which can concern production models, service
characteristics, or forms of interface with users. There are many necessary and effective levers to drive
change, but certainly one of the most effective and available drivers is technological innovation. The
difficulty of innovating in depth is even more evident in public administrations because this means changing
the composition of the services and therefore of the interests that are primarily protected, which are the
result of long-established processes that have taken place between the various stakeholders for some
time. In public administrations, innovation can concern the internal services of the organization or of
the territory governed by the organization itself and therefore the production and consumption processes
of businesses and citizens. The purpose of this work is to investigate the progress of the managerial
culture in the path of renewal of the Italian public administration in the transition from e-government to
e-democracy, through digital reporting.

Section 2
Chapter 5
Business Transformation and Enterprise Architecture Projects: Natural Language Programming
(INLP) ettt ettt ettt b e bbbt bt n et a bt eaen 79

Antoine Trad, IBISTM, France

This chapter proposes the fundaments of artificial intelligence (Al) and is the basics of the author’s
framework that is specialized in transformation initiatives. The proposed natural language programming
(NLP) concept is supported by the author’s applied holistic mathematical model (AHMM) for Al
(AHMM4ALI) that is the result of research on Al, business, financial, and organizational transformations
using applied mathematical models. This research is based on years of cross-functional research initiatives
and on an authentic and proprietary mixed research method that is supported by an authentical version of
an Al search tree, which is combined with an internal heuristics motor, which is applied to requirements
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NLP strategy. The proposed AHMM4AlI-based NLP fundamentally functions like the human empiric
decision-making process that can be compared to the behaviour-driven development methods, which
are optimal for complex software engineering.

Chapter 6
New Frontiers in Payment Services: The Payment Initiation Service in the Directive 2015/2366/

Maria Vittoria Zammitti, Universita degli Studi di Palermo, Italy

The chapter will explore issues related to the Payment Initiation Service, currently subject to Directive
2015/2366/EU (Payment Services Directive II, PSD2) and, in Italy, to the Law Decree n. 11 of January
27th, 2010. It plays a relevant part in e-commerce payments establishing a software bridge between
the website of the merchant and the online banking platform of the payer’s account servicing payment
service provider in order to initiate internet payments on the basis of a credit transfer. The transaction
involves many actors, including some new entrants into the payment service market, such as third-party
providers (TTPs). The chapter will deal with the nature of relations between payment service users and
payment initiation service providers as well as those between the latter and account servicing payment
service providers. It will also address criteria to allocate liability when a transaction initiated through a
PISP was unauthorized, non-executed, or wrongfully or lately executed.

Chapter 7
Are Bitcoins the New Payment Tools Suitable for Extinguishing a Pecuniary Obligation? .............. 139
Ida D’Ambrosio, Giustino Fortunato University, Italy

This chapter aims to examine the issue of cryptocurrencies and to develop in particular a reflection
on the possibility of counting bitcoins, which represent the best known and most widespread of the
existing cryptocurrencies, among the payment instruments suitable to extinguish a pecuniary obligation,
recognizing in them the function of means of payment typical of currency. The reflection moves from
the crucial question of whether bitcoins are currency, reconstructing first of all the meaning of currency
and its function. The research aims to conduct a cross-sectional analysis of the bitcoin system through
an argumentation that highlights its potentialities and limitations.

Chapter 8
Smart Contract: Towards a New Contract Law?..........cooooiiiiiiiiiiiiiiiiiiiieeeecceveeeeeeeeeeeeeeeeeees 146
Stefano A. Cerrato, University of Turin, Italy

A smart contract is a technology that allows the creation of a negotiation process capable of running
independently, without human intervention. This chapter intends to frame the figure of the “smart
contract” from a legal point of view. It shows that the smart contract is an advanced tool in the context
of a contractual relationship. The possibility of making a smart contract “the contract” in a legal meaning
opens up scenarios which have hitherto been unexplored for contract law. It is still difficult to determine
to what extent current rules are adequate to govern this phenomenon. The chapter will therefore conclude
with areview of the strengths and weaknesses of the smart contract technology and with some suggestions
for a future smart contract law.
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Chapter 9
Blockchain and Smart Contracts: New Perspectives on Copyright Protection in the Digital Single

Chiara Garilli, University of Palermo, Italy

New technologies making use of blockchains and smart contracts have been considered an efficient and
innovative way to achieve the goal of effective copyright protection in the digital market. It is impossible
to deny, however, that these innovative technologies raise serious questions about their compatibility
with international, European, and national legislative frameworks, at least if we compare them with the
original and most widely-used blockchain model (i.e., the so-called permissionless blockchain). Indeed,
permissionless blockchains create a “law-free zone” resistant to any subsequent modification and judicial
intervention. In this general context, this chapter aims to analyse the pros and cons of using blockchains
and smart contracts in the context of copyright. It will also attempt to investigate possible legislative
solutions at the national and supranational levels aimed at encouraging the use of these innovative
technologies to the extent they are compatible with the existing regulatory framework.

Chapter 10

Artificial Intelligence and Redress for Damages: Fault, Strict Liability, Mandatory Insurance,

Legal Personality, or No-Fault SChemes? ..........cocooviiiiiriiiiiiiiiieec e 176
Emiliano Marchisio, Giustino Fortunato University, Italy

Artificial intelligence has innumerable applications in society. Algorithms have a certain degree of
autonomy in their functioning. Therefore, their “behaviour” evolves over time, and the relationship of
cause and effect, as regards causation of damages, may be not linear as we believe. Results of Al activity
may be unpredictable despite no flaw in design or implementation. Many proposals were made in order
to adapt civil liability rules in this. The author drafts here a proposal grounded on the ideas that (1)
overall benefits of artificial intelligence evolution outweigh costs deriving therefrom, so that it should
be encouraged or, at least, not hindered; (2) “traditional” civil liability rules (either based on fault or
strict liability) may provide a negative incentive toward such evolution, insofar as they may impose the
obligation to pay redress onto producers and programmers of Al devices despite no flaw in design or
implementation. He proposes, in this respect, no-fault redress schemes as an interesting and worthy
regulatory strategy to this end.

Chapter 11
Old Rules for New Tools: Traditional Liability Rules and Technological Development.................... 190
Nadia Coggiola, Independent Researcher, Italy

The aim of this chapter is to investigate the features and problems posed by the damages that may be
caused by the surge of new technologies, such as drones, artificial intelligence, and robots, and the
solution found to those problems using the traditional civil liability tools of liability for fault, strict
liability, and compulsory insurance. Notwithstanding the theoretically possible different remedies that
could be applied in these cases, the authors discover that the traditional tools of liability for fault, strict
liability, and compulsory insurance are most probably the best suited for the compensation of the damages
caused by the new technologies.
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Section 3

Chapter 12
Open Banking and Privacy: Users’ Personal Data and Payment Service Providers’ Liability........... 210
Flaminia Marasa, University of Macerata, Italy

Payment services user’s personal data processing between European Directive no. 2015/2366/EU on
electronic payment services (PSD2) and Regulation no. 679/2016 on the processing of personal data of
natural persons (GDPR). This chapter focuses on the interference and possible conflicts between digital
payments and personal data protection and processing rules, identifying and addressing certain issues.
In particular, the work analyses and discusses three themes: 1) the role played by banking intermediaries
(PSPs) and new payment service providers (third party providers — TPPs) and their involvement in the
digital payments, 2) the cases where the PSPs and TPPs can lawfully use personal data and the limits
imposed on them by both regulations to the processing of data of payment service users in order to verify
whether the combined provisions of these pieces of legislation effectively achieve greater protection for
payment service users, 3) the issue of unlawful use of personal data and the distribution of responsibilities
and liabilities between intermediaries.

Chapter 13
New Technologies and Privacy: Some Reflections on Subjects, Legal Categories, and Evolving

Arianna Maceratini, University of Macerata, Italy

This work proposes a necessarily partial and evolving reflection on the dynamics by which information
technologies have progressively changed the definition and interaction between privacy and knowledge,
focusing on crucial points from a legal point of view. The relevance of the debate that has developed in
recent years, on these issues, is evidenced by numerous initiatives and measures—both European and
international—which offer answers to phenomena such as the development of the internet of things
and, more generally, to progress in computer science and robotics. From this perspective, uncertainties
are raised concerning the necessary respect for privacy and individual dignity to be balanced with the
right to inform and to be informed, as evidence of an effectively shared knowledge. The critical point
of the question is, in any case, the identification of a flexible balance between freedom and constraint,
considering the violation of privacy not only as a mere limitation of individual potential, but as a factor
capable of undermining the core of personal freedoms.

Chapter 14

Companies in the Digital Economy: Between the Enhancement of Intellectual Capital and

CyberseCurity PrODIEIIS .......ccoiuiiiiiiiiiiiieeete ettt ettt ettt e st e s bt e e eaaeesanas 249
Ubaldo Comite, Giustino Fortunato University, Italy

Our society as a whole is facing a rapid and profound transformation due to the progressive development
of digital technologies. Keeping up with this “digital world” is not easy and there are many companies
that risk losing competitive positions. Successful digital transformation therefore requires businesses
to develop a broad range of capabilities—digital and non-digital—to support new business models. On
the one hand, therefore, there is digital literacy, relating to the supervision of tools and technologies; on
the other hand, digital culture, which has to do with some specific aspects: 1) critical thinking skills, 2)
thoughtfulness, 3) transformative capacity, 4) enhancement of intellectual capital, 5) preparation of a
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corporate policy aimed at cybersecurity. The purpose of the work is to demonstrate how the company is
able to reconcile the enhancement of intellectual capital and the problems associated with cybersecurity
in the context of the digital economy, demonstrating that it knows how to manage complexity.

Chapter 15
Legal Technology: The New Face of Legal Practice — Polish Perspective........c..ccooevvenviinicnicnnenne. 269
Karolina Mania, Jagiellonian University, Poland

This chapter discusses practical applications of emerging technologies in the context of legal services.
The newly established legal technology (legal tech) industry is based on the application of IT services in
the legal sector, radically changing the current nature of the lawyer’s work. Importantly, the COVID-19
pandemic has significantly accelerated the digitization of individual processes and fundamental aspects
of lawyers” work, contributing to the development of legal tech. The first part contains definitions and
descriptions of the term ‘legal technology’ and some related ones, pointing out to the context of the
relationship between dynamic technological development, the use of artificial intelligence, and the practice
of the profession. The following sections describe the research on the current legal tech scene in Poland,
based on integrative literature review. Then follows an analysis of the collected material, looking for the
industry’s map and an analysis of its specification.

Chapter 16
The Digital Resurgence Of PriSONS .........ccceecieiiiiieiiieiieeeieeeieeeiteeieeesite et esteesbeesteesbeessneeesnseesnnes 286
Giovanni Chiola, University Federico II, Naples, Italy

The aim of this research is first of all to analyze the importance within the prison reality of the right
to affectivity and sexuality of prisoners to be understood as a set of human and personal relationships
intertwined with external figures, family members, but also educators, psychologists, religious, and
school and university teachers. The pandemic has made it possible to show the importance of distance
learning as a means of supporting, if not even replacing traditional distance learning in person. The
target audience will undoubtedly have to be made up of all prisoners, regardless of the title of the crime
or the circuit to which they belong in order to access specific sites. The recognition of the internet as
a right may subsequently be restricted in the face of certain offences, but this is diametrically opposed
to the ban on all access to the internet. The difficulty or even in many cases the impossibility of access
lies in the inertia of the legislator.

Chapter 17
Ecclesiastical Laws and Digital Publishing: The New Frontiers of Promulgation in Canon Law...... 300
Federico Gravino, Universita della Campania “Luigi Vanvitelli”, Italy

Technological evolution has redefined spaces and methods of communication also within the Catholic
Church. The speed of information exchange, the possibility of reaching a large number of recipients, and
the absence of costs represent the advantages of online communication. The diffusion of information
and communication technology (ICT) involved also the publication of canon laws and it asks about the
possibility of using the internet as a way of promulgating the law. The characteristics of the network
make it possible to know the text faster than the printed one and its diffusion does not meet space limits,
since the published norm reaches every territory, thus becoming binding. The restrictions imposed by
the COVID-19 pandemic have further favored the spread of instruments of digital communication. In
this perspective, online promulgation could constitute a solution to the limits of canonical legislative
governance, allowing the diffusion of legal texts, the relative knowledge, and obligation.
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Chapter 18

Technology and Innovation: Considerations on Digital Religious Celebrations During and After

COVID A9ttt ettt et et e s bbbt e b e bt e aeesbeesbeesbeesbe e beenee 321
Paolo Palumbo, Giustino Fortunato University, Italy

During the first phase of the pandemic up to today, many religious activities, particularly liturgical
celebrations, have been suspended, interrupted, re-organized. Drastic measures and choices were needed,
always balanced with constitutional principles. In this social and historical contest, Facebook and similar
digital platforms seem to have turned into liturgical spaces. Every kind of celebration is transmitted
through them: “domestic” liturgies are held, retreat houses are switching to online activities, spiritual
assistance is offered through a computer screen, and so on. The scientific contribution aims to highlight
the problems and issues that have come to determine and present the practices used within the confessional
systems. Also, a recent research on the subject, promoted by the Giustino Fortunato University, offers
reflections that can favor a better relationship between the needs of worship, pastoral, and confessional
regulations on the subject of sacraments and celebrations.

Chapter 19
“Don’t Google It”: The Effects of Google’s Ads Dominance for Users and Competitors.................. 333
Gianluigi Passarelli, University of Vienna, Italy

Through the analysis of some recent competition authority investigations as well as conduct adopted by
Google on the online advertising platform Google Ads, the chapter provides insights on some commercial
practices opted for by the giants of web marketing with the purpose to deepen the future legal and market
challenges. In conclusion, this study aims to contribute to the current debate and the attempt to find
remedies that offer appropriate protection to advertisers and consumers as well as granting support to
the lawmakers, who in turn have a duty to carefully regulate the search giant.

Chapter 20
Bullying and Cyber-Bullying: A Dialogue Between Psychology, Sociology, and Law to
Understand and to Counteract YOUth VIOIENCE..........coovvuviiiiiiiiiiiieiee e 352
Raffaele De Luca Picione, Giustino Fortunato University, Italy
Elvira Martini, Giustino Fortunato University, Italy
Fabrizio Corona, Giustino Fortunato University, Italy
Maria Libera Falzarano, Independent Researcher, Italy
Sara Cicchella, Giustino Fortunato University, Italy

Bullying is defined as an oppression, psychological or physical, repeated and continued over time,
perpetuated by a person—or a group—that is more powerful against another person perceived as weaker.
Three characteristics define the phenomenon of bullying: voluntariness of the behavior, repetitiveness,
and imbalance between the violent and the victim. Initial studies aimed at understanding the phenomenon
and defining the dynamics and roles. It is now clear that not only the victim and the bully are involved
but also all the people who participate as supporters or silent spectators. There has been a worrying
increase in the cyberbullying phenomenon (i.e., forms of bullying, violence, offense, and exclusion)
by IT tools. The understanding of cultural-psycho-socio dynamics and suitable forms of intervention
require a multi-perspective that takes into account the psychological, sociological, institutional, and
legal dimensions. It is from the integration of different perspectives and several prevention tools that
adequate interventions can be devised.
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Section 4

Chapter 21

Science, Technocracy, and Artificial Intelligence: An Ethical-Juridical Reflection Prompted by the

CUITent PANAEIMIC .....eevuiiiiiiiiiiiiieieeeetee ettt st sttt st sbe e saeesaeesaeesaee e 379
Giovanni Tarantino, Universita del Salento, Italy

The chapter reflects the relationship between the advances that new scientific discoveries allow and
their consequent and necessary legal regulation. Considering the fact that science does not always offer
elements of definitive clarity and certainty on the issues, the reflections of this contribution must be
read in the light of the current pandemic, considering the renewed relevance of the need to place ethical
limits on scientific action today in order to guide the scientist toward the common good.

Chapter 22

The Border: Between Hybridization and Separation .............cceecueeerieeerieenieeniieesieeeieeeeeeesieeeevee s 391
Elvira Martini, Giustino Fortunato University, Italy
Raffaele De Luca Picione, Giustino Fortunato University, Italy
Antonio Ciaschi, Giustino Fortunato University, Italy

The global phenomena of our current time requires us to reflect on the nature of borders, as one of the
main human devices to organize experience in sociological, psychological, cultural, and geographic
terms. With the expansion of capitalism and the globalization processes, there has been an intense
phenomenon of intersections and ‘insemination’ between different cultural forms and previously separate.
The advent and widespread diffusion of ICT contributes and accelerates transformations. Therefore,
the distance no longer seems to matter much, and space has ceased to be an obstacle. Paradoxically, in
this intensification of contacts and displacements, it happens that the borders, rather than being zeroed
out, undergo a multiplication. Therefore, borders raise many issues and concerns. Beyond a simplistic
view of separation of an ‘inside’ and an ‘outside’, borders are always both limen (threshold) and limes
(demarcation); they ‘write’ our personal and social space; it is that line along which two people can
touch (cum-finis), allowing to define an identity and/or differentiate it.

Chapter 23

Minou Ella Mebane, Giustino Fortunato University, Italy

In Italy there is still a diffused academic distrust the e-learning can transfer academic and professional
skills especially in the field of psychology. Opponents of online teaching underline that teacher physical
presence represents a “modeling asse” when transferring professional competencies which are also based
on nonverbal behaviors. However, as Rudestam hypothesized, the characteristics of asynchronous CSCL
may compensate the lack of nonverbal cues. Recent research has made a relevant contribution in this
field, showing that CSCL can be an important tool, not only to increase knowledge on psychology, but
also teach professional skills. This research also reveals that collaborative learning was effective in both
learning settings, even with teachers with more or less experience. Overall, these studies, though with
their limits, show that in Italy, to avoid psychology slipping behind other disciplines in online learning,
CSCL could be applied to transfer knowledge and professional skills and social capital in the field of
psychology.

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Chapter 24

Universal Design for Learning to Support Integrated Digital Teaching........c..ccccceeveeveniinienicnenne 425
Elena Zambianchi, Giustino Fortunato University, Italy
Stefano Miotti Scarpa, Giustino Fortunato University, Italy

With the implementation of Integrated Digital Teaching for all school orders (DM 39/2020 and DM
89/2020), learning and digitization settings can be combined with the design of frontal and remote
educational actions, allowing for better accessibility and inclusion. Universal Design for Learning is a
model for building products and environments accessible to anyone as widely as possible, without the
need for specialized planning or adaptations. In the pedagogical field, UDL is also a methodology that
can be used to promote a fully inclusive curriculum, through a new interpretation of teaching-learning
processes and strategic and reasoned use of technologies. The authors believe that Universal Design for
Learning can support the implementation of integrated digital teaching.

Chapter 25

Triple Helix Model: A Device for Social Construction of Knowledge and Innovation ..................... 433
Elvira Martini, Giustino Fortunato University, Italy
Raffaele De Luca Picione, Giustino Fortunato University, Italy

Knowledge is the main tool for removing the obstacles that prevent a full equality between the social
actors in order to compensate forms of social and economic disadvantage. In the authors’ perspective,
a social fabric organized on reticular models, capable of bringing together different organizations
between people, artifacts, and social institutions, represents a system intrinsically rich in opportunities,
for the creation of new knowledge and technology but also for the processes of dissemination of such
knowledge. They try to reflect on how the triple helix model can represent a device for social construction
of knowledge and innovation.

Chapter 26
Importance of Virtual Reality (VR) Tools in the Processes of University Orientation for
Technological Degrees: An Application to the Degree in Digital Business..........ccccocevceerienienenne. 453
Fernando Garcia Chamizo, ESIC Business & Marketing School, ESIC University, Spain
Julio Alard Josemaria, ESIC Business & Marketing School, ESIC University, Spain
Vicente Diaz Garcia, ESIC Business & Marketing School, ESIC University, Spain

This chapter analyses the use of the virtual reality (VR) digital tool in the processes of university
orientation, especially for those degrees that have important training on technologies in their curricula.
To do so, a study on pre-college students through an experience with digital tools, like the use of VR
headsets, was done. After that, the students completed a questionnaire to assess this activity. A total of
3,680 satisfaction surveys were taken, before and during the COVID-19 pandemic period. The obtained
data demonstrate that when the satisfaction degree increases with the activity, the rate of students who
eventually choose technological degrees like Digital Business improves.
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Preface

This book is addressed to a wide target audience. First of all, academics, researchers and scholars (includ-
ing PhD students) are likely to appreciate the wide and problematic approach adopted within this volume.
The first scope of the following chapters is to open debate for further discussion and raise problems and
issues not settled, yet. Professionals and businessmen would also find it useful insofar as several chapters
also provide practical and operative suggestions, paths of action and strategies to develop organizations
into future technologies and take advantage of them. Journalists and other professionals of the media
could benefit from up-to-date information on several topics much relevant for society. More in general,
all people interested in new technologies could profitably read this volume, to increase their knowledge
of the issue, deepen connected problems and develop a systematic and rigorous approach thereto.

The importance of each of the chapter submissions requires a brief presentation of each of them. This
book opens with a first set of chapters relating to management and business issues.

In their chapter on “Innovation and Change Between Entrepreneurial Action and Institutional Frame-
work,” Mastroberardino, Calabrese, Cortese and Petracca analyze the processes of innovation and change
in economic-managerial studies, focusing on the role that institutions have in organizational change and
innovation and on isomorphic processes, with special reference to vertical isomorphic processes, which
are the result of regulatory and coercive pressures.

In the following chapter, “Concrete Benefits of Technological Innovation for Small and Medium-Sized
Enterprises,” Pompo studies the way digitization influences the production process of enterprises, pro-
posing to resolve the digital divide between Italian companies undertaking a process of change through
greater cooperation between companies, creating supply chains and create an increasingly global system.

New technologies also relate to public sector. Yildirim and Bostanci, in their contribution, examine
“Digital Transformation in Public Services: A Review of Turkey Case During the Covid-19 Pandemic.”
This study aims at presenting new evidences for the management of e-public services through functional
service management model and shows that Turkey has accelerated its digital transformation in public
services since five years and Turkish government has successfully provided and sustained public services
through digital platforms.

Comite, on his side, highlights that the difficulty of innovating in depth is particularly evident in
public administrations, because it implies changing the composition of the services and therefore of the
interests that are primarily protected, which are the result of long-established processes that have taken
place between the various stakeholders over time. In his chapter on “I&CT in the Public Administra-
tions: From E-Government to E-Democracy Through Digital Reporting,” he investigates the progress of
the managerial culture in the path of renewal of the Italian Public Administration in the transition from
e-government to e-Democracy, through digital reporting.
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Moving to legal issues, some traditional concepts are reviewed in order to assess whether technological
advances impose (or make somehow appropriate) an adaptation of current legislation and interpreta-
tion. Contract law is discussed in the first place. Cerrato, in his chapter on “Smart Contract: Towards a
New Contract Law?” examines the “smart contract” as a technology that allows to create a negotiation
process capable of running independently, without human intervention and claims that it is still difficult
to determine to what extent current rules are adequate to govern this phenomenon. The chapter will
therefore conclude with a review of the strengths and weaknesses of the smart contract technology and
with some suggestions for a future smart contract law.

Garilli, on her side, claims that blockchains and smart contracts raise serious questions about their
compatibility with international, European and national legislative frameworks, at least if we compare
them with the original and most widely-used blockchain model (i.e., the so-called permissionless
blockchain). In her chapter, “Blockchain and Smart Contracts: New Perspectives on Copyright Protec-
tion in the Digital Single Market,” she analyses pros and cons of using blockchains and smart contracts
in the context of copyright and attempts to investigate possible legislative solutions at the national and
supranational levels aimed at encouraging the use of these innovative technologies to the extent they are
compatible with the existing regulatory framework.

Also civil liability is addressed within technological evolution. In this book the same issue is deal
with in two different chapters, where the authors take the opposite view and create a fruitful and inter-
esting debate. Coggiola, in her chapter on “Old Rules for New Tools: Traditional Liability Rules and
Technological Development,” argues that, notwithstanding the theoretically possible different remedies
that could be applied, traditional tools of liability for fault, strict liability and compulsory insurance are
most probably the best suited for the compensation of the damages caused by the new technologies.

In his chapter on “Artificial Intelligence and Redress for Damages: Fault, Strict Liability, Mandatory
Insurance, Legal Personality, or No-Fault Schemes?”’ Marchisio, taking a different approach, claims
that algorithms’ “behaviour” may evolve over time and the relationship of cause and effect, as regards
causation of damages, may be not linear as we are used to believe. Since results of Al activity may be
unpredictable despite no flaw in design or implementation, he supports adoption of no-fault schemes to
provide redress to damaged users, since “traditional” civil liability rules (either based on fault or strict
liability) may provide a negative incentive toward technological evolution, insofar as they may impose
the obligation to pay redress onto producers and programmers of Al devices despite no flaw in design
or implementation.

The three following chapters examine the way new technologies relate to payment services. In the first
one, Zammitti explores issues related to the Payment Initiation Service, currently subject to Directive
2015/2366/EU (Payment Services Directive 11, PSD2) and, in Italy, to the Law Decree n. 11 of January
27th, 2010. This chapter, named “New Frontiers in Payment Services: The Payment Initiation Service
in the Directive 2015/2366/EU,” deals with the nature of relations between payment service users and
payment initiation service providers; as well as those between the latter and account servicing payment
service providers. Criteria to allocate liability when a transaction initiated through a PISP was unauthor-
ized, non-executed, wrongfully or lately executed are also addressed.

In the second one, “Are Bitcoins the New Payment Tools Suitable for Extinguishing a Pecuniary Obli-
gation?” D’Ambrosio examines the issue of whether bitcoins may be considered “currency”, reconstruct-
ing first of all the meaning of currency and its function. The research aims to conduct a cross-sectional
analysis of the bitcoin system through an argumentation that highlights its potentialities and limitations.

XXi
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In the third one, Marasa adopts an institutional approach to the issue and examines “Open Banking
and Privacy: Users’ Personal Data and Payment Service Providers’ Liability.” More in particular, she
focuses on the interference and possible conflicts between digital payments and personal data protec-
tion and processing rules, identifying and addressing certain issues. In particular, the work analyses
and discusses the role played by banking intermediaries and new payment service providers; the cases
where PSPS and TPPS can lawfully use personal data and the limits imposed thereafter; unlawful use
of personal data and the allocation of liability between intermediaries.

Several other chapters relate to various legal issues. Maceratini presents a chapter on “New Tech-
nologies and Privacy: Some Reflections on Subjects, Legal Categories, and Evolving Rights,” where
she reflects on interaction between privacy and knowledge. She highlights that respect for privacy and
individual dignity needs be balanced with the right to inform and to be informed and proposes a flex-
ible balance between freedom and constraint, considering the violation of privacy not only as a mere
limitation of individual potential, but as a factor capable of undermining the core of personal freedoms.

Comite fears that many companies may not keep up with the progressive development of digital
technologies and recalls what is required for successful digital transformation: critical thinking skills;
thoughtfulness; transformative capacity; enhancement of intellectual capital; preparation of a corporate
policy aimed at cybersecurity. The purpose of his chapter, named “Companies in the Digital Economy
Between the Enhancement of Intellectual Capital and Cybersecurity Problems,” is to demonstrate how
companies are able to reconcile the enhancement of intellectual capital and the problems associated with
cybersecurity in the context of the digital economy.

Mania discusses, in her “Legal Technology: The New Face of Legal Practice — Polish Perspective,”
practical applications of emerging technologies in the context of legal services. She points out that the
newly established legal technology (legal tech) industry is radically changing the current nature of the
lawyer’s work and describes the current legal tech scene in Poland, based on integrative literature review.

Tarantino moves analysis into ethics and reflects on the relationship between the advances that new
scientific discoveries allow and their consequent and necessary legal regulation. In his chapter, “Sci-
ence, Technocracy, and Artificial Intelligence: An Ethical-Legal Reflection Prompted by the Current
Pandemic,” he considers the fact that science does not always offer elements of definitive clarity and
certainty on the issues and builds on the renewed relevance of placing ethical limits on scientific action
today, in order to guide the scientist towards the common good.

Gravino highlights that technological evolution has redefined spaces and methods of communica-
tion also within the Catholic Church and in his chapter on “Ecclesiastical Laws and Digital Publishing:
The New Frontiers of Promulgation in Canon Law” questions whether Internet may be used as a way
of promulgating legislation.

Remaining within the boundaries of ecclesiastical law, Palumbo presents a chapter on “Technology
and Innovation: Considerations on Digital Religious Celebrations During and After COVID-19.” He notes
that during the first phase of the pandemic, many religious activities, particularly liturgical celebrations
have been suspended, interrupted, re-organized. Facebook and similar digital platforms seem to have
turned into liturgical spaces. The chapter aims at highlighting the problems and issues that have come
to determine and present the practices used within the confessional systems.

The legal section of the book ends with two chapters, dedicated to specific issues. Passarelli contrib-
utes with a chapter named “ ‘Don’t Google It’ The Effects of Google’s Ads Dominance for Users and
Competitors,” where he provides insights on some commercial practices opted for by the giants of web
marketing with the purpose to deepen the future legal and market challenges. He contributes to the current
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debate and the attempt to find remedies that offer appropriate protection to advertisers and consumers as
well as granting support to the lawmakers, who in turn have a duty to carefully regulate the search giant.

The chapter on “Bullying and Cyber-Bullying: A Dialogue Between Psychology, Sociology, and
Law to Understand and to Counteract the Youth Violence” has to do with bullying, that is defined as an
oppression, psychological or physical, repeated and continued over time, perpetuated by a person - or
a group - that is more powerful against another person perceived as weaker. The Authors suggest that
not only the victim and the bully are involved in these dynamics but also all the people who participate
as supporters or silent spectators. Their analysis aims at examining this problem in the cyber-context.

Chiola, on his side, deals with “The Digital Resurgence of Prisons.” This chapter builds on the impor-
tance, within prison life, of the right to affectivity and sexuality of prisoners, to be understood as a set of
human and personal relationships intertwined with external figures, family members but also educators,
psychologists, religious and school and university teachers. In this view, he examines that recognition of
the Internet as a right may be restricted in the face of certain offences, but this is diametrically opposed
to the ban on all access to the Internet.

The book ends with six chapters relating to various disciplines, which ideally integrate and complete
the overview on application of emerging technologies across multiple disciplines. Martini, De Luca
Picione and Ciaschi present a chapter on “The Border: Between Hybridization and Separation.” They
reflect on the nature of borders, as one of main human device to organize experience in sociological,
psychological, cultural and geographic terms. They highlight how the advent and widespread diffusion
of ICT contributes and accelerates transformations. Therefore, the distance no longer seems to matter
much and space has ceased to be an obstacle. Paradoxically, in this intensification of contacts and dis-
placements it happens that the borders, rather than being zeroed out, undergo a multiplication. Therefore,
it is discussed how borders arise many issues and concerns.

Mebane contrasts the diffused academic distrust the e-learning can transfer academic and professional
skills especially in the field of psychology. Based on recent research, in her chapter “Computer-Supported
Collaborative Learning and Psychology: An Option for the Future?” she claims that CSCL can be an
important tool, not only to increase knowledge on psychology, but also teach professional skills. This
research also reveals that collaborative learning was effective in both learning settings, even with teach-
ers with more or less experience.

Zambianchi and Scarpa contribute to the volume with a chapter on “Universal Design for Learning
to Support Integrated Digital Teaching.” They observe how learning and digitization settings can be
combined with the design of frontal and remote educational actions, allowing for better accessibility
and inclusion. In pedagogical field, they note, UDL is also a methodology that can be used to promote
a fully inclusive curriculum, through a new interpretation of teaching-learning processes and strategic
and reasoned use of technologies. The authors believe that Universal Design for Learning can support
the implementation of integrated digital teaching.

Martini and De Luca Picione identify the key factors of knowledge society as knowledge and creativ-
ity; so, the formation of human and social capital becomes the most powerful investment to produce
value and respond to the challenges of global competition. In their chapter on “Triple Helix Model: A
Device for Social Construction of Knowledge and Innovation,” they claim that reticular models, capable
of bringing together different organizations between people, artifacts and social institutions, represent
a system intrinsically rich in opportunities, for the creation of new knowledge and technology but also
for the processes of dissemination of such knowledge. In particular, they build their reflection on how
the Triple Helix Model can represent a device for social construction ok knowledge and innovation.

XXiii
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Chamizo, Josemaria and Garcia analyse the use of the virtual reality (VR) digital tool in the processes
of university orientation, especially for those degrees that have an important training on technologies
in their curricula. Their research is presented in their chapter named “Importance of Virtual Reality
(VR) Tools in the Processes of University Orientation for Technological Degrees: An Application to
the Degree in Digital Business.” The obtained data point out to demonstrate that when the satisfaction
degree increases with the activity, the rate of students who eventually choose technological degrees like
Digital Business improves.

Conclusively, it is likely that this book will bring an impact on the field of new technologies and
contributes to the subject matter by raising problems, ideas and proposals for future regulation, exploi-
tation, and research.

XXiv

EBSCChost - printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.coniterns-of-use



Section 1

EBSCChost - printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.coniterns-of-use



EBSCChost -

Chapter 1

Innovation and Change Between
Entrepreneurial Action and
Institutional Framework

Piero Mastroberardino
University of Foggia, Italy

Giuseppe Calabrese
University of Foggia, Italy

Flora Cortese

Giustino Fortunato University, Italy

Miriam Petracca
https://orcid.org/0000-0003-0812-0034

Giustino Fortunato University, Italy

ABSTRACT

This work analyzes the processes of innovation and change in economic-managerial studies, starting
from the prevailing literature on the subject and subsequently providing an alternative interpretation
key. The chapter focuses on the role that institutions have in organizational change and innovation and
on isomorphic processes. If in management studies, on the topic of innovation and change, the processes
of horizontal isomorphism are more analyzed, which lead organizations to imitate the behaviors of other
organizations, considered as models, in this chapter the reflection is centered on vertical isomorphic
processes, which are the result of regulatory and coercive pressures.

INTRODUCTION

Innovation is an ever-current topic in the managerial, political, social, and economic debate and finds its
natural place in the broader reflections on the theme of change. What are the processes through which
it starts, develops, accelerates, or slows down? What are the links between innovation and those that
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precede/follow it? Research has proposed numerous hypotheses about the dynamics of innovative pro-
cesses to provide “understanding” schemes—or “explaining” models—of the emergence and spread of
the new (Davies, 1979; Rogers, 1983; Von Hippel, 1990; Rosenberg, 1991). From the literature analysis
emerges an overall vision of enlightenment and neo-positivist matrix, which associates to the theme of
innovation those of scientific discovery, technical efficiency, and social progress and reconnects these
“values” to “strong” archetypes of individual and collective rationality.

This chapter aims, far from exhaustively reviewing the extensive literature produced in the economic-
business disciplines, to represent a synoptic framework functional to understanding some central issues,
a helpful premise for presenting a different interpretative framework. Among the different perspectives of
investigation, this work focuses on institutional analysis in organizational studies, with particular reference
to the neo-institutional, marking a clear epistemological distance from the settings of strong rationality,
both individual and systemic, placing at the center the understanding of the institutional environment
(norms, customs, organizations, institutions). Between the social atom—the individual, unicum of analy-
sis in the micro perspective of methodological individualism—and society as a whole—object of the
macro analysis of systemic-collectivist approaches—the institutional approach interposes a meso-level
filter, an intermediate lens through which to unravel the tangle of “material and symbolic condition-
ing that institutions exercise on human behavior” (Bonazzi, 2000, p. VII). Archetypes based on pure
forms of rationality and integrated, coherent visions of organizations give way to weaker visions, with
fewer “claims of knowledge” (Hayek, 1997), focusing on the complex interactional dynamics between a
multiplicity of actors operating in concrete fields of action. New elements—institutional processes and
power dynamics—contribute to stage a different epistemological option, identifiable as situationist, of
innovation and business (Mastroberardino, 2006, 2010).

This chapter, contributing to the debate on innovation and organizational change processes, aims to
propose the “situationist” approach, an alternative view to the prevailing that considers these processes
animated by systemic rationality aspiring to justify linearity that is, in practice, plentiful naive. This
chapter compares two paradigms providing a different view of the innovation: the political and neo-micro-
institutional. The idea is to revisit the concept of innovation from immanent and, too often, simplified,
attended by some actors who do not always link it to internal efficiency of effectiveness logic. On the
contrary, it may result from decisions to legitimize the organization within the institutions and other key
players operating in an “organizational field.”

The situationist view can be seen as an element of originality since it suggests being aware of the
political aspects (power) and the processes aiming to gain legitimation. Although this chapter is focused
on a theoretical conceptualization, the lack of an empirical study can be seen as the main limitation of
the work. The different insight into innovation processes allows us to increase the number of organiza-
tional and decision-making patterns with schemes and models focused on negotiation-based strategies.
Moreover, acknowledging cognitive constructs, such as isomorphism and rationalizing myths, paves the
way for a less naive approach to organizational dynamics that animate, in practice, innovation processes.

INNOVATION IN ECONOMIC-MANAGERIAL STUDIES

Focusing on the theme of innovation, the chapter focuses on a) nature and forms of innovation; b) dy-
namics of innovation and its diffusion.
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In ontological terms, innovation—in its technical, technological, or scientific declination (Polanyi,
1967; Vacca, 1989; Nonaka, 1991; Rullani, 1993, 2004)—is understood as the industrial application of
“inventions.” The distinction between the broader category of inventions and the narrower one of in-
novations can be traced back to the degree of diffusion of the new, to its commercial and social success
(Schumpeter, 1971; Cafferata, 1995).

A further reflection area has developed around the forms that characterize the “new.” In this way,
innumerable classification schemes have come to light, starting with Schumpeter’s (1971) first contribu-
tion, distinguishing five ideal-typical forms: product, process, commercial, procurement, and industrial.
The Schumpeterian typology was then enriched by including, on the one hand, the forms of innovation
concerning the intangible assets of the company; on the other, those generated by reticular models
(Warglien, 1990; Malerba, 2000; Rullani, 2004). A different strand, referring to business activities for
which innovation produces its “prevailing” effects, distinguishes between administrative, organiza-
tional, and managerial innovations and technological, product, and process innovations (Puddu, 1980;
Corticelli, 1992). Further contributions focused on the innovation gradient concerning the reference
framework, a paradigm placed on a more restricted (technical-technological, Panati, Golinelli, 1989,
p- 221) or broader (economic-industrial and social, Freeman, 1988) level. Thus, innovations have been
distinguished between incremental, radical, new technological systems, and new technical-economic
(Davies, 1979; Dosi, 1984; Henderson, Clark, 1990).

As for the dynamics of innovation and its diffusion, in the face of the substantial void left on the point
by the classical and neoclassical paradigms (Di Bernardo, Rullani, 1990; Paoli, 1992), a complete theory
of innovation can be found in the Schumpeterian vision of creative destruction (Schumpeter, 1971, 1977),
which connects the micro level to the macro level. On the one hand, the innovative entrepreneurial ac-
tion that spreads between first movers and followers, on the other hand, general economic development
as an effect—only partly intentional—of the aggregation of individual shares (Boudon, 1985; Hayek,
1997). Moreover, Schumpeter (1984), in analyzing the effects of oligopolistic capitalism, points out that
it is not innovation that allows extra profits but, conversely, it is the accumulation of profits, the result
of growing industrial concentration, to generate innovation based not on the action of the individual
entrepreneur but on the R&D investment programs of big corporations.

It is precisely on this causal link between R&D and innovation that the technology-push view has
been grafted since the 1940s: scientific discoveries ® technological/technical innovations ® economic
progress (Arrow, 1962). Therefore, the primary causal factor is scientific knowledge: “This essential,
new knowledge can be obtained only through basic scientific research” (Bush, 1945, p. 5). Despite the
copious criticisms, this scheme is still the conceptual architrave of innovation that supports policies.

From the 1960s, new perspectives emerge. First of all, the demand-pull view (Schmookler, 1966;
Scherer, 1982) states that scientific, technological, and technical progress is a creative potential, a neces-
sary but not sufficient condition. Innovation, therefore, is not a self-propulsive process but is demand-
pull: without a demand to satisfy, there is no self-propulsion. Subsequent approaches (coupling model;
integrated model; system integration and networking model) highlight the existence of multiple interac-
tions, interdependencies, self-reinforcing and self-correcting cycles (Rothwell, 1994), paving the way
for further reflections including social dynamics, cultural and institutional in the analysis of innovation.
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CHANGE: THE MAIN RESEARCH TRADITIONS

Expanding the focus from the category of innovation to change, it is stimulating to retrace the reflections
of scholars in defining the “spaces” in which organizations operate and change. The main trajectories
present in the literature on change have been traced back to the following three.

First of all, theoretical perspectives focused on the organization. The contributions of the Resource-
Based View (Penrose, 1959; Wernerfelt, 1984; Barney, 1991) can be included in this group, according
to which organizational change is aimed at the search for new valuable resources and their combinations
to achieve/implement/maintain dynamic capabilities (Rumelt, 1984). Behavioral Theory (March, Simon,
1958; Cyert, March, 1963; March, Olsen, 1976) can also be placed here, which qualifies organizations
from the coalition point of view and sees change as a continuous process of routine construction and
deconstruction (Nelson, Winter, 1982) between internal dynamics of power and external competitiveness.
The Punctuated Equilibrium Theory (Utterback, Abernaty, 1975; Tushman, Romanelli, 1994), according
to which long phases of continuity, of programmed incremental changes, are interrupted by short—but
intense—degrees of discontinuity, of radical changes. Finally, the Strategic Choice, according to which
management guides organizational change (Marris, 1963; Baumol, 1968; Miles, Snow, 1978).

A second research tradition includes theories that focus on the relationships between the organiza-
tion and its task environment. First of all, the industrial economy places at its center sectoral analysis,
starting from the structure-conduct-performance paradigm (Bain, 1959) up to Porter’s contributions to
competitive analysis (1985). The change is interpreted as a strategic action for repositioning the task
environment. The Economics of Transaction Costs (Coase, 1937; Williamson, 1975), the Contingency
Theory (Burns, Stalker, 1961; Chandler, 1962; Lawrence, Lorsch, 1967; Zajac et al., 2000), and the
Resource Dependence Theory (Pfeffer, Salancik, 1978) are included in this framework.

The third and more recent research tradition focuses on the relationships between organizations and
the institutional environment rather than on the individual organization. This includes the Population
Ecology Theory (Aldrich, Pfeffer, 1976; Hannan, Freeman, 1977) and the Neo-institutionalist approaches
(Meyer, Rowan, 1977; DiMaggio, 1977; DiMaggio, Powell, 1983). The first excludes change from in-
tentional strategies and interprets it as a deterministic, supra-organizational process of natural selection.
The focus is on “organizational populations:” no intentional change at the level of a single organization
is possible as these are victims of powerful internal structural inertia (routines, procedures, cliques of
power) and external (technology, institutions, culture).

INNOVATION AND CHANGE: AN ALTERNATIVE POINT OF VIEW

This paragraph intends to briefly provide the theoretical frame adopted in this work for innovation and
change.

The epistemological matrix used is the situationist one (Sparti, 2002; Berger, Luckmann, 1969; Gar-
finkel, 1967) which emphasizes the concrete contexts of interaction and the role of actors in the continu-
ous creation of the observed social reality. In this framework, the focus is represented by organizational
“change,” a continuous process that a pro-tempore dominant coalition, according to its preferences, tries
to direct towards a specific state.

The topic finds its declination between the political approach and the neo-institutionalist approach
on a theoretical level. The first (Crozier, Friedberg, 1978; Pfeffer, 1981; Friedberg, 1994; Crespi, 1999)
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is based on the vision of a society populated by actors, individual and/or collective, bearers of particular
interests, who interact strategically, between cooperation and conflict, to achieve their goals. The con-
tinuous power play searching for better/greater space for maneuver returns an institutional framework,
in force pro-tempore, never definitive and stable, resulting from negotiation between different interests.

The analysis of the processes of change in this framework appears inextricably linked to the strategies
of the different actors, to the power relations created between them, albeit within limits placed on their
freedom by the institutional framework defined by the negotiation.

This micro perspective is approached by the neo-institutionalist vision (Meyer, Rowan, 2000; Zucker,
2000; DiMaggio, Powell, 2000), according to which the actors operate in an institutional framework,
bearer of norms, rules, practices, and constraints, which carries out a standardization, training, and
control actions on them. The actors conform their behavior to these conditions to obtain legitimacy,
starting isomorphic processes.

The synthesis of the two —action and institutionalization (Mastroberardino, 2006; 2011; Mastrobe-
rardino et al., 2010)—allows us to read “change” as the ongoing process of construction, deconstruction,
and reconstruction of the institutional framework—at the same time produced by the actors and constraint
on their actions—and “innovation” as a stabilized pro-tempore structure, where “stabilization is never
definitive: tensions towards its maintenance its overcoming in favor of a different structure” (Mastrobe-
rardino, 2011, p.155). At the same time, the actors are influenced by the institutions which define their
space for maneuver with regulation and formalization; the actors, in such constraints, articulate and
implement their strategies based on the satisfaction of their interests.

Therefore, change can be described, albeit only for explanatory purposes, as a synthesis of two
processes: “vertical isomorphic processes,” which emphasize the role of institutions and the relative
pressures on collective actors; “horizontal isomorphic processes” which guide organizations to adopt
homogeneous conduct, conforming themselves, and at the same time to strengthen the structuring/
destructuring of the rules.

INNOVATION AND VERTICAL ISOMORPHISM, BETWEEN INSTITUTIONAL
PRESSURES, AND RECOVERY OF MANEUVER SPACE

The reflections on vertical isomorphism find their roots in one of the first essays on neo-institutionalism.
In a society densely populated by institutions, “organizations are driven to incorporate the practices and
procedures defined by prevailing rationalized concepts of organizational work and institutionalized in
society. Organizations that do so increase their legitimacy and their survival prospects, independent of
the immediate efficacy of the acquired practices and procedures” (Meyer, Rowan, 1977, p.340).

Indeed, the neo-institutionalist perspective, focusing on the material and symbolic conditioning that
institutions place on individuals and organizations, place isomorphisms at the center of its analysis. Actors
seeking legitimation tend to resemble each other and adhere to institutionalized rules, often regardless
of their immediate effectiveness.

It is appropriate to specify that:

e  “Institutionalized rules” are classifications constructed within society as shared typification or in-
terpretations (Berger, Luckmann, 1969). For example, norms, moral principles, codes of conduct,
procedures, and conventions;
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e  The “search for legitimacy” leads organizations to obey the pressures of the institutional environ-
ment to demonstrate that they act appropriately and adequately for purposes positively evaluated
by the community (Dowling, Pfeffer, 1975; Meyer, Rowan, 2000)

e Institutional isomorphic processes occur “regardless of the immediate effectiveness” of the rules
or without any evidence that they increase internal and external organizational efficiency. Not
infrequently, organizations searching for legitimacy make efforts in conflict with the needs of ef-
ficiency: for example, cutting-edge technology provides prestige to hospitals but can represent an
excessive cost for the immediate production (Meyer, Rowan, 2000).

There are areas of organizational management (environment, quality, social responsibility, manage-
rial and operational practices, information technology) concerning the existing regulatory apparatus that
produces pressures capable of orienting the behavior of the actors. The latter decides to “respond” to
these conditions, thus avoiding compromising their legitimacy, regardless of their evaluation. However, it
is indisputable that the organization benefits from isomorphism: looking at competitive and institutional
dynamics, greater compliance can facilitate relations with other organizations, increase the chances of
attracting highly motivated personnel and allow the obtaining of funding (DiMaggio, Powell, 2000);
looking at intra-organizational relationships, isomorphism reduces internal disorder, as conforming to
legitimate rules also resolves the internal conflict on the objectives of the organization, maintaining the
stability of the pro-tempore dominant coalition.

Some concepts specific to the neo-institutionalist theory will be mentioned below (types of pres-
sures or institutionalized rules, methods of dissemination, and degree of institutionalization), which are
functional to the understanding of the institutional framework; at a later stage, some reflections on the
role of the strategic actor in such a defined institutional framework will be proposed.

Origin of Institutionalized Rules, their Diffusion,
and Degree of Institutionalization

The institutional pressures referred to in this paragraph, despite the awareness of the difficulty of iso-
lating the single influence and the indissoluble and circular link between them, refer to “coercive” and
“normative” isomorphism (DiMaggio, Powell, 2000).

The first derives from the formal and informal pressures exerted on organizations by other organiza-
tions considered influential: these pressures are perceived by the actors as impositions, manifestations of
force, attempts at persuasion. On the other hand, normative isomorphism is linked to professionalization
and the role that the latter has in the institutionalization of rules: formal education creates professionals
for a given position, “interchangeable” in their way of thinking, acting, and schemes to be respected.

The search for legitimacy is the basis of the homogenization process for both types of institutional
isomorphism. In the first case, it seems evident that the failure of some organizations to comply with the
imperatives of the environment would mean self-exclusion from the competitive context—for example,
the use of new technologies for pollution control or workplace safety. In the second case, to appear profes-
sional, the actors are called to conform their behavior to institutionalized rules that produce a normative
and symbolic framework for the category. Conforming to this framework makes the “rational” actors,
legitimizing their actions; conversely, adopting a behavior that can be labeled as “deviant”, creates the
conditions for the failure of oneself and the organization. The membership of managers in professional
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associations is undoubtedly the cause of the propagation of legitimate practices, but not necessarily ef-
fective (Ghoshal, 2005).

However, the first neo-institutionalists did not only provide a classification of institutional pressures
but also took care to study the transmission of rules in the organization’s network of relations. The
reasons are identified by Meyer and Rowan in the “rational myths” and by Powell and DiMaggio in the
“organizational fields.”

Rationalized myths are carriers of socially approved beliefs and practices because they are considered
rationally effective or legal. The affirmation of a myth creates fields of rationalized activity in which
new formal organizations are born to satisfy needs fueled by that myth. For example, the professions,
which rise to rationalized myths as they are believed to control a series of behaviors and effects, through
role prescriptions and expectations of society, or the various institutionalized technologies—production
procedures, accounting, personnel selection, or data processing—they have become binding myths for
organizations (Meyer, Rowan, 2000) and a tool for external evaluation of their performance.

The spread of myths occurs by relapse: if the company has to adopt certain technologies, it is essential
to train people for this purpose; training, in a vicious circle, leads companies to organize themselves
according to institutionalized rules; the control of specific institutionalized rules requires the law to
intervene on them, and so on. The adoption of a certification (i.e., environmental or quality) is a classic
example of a rationalized myth: the organization sets up a formal structure, more or less dissociated
from actual activities, in response to institutional pressures, to offer an image of rational and legitimate
management (this is the case of the decoupling phenomenon). From this point of view, the search for
legitimacy is linked to coercive isomorphism. Regarding the indissoluble link between the various types
of institutional pressures, Reverdy (2005) underlines that the diffusion of environmental certifications
can also be assimilated to mechanisms of mimetic and normative isomorphism: standardization is ad-
opted in a context of uncertainty to communicate and affirm their legitimacy with the public and why
the professional categories in which they operate act in the same way.

If for Meyer and Rowan it is rationalized myths that generate isomorphism, for Powell and DiMag-
gio (2000, p. 145), the reason for homogenization is to be found in the “organizational fields,” defined
as “those organizations that, in the aggregate, constitute a recognized area of institutional life: key
suppliers, resource and product consumers, regulatory agencies, and other organizations that produce
similar services or products.” All the players who contribute indirectly to defining specific standards in
technology, research, and development of new products, human resources management, and personnel
policy are part of the organizational fields.

During the initial phases of the life-cycle of an organizational field, organizations are heterogeneous.
However, once they have become structured in an effective field (also through the action of competi-
tion, the state, or the professions), a set of forces is generated which they lead to become more and more
similar and to adopt the same innovations (mimetic isomorphism, DiMaggio, Powell, 2000).

For myths as well as for organizational fields, the dependence of one organization on another, in
terms of legitimacy, resources, and skills, affects the homogenization process: for example, accounting
rules, dependence on suppliers, or trust on academic credentials in the choice of managers (DiMaggio,
Powell, 2000).

Concluding this quick and non-exhaustive review of the fundamental concepts of isomorphism from
a neo-institutionalist perspective, a further reflection has to be edicated to the effect of institutional
pressures on organizations. This effect depends on the degree of institutionalization of the rule. Zucker
(2000) argues in this regard that institutionalization processes are endowed with different strengths in

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Innovation and Change Between Entrepreneurial Action and Institutional Framework

preserving and transmitting specific cultural contents: the more an institutionalized act presents itself
with a high degree of formality and solemnity, the more effective and lasting the transmission of its
cultural contents will be, and less freedom will be left to the subjects in breaking and reconstructing the
framework of rules and norms. The exogenous shocks that interrupt the reproduction process of insti-
tutionalized models, opening up to change, can be identified as opportunities to be exploited to recover
maneuver space by the actor. Therefore, it is possible to affirm that the margins of intervention on the
institutional framework are a function of the degree of “cultural persistence.” This means that some
organizations respond to external pressures faster than others, becoming homogeneous more quickly,
while others change only after a long period of resistance.

Vertical Isomorphism and Strategic Behavior in Innovation Processes

At this point in the discussion, it is possible to embrace the meaning of “organizational innovation” as
a conception of new rules or expression of the same rules in a different context (Burns, Dietz, 1992).

According to the theoretical framework adopted in this work, which sees actors, individual or collec-
tive, operate strategically for the recovery of maneuver spaces aimed at the creation and appropriation
of value, albeit within the constraints of a pro-tempore institutional framework temporarily defined, it
is possible to argue that the dominant coalition of the firm:

e  “Chooses” to comply and/or in any case “responds” to institutional pressures in a different way;
“Select” the institutional pressures to respond to;
“Adopts deviant behavior” aimed at the deinstitutionalization of the rules and the reconstruction
of the institutional framework, when it sees opportunities to be exploited or threats from which to
defend itself.

The institutional framework results from power games, negotiating, and lobbying activities of pro-
tempore dominant actors who work to satisfy their own interests. However, the same framework also
becomes a constraint for the other actors who act in it. There is no doubt that there are actors interested
in maintaining the status quo, who will strategically conform to its pressures, and others who will put
up resistance to it, working, even strategically, and recovering maneuver space for its rupture and re-
construction.

However, the behavior of organizations is not resolved in conforming or not. In search of legitimacy,
the pro-tempore dominant coalition of an organization reacts to institutional pressures in a more or less
reactive or proactive way according to its interests, opportunities glimpsed or threats perceived.

Oliver (1991) classifies the organization’s strategic responses to external pressures, ranging from
compliance to compromise, from invalidation to resistance, to manipulation. Passive compliance is
therefore only one of the possible responses of organizations to institutional requests. When institutional
pressures conflict with their own interests, the organization can respond with:

e  Compromise, aimed at reducing requests or modifying them;

e Invalidation, or an attitude through which organizations try to escape or, in some cases, openly
reject pressure;

e  Active resistance, which presents itself as the strategy most of all breaking with institutional
norms and expectations and in any case aimed at their change;
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e  Manipulation, which is the most active response to institutional pressures, as it is opportunistically
aimed at controlling the institutions.

Another aspect to underlie is that an organization can be subjected to a series of pressures, even in
conflict with each other. It is the same institutionalized environments that produce extremely inconsistent
myths. In the writer’s opinion, the pro-tempore dominant coalition will strategically choose to comply
with one rule rather than another based on the pursuit of its objectives.

Finally, even when the institutional norms appear fixed and almost natural, the emergence of devi-
ant local behaviors can be observed, conveyed through coalitional dynamics that give rise to political
processes of re-discussion of the institutional framework (Mastroberardino, 2011), providing nourish-
ment to the trajectories of change of some actors. The adoption of a non-isomorphic behavior is always
driven by the search for improvement of one’s position. This attitude generates confrontation and conflict
between the various actors; this situation can only converge towards negotiation processes at the basis
of the dynamics of rupture and reconstruction of the reference framework.

In this regard, it should be emphasized that even if the actors’ actions are intentional, the obtained
effects are not always the desired ones. Change is, in fact, a process that cannot be determined or planned
but is the result of particular circumstances, power games, adjustments, compromises, and negotiations.

EMPIRICAL RESEARCH PERSPECTIVES: AN EXEMPLIFICATION

This paragraph proposes some methodological reflections to analyze the institutional pressures on
organizations.

As for the vertical processes that lead the organization to change and innovation, this section deepens
the coercive and normative isomorphism (DiMaggio and Powell, 1983). As detailed in the previous para-
graphs, the coercive isomorphism is the result of external pressures, both formal and informal, exerted
by the government, by regulatory bodies, or by other agencies to adopt the structures or systems they
prefer; the normative isomorphism, otherwise, describes the effect of the spread of professional stan-
dards on organizational characteristics, emphasizing on how organizations conform to these standards
by adopting practices legitimized by relevant professional groups.

The diffusion of certifications deriving from ISO standards is a phenomenon rich in references to
these types of isomorphism. Below, referring to the standards for the quality management of processes
(ISO 9001), a methodological reflection will be proposed to analyze the phenomenon.

The ISO 9001 standards are the international standard for the quality management of processes of
any organization, of any sector and size. They aim to pursue customer satisfaction, improve the effec-
tiveness and efficiency of internal processes, and increase the competitiveness of organizations on the
market. These standards allow the company to guide the processes’ organization and management and
constitute a reference for performance evaluation.

In brief, the ISO 9001 standard is a management tool based on the systematization and formalization
of work to achieve the satisfaction of an internal and external customer. To get ISO 9001 certification
is necessary to document what to do and check how it is done. The adoption of this type of standard is
voluntary, even if in some sectors its application constitutes a “de facto” obligation (i.e., construction,
automotive, energy, and telecommunications).
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Table 1. Analysis grid for the institutional pressure for the diffusion of ISO 9001 certifications

Coercive pressures Normative pressures

e Political system

o Credit system

e Economic system

o Consumers associations

¢ ISO, EN, UNI
o Professional organizations
e Universities and scientific institutions

Secondary stakeholder

Primary stakeholder * Customers

e Competitors

Source: (Personal development)

The ISO 9001 standards, in addition to being a model for the quality management of processes, are
also a path that organizations follow to seek and/or strengthen their legitimacy with stakeholders. In fact,
ISO certification is also a means of promoting their image, and organizations adopt it for two reasons:

e  To achieve organizational efficiency: the implementation of the quality control system proposed
by the ISO 9001 standards should help the company to make its production system more effective,
leading it to achieve greater organization and transparency in its procedures;

e  To obtain legitimacy in the organizational field: the right to use the ISO mark, guaranteed by
the certification, provides the certified organization with legitimacy in the organizational field in
which it operates, allowing it to improve its image.

The standard can be adopted due to pressures of external nature, not modeled by rationality and util-
ity but bound by “rules,” conventions, and shared values aimed at orienting the reference sector towards
greater “stability” in a context of extreme uncertainty. Compliance with specific institutional rules cre-
ates structural similarities between the different realities and makes management practices increasingly
similar or even “standardized.”

The following table proposes an analysis grid to study the diffusion of ISO 9001 certifications,
which aims to identify the main stakeholders participating in this process and the work of these actors
to construct the institutional framework pro-tempore in force.

Looking at the coercive pressures, undoubtedly, the company’s macro-environment has its role in
disseminating regulations. Just by way of example, the pression of consumer associations, in terms of
protection, on companies to adopt specific quality standards, or the recognition by the credit system of
the certification as a guaranteed requirement in the relationship with the customer; in the competitive
environment, especially in supply chain relations, not conforming to specific rules or requirements, can
impact on the dynamics of the business and on its ability to create value.

Concerning normative pressures, the reference certainly goes to the bodies that deal with quality
standardization, for example, the ISO, EN, UNI bodies, but also to professional organizations and univer-
sities and scientific institutions that train professionals who operate according to schemes, which adapt
their behavior to institutionalized rules for the category, thus legitimizing their work.

If, on the one hand, organizations such as ISO become critical players in defining the framework for
isomorphic processes, on the other, all the actors who suffer these pressures and who adapt to them to
obtain legitimacy work to modify the constraints which they are subjected to.
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However, it should be noted that the possession of ISO certification only provides information on the
existence of a system that complies with specific standards. Still, it tells us nothing about the effective
functioning of this system and the quality assurance of the processes. This introduces another concept,
the decoupling, which happens when the adoption of ISO standards occurs only to acquire legitimacy in
the organizational field and not as a driver for improving organizational efficiency. In this case, the goal
is to obtain the certification with the least possible effort, making minor changes to the organizational
structure and only superficially adopting the procedures proposed by the standard. In some cases, it ar-
rives at the phenomenon of “window dressing,” “dressing” the “windows” to demonstrate compliance
with the regulations, minimizing the necessary investments.

CONCLUSION

This contribution offers an alternative reading of innovative business dynamics concerning the dominant
paradigm in managerial disciplines. Taking a cue from the theme of innovative business processes, the
above reflections culminate in the proposition of a concept of governability of business dynamics char-
acterized by a higher degree of imperfection or indeterminacy. The authors’ invitation is to reflect on
the fact that business decisions are rational in procedural terms and not substantive: the isomorphism,
in fact, is a phenomenon that occurs regardless of the actual increase in efficiency and effectiveness of
business processes, but only to obtain social legitimacy.

Undoubtedly, the ex-post understanding of business dynamics leads to a more realistic vision of the
innovation phenomenon, butindeed less reassuring in terms of management’s governability of the process.

Author Contributions
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gree of institutionalization,” and “Vertical isomorphism and strategic behavior in innovation processes”
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Chapter 2

Concrete Benefits of
Technological Innovation
for Small and Medium-
Sized Enterprises

Maria Pompo

Giustino Fortunato University, Italy

ABSTRACT

In recent years, digitization greatly influences the production process of enterprises. In terms of com-
petitiveness, we are more and more aware of the advantages that the use of digital technology entails
for companies. However, there is still a digital divide between companies in northern Italy and those in
the south due to the geographical position, which undoubtedly penalizes these companies in terms of
costs, but also due a certain delay in terms of economic growth. To overcome this gap, it is necessary to
undertake a process of change through greater cooperation between companies, creating supply chains
that not only embrace different sectors, but also go beyond their borders and create an increasingly
global system. Exactly for this reason, it is essential to perfect the knowledge and skills of digital tools.
Only in this way can SMEs in the south have the opportunity to become more competitive in terms of
international trade.

INTRODUCTION

In economic literature, and in particular according Schumpeter, innovation determines a change in the
social order, without forgetting that policy plays a crucial role too. Undoubtedly, economic innovation and,
therefore, digitization, are some of the “neo-Schumpeterian” approaches, causing a change in economic
life and giving rise to a new economic development; in the Theory of Economic Development he wrote:

What seems to us to be received doctrine: Industrial expansion, automatically incident to, and moulded
by, general social growth — of which the most important purely economic forces are growth of population
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and of savings — is the basic fact about economic change or evolution or “progress”; wants and pos-
sibilities develop, industry expands in response, and this expansion, carrying automatically in its wake
increasing specialization and environmental facilities, accounts for the rest, changing continuously and
organically its own data. (Schumpeter, 1928, pp. 375-6).

According to Schumpeter, progress, the expansion of industries and the growth in demand derive from
“new combinations” of already existing factors of production, that means from “innovations”. He wrote:

What we, unscientifically, call economic progress means essentially puttingproductive resources to uses
hitherto untried in practice, and withdrawing them from the uses they have served so far. This is what
we call -innovation-. What matters for the subject of this study is merely the essential discontinuous
character of this process, which does not lend itself to description in terms of a theory of equilibrium.
(Schumpeter, 1928, pp. 378).

Innovation is important not to be confused with invention. Therefore, innovation is a technological
transformation also linked to digitization. The technological change present in the modern economic
system is synonymous with industry 4.0, which undoubtedly creates productive efficiency, well-being
and greater wealth on the one hand, but can also create unemployment, due to the qualitative changes
of the workforce.

RELATIONSHIP BETWEEN DIGITIZATION AND SMES

The relationship between digitization and SMEs, has many critical points, which derives from the orga-
nizational structure of companies. It is not easy for companies to adapt to technological changes and give
up their habits, therefore, it is not easy to reach an optimal level; We talk about Organizational Inertia:
companies need time to change, they are unable to realize deep and rapid changes. This aspectis described
as a competence trap, as the limits that the company shows depend on its own resources and strengths.
For SMEs, the difficulties described above are even more evident because of their size and features.
Carrying out a process of technological innovation requires a commitment that is not easy for SMEs.

The production system, not only in Italy but also in Europe, is characterized by the large presence of
SMEs, in fact in Europe SMEs represent 99.8% of all enterprises, involve about 67% of the workforce and
participate in the 58% of production (Eurostat). In Italy the presence of SMEs is even stronger than in the
rest of Europe. Italian SMEs exceed the European average both in terms of added value and employed.
However, SMEs in Italy have difficulties in terms of performance and growth rates. It is important for
these companies to improve the regulatory aspects and the policies in their favor; this means that the
public administration will necessarily have to approach the needs of SMEs. Therefore, is necessary to:
crate a context businesses can grow, helping weaker companies, giving the more opportunities and not
letting them die after the first mistake, much less if they are in insolvency; facilitate access to credit; give
SME:s the opportunity to take advantage of innovation, research and all the possibilities offered by the
market; businesses have to care about sustainability and the environment too; It is important to enable
companies to generate knowledge: we are talking about Learning by grafting, that is, the acquisition of
knowledge through the hiring of new staff or the acquisition of a company.
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In Italy, SMEs are micro-enterprises mainly concentrated in the manufacturing sector and with an
average number of three employees.

As a percentage, in Europe the manufacturing sector is the one with the greatest added value and the
highest level of employed workforce (31% and 24.8%) but it is also the sector that was most affected
by the 2007-2008 crisis. However, already in 2017 it recorded positive signs, in fact, it had an added
value of 2.7%, which was higher than the levels before the crisis, while employment is still struggling
to restart today (Eurostat).

For SMEs, implementing a digitalization process means creating new business models and giving
life to the following points:

e  digital infrastructures; ® Investments and access to finance.

Through digital transformation, each company manages to differentiate itself, to create its own in-
dividuality, which allows it to be a digital leader. Digital transformation implies a new way of relating
with its customers which, to make their purchases, interfaces not only with traditional channels but also
and above all with digital ones.

Digital transformation is not limited only to innovative businesses, digital start-ups or large companies
in Silicon Valley, but it is a process that affects all companies, regardless of the size or market in which
they operate. An innovative technology and a start-up (even if it has little capital) is enough to dominate
a market, eliminating highly experienced players.

To dominate in a market, in addition to digitization, it is necessary to change the organizational
structure, taking into account the digital transformation.

In general, digital is the driving force for SMEs, for example in Italy 5.1% use e-commerce. The
overall turnover achieved by companies through e-commerce is equal to 4.8%.

The economy generated by the internet in Italy is equal to 3.5%, slightly more than the French one
which stops at 3.4%, while in Germany it stops at 4% and, in all advanced countries, at 5.5%.

21% of Italian companies with at least 10 employees have introduced social networks into their busi-
ness model, while the European average is higher: about 27% companies (EU-27); in Spain the number of
companies is equal to 29%, in the United Kingdom it is 40%, in France the average number of digitized
companies stops at 17%. For SMEs that are permanently present on the Web and are able to achieve a
10% increase in productivity, the turnover grows and the level of exports doubles compared to that of
offline SMEs (Unioncamere, Confindustria, 2016). It is above all young companies led by young people
that are very active on the Web: for example, about 65% of companies founded in 2014 have been active
on the web since the beginning of their activity; 57% of these have their own website and 55.9% have a
Facebook page. (Unioncamere, Confindustria, 2016).

It is clear that digital innovation changes the way companies act and communicate and we must
continue on this path.

THE DIGITIZATION PROCESS IN HISTORY

Industry 4.0 was first talked about in 2011 in Hanover, Germany, at the “Hannover Messe” fair, a large
fair for international investors, regarding new industrial technologies and all cutting-edge energy systems.
On that occasion, scholars Henning Kagermann, Wolf-Dieter Lukas and Wolfgang Wahlster presented
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their report entitled ” Mit dem Internet der Dinge auf dem Weg zur 4. industriellen Revolution”. They
tried to highlight how technological innovation in the future would change production systems, creating
the foundations of a new industry based on “cyber-physical systems”!. All this would also have affected
people’s lifestyles.

They have tried to influence the industrial policy choices of the German government, inviting it to
implement the “Project for the Industry of the Future 4.0”*. Actually, already in 2006, Germany had
tried to create a national program to promote technological innovation and increasingly become a leading
country in the High-Tech sector’. Research Minister Annette Schavan at the time was firmly convinced
that this path must be followed; this is clear from reading her speeches in which she said: “We want to
transform Germany into the most research-friendly nation in the world by 2020(...). We need new ideas,
new products and new system solutions to ensure our standard of living today and the standard of living
of our children tomorrow. We cannot win the competition on the lowest labor costs (...). To achieve this,
we must follow the High-Tech strategy with concrete actions (...)*".

In the following years, the German government carried out industrial policies that were inspired by that
program, pledging to implement a high-tech policy. In 2013, the research group “Industrie 4.0: Working
Group” presented the report “Securing the future of German manufacturing industry. Recommendations
for implementing the strategic initiative INDUSTRIE 4.0. Final report of the Industrie 4.0 Working
Group”, which reaffirmed the intention to continue on this new path, in fact, “Industrie 4.0 Platform”
was established: working groups that have contributed to the growth of the country. The German industry
has grown thanks also to investments made in 2013, amounting to 14.5 billion euros in R&D, of which
8.3 are managed directly by the Ministry for Education and Research, (Italian Pardo Embassy, 2015)°

The growth of German companies has led the government to continue to finance the industrial sector,
in fact, in the Industrie 4.0 industrial plan of 2017, the government made investments of 1.5 billion, also
trying to favor medium and small enterprises.

Today Germany is the first country in the world for the development of Industry 4.0: it has 15 million
jobs, which are closely linked to the digitization of the manufacturing sector. Therefore, the German
government has been implementing various strategies related to industry 4.0 for years, including the
“Digital 2025 Strategy” of 2016.

Not only Germany but the whole European Union is aiming at the digitalization of the industrial sector,
since the industrial sector represents 15% of the added value; 80% of the EU’s research and innovation
activities are represented by industry, where 75% of its exports represent the crux of productivity. The
analysis carried out above makes us clearly understand the evolution and importance of industry 4.0.

So, as already mentioned, the fourth industrial revolution starts in 2011. There are different defini-
tions given to the fourth industrial revolution, for example Alasdair Gilchrist writes:

Best understood as a new level of organization and control over the entire value chain of the lifecycle of
products, it is geared towards increasingly individualized customer requirements(...).The basis for the
fourth industrial revolution is the availability of all relevant information in real time by connecting all
instances involved in the value chain. The ability to derive the optimal value-added low at any time from
the data is also vital. The connection of people, things and systems creates dynamic, self-organizing,
real-time optimized value-added connections within and across companies. These can be optimized ac-
cording to different criteria such as costs, availability and consumption of resources (...). A framework
for Industry 4.0 depends on 1) the digitization and integration of the horizontal and vertical value chains.
2) The digitization of products and services and 3) the introduction of innovated business models(...)
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Figure 1. GDP trend in the EU countries 2013-2015

Source: DPS elaborations on Eurostat data; 2013-2015 Eurostat estimates
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a collective term for technologies and concepts of value-chain organizations...Over the loT, CPS com-
municates and cooperates witheach other and humans in real time. (Gilchrist, 2016) °.

THE WEIGHT OF INNOVATIVE INVESTMENTS IN THE ITALIAN ECONOMY

Italy is a country that currently grows little, has a growth rate below the European average (Fig. 1). All
the policies concerning digitization have not focused on achieving an economic and social change typi-
cal of an industrial revolution, but on modifying and renewing the processes already present. It must be
said, however, that a Digital Agenda has been presented by the institutions, which offers opportunities
for growth and change. Naturally, it is necessary to involve the main economic players, families and
businesses, and to make investments and structural reforms.

Digitization is seen as a transversal process involving the public and private sectors. An example can
be the digitization introduced in schools.

It is appropriate to start with the creation of a digital single market, as proposed in 2014 by the
European Council. This is an important step that is worth 3% of GDP every year. Digital development
requires the use of public resources to foster business change and to have a more skilled workforce.
Through this strategy it is possible to achieve “digital growth”,

also intervening on the public administration, which will act as a means to increase digital demand’.
Ttaly, therefore, has thought of a Digital Strategy® to create more supply and be competitive. However,
our Digital Agenda highlights some limitations of our country: for example, Italy has a broadband equal
to that of the European average, while it has a serious delay in the ultra-broadband. Italian citizens who
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regularly use the Internet between the ages of 16 and 74 represent 56% of the population, while 34% of
citizens have never used the Internet.

The European average of the population using the internet is naturally higher, equal to 72%, and
only 21% of European citizens have never used the internet (Digital Agenda 2014-2020). In Italy, online
services are used to a lesser extent than the Union average.

All this highlights the great distance between Italy and the Union. This is also due to socio-demographic
reasons linked to the internet population. If we look at the age group of 16-24, the difference from the
European average is 10%; as higher age groups are considered, the difference increases: in the 25-54
age group the distance from the European average is 15%, which reaches 18% in the 55-74 age group
(Digital Agenda, 2014-2020). It is clear that the internet is used above all by young people, especially in
the 18-19 age group where the percentage is 99%, while in the 35-44 age group the percentage is 75%,
and in the age 55-59 is 50% and reaches 10% in the age group of 75-over (Digital Agenda, 2014-2020).

Looking at the geographical areas, the internet has a circulation of 60% in the North-East, while in the
South, especially in the islands, it has a circulation of 50%. 85% of families with minors have an internet
connection, the percentage decreases as the number of families with only elderly members increases,
where the internet connection is equal to 12.7%.

The gap didn’t exist only for the internet. There is also a disparity in terms of digital skills (ICT
skills). In fact, in the 16-74 age group, 61% of people have a low level of digital skills, with a percentage
of 21%, while 40% have no skills at all.

Our reality is behind Spain where in the same age group 46% have low digital skills, Great Britain
has a percentage of 42%, in Germany the percentage stops at 40% and in France at 37%, in Finland and
the Netherlands the percentage is 30%.

Then wanting to take a look at the use of the internet for activities other than communication®, there
is a high gap compared to the EU average as regards the use of the internet for services, such as online
banking, where in Italy the percentage is 37%, while the European average is 55%.

Surely compared to 2011 there was an increase in the internet for the search for services, health,
financial, newspapers, with growth of over 5 percentage points (Istat, Citizens and new technologies,
December 2013 - Istat, Citizens and new technologies, December 2017) (Digital Agenda, 2014-2020).

Looking at the online services of the Public Administration, we see that most people (64%) still prefer
direct contact, so they go to the counter and only 20% use online services, while 18% prefer the telephone;
use also depends on the level of education and age, in fact, young people under 30 make extensive use
of the internet and use traditional channels less (Digital Agenda, 2014-2020). This is certainly not ex-
plained by the fact that families do not have the internet, in fact 64% of families have internet and 87.1%
have a PC, but rather because of poor digital skills, where the percentage is 43%, there is then 27% who
consider it unnecessary to have digital skills (Digital Agenda, 2014-2020). so far it is clear that costs
are not the obstacle to the development of digitalization and online services.

Wanting to take a look at our companies, it can be observed that as regards integrated management
applications (ERP) and electronic invoicing we are in line with the European average.

Instead, there is a significant delay of our businesses in online sales, only 5% use e-commerce; the
delay concerns in particular small and medium-sized enterprises with fewer than 10 employees (SMEs),
which in Italy represent 94% of Italian enterprises.

Certainly Italian companies use social media to spread their business and production, the percentage
of companies that use social media is 25%; Almost all of the Italian companies (86%) use the internet
to interact with the Public Administration (Digital Agenda Scoreboard, 2014).
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Figure 2. E-government services in Italy
Source: European Commission, Digital Agenda Scoreboard, 2014
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As regards the offer of services, in particular the digital services offered by the Public Administra-
tion, in Italy there is a dualism: on the one hand it occupies a high position in terms of service offer, on
the other it occupies a low position for the provision of services (Fig. 2).

Italy offers many online services but less cross-border services. Furthermore, all e-government ser-
vices are centrally efficient but lacking locally. All municipalities have a website, but only 20% of them
provide online services; municipalities with more than 60,000,000 inhabitants offer settlement services
online, while only 15% of municipalities with less than 5,000 inhabitants are able to offer such services.
Taking a look at the regions, Emilia Romagna and Veneto that are able to offer fully transactional online
services; the situation is critical in Basilicata, Molise, but also Valle d’Aosta and Trentino, where there
are very small municipalities.

Taking a look at tourism, it appears that all municipalities have their own web page, but only 14%
of municipalities are also able to offer hotel reservations, while only 3% allow the online purchase of
museum tickets. To make cities safer, all municipalities have installed a video surveillance network, but
only 16% of municipalities are able to provide online services.

Although Italy is committing itself through the Digital Agenda to transform the public administration
and, consequently, to improve the well-being of the community and the economic system, yet each single
region has its own economic and social reality, which represents strengths or weaknesses. Therefore, the
strategy for digitization has focused on the following points:

Didentify the strategic sectors that are decisive for the change in the Public Administration;
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Figure 3. EU member states’ innovation performance
Source: Digital Agenda Scoreboard, 2014
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2) examine the territorial gap;

3) identify, on the basis of qualitative and quantitative indicators, the appropriate tools to achieve
the objectives of the Union;

4) identify the actions necessary to achieve the objectives.

5)  Monitor the results.

To get a broad picture of the digital strategy implemented not only by Italy, but by the individual
countries of the Union, we can refer to the Regional Innovation Scoreboard (RIS), which compares
the results achieved by 190 regions of the European Union and of Switzerland, in terms of innovation
performance (Fig. 3).

The figure above (Fig. 3) shows that only 34 regions are leaders in terms of innovation, while 57 re-
gions have an average innovative capacity, 68 regions have moderate innovative capacity and 31 regions
a modest capacity for innovation. The regions of the states of the Union that have a prominent position in
terms of technological innovation actually belong only to Denmark, Germany, Finland, France, Ireland,
the Netherlands, Sweden and the United Kingdom. While for Italy only Piedmont and Emilia-Romagna
occupy an average high position in terms of innovation (Fig. 4).

To create and develop online services, it is advisable to reflect on the limits of supply and demand
for online services. On the supply, in particular, we found in the previous pages that its development
in Italy is conditioned by the low level of use compared to other industrialized countries, as well as the
level of technological skills (ICT skills), which is below of the European average. It is a heterogeneous
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Figure 4. The geographical distribution of innovation in the regions of the Union
Source: Digital Agenda Scoreboard, 2014

i

supply, not very competitive, and this is also linked to the fact that Italian companies are mostly micro-
enterprises, which despite having good communication are lacking in transactional services.

Italy has a delay in digitization: there is a scarce diffusion of technological innovation among com-
panies, families and the Public Administration, this slows the growth of highly technological productive
sectors, which could favor productivity growth.

With regard to the Public Administration, we can see the effort made by Regions and Municipalities
to undertake a process of digitization.

Itis appropriate to seize the opportunities offered by digitization and increasingly involve the families,
to involve more and more human capital in digitization.

More and more families are connecting to the internet: it is estimated that in Europe, in 2018, 81%
of people went online at least once a week (European Commission, 2018)'°, however, the percentage
of people with basic digital skills remains low, the percentage is around 43% (European Commission,
2018). Today the internet is used for various reasons: music, videos, games, online purchases, online
banking; European Union companies also use online services to lower costs and expand the market.
Companies will certainly benefit from the digitization of the Public Administration, as they will find
themselves operating in a more efficient environment. For some years now, the European Commission
has published a report that contains the data of the DESI Index, which indicates the level of digitization
of the countries of the Union: it is a photograph of the digital agenda made by the various countries of
the Union. .

The indicator takes into account digital public services, internet use, connectivity and human capital.
The 2018 Desi index highlights an antinomy between the digitization of the European Union and that
of Italy. Therefore, we are still a long way from achieving a single large digital market. In 2018, Italy
occupied the 25th place out of 28 countries. The highest place in digitization is occupied, as already
mentioned above, by the Nordic countries: Denmark, Sweden, Finland, the Netherlands, followed by
Luxembourg, Ireland, Great Britain, Estonia.
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As for ultra-broadband connectivity, while in Europe it is used by 58% of households, in Italy only by
22%.91% of the Union population has a subscription to mobile networks, in Italy 86% of the population;
regarding the digitization of public services, 58% of the population uses online services, in Italy only
30%. The position has improved with regard to the use of the internet for online purchases, a channel
used by 41% of the population against a European average of 68%; online banking is used by 43% of the
population, in Europe by 68% of the population. Furthermore, digital technologies are little used by our
SME:s: online sales are carried out by only 7.9% of Italian SMEs against a European average of 17.2%.
For digital services of the Public Administration, Italy is in 19th place (DESI, 2018). In terms of human
capital, Italy lacks digital skills, because our country still invests too little; the position occupied is the
25th place. However, it must be said that the whole European Union does not invest much in digital skills.
The DESI data show a delay in Italy, placing it close to the countries of the Union which are below the
European average, namely, Romania, Poland, Bulgaria, Hungary, Slovakia, Croatia, Greece.

(The Italian delay in technological innovation)

Italy is lagging behind in the use of technological innovations, let’s say that the policies in favor of
industry 4.0 started late compared to the other countries of the Union, even though Italy is a country that
in terms of productivity is at the second place in the Union, but in terms of digitization it is below the
European average. Digitization is crucial in an increasingly competitive and globalized market.

Italy has greatly felt the weight of competition from the Asian economy and our companies have tried
to respond through de-localization and concentrating production in niche sectors. All this has led to a
fall in investment rates, thus widening the gap with the rest of the EU countries and leading the Italian
economy towards stagnation. Our country tried to get out of this negative economic background: in fact,
at the end of 2015 it paid attention to enabling technologies and the government at the time published
a report, which would also have favored the digitization of Italian companies. In 2017, the government
presented the “National Plan for Industry 4.0”, the first example of concrete measures!! (and with tax
breaks), to make private investments in 4.0 enabling technologies and thus provide our companies with
the tools to be competitive in terms of digitization and innovation. The 2017 National Plan provides for
13 billion in public investments and tax benefits.

It was aimed at companies (and in particular for small and medium-sized enterprises) that would
have made investments starting from 1 January 2017, for training'?, that is, for Competence Center and
Digital Innovation Hub. To achieve perfect digitization in our country, it is important to coordinate
political will with the will of businesses. Achieving skills in industry 4.0 is essential, also for overcom-
ing the critical issues in the labor market, where youth unemployment is high, but also because it is not
easy for companies to find the workforce with the right skills. Indeed, in the labor market there is a skill
mismatch: the phenomenon whereby the needs of businesses and the training of the workforce do not
match. In Italy there is a scarce availability of workforce in mathematics, engineering, science. In this
regard, the 2017 plan indicated the training of over 3,000 managers.

This aspect makes it clear that human resources (human capital) and, in particular, their training,
which is crucial for the growth of businesses, should not be underestimated. The industry 4.0 revolu-
tion is a technological revolution, but enabling it from an organizational, process and production point
of view. It is a revolution that facilitates internet connection, thanks also to low costs; it is a revolution
that embraces the entire production system, but also our daily life. In fact, there are more than 14 bil-
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lion sensors connected to the production system; by 2030 they should reach 100 billion sensors. It is a
revolution in constant motion.

CONCLUSION

There is a challenge to face, where it is necessary to change production systems, and to review the strat-
egies and organization of companies. It is undoubtedly a technological but also cultural change, which
leads the worker to have more stimuli and to work with greater harmony and balance.

Great confidence is placed in Industry 4.0 and this is evident from the growth in investments and the
new organization of work. Although the change is based on technologies, however, we try not to neglect
the person, who remains the core of the company. It is advisable to invest in the worker to improve his
skills and provide training in step with the times. Certainly, as the philosopher Julian Nida Rumelin
observed, digitization should not be considered as a “new humanism”: it is not possible to think that a
digital intelligence, a robot, is able to do a work of discernment, cannot act in full autonomy. However,
it is a real revolution that certainly highlights anthropological aspects as well: humanity realizes its
limitations and wonders where this global technological innovation will lead. Undoubtedly, this digital
intelligence will never get the better of human intelligence, you cannot think of the universe as an algo-
rithm. A “cybernetic paradise” will never be created.
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1

“Cyber Physical System”.

2 “Zukunftsprojekt Industrie 4.0”

3 In 2006, the Minister of Education and Research proposed the “Ignite Ideas! High Tech for Ger-
many” program, which concerned the development of innovations in the industrial sector in such
a way as to become increasingly competitive and conquer the entire market.
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Italian Pardo Embassy “The research system in Germany”, August 2015

6 Alasdair Gilchrist, (2016), “Industry 4.0-The Industrial Internet of Things”.

In Italy this demand is below the European average.

8 Called the Digital Growth Strategy 2014-2020.

In this case, there is no gap with the other countries of the Union.

In 2017, the percentage was 79%, two points less (European Commission).

In billions of euros.

Training also in high school.
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ABSTRACT

The world has welcomed digital transformation during the COVID-19 pandemic. Citizens and govern-
ments began their travel from public services to e-public services. However, there are already launched
programs for e-government of digital transformation. It is a fact that the COVID-19 pandemic accelerated
the adaptation of digital transformation in public services in developing countries. This study aims to
present new evidence for the management of e-public services through functional service management
model. In this context, Turkey is selected as a sample country based on United Nations E-Government
Development Index (EGDI) results. Turkey has accelerated its digital transformation in public services
for five years. In addition, the Turkish government is observed to be successful in providing and sustaining
public services through digital platforms. The study focuses on determining the functional management
approach to examine the working way of e-public services.

INTRODUCTION

The digital transformation causes to start new expectation and market for the world. From private sector
to public sector, the delivery of services has moved to digital platforms. When considering the impact
of Covid-19 pandemic, it can be said that digitalization gives so many solutions to keep economic and
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social activities. In fact, the Covid-19 pandemic has given higher level of digitalization for the humanity.
Digital economy, online education, online health services or online public services have all significantly
increased during the Covid-19 pandemic (Yildirim, 2021; Yildirim and Bostanci, 2021; Yildirim et.al.,
2022; Oncii et.al., 2021; Yildirim et.al. 2021). The public services which are supplied by the government
management (both central and local authorities) can be determined as services to meet citizens’ need
and want in a country (Ates and Nohutgu, 2006: 246). These services support the social, economic and
environmental sustainability in the long term. In addition, countries can be evaluated for their develop-
ment level when comparing their level of sufficient public service delivery. Before digital age, the gov-
ernment services or public services were all mostly provided in the context of strict bureaucratic orders
(Lee, et.al., 2008). Accordingly, the rise of digital government approach or e-government is welcomed
by citizens when considering access to government services easily and quickly. Since the 90s years, the
governments focus on improving their ICT (Information and Communications Technology) to integrate
with public services. At this point, the concept of e-government gives the framework of the management
of digital public services in general (United Nations, 2002).

This study aims to show new evidences for the functional management approach for e-public services
based on investigating Turkey case. According to United Nations E-Government Development Index
(2020), Turkey is ranked by 53 (0.7718 value) of 193 countries (UN E-Government Knowledge, n.d.a).
Turkey is included in Asia region by presenting Western-Asia sub-region in the United Nations EGDI’s
report (UN E-Government Knowledge, (n.d.b). Turkey has better performance comparing to most of
member countries in the UN according to the UN (2020) report of EGDI (Y1ldirim and Bostanci, 2021).
Table 1 presents main indicators for Turkey’s EGDI performance:

United Nations EDGI Report determines the e-government performance of member countries in the
world (UN E-Government Knowledge, n.d.c). When observing the results between 2003 and 2020, it is
seen that the world leader and region leader are all changed over the time. For example, the period of
2003-2005, the world leader was ranked as the United States of America in the world. Between 2010 and
2014, the Republic of Korea was ranked as the world leader. And Denmark is the current world leader
for EDGI based on UN EDGI report (2020). The first time of adaptation of e-government and digital
transformation in public services, Turkey had lower performance. Then, it can be said that Turkey has
improved its e-government performance since five years. Especially, Turkey increased its EGDI value
and ranking between 2018 and 2020. In addition, Turkey reduced the gap between the world leader’s
EDGI value or the region leader’s EGDI value and its own EGDI value (see table 1).

Turkey is thought to be a great sample country for beginners in digital transformation. Turkey improved
its digital transformation in government and public services by the time. To provide current profile for
e-public services, some descriptive analysis methods are used in the study. The analysis includes two
main parts as follow:

o  The future demand for e-public services,
e  The functional management model of e-public services

This study is consists of four main parts. The first part of the study includes introduction and the
second part explains the concept of e-government to examine how governments manage digital public
services in a country. Third part gives empirical findings of Turkish case for functional e-public service
management. Then, last part gives conclusion. The introduction part gives recent issues for digitalization
in government and public service management.
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EGDI EPI « | Region Leader value for Sub-Region Leader
Years value* Value* World leader value for EGDI EGDI* value for EGDI*

2003 0.50551 0.20690 0.9271(United States of 0.7463(Singapore) 0.6633(Israel)
America)

2004 0.48919 0.29508 0.9132 (United States of 0.8575(Republic of Korea) | 0.6805(Isracl)
America)

2005 0.49595 0.28571 0.9062(United States of 0.8727(Republic of Korea) | 0.6903(Israel)
America)

2008 0.48340 0.13636 0.9157(Sweden) 0.8317(Republic of Korea) 0.7393(Israel)

2010 0.47800 0.21428 0.8785(Republic of Korea) 0.8785(Republic of Korea) 0.7362(Bahrain)

2012 0.52812 0.05260 0.9283(Republic of Korea) 0.9283(Republic of Korea) 0.8100(Israel)

2014 0.54428 0.49019 0.9462(Republic of Korea) 0.9462(Republic of Korea) 0.8162(Israel)
0.9193(United Kingdom of

2016 0.58995 0.62712 Great Britain and Northern 0.8915(Republic of Korea) 0.7806(Israel)
Ireland)

2018 0.71120 0.85960 0.9150(Denmark) 0.9010(Republic of Korea) | 0-0293(United Arab

Emirates)
2020 0.77180 0.89290 0.9758(Denmark) 0.9560(Republic of Korea) 0.8731(Cyprus)
*The information is based on UN E-Government Knowledgebase

Source: UN E-Government Knowledge, (n.d.b)

DIGITAL TRANSFORMATION IN PUBLIC SERVICES: E-GOVERNMENT

E-government is a form of digital transformation of using ICT (Information and Communications Tech-
nology) in government services and governments can provide better and quick public services with lower
costs (Behzadi et.al., 2012:90). On the other side, the digital systems or portals have also some threats
such as space radiation, huge natural disaster or hacker attacks. In addition, the adaptation of citizens
and public employees to the digital transformation may have some challenges (Samsor, 2020). There
are also questions regarding this telecommunication infrastructure in some countries. In a sense, these
digital systems can be more or less vital based on the population of the countries. Accordingly, it can
be said that, the management of e-government services will be more important issue for countries with
higher population such as Turkey.

Citizen trust is an important factor for the adoption of digital transformation that policy makers
should increase the accessibility and usability of digital platforms. Also, some characteristics of user
or citizens can influence the adoption of digital transformation in public sector. For example, Cinar
et.al. (2018) revealed that personal and social factors influenced the adaptation of e-government. The
concerns about the inability to technology adaptation, the accessibility of personal data by the state
and the possibility of the information being seized by risky groups due to the system vulnerability are
considered as sources of personal concern and also, factors such as trust in the state, trust in the internet,
risk perception, public value perception and culture are belonged to social concern (Cinar, et.al., 2018).
The e-government portal can support the management of interactive communication with citizens and
participation system (Tolbert and Mossberger, 2006). The education level and internet skills can support
citizens’ benefits from e-government usage. In this case, it can be claimed when citizens have ability
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to use digital and mobile tools efficiently for internet access, e-government portal can be improved and
developed through new developments easily (Kumar et.al., 2007; Alshehri and Drew, 2010; van Deursen
and van Dijk, 2011; Pérez-Morote et.al,2020). Open state, citizen-centered administration, active citizen,
network structuring, transformation of production and distribution patterns and new communication
forms are the institutional components of the e-government system”(Ates, 2003). Meydanli (2010: 32-
36) determined the aim of e-government as below:

Saving in expenses and transactions,

Providing easy access to information,

Increasing efficiency and productivity in public services,
Taking the informal economy under control,

Ensuring transparency in public administration,

Prevention of bribery and corruption by reducing bureaucracy,
Providing coordination between public institutions.

E-Government’s process has four stages as cataloging, processing, vertical and horizontal integra-
tion (Layne and Lee, 2001; Akman, et.al, 2005). The stakeholders in e-government are consists of the
government, public, employee, business and citizens (Ates and Yavuz, 2019). E-government applica-
tions ensure that government aids reach everyone and create an important database for people who need
government aids and services (Venkatesh, et.al, 2014). In this context, e-government can be an effec-
tive tool for social policy. E-government system also has big data analysis techniques that allow policy
makers to keep up to date with developments. Big data analysis enables the analysis of economic and
development indicators. In developing countries, e-government system can support the development of
rural communities (Venkatesh, et.al, 2014).

On the other side, social, economic and political challenges and security problems block the devel-
opment of e-government systems (Hashemi, 2013). The performances of countries in e-government
management can be measured by e-government index. The e-government index evaluates a country’s
official online presence, telecommunications infrastructure and human development capacity (Reffat,
2003). Another issue related to this index is e-participation index. E-participation index evaluates activi-
ties such as online-reading about social and political issues, online commenting about social issues and
services, using applications, responding to petitions and participating in public consultations (Vicente
and Novo, 2014). Some factors can facilitate e-participation. Tornatzky and Fleischer (1990) discussed
the concepts of e-decision-making, e-information sharing and e-consultation which could facilitate e-
participation based on Technology-Organization Environment (TOE) theory (Krishnan, et.al., 2013).
E-participation mechanism forms the basis of the e-democracy. E-democracy aims to produce functional
democratic processes through communication, electronic public dialogue, decision-making and informa-
tion provision after voting (Krishnan, et.al., 2013). The e-democracy development of a country depends
on complex internal factors such as political norms and citizen pressures (Lee, et.al., 2011). To sum up,
e-government has two sides as: (1) E-government system provides democratic participation, transpar-
ency and accountability in service delivery; (2) E-government system holds a big data bank of citizens
and has an ability to use it for government management authority.

This study focuses on explaining a sample implication of e-Government Portal in the context of the
functional management approach. Accordingly, the study will answer these research questions:
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RQ1: What does e-government portal do for the users?

RQ2: How does Turkey manage its e-Government Portal due to the functional public service manage-
ment approach?

RQ3: What kinds of public services can be provided by e-government portal?

The Future Demand for Digital Public Services in Turkey

In this part of the study, it is aimed to explain the future demand for online public services in Turkey.
Based on Turkish Statistical Institute’s open access data, the relationship between household and internet
usage is determined. It is assumed when households are close to digital service delivery, e-government
or the demand of e-public services will be higher. Turkish Statistical Institute’s recent findings showed
that Turkish households mostly used mobile phone to use internet and digital applications. Especially,
the observation has showed that almost every household has a mobile phone (%99.4; 2020). But, the
proportion of having desktop computer, portable computer or tablet computer etc. was mostly decreased
in last decades (TURKSTAT, 2020a). Table 2 shows the proportion of mobile phone users in Turkey
based on TURKSTAT open access data.

Table 2. The proportion of Turkish households with devices

Devices 2016 2017 2018 2019 2020
Desktop computer 22,9 20,3 19,2 17,6 16,7
Portable computer (Laptop, netbook) 36,4 36,7 37,9 37,9 36,4
Tablet computer 29,6 29,7 28,4 26,7 22,0
Mobile phone (incl. smart phone) 96,9 97,8 98,7 98,7 99,4

Source: adapted from TURKSTAT, 2020a

As seen in Table 2, mobile phone is the most used devices by Turkish households to access internet.
Almost all of Turkish households use mobile phone in general. It can be revealed that Turkish households
mostly use internet by mobile phone.

Table 3 shows information society statistics for Turkey during the period of 2015-2020. There are
two main sides as enterprise and household/individual for ICT usage in the society. It can be determined
that, information and communication technology (ICT) was mostly used by enterprises since 2015. The
proportion of households/individuals in ICT usage increased since 2015.

Turkish households also welcome digital public services. Turkish e-government portal provides many
public services for individuals, enterprises, corporates, public institutes etc. It is observed that the pro-
portion of Turkish people interact with digital public services increased from 2015 to 2020. Especially,
most of Turkish households used online public platforms to get information since 2015 (see Table 4).

The future of digital public services is seen so bright. To provide fully-satisfied service to citizens,
the quantity and quality of services should meet citizen’s needs and wants. At this point, the demand
should be estimated as possible as it can be. Table 1 shows the proportion of Turkish households having
internet access between 2011 and 2020. As seen in Table 5, internet access was increased to %90.7 in
2020. Comparing to previous years, the proportion of internet access is getting higher that it can be de-

34

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Digital Transformation in Public Services

Table 3. Information society statistics

Year

ICT* Usage in Enterprises 2015 2016 2017 2018 2019 2020
Computer Usage 952 95.9 97.2 97.0 96.7 -
Internet Access 92.5 93.7 95.9 95.3 94.9 94.9
Having Website** 65.5 66.0 72.9 66.1 51.5 537
ICT Usage in Households and Individuals 2015 2016 2017 2018 2019 2020
Computer usage 54.8 549 56.6 59.6 - -
Internet Usage 55.9 61.2 66.8 72.9 75.3 79.0
Households with access to the Internet 69.5 76.3 80.7 83.8 88.3 90.7

*ICT: information and communication technologies
** having web site issue does not include having social media tools.

Source: TURKSTAT, (2020b)

Table 4. The proportion of Turkish people interact with digital public platforms

Year Individu'als intera}c_t with Obtaining infm:mation Downloading official forms Submitting completed
public authorities from web sites forms
2015 28.4 27.0 12.8 12.1
2016 36.7 32.6 16.3 22.6
2017 424 37.6 22.5 304
2018 45.6 41.7 25.5 30.1
2019 51.2 45.8 29.2 355
2020 51.5 48.7 24.5 28.6

Source: adapted from TURKSTAT (2020c)

termined households probably want to access more public services by digital applications or platforms.
In addition, there is a positive trend between internet access and the growth of the population in Turkey.

The population was calculated as 83.614.362 in 2020 (TURKSTAT, 2021a). In 2020, the population
aged between 15 and 64 was calculated as 56.592.570 (TURKSTAT, 2021b). Based on TURKSTAT
(2018), this paper presents three scenarios of Turkish population growth as main, low and high scenario
for 2023, 2040, 2060 and 2080 by Figure 1. According to estimated three scenarios, it can be said that
the proportion of the population aged between 15 and 64 will be always higher. The need of public ser-
vices can be varied by age of users. Thus, the numbers of sub-services will be an important indicator to
determine the efficiency of online public services.

Policy makers should pay attention to improve e-Government platform and digital public services
based on target group/users. The target group or users in the population is important to estimate the
demand of E-government.
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Table 5. The proportion of households having internet access

Year Proportion of households* The poPUIation((tﬁg:::;fi)Ef:ed Population)
2011 429 74 224
2012 47.2 75176
2013 49.1 76 148
2014 60.2 77182
2015 69.5 78218
2016 76.3 79278
2017 80.7 80313
2018 83.8 81407
2019 88.3 82579
2020 90.7 83 385

Source: *adapted from TURKSTAT, 2020d and **TURKSTAT, 2021a

Figure 1. Three Scenarios for Population Growth
Source: TURKSTAT, 2018

The

0-14 15-64 65+ 0-14 15-64 65+ 0-14 15-64 65+

Main scenario High scenario Low scenario

2023 19601384 58 438 033 8 867 951 20051935 58 720985 8 889 856 19 154 507 58153783 8845901
2040| 19333893 64 623 369 16373971 20799910 66 224 415 16 546 341 17904 198 63022 296 16 199 157

W 2060| 18126086 B4 727 126 24242 787 21322478 68 942 004 24 810 369 15192 740 60 584 793 23 659 828

W 2080| 16813783 62 873 761 27 413 359 21163 063 71513534 28423315 13 060 335 54 740 675 26 352 490

Covid-19 Pandemic and the Demand of Digital Public Services

This study assumes that the Covid-19 pandemic has encouraged the adoption of digital public services and
e-Government services in general. At this point, recent news can prove this assumption. We summarize
the important news about the link between the Covid-19 pandemic and e-Government services as follow:
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The Head of the Digital Transformation Office said that Turkish citizens benefits from e-Gov-
ernment Gateway to get public services during the Covid-19 pandemic. In 2020, most of public
services were digitalized efficiently and some new public services have been launched by e-Gov-
ernment Portal. For example, citizens applied a service as e-Government Gateway “Pandemic
Social Support Pre-Application” through the e-Government Gateway provides digital services
including “Structuring SGK Debts”, “Short Work Allowance Application” and “Temporary
Workforce Support Application” for citizens during the Covid-19 pandemic. In addition, e-Gov-
ernment Gateway presented new services as “Income Loss Support for Tradesmen and Craftsmen”
and “Lease Support” in the last days of the year (Presidency of the Republic of Turkey Digital
Transformation Office, 2021).

2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conitermns-of-use



Digital Transformation in Public Services

During the Covid-19 pandemic, the mostly used (111 million 892 thousands 759 times) pub-
lic service was determined as 4A Service Scheme by Social Security Institution. The Pandemic
Social Support Pre-Application service of the Ministry of Family, Labor and Social Services with
111 million 148 thousand 326, and the Social Assistance Information service ranked third with 85
million 519 thousand 479 inquiries (Unal, 2020).

By 2020, the importance of digital transformation in government services has been proved due
to the numbers of used e-services by Turkish e-Government portal. The Head of the Digital
Transformation Office determined that citizens can access many public services by using Turkish
e-Government Portal without going out. In addition to, 95 percent of citizens were found to be
pleased in e-services of Turkish e-Government Portal. 91.5 percent of them also said that they
could access to public services by 7/24. The total number of enters was calculated as over 2.3 bil-
lion. (Anadolu Agency, 2021a).

Table 6. The ranking of the most popular e-service from the e-Government Gateway during the Covid-19

pandemic
Ranks Service authority Public Service
1 Ministry of Justice Case File Query
2 Social Security Institution 4A Service Statement (Last 6 months)
3 President of revenue management Tax Debt Inquiry
4 Union of Turkish Notaries Registered Vehicle Inquiry (Real Person)
5 Ministry of Family and Social Services Social Assistance Information Inquiry
6 Ministry of Health HES Code Generation and Listing
7 Social Security Institution SGK Registration and Service Statement / Workplace Title List
8 General Directorate of Security Criminal Inquiry Written on Vehicle Plate (Real Person)
9 Ministry of Family and Social Services Pandemic Social Support Pre-Application
10 g:gzzﬂeDirectorate of Land Registry and Deed Information Inquiry
1 general Directorate of Security i)r:z;l(l)rn}; for Parking Information Where My Vehicle Was Taken (Real
12 Ministry of Justice Execution File Query
13 Social Security Institution Receiving 4A / 4B Incapacity Payment
14 Turkish Employment Agency (ISKUR) gﬁzﬁziloc}:rllzgltl il?}t:nefit / Job Loss Compensation and Short Work
3| omn Tl
16 National Defense Department Inquiry of Private Classification Result and Application for Referral
17 National Defense Department Military Status Document Inquiry
18 Ministry of Interior E-Application
19 Social Security Institution 4A Retirement Monthly Information
Ministry of Transport and Infrastructure Barcode Vehicle Inspection Report Query

Source: adapted from e-Government Gateway, n.d.a, (02.05.2021).
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e  During the Covid-19 pandemic, citizens with 65 age and upper can apply their e-government
password by E-Government Gateway and then the password is delivered to their home addresses
(Anadolu Agency, 2021b).

e  E-Government Gateway launched new e-services including health and social security services
during the pandemic. For example, The Head of the Digital Transformation Office determined
that questioning and tracking information about medical supplies and hearing aids used by insured
citizens can be done easily, quickly and securely through the e-Government Gateway. Citizens
can now inquire about the medical supplies they have purchased, learn about the ongoing medical
supplies that are still in use, access medical prescriptions and see report information (Anadolu
Agency, 2021c).

Table 6 shows the most popular digital public services of e-Government Gateway which the citizens
mostly used them during the Covid-19 pandemic. The ranking of public services is changed by the time.
The demand or need of public services can change based on the conditional periods or generation. For
example, “HES Code Generation and Listing and Pandemic Social Support Pre-Application” are public
services which are produced during the Covid-19 pandemic.

The Functional Management Model of Digital Public Services

The classification of public services is a useful tool to plan and set management model for public ser-
vices in a country. In Turkey, the classification of public services is a related with public finance and
public administration. According to public finance side, public services are categorized as institutional,
functional, financing type and economic through analytical budget classification. In another classifica-
tion related to public services can be presented as public service in an organic-based, material-based
and form-based (Akyilmaz, et.al., 2013; Ates and Banazili, 2020). At this point, this study keeps the
functional classification approach to categorize public services and e-services. Table 7 presents a general
functional classification for public services.

Table 7. The functional classification of public services in Turkey

I (code) Functional Classification
01 General Public Services
02 Defense Services
03 Public Order and Security Services
04 Economic Affairs and Services
05 Environmental Protection Services
06 Settlement and Community Welfare Services
07 Health Service
08 Recreation, Culture and Religious Services
09 Education Services
10 Social Security and Social Assistance Services

Source: The Presidency of Strategy and Budget, 2019
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Turkish public administration system can be divided into two main dimensions as “central govern-
ment management and decentralized (local) government management”. Central government management
consists of the capital organization and the provincial organization. On the other side, decentralization
management is divided into geographic and functional decentralization organizations (Eryilmaz, 2010;
Ates, 2019). Central government management is based on the presidency of the republic and council of
ministers and decentralized government management consists of location-based corporations, service-
based corporations and public-based professional organizations (Yordem and Seker, 2018).

Table 8. The main e-public contents for Turkish Digital Government System

Contents™*: The digital platform*: Authority*:
Planning and www.sbb.gov.tr Presidency of Strategy and Budget
Development SD-gov- y &y g
Education www.meb.gov.tr Ministry of Education
Health www.saglik.gov.tr Ministry of Health
Social Protection and www.ailevecalisma.gov.tr Ministry of Family, Labor and Social Services
Welfare
Employment and www.ailevecalisma.gov.tr Ministry of Family, Labor and Social Services
Decent Work ’ -EOV- y ¥
Environment www.csb.gov.tr Ministry of Environment and Urbanization

WWW.enerji.gov.tr Ministry of Energy and Natural Resources
nergy and Water www.tarimorman.gov.tr Ministry of Agriculture and Forestry
Finance and Taxation www.hmb.gov.tr Ministry of Treasury and Finance
Industry and Trade www.sanayi. gov.tr M@stry of Industry and Technology
www.ticaret.gov.tr Ministry of Trade
*The information is based on United Nations E-Government Survey 2020 - Member States Questionnaire (MSQ).

United Nations E-Government Survey (2020) gives useful information about the implementation of
e-public services in Turkey. The main parts of the findings about e-public services can be summarized
as Table 9:

In Turkey, most of digital public services can be provided by e-Government portal which called as
e-government Gateway. e-Government Gateway aims to provide e-services to its all kinds of users by
one point. The management of e-Government Gateway is monitored by The Presidency of the Digital
Transformation Office and Tiirksat Company (e-Government Gateway, n.d.b).

e-Government Gateway provides digital public services with 7/24 access options. The last calculated
e-services were 5764 and the number of users was calculated as 54.308.337 (e-Government Gateway,
n.d.c). When observing e-Government Gateway web site, it is seen that, two main public authorities
are ministries and municipalities. On the other side, e-Government Gateway is seen to design based on
functional usage. There are classifications for service providers such as (e-Government Gateway, n.d.d):

Public Authorities including ministry, presidency and public institute
Public universities and foundation universities

Municipalities

Private enterprises
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Table 9. The results of the United Nations e-government survey (2020) for Turkey

Contents and Questions* Findings*

The official e-government portal: as:

There is an official e-government portal in Turkey. The users can access this portal by the link

www.turkiye.gov.tr

How does Turkey provide WWwWw.cimer.gov.tr
e-Participation? edilekce
tbmm.gov.tr

Turkey provides e-participation by these options:

Is there an open government data?

Turkey gives an official statistical portal as:
https://www.resmiistatistik.gov.tr/

What does Turkey do for government/ Turkey gives an official digital portal for public procurement as:
public procurement? ekap.kik.gov.tr

Are there any different digital eokulyd.meb.gov.tr
government portals for the citizens? ais.osym.gov.tr

Turkey provides many e-portals for digital services as:
WWW.uyap.gov.tr

ivd.gib.gov.tr

SPOI.SZM.ZOV.tr

enabiz.gov.tr
mersis.gtb.gov.tr
eba.gov.tr
nvi.gov.tr

Who is the charge of e-government in These are:
Turkey? - Digital Transformation Office of the Presidency - http://www.cbddo.gov.tr

In Turkey, two main official departments are responsible for e-government portal management.

- Ministry of Transport and Infrastructure - http://www.uab.gov.tr

Source: adapted from United Nations E-Government Survey 2020

This study aims to give sample implication for the functional management of digital public services

by government. In this context, we summarize main digital public services provided by the ministries
in Turkey as:
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The Ministry of Education: The education services including pre-school, primary school, sec-
ondary and high school education is monitored by The Republic of Turkey Ministry of National
Educationin Turkey (T.C. Milli Egitim Bakanlig1 Strateji Gelistirme Bagkanlig1, 2019). The Ministry
of Education provides users for e-Service portals as:

° “MEBBIS
° e-Okul
o DYS

° e-Imza

The Ministry of Justice: The Ministry of Health manages 9 e-services via Turkish government
portal. The citizens can benefit from e-Government Gateway to query their case file. In addition,
the web site of the ministry of justice provides 7 e-justice services to citizens (Republic of Turkey
Ministry of Justice, n.d). These e-services can be presented as:

° Citizen Portal

° E-Sales Portal

° Lawyer Portal
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° Arbitrator Portal
° Expert portal

° Institution portal
° Mediator portal

UYAP ensures the internal automation of the central and provincial organization of the Ministry of
Justice, its affiliated and related organizations, all judicial and administrative judicial and judicial support
units as hardware and software, and similarly, the integration of public institutions and organizations
with external units that have established information automation systems, by using all the necessary
technological developments of today. UYAP is an information system that constitutes the e-Justice pillar
in the e-Transformation process. UYAP Citizen Portal Information System is a service provided by the
Ministry of Justice in order to enable our citizens to follow all the files in all judicial and administrative
courts and enforcement offices in Turkey electronically, and has been developed with the aim of enabling
our citizens to access the judiciary faster and make the best use of judicial services. (UYAP, n.d.a).

Some documents that were archived in the past and were difficult to access have become easily ac-
cessible thanks to this system. It stands for the National Judicial Network Information System. In this
way, it provides the opportunity to connect the organizations, administrative and judicial bodies in all
provinces affiliated to the Ministry of Justice in terms of hardware and software. In short, we can say
that UYAP is the operation of the entire judicial system. UYAP also helped all judicial units to transfer
their fields of activity to the electronic environment. The below documents can be obtained through the
National Judicial Network Information System as follows (Milliyet, 2020):

Criminal records,

MERNIS population records

Address records in the address recording system
Driving license records

Central bank exchange rates

TAKBIS land registry and cadastral records

We can summarize the main justice services by UYAP portal as (UYAP, n.d.b):

Services including the litigation: Lawyer Portal and Citizen Portal
Services including the pursue a lawsuit: Lawyer Portal

Document Display: All Authorized Documents

File Display: Law, Criminal, Enforcement, Supreme Court, Council of State
Phases Display: Law, Enforcement

Sending Documents

Examination Procedures: Exam Application for Arbitrator and Mediator
Registration Procedures: Application for Arbitrator and Mediator
Document Verification: Verify the documents produced in UYAP

File Accept / Reject: Arbitrator and Mediator

Fee Calculator: Lawyer Portal and Citizen Portal

Payment Transactions: Lawyer Portal and Citizen Portal
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3. The Ministry of Health: The Ministry of Health manages some e-services via Turkish gov-
ernment portal. The main digital portals can be classified as:

Central physician appointment system (MHRS)

E-Nabiz Personal Health System

Republic of Turkey Ministry of Health Communication System

Republic of Turkey Ministry COVID-19 Information Page

HES code

The Ministry of Health classifies its e-services through two main categories as “e-devltet Turkish
e-Government Portal implications” and “corporation implications”. In Turkish e-Government portal,
there are eleven e-services and corporation implications include thirty two e-services. The users can
access e-nabiz and MHRS system by web site and mobile application. The mobile application can be
downloaded from AppStore (Apple) and Google Play Store (Android Apps) (Ministry of Health, n.d).

4.  The Ministry of Environment and Urbanization: The Ministry of Environment and Urbanization
classified its e-services as “projects, urban implications, environment implication, corporation im-
plications and general implications” The ministry of environment and urbanization provides some
e-services by digital portal systems. On the other side, some of e-services aim to inform users or
give new links to their purposes. The numbers of e-services can be given as Table 10 (Republic of
Turkey Ministry of Environment and Urbanisation, n.d):

Table 10. The number of e-services of The Ministry of Environment and Urbanization

The category (n)
Projects 42

Urban implications 16
Environment implications 32
Corporation implications 6
General implications 9

5.  The Ministry of Energy and Natural Resources: The Ministry of Energy and Natural Resources
gives a digital portal as https://portal.enerji.gov.tr/my.policy for its users.

6. The Ministry of Agriculture and Forestry: The ministry of agriculture and forestry provides
some e-services by Turkish e-Government Portal. The functional e-services of the ministry of
agriculture and forestry can be classified as (e-Government Gateway, n.d.e):

a.  E-services from Turkish e-government Portal:
i.  Livestock Services includes four e-services
ii.  Agricultural land evaluation services includes one e-service
iii. Agricultural services includes one e-service
iv.  Loss and Loss of Income Payments includes four e-service
v.  Land consolidation services includes sixty seven e-services
vi. Agriculture and Livestock Support / Grant Services includes four e-services
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b.  There are two hundreds seventy five e-services based on the function of authentication service
c.  The main web site of the ministry provides three e-services for its users.

7.  The Ministry of Treasury and Finance: The web site of the ministry of treasury and finance
classified sixteen e-services. (Republic of Turkey Ministry of Turkey and Finance, (n.d.).

8.  The Ministry of Labour and Social Security: The Ministry of Labour and Social Security pro-
vides fifteen integrated public services and four identity verification services by e-Government
Gateway (e-Government Gateway, n.d.g).

9. The Ministry of Family and Social Services: The Ministry of Family and Social Services pro-
vides integrated twenty two public services and one identity verification service by e-Government
Gateway (e-Government Gateway, n.d.h).

10. The Ministry of Industry and Technology: The web site of the ministry of industry and technology
gives a segment for e-services on its web site. When users Access into the segment of e-services,
the new digital platform can be accessed (Republic Of Turkey Ministry of Industry and Technology,
n.d.a). Based on this platform, the users can see all e-services on the one page. In the context of
BAMS (Reducing Bureaucracy and Simplifying Legislation) Project, there are one hundred seventy
nine e-services can be accessible via Turkish e-Government Portal. Electronic services, which is
a big step in the transition to Digital Ministry, make it easier for citizens to apply. BAMS provides
time-efficient public service management from the side of users to the public authority (Republic
Of Turkey Ministry of Industry and Technology, n.d.b).

11. The Ministry of Trade: The web site of the ministry of trade guides its users for e-services. There
is a segment for e-functions on the web site. When the users access into this segment, seventy one
e-services are all arranged in the one page (Republic of Turkey Ministry of Trade, n.d).

12. The Ministry of Transport and Infrastructure: The web site of the ministry of transport and
infrastructure presents e-services by their functional category. (Republic of Turkey Ministry of
Transport and Infrastructure, n.d.). The e-services can be classified as below:

a. e-Rail Service category provides two main e-services for its users.

e-Shipping Service category provides two main e-services for its users.

e-Communication Service category provides thirteen e-services for its users.

e-Aviation Service category provides six e-services for its users.

e-Land Transportation Service category provides three e-services for its users.

©oao g

The Ministry of National Defence, The Ministry of Interior, The Ministry of Foreign Affairs, The
Ministry of Culture and Tourism and The Ministry of Youth and Sports provide some public services
through e-Government Gateway for the citizens.

Like as e-ministry, Turkish digital government system provides a model of e-Presidency/e-Office.
Turkish centralized government management (the presidency of the republic) includes new public orga-
nizations as “Digital Transformation Office, Finance Office, Human Resources Office and Investment
Office” which have been established under the Presidency. These public organizations have a special
budget with administrative and financial autonomy (Presidency of the Republic of Turkey Finance Of-
fice, (n.d). We can give brief information about the digital transformation in the Presidency/Offices in
Turkey as below:
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1.  The Presidency of Strategy and Budget: This presidency aims to plan strategic development
management of Turkey and set a plan for budget in the long term. This e-presidency provides 6
main digital service portals as “budget management information system (e-budget), program budget
management information system, public investment information system (KaYa), Presidential Plan
Program Monitoring evaluation system, e-signed official letter confirmation, sustainable develop-
ment”. (Presidency of the Republic of Turkey Strategy and Budget Office, n.d.)

2. The Presidency of the Digital Transformation Office: This presidency is responsible for digital
transformation in public services and provides innovative projects for digital government system.
Recently, the presidency of the digital transformation has launched thirteen projects to achieve
digital Turkey in the long term (Presidency of the Republic of Turkey Digital Transformation
Office, n.d.).

3. ThePresidency of Turkey Directorate of Communication: This presidency aims to improve and
support citizen-government relationship through effective and accessible communication channels
and platforms (Presidency of the Republic of Turkey Directorate of Communication, (n.d.).

4.  The Presidency of Turkey Finance Office: The web site generally performs to communicate with
users and inform them (Presidency of the Republic of Turkey Finance Office. (n.d.).

5. The Presidency of Turkey Human Resource Office: The web site guides users bout employ-
ment career and job. The users can see new projects of the presidency of Turkey Human Resource
Office. Recently, ten projects have been launched. (Presidency of the Republic of Turkey Human
Resources Office, n.d).

6. The Presidency of Turkey Investment Office: This presidency aims to provide financial services
to its investors by giving services as “Customized Consulting; Coordination with Stakeholders;
Business Facilitation; Site Selection Support; Tailor-Made Delegation Visits; Project Launch;
Partnership Development Assistance and Ongoing Support”. In the web site, users can find use-
ful information about investment in Turkey. There is a segment as “Investment guide” and users
can access every kinds of information about investment (Presidency of the Republic of Turkey
Investment Office, n.d.).

According to e-Government Gateway, the functional classification of the public services can pre-
sented as Table 11:

Table 11 presents an alternative functional classification of digital public services through e-Government
Gateway in Turkey. The main categories are “justice, education, job and career, traffic and transporta-
tion, environment, agriculture and livestock, social security and insurance, general information, personal
information, complain and information, tax, fee and penalties, government and legislation, security,
health, telecommunication” and every categories includes some digital public services for the citizens
(users). When observing these categories, it is seen that several ministries can have a public service for
the related category. In this context, it can be determined that the category of the public service is more
important to design the e-Government Portal due to the functional management approach.

E-Government Gateway also provides public services of the local government such as municipali-
ties. In addition to the services provided by 367 municipalities in 81 provinces, with the e-Government
Gateway, municipal transportation, water, sewerage, etc. Citizens can also benefit from the information
and application services provided by 27 local service institutions that provide services (e-Government
Gateway, n.d.f).
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Table 11. The functional classification of public services by e-Government Gateway

Functional
Classification*

Service Type*

Public Authorities (Ministry and Presidency)*

Justice

Services including access to judicial files and file details.

Ministry of Justice

Education

Services including education and scholarship.

Citizens can access their exam result

Library services

Query of the exam result

Query of the formal document (higher education degree, associate
professorship etc.)

Ministry of Family and Social Services
Presidency

The Ministry of Labor and Social Security
Energy and Natural Resources Ministry
Ministry of Youth and Sports

culture and Tourism Ministry

Ministry of Education

Turkish Employment Agency (ISKUR)
Ministry of Transport and Infrastructure
Council of Higher Education

Job and Career

Services including job application
Query of the result of job application
e-bordro (payroll)

Access service scheme

Ministry of Justice

Ministry of Family and Social Services
Presidency Directorate of Communications
Presidency Human Resources Office

The Ministry of Labor and Social Security
environment and urban ministry

Ministry of Foreign Affairs

President of revenue management
Ministry of Treasury and Finance
Ministry of Education

National Defense Department

Ministry of Health

Social Security Institution

Ministry of Agriculture and Forestry
Parliament Presidency

Ministry of Trade

Turkish Employment Agency (ISKUR)
Ministry of Transport and Infrastructure
Council of Higher Education

Traffic and
Transportation

Services including query of the documents
Access to documents related to public authorities.

The ministry of environment and urban
President of revenue management
National Defense Department

PTT

Ministry of Trade

Ministry of Transport and Infrastructure

Environment,
Agriculture and
Livestock

Services including the query of the documents related to
agriculture and livestock

The Ministry of Labor and Social Security
The ministry of environment and urban
Ministry of Agriculture and Forestry

Social Security and
Insurance

Query of social benefits

Access to social benefits

Apply social benefits

Query of other documents related to social security and insurance

Ministry of Family and Social Services
The Ministry of Labor and Social Security
Ministry of Treasury and Finance
Ministry of Health

Social Security Institution

Turkish Employment Agency (ISKUR)

General Information

Services including query of the documents
Access to documents related to public authorities.

Ministry of Justice

Ministry of Family and Social Services
Presidency

Presidency Digital Transformation Office
Presidency Finance Office

Presidency Directorate of Communications
Presidency Strategy and Budget Office
Presidency Human Resources Office

The Ministry of Labor and Social Security
Presidency Investment Office

Energy and Natural Resources Ministry
environment and urban ministry

Ministry of Youth and Sports

Ministry of Interior

Ministry of Treasury and Finance

culture and Tourism Ministry

National Defense Department

PTT

Ministry of Health

Ministry of Industry and Technology
Social Security Institution

Ministry of Agriculture and Forestry
Ministry of Trade

Turkish Employment Agency (ISKUR)
Ministry of Transport and Infrastructure
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Functional
Classification*

Service Type*

Public Authorities (Ministry and Presidency)*

Personal
Information

Services including query of the documents
Access to documents related to public authorities.

Ministry of Justice

Presidency Directorate of Communications
The Ministry of Labor and Social Security
Ministry of Youth and Sports

Ministry of Treasury and Finance

culture and Tourism Ministry

Ministry of Interior

Ministry of Education

PTT

Ministry of Health

Social Security Institution

Ministry of Agriculture and Forestry
Turkish Employment Agency (ISKUR)
Ministry of Trade

Ministry of Transport and Infrastructure

Complain and
Information

Services including query of the documents
Access to documents related to public authorities.
Monitoring denunciation

Presidency Directorate of Communications
The Ministry of Labor and Social Security
Ministry of Youth and Sports

Ministry of Interior

Culture and Tourism Ministry

PTT

Ministry of Health

Social Security Institution

Ministry of Agriculture and Forestry
Ministry of Trade

Tax, fee and
penalties

Services including query of the documents related to tax, fee and
penalties

PTT
Ministry of Transport and Infrastructure

Government and
Legislation

Services including query of the documents
Access to documents related to public authorities.

Ministry of Justice

Ministry of Family and Social Services
Presidency Directorate of Communications
Presidency Strategy and Budget Office
The Ministry of Labor and Social Security
environment and urban ministry

Ministry of Youth and Sports

Ministry of Treasury and Finance
Ministry of Interior

culture and Tourism Ministry

Ministry of Education

National Defense Department

Ministry of Health

Social Security Institution

Ministry of Agriculture and Forestry
Ministry of Commerce

Ministry of Transport and Infrastructure
Ministry of Family and Social Services
Ministry of Interior

Ministry of Transport and Infrastructure

Security

Services including query of the documents
Access to documents related to public authorities.

Ministry of Family and Social Services
Ministry of Interior

Ministry of Transport and Infrastructure
National Defense Department

Health

Services including query of the documents, medical reports etc.
Access to documents related to social security and insurance

Ministry of Family and Social Services
Ministry of Health
Social Security Institution

Telecommunication

Services including query of the documents
Access to documents related to public authorities.

PTT
Ministry of Commerce
Ministry of Transport and Infrastructure

*The info is based on e-Government Gateway, n.d.d

Source: created by authors

Table 12 summarizes the general public services of the municipality by e-Government Gateway in
Turkey. It is seen that there are three main public service classifications as standard service, personal
service and water and sewage service” for the municipality service type in e-Government Gateway. These
services can change according to local government of the city and region.

To sum up, the functional management of public services can be a good guide for e-Government por-
tal. Both of managers and users can benefit from the functional management approach. When observing
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Table 12. Services of the municipality on the e-Government Gateway

Service* Service Contents*

Land Fair Value Inquiry

Questioning The Pending Development Plan
Municipal Services Inquiry

Garbage Collection Information Inquiry
E-Receipt

Council Agenda Questioning
Interrogation Of Council’s Decision
Event Information Inquiry

Paperwork

Daily Activity Plan Inquiry

State Product Information Inquiry
Tender Inquiry

Zoning Status Inquiry

Parliamentary Agenda Inquiry
Questioning Parliament Decision

Burial Interrogation

Wedding Hall Status Inquiry

Pharmacy Information Inquiry On Duty
Fee Schedule Inquiry

Death Information Inquiry

Standard services

Declaration Information Inquiry

Obtaining Information, Application And Inquiry
Request To Be Informed

Personal services Registry Information Inquiry

Accrual Information Inquiry

Collection Information Inquiry

Request / Suggestion Application And Inquiry

Fault And Maintenance Information Inquiry
Dam Occupancy Rate

Water And Sewage Water Subscription

Water Analysis Report

Water Bill Inquiry

Source: adapted from e-Government Gateway, (n.d.f).

Turkish e-Government Portal, it is seen that the functional management approach is mostly used for the
management of digital public services through digital government portal in Turkey.

SOLUTIONS AND RECOMMENDATIONS

Being a service, e-government is a tool to monitor citizens. It is necessary to gain citizen trust in the
adoption of e-government as well as its benefits such as increasing efficiency, diversifying services and
reducing costs (Warkentin, et.al.,2002). While e-government portals produce citizen-based services, these
portals also provide information about citizens to governments (Silcock, 2001). However, ICT is still
developing system and the future may welcome new concepts for government policy makers in the future.
When there is a rising population rapidly, developing countries such as Turkey, digital transformation
is inevitable in the long term. This study is thought to be useful as providing the below contributions:
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e  Firstly, this study gives a sample case for designing e-government portal to achieve successful
functional digital public service management in developing countries. In other words, it is thought
to guide other developing countries to achieve successful digital transformation in public sector.
Especially, this study can guide countries who are beginners in digital transformation.

e  Secondly, there is a strong link between digitalization and future public services. In this point,
governments can’t sustain their public services without any digital applications or online plat-
forms. There should be adaptable digital platforms to be improved in the long term.

FUTURE RESEARCH DIRECTIONS

Digital transformation in public services is a key issue globally. However, the management of public
services of every country is a national issue in the practical view. Countries can manage their public
services by digital portal and e-Government system. The management view of digital public services can
be changed due to the main government management approach or other public policies. The implication
of this study is limited with Turkey case and e-Government Gateway in Turkey. Accordingly, different
e-Government portal management can present different implications.

CONCLUSION

Recently, e-Governmentis arising trend in public management at the global level. Especially, the Covid-19
pandemic has showed the importance of the adoption of e-Government. According to Turkey case, the
digital transformation in public services is seen as a vital issue for public policy in the long term. Since
last decades, the digital transformation of government services has been evaluated and countries are
ranking by their e-Government performances. The United Nations determines e-Government performance
of member countries frequently and gives a rank for each country from 193.

The management of e-government portals is also important issue to achieve successful digital public
service delivery to citizens or other users. At this point, this study investigates e-Government Gateway
and other digital government portals whether they are functional or not for the citizens. As a result of
observing main e-government portals form Turkey, it is seen that functional categorization is a key
factor for the management of the digital public services. In addition, e-government Gateway which is
the primary e-Government portal including every public authorities to give e-service, presents service
classification based on functional factor.

As a result, it can be said that functional classification or categorization can be more useful for the
adoption of e-government portals by the citizens or users in general. The citizens and users can find the
public service easily and access it according to its category. In other words, the functional management
and design can guide the users and citizens when using e-Government portal.

NOTE

Some Turkish references were translated into English.
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KEY TERMS AND DEFINITIONS

Digital Public Service: A digital service which is produced by digital government portal (central
and local management) to meet citizen’s needs and wants in a country.

Digital Transformation: The integration with ICT (Information and Communications Technology).

E-Democracy: It defines the opportunities for citizens to use information technologies as opportuni-
ties to participate in decision-making and management processes.

E-Government: As a result of using ICT (Information and Communications Technology) in public
services, a digital government management system is created.

E-Government Development Index: The index which is developed by the United Nations to measure
member countries’ e-Government performance.

E-Government Gateway: Turkish e-Government Portal that provides

E-Government Portal: A digital portal which performs to give digital public services to the citizens.

E-Participation: It refers to the contribution of information technologies in improving the potential
of citizens to organize communication and cooperation processes by providing solidarity with each
other, beyond just expressing their demands to state institutions in very comprehensive participation
opportunities and benefiting from state services.
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ABSTRACT

Innovation represents a process of profound change, which can concern production models, service
characteristics, or forms of interface with users. There are many necessary and effective levers to drive
change, but certainly one of the most effective and available drivers is technological innovation. The dif-
ficulty of innovating in depth is even more evident in public administrations because this means changing
the composition of the services and therefore of the interests that are primarily protected, which are the
result of long-established processes that have taken place between the various stakeholders for some
time. In public administrations, innovation can concern the internal services of the organization or of
the territory governed by the organization itself and therefore the production and consumption processes
of businesses and citizens. The purpose of this work is to investigate the progress of the managerial
culture in the path of renewal of the Italian public administration in the transition from e-government
to e-democracy, through digital reporting.

INTRODUCTION

Innovation represents a deep change process, in a company, that can interest the production models,
the features of the services or the forms of user interfaces. It is always difficult to innovate a company
in depth, because of the natural tendency to recreate historical behaviours of a consolidated power
structure, a reassuring stratification of known competences, an organizational culture and a related self-
representation that confers stability to the company.
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Many levers are necessary and efficient to guide change (new models of service, new competences
amongst workers, incentives toward change, outsourcing of some services), but, for sure, one of the most
efficient and available drivers is technological innovation. It is part of a more ample system of change
levers, but surely, it constitutes one of the mainstays, especially in this historical phase.

The difficulties with innovating in depth is even more evident in public administrations because it
means that they have to modify the composition of their services, and, therefore, of the primarily pro-
tected interests, which are the fruit of long historical and reciprocal adjustment processes between the
stakeholders. Innovation physiologically activates processes of reallocation of public value produced
and, therefore, it reactivates the political negotiation and allocation cycle of the benefits amongst the
parties legitimately in competition.

In public institutions, innovation may interest internal services of the entity or of the territory gov-
erned by that entity and, therefore, the production and consumption processes of enterprises and citizens.
In other terms, exemplifying on a local level, innovation may interest the Council (intended as public
entity and, therefore internal innovation) or the City (territory innovation). Even in the second case,
the innovation of the city, the public administration plays a decisive addressing, supporting, financial
incentive and regulatory role.

Both on a comparative international level, and on an Italian level, in the course of the last twenty years,
the innovation policies have been active on a system level, which is, with the higher-level coordinated
entities changing the subordinate administrations. All the European Union Countries have adopted their
e-government plan that indicates the investment priorities and the related objectives. The European Union
itself has defined several initiatives of development support to the e-government in the member states.

Even Italy has introduced several information tools to ease the achievement of the simplification ob-
jectives, such as, the digital signature, the information protocol, the certified email and several services
to the citizens that are, today, offered via digital platform. In 2012 a systematic development plan of the
ICTs in Italian public administrations, defined Italian Digital Agenda (AGID) was approved. Even at the
level of single institutions, in the last few years the important of innovation through the technological
lever has progressively increased. If, in the past, the attention was focused on information tools as simple
automation support to repetitive and very structured activities, today the attention as moved toward the
strategic role of the information system as a lever of total and general innovation.

In this context, digital transformation and the tools made available by new technologies make it pos-
sible to significantly innovate the measurement of social, environmental, and economic performance and
to make the communication of sustainability increasingly accountable. The digitization of accountability
paths produces benefits both from a strategic-organizational point of view - reinforcing the internal gov-
ernance of these aspects - and from a communicative-relational point of view - opening new channels of
dialogue that allow to increase the involvement of citizens and stakeholders and raise confidence levels.

The new forms of digital reporting, therefore, can be effectively adopted by all public subjects who,
increasingly in a systemic logic, are called to act and give an account of their choices and the results and
effects produced in terms of social responsibility and sustainability.

THEORETICAL FRAMEWORK AND LITERATURE OF REFERENCE

This article is contextualized in the framework of the so-called “corporatization of the public adminis-
tration”, a process that is concretized in the progressive introduction of public companies in a system of

56

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

I&CT in the Public Administrations

managerial, organizational and government logics of economic-corporate matrix (Anselmi, 2003). On an
international level, new idea of public management has been codified in the principles of the New Public
Management first, and then in those of the Public Governance (Hood, 1991; Barzelay, 1992; Rhodes,
1996; Ferlie et al., 1996; Meneguzzo, 1997; Ongaro, 2002; Pollit & Bouckaert, 2002).

There have been remarkable consequences on the front of the management of companies and public
administrations: proliferation of hybrid forms between internal and external management to the advan-
tage of private subjects (Mussari, 1995; Padovani, 2004; Mulazzani & Pozzoli, 2005), new strategies
for the enhancement of the public estate heritage (Amatucci, 2009; Vermiglio, 2012), innovative project
for the re-use of dismissed buildings and areas (Anselmi et al., 2014), computerization and web based
technology exploitation to support the provision of services. Regarding this last aspect, the literature
concerning it has dwelled on the contribution Information Technology (IT) to the improvement of the
management processes of public administrations.

Schedler and Scharf (2001) have observed how, thanks to the advent of innovative technologies, upon
which the e-government system has been consolidated, new technology-driven strategic approaches have
been created. Through these processes, public companies have been able to express a potential that had
to date remained secondary.

The topic of e-government has been debated both on a technological level, oriented toward the study
of technologies, systems, languages and applications developed in order to favour innovative forms of
interaction with the community, and on an institutional-political plane, with reference to the benefits that
the new technologies might generate regarding the level of inclusion and participation of the citizen to
public life (Lenk, 1997; Reddick, 2005), the digital divide problem overcoming (Norris, 2001; Moss-
berger et al. 2003; Chen & Wellman, 2004; Helbig et al., 2009; Gulati et al., 2014), the organizational/
managerial barriers in support of services and information to the community (Moon, 2002).

Other authors have remarked the role taken on by the new technologies in creating the conditions
that allow the citizen to assume more control on the public services rendered by public administration
(Dunleavy et al., 2006), as the thick network of inter-organizational relations deriving from the IT
exploitation (Haveri, 2006; Osborne, 2010) and the need to redesign the provision modalities of the
services, as well as the participation modality of the parties of the entire project (Pestoff, 2006; Pestoff
et al., 2006; Bovaird, 2007; Needham, 2008; Boivard et al., 2009).

It is important to notice how the research lines proposed in literature in the last few years, albeit
testifying interests in the e-government, may not define themselves as consolidated and universally
shared (Heeks & Bailur, 2007; Yildiz, 2007). Some empirical studies (Barnes & Vidgen, 2004; Wong &
Welch, 2004) have focused on the e-government processes shaped to the use of the website has a main
tool. More recent studies have highlighted the implications and impacts deriving from the adoption of
e-government tools on the degree of transparency reached by the public administrations (Bearfield &
Bowman, 2016), on the efficacy of the administrative adoption (Wallis & Zhao, 2017), on the quality of
the internal information (Alenezi et al., 2015). Cordella and Tempini (2015) highlight the circumstances
in which the e-government initiatives may contribute to the simplification of bureaucracy and those in
which they can make it worse.

In reference to the management results of the e-government, part of the doctrine is quite critical: some
authors (West, 2004) think that e-government is a missing opportunity for a radical transformation of
the public administration, whereas Norris and Reddick (2012) affirm that the process of adoption of the
e-government technologies has not met the expectations of a radical reform, being them rather limiting
changes. Most of the doctrine supports the many advantages deriving from the adoption of these tech-

57

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

I&CT in the Public Administrations

nologies to support management process, since the e-government 2.0 has been establishing itself in the
last few years. In relation to this, some authors (Sun et al., 2015) have already proposed a framework.

In more recent years, this stream of literature has found many fertile contaminations with the co-
production one, which had already highlighted the importance of the involvement of the users/citizens
in the production of public services (Sharp, 1980; Whitaker, 1980; Brudney & England, 1983; Levine
& Fisher, 1984; Normann, 1991; Pollit et al., 2007).

Some scholars (Osborne et al., 2016; Bryson et al., 2017) underline the importance of co-production
in creating public value. Other authors (Williams et al., 2016) analyse the conditions based on which,
the co-production processes may destroy the public value (public value failures) instead of creating it.
In some studies (Boviard et al., 2016) the mechanism of participation to co-production are deepened,
concluding that results and dynamics may be different in cases of collective or individual participation.
One stream of literature has deepened the potential benefits and the issues linked to the co-production
processes in relation to specific public services: for example, Wiewiora (Wiewiora et al., 2016) has
highlighted the possible opportunities and challenges deriving from the involvement of the citizens in
the co-production of services linked to public infrastructures. Some more theoretical streams, such as
Howlett (2017) have tried to conceptualize coproduction not only as a public management tool, but also
as a policy tool to the service of public companies in an interdisciplinary perspective. The doctrine has
highlighted some criticality aspects: Osborne (2010) has affirmed that part of the literature and of the
practice adopts a partial vision of the co-productive phenomenon, conceived as the integration of new
elements in the provision of specific public services rather than as the innovative rethinking of the way
to see the public service in general. Osborne (2017) highlights how the topic of co-production is still
scarcely researched compared to other public management topics. This demonstrates that the phenomenon
is still partly unexplored and there are no universally shared theories about it.

From this review emerges the need to deepen, through empirical studies, the impacts, and the contribu-
tion of the e-government tools on the co-production processes, putting in relation these two study streams.

Osborne (2010) affirms, in this respect, that the e-government tools can stimulate and furtherly
develop the co-production processes, while Margetts (2006) maintains that digital governance has the
potential to generate a spontaneous and genuine involvement and commitment from the citizens within
the provision processes of the public services. In such perspective, the e-government tools are seen as
the “engine” for the enhancement of the co-production processes. The Literature review allows to af-
firm that, despite there have been several empirical contributions that have studied the impact of the
e-government tools on the management processes (web sites, digital platforms, social networks), the
studies regarding the functioning and implications, on the public administration, of the technological
solutions in the perspective of the co-production of public services, result to be absent.

THE FUNCTION OF INFORMATION AND COMMUNICATION
WITHIN THE PUBLIC ADMINISTRATION

Amongst the several functions conducted by the public administration (functions of regulation of the
economic system, of coordination between institutions and social actors, etc.) the one that stands out is
the function of information and communication (Borgonovi, 2000).

58

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

I&CT in the Public Administrations

Such function, that in the facts is realized with several forms of regulation and with the provision
of services (even technologic and computerized ones) concerns an asset that has features that are very
peculiar and critical to the functioning of the economic and social system

The information and their elaboration in knowledge that is useful to the decisions and the actions,
cover a role that is fundamental to the financial markets (for example, the information on the quarterly
results of a company or on the trend provided for the GDP), in the protection of people’s privacy (in
this case in terms of circulation of sensible information). However, at the same time, they are useful
in crime fighting activities, in consumers’ protection and for the opportunities that are offered by the
public administration entities.

The acquisition and management of the information has become so important in the social and economic
life, and it presents such problems in its management through the market, that the public institutions are
called to define rules and to provide services that ease the spreading of information that are relevant for
the improvement of production and consumption processes, including those of financial nature.

In affirming this new role of the public administration, information and communication technologies
assume a growing importance, since they may represent the tool through which the entities support the
coordination of the management of the activities through the several subjects involved in the provision
of the service, stimulating the accountability through information transparency.

In particular, ICTs have contributed to modify, in a radical way, the access to information, as well as
the space-time borders between individuals and public institutions (Pollifroni, 2003).

This progressive convergence of the change objectives of the public sector with the introduction of
new technologies having the characteristics of making transparent and shared the information and of
reducing the communication times has been defined e-government'.

THE CONCEPT OF TRANSPARENCY AND ITS
IMPLICATIONS WITHIN THE PUBLIC SECTOR

The reforms in the public sector, which have widely involved several spheres of daily life, register the
progressive growth of the autonomy of the single organizations, enhancing the function of management,
its autonomy and the attribution of the related responsibilities, the introduction of new methodologies,
managerial tools, evaluation, and accountability measurement systems. The reforms have emphasized
the aspect of responsibility, of having to account for the results obtained, which is reinforced in case the
resources used are not owned (Matacena, 2002).

In this context, we have seen an attempt to create a system of almost-markets to stimulate competition
and benchmarking through the activation of virtuous evaluation, accountability, and social reporting
paths, as well as of an enhanced information access.

The study of the literature takes into consideration the concept of transparency, linked to the in-
formation regarding the employment of resources and the results obtained, and proposes a summary
of the definition found in the academic sphere and of the implications that transparency has regarding
accountability and performance. Most of the definitions recognize that transparency is related to the
degree to which an organization reveals information related to its own decision-making processes, to its
own procedures, to its own functioning, to the use of resources, to the efficacy and efficiency in provid-
ing services, to the reporting of results and to the impacts of the administrative activity (Mussari, 1997;
Welch & Wong, 2001; Anessi Pessina, 2002; Steccolini & Marcuccio, 2005; Curtin & Meijer, 2006).
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Hood (2010), for example, defines transparency as “the conduct of business in a fashion that makes
decisions, rules and other information visible from outside “, whereas Armstrong (2005) associates it
to an “unfettered access by the public to timely and reliable information on decisions and performance
in the public sector”. Other authors (Grimmelikhuijsen & Welch, 2012) define transparency as the “dis-
closure of information by an organization that enables external actors to monitor and assess its internal
workings and performance”. According to Bartocci (2003) and Guarini (2008), public administration
is called to report to society regarding its own actions and results in a transparent and exhaustive way,
opening itself toward the public through communication policies based on transparency (disclosure).
Furthermore, Kopits and Craig (1998) affirm that transparency requires the possibility to quickly access
“a reliable, comprehensive, timely, understandable, and internationally comparable information (...).
Finally, OECD (2002) defines transparency as “the capacity of regulated entities to identify, understand
and express views on their obligations under the rule of law”, and affirms that “the access to informa-
tion, consultation and active participation in policy-making contributes to good governance by fostering
greater transparency in policymaking, more accountability through direct public scrutiny and oversight”,
therefore arriving to intend transparency as the intermediate result of the correct application of the three
explained dimensions. According to OCSE, the availability of the information exposed to public control
represent a necessary condition in order to respond to the needs of the subject involved in the activity of
the public administration. Furthermore, even the inclusivity would lead back to the extent to which the
government is transparent, accessible, and reactive toward all subjects. (the more evident the passage
from the mere transparency to inclusivity, the higher the degree of openness and accountability in the
public administration). Regarding the access to information, OECD (2001) has identified some structural
pre-conditions, such as the presence of a legislation in matter of the rights to information and transpar-
ency, of the definition of the institutional mechanisms able to guide the tangible application of inter-
ventions to support higher transparency and information, of the existence of self-sufficient autonomous
control structures (ex. Supervisory boards). Other authors have tried to also identify possible incentives
in order to increase disclosure for information purposes (Liider, 1992; Fisher et al., 2005), identifying
some categories of possible incentives (political, financial, social, institutional or administrative). The
literature has also highlighted the strict link between transparency, good governance, accountability, and
performance under many aspects. In the first place, transparency is seen as an incentive factor of the
“good governance” since it is supposed to contribute to:

e  Better use of resources (with the consequent improvement of the achieved outcomes), encourag-
ing the continuous performance improvement (Hood, 2006);

e  Modification of power relations, since it hinders self-referentiality and makes it more difficult to
use information as a source of power (Hinna et al., 2006; Meijer, 2012);

e  “Social legitimation” and the reduction of the corruption rate (Meijer, 2009), increasing the level
of trust and the perception of integrity toward the public administration (Campbell, 2003; Curtin
& Meijer, 2006; Tolbert & Mossberger, 2006; Osimo, 2008; Cook et al., 2010).

To this purpose, Heald (2006) affirms that there exists a triangular relationship between transparency,
openness and surveillance and it arrives to observe that transparency might substitute accountability, in
case an open democracy is realized, that is, when the public control is exercised directly from the citizen.

In second place, transparency is a primary condition of accountability (intended as availability and
access to useful actions meant to satisfy the knowledge needs of the interested subjects), and it needs
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the path toward accountability to be developed around the frameworks on which a judgement on added
value is requested (Meijer, 2003; Guarini, 2008). According to Hood (2010), indeed, accountability is
intended as answerability, that is, as the ability of the public administration to respond, that implies the
sharing of information with those required to be accountable, whereas transparency is intended as open-
ing, that is, as the way to account for one’s own conduct, whether it is an individual or an organization.
Accountability expresses, therefore, an informative responsibility, and it substantiates in that “system of
communications, both internal and external, that, within transparency and result control find their full
conformation” (Matacena, 2002). This means that, through accountability is realized the control power
on the results of the activities of those who will bear the effect of them.

Transparency and access to the information regarding the processes and the results represent key
principles of performance and of the relations between performance and accountability (Piotrowski &
Rosenbloom, 2002; Dubnick, 2005), because, if the government processes (and their related results)
are not transparent, the fundament of accountability is dropped (Bovens, 2007). The strategies of the
New Public management for the measurement and improvement of performance imply the introduc-
tion of new concepts and tools such as benchmarking and the identification of the best practice for the
comparison of performances between entities (Montesinos & Brusca, 2009), which are possible only if
there are information to be compared. The publication of the data related to performance is, therefore,
in literature, conventionally considered useful to its improvement, since it allows the control and the
comparison of it; also, in many contexts, it is perceived as a right (Stan, 2007; Talbot, 2007), even if the
contribution deriving from it is not clear (Tillema, 2010) and there are many authors that maintain that
the excesses of transparency do not necessarily need to positive results (Hood & Head, 2006; Bannister
& Connolly, 2011).

On the basis of the researches conducted by Meijer (2012) and of the definitions stated above, we may
then intend transparency as an institutional relation between a subject of the social-economic system,
that opens up to another subject, whom, in this way, is able to monitor the first, relatively to the input
used for the production and service provision processes, to the output and the outcomes deriving from
such activities, and, finally, concerning the way in which the public administration reaches the results
in terms of decision-making and transformation/provision processes.

THE EVOLUTIONAL PATH OF E-GOVERNMENT: OPENNESS

The e-government represents one of the mostimportant reform paths pursued by the public administrations
to the purpose of raising transparency and increasing the participation of the citizens (Garcia-Sanchez
et al., 2012). It positively influences the efficacy of the government action, but its diffusion does not
seem to depend on the wealth of the Countries that adopt it (Garcia-Sanchez et al., 2012). The open
government, or openness, characterized by principles of transparency, participation, and cooperation,
represents the last phase of the evolutional path of the e-government.

To define the e-government it is possible to take approaches that focus on different aspects (Yildiz,
2007). In some cases, the aspect of the recourse to the internet is emphasized, as a mean to transmit
information and provide services to the citizen (United Nations, Aspa, 2002), sometimes is emphasized
the recourse to databases and automation and traceability means (Jaeger, 2003). In other approaches is
emphasized the possibility to establish relational processes between public administrations, suppliers,
and citizens, thanks to the recourse to new technologies (Means & Schneider, 2000) and three main
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categories of relations are identified: Government to Government, (G2G), Government to Citizen (G2C)
and Government to Business (G2B) (Jeong, 2007). Other studies focus their attention on a development
path of the e-government characterized by growing levels of organizational and technological complex-
ity (Layne & Lee, 2001; Howard, 2001; United Nations, Aspa, 2002). The first level of introduction of
the e-government is characterized by the digital presence, that is, the presence of simple information
on the public administration’s web sites; the information is transferred from paper to digital, but the
relation between public administration and citizens remains unidirectional. In increasing the recourse to
e-government processes, the public administrations recur to technologies that allow the conduction of
transactions and, subsequently, realize “horizontal” processes of inter-organizational cooperation aimed
at the sharing of databases and provision of services thanks to portals that are open even in the relation
with the citizens. These development stages, as all social-organizational processes, do not follow a linear
trend, and are affected by the context diversity. However, the direction toward which the e-government
process seems to move, underlined by its development phases, is that of openness, or open government.
Openness is set as the last stage of the e-government path.

The American guideline on open government, which codifies the principles of the open philosophy
within the institutions and the public administrations, defines the open format of the public data as an
independent aspect compared to the platform, easy to read for the calculator and made available to the
public without the reuse of the transmitted information being impeded. The data themselves have no
relational features: they are cold. They simply are data, not usable singularly, but only by grouping them
in order to extrapolate value from their relations. In order to make the data available, it is necessary to
educate sharing and to overcome the so-called “database embrace syndrome”, that is, the difficulty felt
by the owners of the data in letting them go and in making them available to be reused (Formez, 2011).
Open data is a means to favour the realization of sharing and participation processes that correspond to
the last phase of the evolutional journey of the e-government. It is not enough to make the data available,
but it is important to stimulate their reuse, encouraging the citizens to create applications by triggering
civil hacking phenomena.

In Italy, the Legislator, intervening with several provisions, has decided to enhance and make avail-
able the information produced in the public sector. Lgs. D. 36/2006 has accepted the European guideline
2003/98 on the Public Sector Information regulating the modality of re-use of the documents containing
public data. The Digital Administration Code (CAD) (Lgs. D. 82/2005) has provided that ... “the pub-
lic administrations, in order to enhance and make available public data they own, promote projects of
elaboration ad spreading of these data even through the use of project finance tools, using open format
that allow their reuse (art. 52. par 1-bis).

With the subsequent reform of the Digital Administration Code (Lgs. D. 235/2010) the open data
doctrine has been expressly accepted, urging the administrations to open to the public their information
storage. The Development Decree 2012 has established the Agency for a Digital Italy (AGID) with the
task to elaborate the addresses, the technical rules and the guidelines for the full inter-operability and
application cooperation amongst the information systems of the public administrations, as well as the
European Union systems (Formez, 2011).
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THE PRINCIPLES OF OPENNESS

While initially openness, as an element of qualification of the e-government processes, seemed to elude
any definition framework or any concrete references in terms of contents and paths to activate, more
recently it seems to be attributable to more codifying factors. It finds proper application in the principles
of transparency, public participation, and collaboration (Von Hippe, 2005; Chesbrough, 2006; Tapscott
et al., 2008; Di Donato, 2010; Lathrorp & Ruma, 2010; Belisario et al., 2011; Lee & Kwa, 2011).

The principle of transparency consists in the spreading of the information regarding the activities of
the public administrations. To distribute public data in an open format free from restrictions, both from
the point of view of the access and that of integration and reuse, represents the basic prerequisite in order
to develop a real collaboration process between institutions and community, regarding the choices of the
government, so that the available data can be elaborated in a new form (Formez, 2011). Transparency
commits the administrations to adopt provisions that allow the rapid diffusion of the information in
forms that are easy to find, on-line, and usable, that is in open formats. It makes so that the administra-
tion solicit feedback from users, to be able to primarily spread information deemed useful by the users
(Hood, 2007; Fioretti, 2010; Darbishire, 2011).

Resolution Civit n°105/2010 introduces and regulates the principle of transparency intended as total
accessibility (...) of the information concerning every aspect of the organization (article 11, par. 1).
Total accessibility entails the usability, for the community, of all the public information, according to
the paradigm of the freedom of information of the open government originated in the States.

The principle of participation supports the importance of the involvement of all citizens in the deci-
sion-making processes. According to this principle, the citizens must be able to give their contribution
to the choices of the public administrations, making available information and collective competences.
Therefore, public administrations are urged to involve the citizens in the definition of modalities that
increase and improve the opportunity to participate (Fung, 2006; Pollitt, 2006; Storlazzi, 2006; Bonabeau,
2009; James, 2010; Lee et al., 2011). This aspect stimulates and eases the citizens toward a continuous
control over the operations and the decision-making processes of the institutional subjects (Formez,
2011). Through strategies of openness of the data, the citizens are no longer the passive consumers of
information provided by the administrations. They obtain the opportunity to reuse and integrate the
data made available to them, up to developing services and applications to the advantage of the entire
users’ community, which go side by side with those created centrally by the institutions. In this way,
the citizens effectively cooperate with the institutional subjects and actively participate in the actions
of government (Formez, 2011).

The principle of cooperation affirms that the public administrations must use innovative tools and
methods finalized to the improvement of the collaboration, both between the different levels of the
public administrations, and between public administrations, non-profit organizations, enterprises, and
private citizen. In this respect, the attention is focused on the concept of co-production, which entails
a provision of services characterized by a high level of involvement of the user. To review the efficacy
and the efficiency of the public administrations in terms of co-production, implies that the users, being
them the waivers of knowledge and competence, are directly involved in the provision of services, and
that the quality of the public service is monitored during the entire process, rather than being measured
only at the end (Agranoff & Mc Guire, 2004; Cooper et al., 2006; McAfee, 2009; Mele & Mussari, 2009;
Emerson et al., Johnston et al., 2010).
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In the European framework, the principles of transparency, of participation and collaboration are
present in the e-government plan. The Ministers of the European Union responsible for the e-government
strategies have received the openness guidelines. These guidelines are a) the development of user-centric
services that favour the interaction between citizens and public administrations; b) the involvement of
the civil society in the initiatives; c) the increase of the availability of the Public Sector Information
(PSD) to incentive the reuse; d) the enhancement of transparency in the administrative processes; ) the
promotion of active participation (Reddick, 2005).

FROM E-GOVERNMENT TO E-DEMOCRACY

The growing recourse of the public administration to information technologies to favour the participation
of the citizens, and their effective influence on the public decisions has brought to the development of
a research field called Democratic e-governance (Anttiroiko, 2007).

In such framework, it is important to distinguish three key concepts that are related and that allow
to highlight the different modalities of employment of the ITs within the public administration: 1) e-
government; 2) e-governance; 3) e-democracy (Anttiroiko, 2007).

The first term, e-government, refers to all those political-administrative operations conducted by
the public administrations with recourse to IT. The activities within this dimension can be recapped as
follows (Heeks, 1999):

e  E-administration, which consists in the improvement of the processes conducted by the public
administration through a reduction of the costs and an improvement of the performance;

e  e-citizens, that refers to all those activities created by the public administration to favour the con-
sultation with the citizen;

e  e-services, which recalls for the improvement in the provision of the services to the citizens with
recourse to online systems;

e  e-society, that deals with all the public administration activities that are conducted outside the
entity and that are meant to create links with the entire community.

In other words, the objective of the e-government is to grant the citizen a higher accessibility to the
services to the public administration and a better response to their needs.

The concept of e-governance, instead, concerns the development, through IT, of many types of rela-
tions with the stakeholders meant to favour the realization of the typical public administration functions,
such as, the provision of the services or the conduction of public policies. The objective, in this case, is
to favour the relations between public administration and stakeholders. Finally, the term e-democracy
refers to the democratic structures and the deliberative democracy process in which the ITs are employed.

There are three different types of theories in the area of e-democracy; the main difference is given by
the fact that the e-democracy theories put at the centre of their arguments the support offered from the
Information Technologies and how these favour the process of democratization of the decisions (Flo-
reddu et al., 2011). The first is the so-called representative democracy, that emphasises the recourse to
participation tools such as the e-voting (Lourengo & Costa, 2006) in the elections, and the employment,
in general, of the new media in the political and election processes. Another theory is that of participative
democracy (Macintosh, 2004), strictly linked to the concept of deliberative democracy that emphasizes
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the recourse to tool apt to favour the participation of the citizens through the recourse to Information
technologies. In this setting, we refer, in particular, to tools such as the electronic consultation of the
citizens (e-consultation), the online juries of citizens (e-citizens’ juries), the online petitions (e-petition)
and so on. The last one is the so-called direct democracy (Becker, 1981), which represents the most
radical form of democracy and emphasizes the recourse to the online referenda (e-referenda).

The three theories enunciated are strictly interrelated and present overlapping areas. It is, in fact,
quite difficult to trace their boundaries. Each one of them, for some aspect, may be included in one of
the other two categories.

Only an integration of the three theories can provide valid tools to evaluate this concept adequately.

DIGITAL REPORTING

In the era of digital transformation - where the web and social networks have profoundly changed the
methods of communication and relationship with the various stakeholders - reporting systems are also
evolving towards innovative forms capable of overcoming traditional document forms and fully grasp-
ing the potential of new technologies, not only in terms of final reporting yield, but also in terms of
the accountability process and the relative level of participation (Gruppo Bilancio Sociale, 2017) and
inclusion of stakeholders.

Digital reporting makes transparency and accountability operations more reliable and timely, less
bureaucratic, more usable, and smart, producing significant benefits on the internal and external dimen-
sion. The realization is an internal analysis path that allows to elaborate and share the vision, objectives,
expected effects and a multidimensional measurement and verification system of the activities carried
out, the resources allocated, the results and changes at the different levels of responsibility obtained.
Accountability is transparent, verifiable and understandable communication even to non-experts of the
sense and social, environmental and economic value produced, aimed at activating continuous, informed
and aware participation.

Digital reporting requires a process of progressive embedding of this practice in the organizational
culture and in strategic and ordinary management, involving the different levels of responsibility. To
this end, it is essential to start with a good training on the subject that motivates the participation of
interns and that allows to relaunch and give new course to sustainability policies and reporting practices.
In particular, by strengthening a solid “data culture” that supports the timely and ongoing updating of
qualitative and quantitative information relating to social, environmental, and economic performance.
Only in this way is it possible to have data and indicators collected periodically - with different frequency
according to the type - to ensure the periodic and continuous updating of the portal.

In summary, the main internal benefits deriving from digital reporting are:

e  Greater environmental and economic efficiency and sustainability;

e  qualitative and quantitative information that is always updated and significant, collected in prog-
ress on the three dimensions that allow the board and management levels to verify the achievement
of the defined objectives, be aware of the results achieved and possibly correct the course in time;

e availability of measurement systems based on stable, shared, reliable and homogeneous indicators
over time that allow to feed historical series useful for understanding the trends of performance
results in the various strategic areas of the organization;
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e  integration of reporting processes with internal information and management systems, allowing to
significantly reduce the internal effort for data collection, processing, and communication;

e  greater awareness of the different levels of internal responsibility and of the data owners in terms
of overseeing the processes and systems for detecting and monitoring qualitative and quantitative
information;

e  habit of communicating and letting people know not only the results of their actions but the
changes produced by consolidating an organizational culture oriented towards transparency, re-
sponsibility, and sustainability.

On the external communication front, the benefits produced by digital reporting are many, starting
with the main one, namely the actual improvement of the quality of the relationship with the various
stakeholders and the exponential increase in the number of subjects reached by the web channel.

The web channel therefore represents a formidable resource for enhancing both internal and external
communication methods and tools, offering complete and usable content on multiple aspects of the or-
ganization that can be conveyed through social channels and can be spent on various occasions such as
conferences, fairs, meetings in the territory or with specific stakeholders. Reciprocally, this strengthens
and disseminates the knowledge of sustainability communication and the visibility of the organization
and its results.

In detail, the main benefits for the outside:

e  Use of a web reporting tool that is consistent with the principles of sustainability, increasing the
credibility and effectiveness of the reporting operation;
greater transparency and accessibility by a wider audience of internal and external stakeholders;
actuality of information and timeliness of communication, passing from an ex post logic on an
annual basis to an ongoing update capable of producing, in the era of information in real time, an
increase in the significance of data and information;

e  greater communication effectiveness and usability of the contents thanks to the different commu-
nication methods that can be used on the digital channel (texts, highlights, graphics, infographics,
photos, videos, chats, forums) and which increase the interest of stakeholders, improving the user
experience;

e  possibility of profiling the contents by themes and targets and personalizing the levels of detail,
increasing the ability to respond to the specific information needs of the various stakeholders;

e inclusiveness and interactivity, through the integration of spaces dedicated to involvement and
dialogue with stakeholders, which make it possible to detect expectations and needs and to col-
lect feedback based on clear and complete information, reducing the risk of self-referentiality in
reporting and allowing an evaluation more informed and aware performance by stakeholders.

CONCLUSION

The scenario in which the public administration operates, and more in general today is society, has become
extremely dynamic and variable. The technologic evolution follows an exponential process in which the
digital revolution is one of the more recent steps, by now considered an industrially obligated standard.
This process follows such a fast and vast growth that, while our grandparents and their parents shared in
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a substantially similar way, with few significant exceptions (such as the advent of television, flights, cars
and so on and so forth), the parents of today’s children are experiencing some technologic evolutions
that come to life and then disappear within a generation, as it has been for videotapes and compact discs,
too. Within a few years, there come new possibilities, now scenarios that cannot even be imagine ten
years earlier. Subjects such as network cooperation in real time, cloud archiving, global sharing of data
and calculation resources , use of artificial intelligence in the scientific and commercial field or simply
as an informative help to the citizens, new possibilities of employment of augmented reality for the im-
provement of safety in the industrial operational realities, document and process management systems,
such as those granted by the block chain technology, and many other aspects, are becoming remarkable
paradigms, that we are not sure will not be overcome in a few years by even more surprising innovations.

This transformation must be intended not only as technological innovation, but also as real and per-
vasive simplification, ease and acceleration of the processes necessary to the optima management of
the public affairs and of the relation of the citizens with them, backing the efficiency and the efficacy
of the support that the available technology can give, but aiming also to substantially review the present
operational modalities and, most of all, the responsibilities and competences that are needed in order to
deeply revive the activities of the State and of the local entities, so that they are adequate to the evolv-
ing scenario.

Today, digital innovation is not a choice, but it is part of our professional and private lives, whether
we like it or not and this is the concept we need to start from.

We can affirm that today, the civility of a Country can be measured even by the degree of digitaliza-
tion reached.

In this evolving context, digital transformation meets accountability, at a time when more and more
public organizations are realizing that, given the increasing centrality of sustainability and new regulatory
obligations, itis useful to overcome the bureaucratic or “showcase’ in favour of an approach that produces
a benefit corresponding to the internal effort and costs necessary to develop the reporting processes.

In this logic, digital reporting represents an important tool for an enlarged and participatory gover-
nance. It allows, in fact, to share an examination of reality on the context and needs, communicate the
objectives of change, monitoring the state of implementation and the results obtained over time thanks to
the role and contribution of each subject. In this way, it represents a dynamic and accessible system for
transparent and non-self-referential communication of the effects produced, even on long-term projects,
increasing the awareness and co-responsibility of the various players in the system.

Accountability in the era of digital transformation can, therefore, contribute to a cultural change - both
at the level of the individual organization and between the various actors of the polis - which increases
awareness and co-responsibility in achieving the goals of sustainable development and the common
good, in line with Goal 17 of the United Nations 2030 Agenda.

Of course, digital reporting also runs the risk of being used as a facade and pure washing tool. For this
reason, itis essential to accompany the upgrade of accountability operations with a credible and structured
training path, sharing of vision and strategies, involvement of the different levels of responsibility that
root transparency and sustainability in the organizational culture and in management and communica-
tion practices. Only in this way can the increase in the communicative effectiveness of the reporting
systems be combined with a solid methodological rigor and reliability of the information communicated

There are topics on which there is either teamwork or loss. And digital topic, in its various points of
view, is one of them.
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ENDNOTE

In literature e-government is defined as: a) the group of techniques for the employment of ICT
methods and tools meant to facilitate the internal and external relations to public administration on
all levels of the exercise of its government activities; b) the process of transformation of the internal
and external relations of the public administration, through network, information technology and
communication activities, so as to optimise the service provision, increment the participation of
the citizens and of the enterprises, and to improve the ability to govern c) the process of imple-
mentation, within the public sector, of ICT technologies for the realization of an organizational,
management, informative, computerized and relational system of a reticular type, reflecting the
e-business model developed in the public sector. Some distinguish between the static definition
(what is done) a dynamic definition (why it is done): the first one is intended as the provision of
government services with the support of ICT technologies, whereas the second one corresponds
with the process of transformation in the internal and external relations in the public sector to
optimize the features of the service provided and the participation of the citizens. The definitions
analysed so far have taken into account two scopes of application: 1) the increase of internal effi-
ciency in public administration and the improvement of the external relations, 2) the medium-long
term objectives. There are other definitions, instead, that propose a more ample vision of electronic
government, such as the process that implies a complex and dynamic transformation of the whole
state establishment, at any level, that exploits ICT in order to involve it in sharing information and
strategies with citizens, enterprises, administrations and governments — even external ones- as well
as public administration employees. Still, in its more ample sense, the electronic government may
be intended as the pursuit of modernization objectives of the public administration even through
a strategic employment of ICTs: a) within the single administrations (inter-administrations back
office), b) in the relation between the different public administrations (inter administration back
office) c) in the relations between administrations, citizens, and enterprises (front-office).
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ABSTRACT

This chapter proposes the fundaments of artificial intelligence (Al) and is the basics of the author’s
framework that is specialized in transformation initiatives. The proposed natural language program-
ming (NLP) concept is supported by the author’s applied holistic mathematical model (AHMM) for Al
(AHMMA4AI) that is the result of research on Al, business, financial, and organizational transformations
using applied mathematical models. This research is based on years of cross-functional research initia-
tives and on an authentic and proprietary mixed research method that is supported by an authentical
version of an Al search tree, which is combined with an internal heuristics motor, which is applied to
requirements NLP strategy. The proposed AHMMA4AI-based NLP fundamentally functions like the human
empiric decision-making process that can be compared to the behaviour-driven development methods,
which are optimal for complex software engineering.

INTRODUCTION

The NLP is based on real-life cases and experiences for detecting and processing mainly heuristic al-
gorithms for business transformation, NLP approach and enterprise architecture development projects.
This Al implementation driven strategy offers a set of possible recommendations in the form of business
architecture, managerial and technical propositions, coupled with the author’s framework. The proposed
executive recommendations are to be applied by the business transformation managers, business ar-
chitects, analysts and implementation engineers to enable solutions to transform business and societal
environments. A Generic Al Pattern (GAIP) strategy is a model driven development that offers a set of
possible patterns to support business architecture, holistic requirements management and classification,

DOI: 10.4018/978-1-7998-8476-7.ch005

Copyright © 2022, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://orcid.org/0000-0002-4199-6970

EBSCChost -

Business Transformation and Enterprise Architecture Projects

managerial and technical guidance, coupled with a mapping model for the requirements and other project
resources. The proposed executive, business, societal and technical recommendations are to be applied
by the environment’s business architects, analysts and implementation engineers to enable solutions for
resolving development issues which can and be solved by a reasoning-based internal subsystem.
Keywords: Natural Languages, Web Services, Microservices, Atomic Building Blocks, Serverless
Computing, Strategic and Critical Business Systems, Requirements Engineering, Business transformation
projects, Enterprise architecture, Mathematical models and Risk Management, Organizational Intelligence,
Critical success factors/areas, Performance Indicators, Software (re)engineering and Strategic Vision.

BACKGROUND

This chapter’s background combines NLP, development strategy, Knowledge Management System for
Al (KMS4AI), standard DevOps, enterprise architecture, heuristics/mathematical models, technology
management, business transformation and business engineering fields; using mapping mechanisms (Eb-
ert, Gallardo, Hernantes, & Serrano, 2016). Building an NLP structure needed for the implementation
of strategic Decision Making System for AI (DMS4AI) that is today the major strategic goals for the
transformed Entity (Petrock, 2020; Cearley, Walker, & Burke, 2016; Thomas, 2015), as shown in Figure
1. The proposed NLP is a generic and cross-business NLP concept that interacts with a reasoning methods
which manage sets of Critical Success Factors (CSF) that can be used by a business transformation or
enterprise architectures projects (or simply the Project) in domains related to development Al solutions
(Uhl, & Gollenia, 2012); where in this chapter is supported by an adapted insurance case (Jonkers, Band
& Quartel, 2012a). The author based his research method on intelligent neural networks and behaviour-
driven development, where both methods resemble to the human brain (empirical) processing. This
chapter on decision making is a continuation of many years of Research and Development Project for
Al (RDP4AI) on various Project processes using decision systems and requirement management sys-
tems (Trad & Kalpi¢, 2019¢, 2019d). The NLP concept is business driven and is agnostic to a specific
environment, as shown in Figure 1. It is founded on a genuine research framework that in turn is based
on many existing industry standards, like the Architecture Development Method for AI (ADM4AI) (The
Open Group, 2011a, 2011b).

Today, enterprise and business architecture are a methodology used to develop Projects (Gartner,
2017), requirements, architecture, knowledge modules and its technology components using archaic imple-
mentation and DevOps environments. The Business Transformation Manager or enterprise architect (or
simply a Manager) or an enterprise architect can integrate NLP oriented environments in the architecture
of a Project to support the DMS4AI. The NLP is managed by the ADM4AI and DevOps procedures.
The applied research methodology is based on Literature Review Process for Al (LRP4AlI), a Qualitative
Analysis for AI (QLA4AI) methodology and on a Proof of Concept (PoC) for the related hypotheses. In
a holistic NLP approach, the Manager’s role is important and his or her (for simplicity, in further text
— his) decisions are aided by using factors within the AHMMAI based DMS4AI (Agievich, 2014). A
large set of CSFs can influence such an approach, like the: 1) control mechanisms; 2) enterprise CSFs; 3)
enterprise resources mapping to requirements strategy; 4) operations skills; 5) functional requirements;
6) tests predispositions; and 7) monitoring and tracing mechanisms. A system approach and strategy are
the optimal to apply the NLP approach (Daellenbach & McNickle, 2005). As shown in Figure 2, where
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Figure 1. Technology trends (Petrock, 2020)
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Figure 2. Application lifecycle management concept (CenturyLink, 2019)
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Figure 3. The development and operations interaction (Kornilova, 2017)
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NLP interacts with various Project teams via an implemented Application Lifecycle Management for
Al (ALMA4AI) interfaces to manage the NLP’ artefacts and resources (CenturyLink, 2019).

Synchronizing the Project’s Al related resources and software modules (libraries of microartefacts),
can be a problematic task and the main problem can arise due to the lack of the Entity’s excessively
archaic agility approach, where an NLP approach is built on intelligent mapping of all the Project’s
resources. Adapting archaic agile methodologies for silos of heterogenic technologies is not sufficient
and the main problem can arise due to the lack of Entity’s holistic approach (Cearley, Walker, & Burke,
2016) that can he supported by ALM4AI/DevOps interactions, as shown in Figure 3 (Lindgren &
Miinch, 2015; Gartner, 2016). NLP implementation processes are today quick and more agile insuring
high performances, security, availability and reliability. This immense pressure on mapping functional
requirements is the main cause that Projects fail or are cancelled (Kornilova, 2017); and that is this
research article’s main focus.

FOCUS OF THE ARTICLE

Architecture methods, like The Open Group’s Architecture Framework’s (TOGAF) ADM4AlI, confirm
the importance of NLP strategies in the development of Projects. Actual archaic approaches to NLP,
ALMA4ALI and DevOps techniques for Projects make them complex. NLP can be used to prototype the
underlying goals of a Project, mainly in terms of stakeholder goals. These high-level, Project goals,
address these commercial concerns. This chapter’s focus is on a concept that supports the mapping
and modelling of linking Al artefacts to all the Project’s resources. NLP’s concept is based on existing
standards and frameworks for goals and requirements mapping/modelling and is aligned with existing
ADMA4ALI environments like the ArchiMate language. This chapter also illustrates how Projects can
benefit from concept and proposes an adequate research process.
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THE RESEARCH AND DEVELOPMENT PROCESS

This research’s global research topic is related to Projects and the ultimate research question is: “Which
business transformation manager characteristics and which type of support should be assured in the
implementation phase of a business transformation project?”’. Where the kernel of this research is based
on a decision-making system and CSFs (and areas).

Critical Success Areas, Factors and Decision Making Systems

A Critical Success Area (CSA) is a category (or set) of CSFs where in turn a CSF is a set of Key Per-
formance Indicators (KPI), where a KPI maps (or corresponds) to a single requirement and/or software
feature, known as a microartefact. For a given requirement or Project problem, the Manager (or enter-
prise architect; or even a business analyst) can identify the initial set of CSAs, CSFs and KPIs, for the
DMS4AI and map them to the sets of requirements. Hence the CSFs are important for the mapping
between the requirements, knowledge constructs, software modules/microartefacts, organisational items
and DMS4ALI (Peterson, 2011). Therefore, CSFs reflect areas that must meet the main strategic Project
goals and predefined financial constraints. Measurements technics, which are provided by the Transfor-
mation, Research, Architecture, Development framework (TRADY), are used to evaluate performance in
each CSA, where CSFs can be internal or external; like: 1) NLP overall status evaluation; 2) Mapping
levels of resources; 3) NLP’s gap analysis; and 4) Decisions-making system calls and CSF management,
as shown in Figure 4.

Figure 4. CSFs’ integration in the research framework (Trad & Kalpié, 2020a)
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Once the initial sets of CSFs and CSAs have been identified, then the Project team can use the DM-
S4Al to generate solutions for a given Project problem. The CSF-based NLP would use the DMS4AI to
deliver solutions. The RDP4ATI’s phase 1 (represented in automated tables), which form the empirical
part of the RDP4ALI, checks the following CSAs:
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RDP4AI, synthesized in Table 1.

ICS, synthesized in Table 2.

ADMA4AL synthesized in Table 3.

The KMS, synthesized in Table 4.

The DMS, synthesized in Table 5.

The Applied Problem Domain (APD); which is in this research chapter the NLP, synthesized in
Table 6.

e  This chapter’s outcome Table 7.

This chapter’s tables are a jumpstart and complement for the bounded DMS4AI chapter. The pro-
posed NLP concept, delivers a set of recommendations and solutions for an aligned and mapped Project
architecture and is a part of this research framework, the TRADY.

The Proposed Framework

The Manager or the enterprise architect’s Project’s related decisions, can be made in a just-in-time manner
by using outputs from various enterprise experts or knowledge sources (using data sciences technics).
The NLP and its ALM4AI/DevOps alignment strategies should manage the enterprise’s microartefacts’
libraries that are implemented by means various types of technologies and formalisms; and that should
not be altered by the transformation. The proposed research framework, TRADf, supports various types of
formalisms, as shown Figure 5. The NLP concept is complex because it has to handle: 1) the implemen-
tation of complex GAIP scenarios; 2) working with complex NLP and GAIP concepts for defining the
granularity of the needed microartefacts; 3) the management of GAIP processes and various engineering
activities; 4) building robust mapping and flexible mechanisms; 5) the influence of requirements links
to microartefacts management on the overall Projects artefacts; and 6) the complex implementation of
existing ALM4AI/DevOps formalisms. A global system approach for NLP integration is optimal for
Projects (Daellenbach & McNickle, 2005). As already mentioned, in this chapter, the focus is on the
NLP supports the integration of GAIP microartefacts scenarios. NLP can be applied to various types of
Projects and other general GAIP common activities and it is a part of TRADf’s Software engineering or

Figure 5. The NLP based implementation environment
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the Implementation module (Im) and the Architecture module (Am). In this chapter the author proposes
a set of NLP managerial and technical recommendations and a reusable real-world concept.

The NLP component is supported by TOGAF’s ADM4AI’s phases, where each atomic Building
Block (aBB) circulates through its phases. Project aBBs contain their private set of CSFs, where these
CSFs can be applied to (Peterson, 2011): 1) select the important CSFs and define their link to require-
ments; 2) detect the resources importance and weighting value; 3) estimate the Project’s status using the
NLP’s interface; and to eventually take a decision on the Project’s continuation or termination; 4) control
and monitor the needed NLP interface mechanisms; 5) estimate NLP’s needed skills; and 6) support
the Project’s NLP implementation (and ALM4AI/DevOps) related automation activities. The follow-
ing research is also a part of the Selection management, Architecture-modelling, Control-monitoring,
Decision-making, Training management, Project management, Finance management, Geopolitical man-
agement, Knowledge management and Implementation management Framework (SmAmCmDmTmPm-
FmGmKmImF, for simplification reasons, in further text the Transformation, Research, Architecture,
Development framework, or TRADf will be used). The framework or the TRADf is composed of the
following modules named after abbreviations:

“Sm”: for the selection management of the Framework.

“Am”: for the architecture and modelling strategy that can be applied by the Framework.
“Cm” for the control and monitoring strategy that can be applied by the Framework.

“Dm” for the decision-making strategy that can be applied by the Framework.

“Tm” for the training management of the Framework.

“Pm” for the project management strategy that can be applied by the Framework.

“Fm” for the financial management’s support to the Framework.

“Gm” for the Geopolitical mind-mining in the Framework.

“Km” for Knowledge management in the Framework.

“Im” for Implementation management in the Framework and was introduced in this chapter.

This chapter is a part of many years research cluster that has produced a large set of articles and
research framework, LRP4Als, usable items, microartefacts/aBBs and research artefacts. In this chap-
ter, parts of previous works are reused for the better understanding of this complex iterative research;
if everything needed were only referenced it would be tedious to follow and understand. This research
work can be considered as a non-conventional and pioneering one, in the field of global transformation
and enterprise architecture projects. For that purpose, this phase’s research sub-question is: “How does
an NLP concept can support transformation projects?” The NLP is business-driven and is founded on
a genuine and empirical research framework that in turn is based on heuristics, enterprise architecture
and Information and Communication Systems (ICS) concepts (The Open Group, 2011a).

Empirical Engineering Research Model

This chapter is based on an empirical engineering research approach which is optimal for engineering
projects (Johnson & Onwuegbuzie, 2004; Easterbrook, Singer, Storey & Damian, 2008). It applies an
authentic mixed method (where mixed research is a simplistic synonym) that can be considered as a
natural complement to conventional Quantitative Analysis for Al (QNA4AI) and QLA4AI research
methodologies, to deliver empirical pragmatism concepts as a possible holistic approach for mixed
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Table 1. Critical success factors that have the average of 9.125

Critical Success Factors KPIs Weightings

CSF_RDP4AI Modelling ‘ Complex From 1 to 10. 09 Selected
CSF_RDP4AI CSF_CSA_Integration ‘ PossibleClassification From 1 to 10. 10 Selected
CSF _RDP4AT NLP4AT References Exists From 1 to 10. 09 Selected
CSF_RDP4AI_ADMAAIL Proven From 1 to 10. 09 Selected

CSF_RDP4ATI ICS AdvancedStace From 1 to 10. 09 Selected

From 1 to 10. 09 Selected
CSF_RDP4AI Transformation TRADf Possible From 1 to 10. 09 Selected
CSF_RDP4AT Mixed Methods Possible From 1 to 10. 09 Selected

Lo | Lo dLed L fLa Lo Lefle

|

|

|
CSF_RDP4AI Governance Audit ‘ Advanced

|

|

valuation

methods research; in fact, both methods are compatible and the difference is the scope and depth of the
research process. Empirical research validity checks if the research work is acceptable as a contribution
to existing scientific (and engineering) knowledge, this chapter’s author wants to convince the valuable
reader(s) that this chapter’s recommendations and the related PoC, or experiment, are valid and appli-
cable. In engineering, a controlled experiment or a PoC is a design and software prototype of a testable
hypothesis where one or more CSFs (or independent variables, in theoretical research) are processed to
evaluate their influence on the research model’s dependent variables. Controlled experiments or PoCs
permit to evaluate with precision the CSFs and if they are related, whether the cause—effect relationship
exists between these CSFs and CSAs. The NLP concept is Al centric and is founded on the TRADf that
is in this chapter presented using a standard business case (The Open Group, 2011a).

RDP4AlI’'s CSFs
Based on the LRP4AI, the most important RDP4AI’s CSFs that are used are:

Module’s Link to ICS

This section’s deduction is that ICS’ integration and engineering is central for the NLP concept in which
it has its fundaments.
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INFORMATION AND COMMUNICATION TECHNOLOGY’S IMPLEMENTATION
Modelling of the First Approach versus Code First

A NLP concept is a holistic structure for the Project’s Al based implementations and design; it also
offers: 1) a set of predefined aBBs development, operations and intelligence templates to automate
implementation processes; 2) describes the NLP development, operations and intelligence responsibilities
and activities; 3) defines the major GAIP aBBs for the NLP processes; 4) defines a ALM4AI/DevOps
engineering model and the ADM4Al interface; and 5) includes the description of the relationships/map-
ping between GAIP and different Project resources. The NLP concept is a schema that can be used to
automate microartefacts implementation in various ADM4AI cycles, known also as iterations (Visual
Paradigm, 2019). The NLP concept describes the mapping structure for a general aBBs mapping within
the Project implementation phases by using the “1:1” concept; that makes the NLP concept holistic.
The NLP concept is a set of idioms and activities, where an idiom is a basic automation activity that
is generic and not specific to any NLP based GAIP implementation processes. An idiom describes the
aspects of a microartefact and its relationships with other Project requirements and aBBs, where the
NLP concept refers to mapping automation scripts that are used also to deploy a set of microartefact
modules using agile methodologies.

Agility Concepts and Requirements Engineering

Entity’s agility is achieved by combining various synchronized NLP concept, ICS technologies, GAIP
and ADM4ALI that promote global automation schema to be implemented in various levels and parts of
the Project. In order to unbundle and maintain the existing enterprise business environment and glue
its innovated aBBs mapping links in its ICS modules, an adapted NLP concept is needed as shown in
Figure 6. Using a mixed and agile bottom-up approach, the Manager can design an NLP concept that
can handle various types of aBB automation approaches.

Figure 6. ICS’s interaction with various modules (Trad, 2018a)

~ Enivwledge Flase -
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Entity’s development agility or ALM4AI/DevOps, is supported by the following methods and utilities:

e  Agile methodologies for GAIP: in most of existing Projects, various types of ALM4Al/DevOps
methodologies and implementation environments are used, for this chapter the ADM4Al is ap-
plied as an architecture development methodology and Microsoft’s Visual Studio/.NET.

e  Change management and integration: in most of Projects various types of change management
and integration environments are aligned, for this chapter Git, Maven and Jenkins are applied as
change management and integration environments (Seth & Khare, 2015).

e Integration (and other) tests: in most of Projects various types of integration tests are applied, for
this chapter Mockito is used and is enforced with the TRADf’s internal tests mechanisms (Shafique
& Labiche, 2010). These tests can help in Rapid Application Development for AI (RAD4AI).

RADA4AI in the Context of Entity’s Agility

Rapid Application Development (RAD4AI) environments have been in the computer science posses-
sion since the very beginning of programming techniques, or more precisely, since COmmon Business
Oriented Language’s (COBOL) birth. COBOL is still largely the most used programming language and
not C/C++, Java or .NET; it is estimated that more than 80% of the world’s software is in COBOL and
it is still advancing, due to the following facts (Cassel, 2017):

e  The Java Extended Edition (JEE) was the myth of solving all types of existing problems that re-
sulted in the creation of thousands of classes to implement a project. This fact is confirmed by the
emergence of microservices based architectures and every now and then, new approach...

e JEE pointer management, operating system independency and garbage collection myths, that re-
sulted in huge performance problems that annihilated the JEE concept.

e  SUN’s JavaOS delirium, the RAD4AT’s total possession of managing all ICS problems; ended in
a tower of Babylon like concept.

e  The hyper virtualization layers (operation system virtualization, virtual threading, Java virtual
machine, web server, application server and others) that resemble the pharaohs’ pyramids.

e  The disillusion of hyper powerful hardware that would solve performance, input/output and disc
volume problems.

e  The fictive JEE RAD4AI mirage is being countered today by the new JEE Microservices that in
facts would equivalent to some kind of C/C++ real-time development.

e  The companies that opted for C/C++ are the ones who had the right vision and saved a lot of
money and time.

e JEE environments are chaotic and need a large set of code/tools that include plethora of gadgets
and plug-ins for tests and other activities.

Implementation, Tests and Tools Diversity
The JEE total gadget approach caused major problems in the GAIP industry mainly because of a large

set of tools needed and for promoting the presumption that tools would solve all types of problems. So
instead of simple NLP and GAIP solutions, JEE engineers prefer spending weeks in searching for and
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then integrating tools or gadgets that could have been developed in a short period of time, and with poor
quality and security prone. There are some examples of such tools and gadgets aimed for:

NLP and modelling.

NLP and aBBs.

Unit, aggregated and integration tests.

Continuous integration.

Change management and ALM4AI/DevOps.
Performance estimation.

And many others... like performance and robustness.

Performance, Robustness, and Monitoring in the Mapping Concept

The major problem that causes the Projects to be stopped is the performance and robustness problems
that in general in Entities are translated into human behavioural issues; that is the major reason for the
emergence of the saviour’s new illusion(s), like webservices/microservices and astonishingly, again with
JEE... Which proves that humans (or Managers) forget fast.

Figure 7. The development and operations maturity evolution

Model’s nomenclature

mcEnterprise A micro enterprise component

mcRequirement A micro requirement

mcArtefact A microartefact

action (or action) An atomic service (or neuron) execution scheme
mcIntelligenceArtefact A set that contains: dynamic basic intelligence + governance +

persistence+ traceability + data_xsd + resources
mcArtefactDecisionMaking A microartefact_decision making entity

mcArtefactScenario A microartefact scenario

The figure shows that Al based implementation environments are still in an infancy age and enterprises
are losing a lot of energy and money on putting Projects together. JEE RAD4AI(s) and desire for hyper
implementation comfort are confronted with serious Project issues like (Mohan, 2018):

e  Archaic requirements and aBBs mapping concept.

e  Important and blocking memory problems like: 1) out-of-memory errors in the JEE virtual ma-
chine; 2) excessive garbage collection; and 3) improper data caching.
Unmanageable virtual threads landmines, like the thread deadlocks and gridlocks.
Database limitations, like: 1) running out of database connections; and 2) slow database calls.
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e  Application / Code mammothlike issues, like: 1) JEE code-level issues; and 2) JEE Application
Server bottlenecks, jams and other.

e  Infrastructure deadlocks, like: 1) server performance problems that are the major Project killer;
and 2) network latency and connectivity issues that are unmanageable.

e  And many other ...

These problems show that RAD4ALI is still immature for large enterprise applications and hence for
Projects (Gartner, 2016).

Service Oriented Architecture

Executive analyses on Service Oriented Architecture (SOA) show that aBBs are the optimal solution for
Projects, because aBBs are fine-grained SOA independent, dynamic and real-time modifiable artefact
bundle. An aBB interacts with other services to fulfil a functional or non-functional requirement. Such
an approach is fully compatible with SOA but there are minor and unimportant differences where aBBs
assume that:

e An Entity unbundling is based on coordinated services.

e  The used aBBs’ technology is agnostic and should imply that all technologies are based on inter-
preted coding principles.
More architecture agility through run-time compilation and execution.
aBBs are managed as artefacts having their lifecycle with automated deployment.

e  The proposed architecture follows a strict mapping principle.

aBBs Choreography

aBBs promote granularity that is optimal for Projects that are based on services and are used in NLP
scenarios. Defining granularity is a very complex undertaking in the implementation phase and the
complexity lies in the “1:1” mapping/classification of these aBBs in ICSs with limited resources. This
mapping uses complex messaging system to interact.

Messaging and Relationships

Messaging enables NLP scenarios to communicate (a)synchronously, by exchanging messages, where a
message, physically has aheader and abody, to support the GAIP. Physically, messages are exchanged over
communication channels and there are two types of channels: 1) point-to-point; and 2) publish-subscribe.
aBBs Architecture

aBBs architecture:

e  Defines a set of specifications that describe a composed model for NLP concept and systems de-
velopment using SOA.
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e  Extends applications’ interfaces to use services that are based on existing open standards like
SOA.

e  Offers a design model both for the composition of aBBs and for the creation of service compo-
nents that includes the reuse of existing monolithic application functions within bundles.

e Isrecommended for assembling Entity’s bundles that are classified in its services‘registries.

NLP concept supports frequent change initiatives and permits agility, performance improvement and
scalability, but the aBB unbundling process is very complex and can cause Project failure. Managers
should be experienced in this new and major paradigm shift. aBB governance focuses on the life cycle
of a services’ architecture from its inception through modelling, assembly, deployment, management
and eventually exclusion. The emerging approach is not of a specific aBB approach as an alternative
to SOA, but a manner to improve flexibility that has been undermined in the SOA approach that had
become complex. aBB can provide a foundation for a holistic SOA approach for developing aBBs. NLP
is built on aBBs choreography scenarios that are stored in the Project’s architecture continuum and
are the basic elements to be handled through the ADM4ALI iterations; each aBB has its instance of the
ADMA4AL. Characteristics of the proposed aBB are:

° Has a concrete Global Unique IDentifier (GUID).

An aBB is related to the Project’s requirements or functionalities, where a aBB has a 1:1 relation-
ship to a micro requirement.

A micro requirement captures both business and technical requests.

Contains an autonomous technology solution based on aBBs.

An aBB directs and guides the development of the NLP choreography.

An aBB corresponds to TOGAF’s building blocks.

Has a unique data interface that corresponds to a view.

Unifies the implementation and usage of aBB’s by using APIs; in order to adopt open standards.
It can be an aggregation of other aBBs.

It is a reusable template and can be easily replaceable.

It can have many instances.

Enables business services interoperability and integration.

Registries and Integration

Universal Description, Discovery and Integration (UDDI) services’ catalogues and business processes’
repositories can be integrated with environment like the operation’s Configuration Management Data
Base (CMDB) that enables cross ICS architecture. Such an integration Data Base (DB) links the level of
business services and combine them with Business Activity Monitoring (BAM) tools. When implement-
ing NLP based GAIP, the main problem lies in whether to give to an aBB or data model the priority. An
optimal implementation would be giving them both the highest priorities and make them loosely coupled
and independent from each other, which is obtained by using of Application Programming Interface (API).
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aBBs Mappings to Requirements

NLP that is based on a light version of the ADM4AI is a major paradigm shift is complex to implement;
therefore, Managers should understand transformation paradigm shift’s management that can have dis-
ruptive impacts on the Projects. Efficiency based business advantages are based on real-time mapping
requirements and aBBs. The mapping is based the following facts:

aBB architectures supports requirements-based hierarchies.
Requirements are supported by Behaviour Driven Development (BDD) and a light version of the
Domain Driven Design (DDD).

e  BDD support the NLP and Systems Thinking.

e  NLP supports neural network the GAIP.

BDD and NLP are interpreted scripts that can be modified, compiled and executed in real-time;
such operations can be done by business professionals with no prior computer science background.
This important fact is ignored by Fowler’s new micro services anti-hype that in fact is rigid and is not a
Lego-like system to dismantle a monolith and to recreate a more complex one and therefore it is a flop
(Cearley, Walker, Burke, 2016). That is why the author recommends an interpretable aBB based NLP
concept interacts with a multitude of different Project resources, in a synchronized manner; using the
ADMA4ALI to assist the Project’s implementation activities (The Open Group, 2011a). The NLP includes
various types of mapping mechanisms that use heuristics scenarios to make the Project’s integration
more flexible and to avoid the classical and hilarious ALM4AI/DevOps problems or even drama (Trad
& Kalpi¢, 2017a). In Figure 8, the author presents the optimal aBBs mapping construct, where the major
part of aBBs mapping are written in portable C/C++ and only the parts related to the graphical user
interface are developed in JEE, .NET or any other pseudo RAD4AI environment.

Figure 8. aBB’s mapping construct

AMM

mcRequirement =KPI (0
CSF = LKPI (2)
CSA = Y CSF (3)
Requirement = > mcRequirement 4)
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aBBs and Patterns

For the NLP the role of patterns and aBBs should be assisted with an efficient transformation and
architecture framework like TOGAF that includes automated patterns, services and building blocks
assembling concept. The Manager’s role is crucial for the finalization of the implementation phase of
the very complex Project, where in this phase, NLP skills are determinant to design and implement
scenarios. There is a need to build a concise aBB’s composite model; shortly a holistic brick that can be
used as a pattern for a variety of Projects, using methods like ArchiMate or Unified Modelling Language
(UML). The NLP concept is technology agnostic and where Project team members must be able to
reuse proven aBBs that emerge from the tested ones in order to solve generic requirements. Composite
aBBs promote the concept of design patterns, services building and solution blocks. TheNLP4AI uses
the data architecture and modelling concept that includes the pattern on how to integrate data solution
blocks which are instances of the data building blocks using the ADM4AL.

Functional Environments

The internal functional development environment supports (North, 2010) and offers a heuristics expert
system for various application domains and a concept similar to NLP for hard systems thinking (North,
2010). NLP’s concept uses BDD and NLP like interpreted scripts that are compiled and executed in real-
time manner; such operations can be done by business professionals with no prior computer science or
engineering background (Myers, Pane, & Ko, 2004; Moore, 2014). That is why the author recommends
an interpretable version of NLP based NLP strategic concept.

Application Programming Interface’s Management

The API methodology and modeling is based on (Patni, 2017):

Figure 9. API's management and interaction (Patni, 2017)

DMS4AI

NLP2AI A set of micro
artefcats (a set of
atomic
services)/QLA4AI

Intelligence) & QNA4AI

Scenarios A set of micro
(Entity's entity structure
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e  Modeling the schema of an API means, creating a design document that can be shared with other
members.
A schema model is a contract between the Entity and the clients.
A schema model is essentially a contract describing what the API is and how it works.

e Itis like a map of an API, a user-readable description of each endpoint. Figure 9 shows the API
modeling framework where APIs’ specifications is.

e  Itconsists of 5 phases in the case of an agile implementation:

1. Domain analysis and API description.
2. Architecture and design.

3. Prototyping using a PoC.

4.  Building APIs for production.

5.  Publishing APIs

Project’s complexity lies in managing aBBs; especially the management of their life cycle where each
instance of a service exposes a remote API. In some domains a Representational State Transfer (REST)
protocol can be used; knowing that the underlying SOA calls can be used as APIs in the context of an aBB.

aBB Assemblies

The proposed architecture embeds aBB’s pattern in order to keep every business artefact simple and that
such artefacts can be managed and implemented by any type of profile who need not necessarily be a
computer science engineer. The application of structured simplicity can be achieved by the application
of the “1:1” mapping rules that are based on business aBBs and business requirements alignment. The
aBBs are recommended because services are rigid and not technically agnostic. aBBs are more adaptable
to analysis and design services; one aBB is related to one atomic analysis and design artefact.

atomic Analysis and Design

atomic Analysis and Design is based on the adaptation of UML and DDD to the ADM4AI. A limited
set of diagrams are to be used for this integration, like the class, collaboration and sequence diagrams,
an aBB can be linked to a design document.

Micro Requirements

atomic Requirement, is a requirement’s description in form of a DDD artefact that corresponds to func-
tional description of a aBB that uses only one ADM4AI and can be tested by only one micro test that is
known as a Test Driven Development (TDD).

atomic Tests

An atomic Test, is a test scenario or a TDD that corresponds to the testing of one aBB that uses one

ADMA4AL This testing method combines: 1) BDD that is an evolution in the domains of Test Driven
Development and Acceptance Test Driven Development; 2) NLP approach; and 3) DDD implementation.
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The atomic Model View Controller

The atomic Model View Controller is based on the classical model view controller pattern, which is
dynamically built for each aBB where the ADM4ALI phase inputs the aBB, then the team develops this
phase’s outputs that are: 1) the update of the activity diagram with the aBBs’ flow characteristics; 2)
the development of the business and technical aBBs; 3) the development of the needed SOA support;
4) the class diagram; and 4) the development of the proposed concept.

Test Driven Developments

The actual standard TDD is an archaic manual approach and a concept where software developers design
the test first and then do the development, where they keep to sets of code (Janzen & Saiedian, 2005);
whereas the DDD or the Model first approach is based on designing the solution that starts with the
modelling of Project requirements by using UML use case descriptions where each use case maps to a
class diagram. The class diagram maps to a microartefact where the use case defines already the unit
and integration tests and these tests are generated automatically (Selic, 2003). The proposed automated
unit testing processes evaluate the design for a given set of requirements and verifies its status. For
Projects, the implementation phase is very complex, and it offers a concept and strategy that delivers
the Project microartefacts mapping status to support the development processes. Concerning the NLP
concept, the question is: which type of development-driven method is optimal, TDD or DDD or any
other. Even if both methods are usable, this research’s proposed unit testing is more adapted for building
Project microartefacts. Projects are huge projects, where the tests are auto-generated and the integration
of microartefacts needs the Model first methodology that can be used with various technologies. The
DDD or Model first is optimal for the NLP concept that has to be assisted by an Acceptance Test Driven
Development (ATDD) methodology (Design Patterns, 2015).

Acceptance Test-Driven Development

Acceptance Test-Driven Development (ATDD) is used to make collaborate business clients, Project
engineers, Project testers and software engineers and to assist their communication (Koudelia, 2011).
Based on standard TDDs, the standard ATDD methodology is based on developing tests where tests
represent the results of the requirement’s behaviour of a set of NLP scenarios. In the standard ATDD
approach, the team creates acceptance level tests, then they implement the Project. Later, the results are
checked to improve the business system. The TRADf proposes an auto-generated ATDD that corresponds
to acceptance testing of an aBB, similar to Kent Beck and Martin Fowler’s ATDD concepts; even if they
remarked that it was very difficult to implement integrated acceptance criteria using standard unit tests
in various phases of the Project. Business users contribute to define workable acceptance tests or use
behaviour-driven development techniques (Koskela, 2007).

Behaviour-Driven development
The NLP’ uses TRADf’s internal heuristics language is similar to the BDD method that includes unit,

integration and acceptance tests that serve as a formalism for communication between the Manager
(Bingham, Eisenhardt, & Furr, 2007), the end business users and the Project’s engineers (Soeken,
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Drechsler, & Wille, 2012). The used NLP agile concept and level of tests are implemented in a pseudo-
prose form that resembles to simple scripts, so that business users can understand the implemented
business system’s tests. The NLP’ internal heuristics language (a pseudo BDD) comprises an internal
resources mapping subsystem to link prose to business system’s microartefacts to requirements. The
NLP’ internal heuristics language prose scenarios contain information to automate the linkage of the
needed microartefacts’ classes and the Project’s team-members can assist in adding code snippets to
the generated microartefact instances. The NLP’ internal heuristics language enables a fully-automatic
unit, integration and acceptance tests that are used with the architecture iterations (Lazar, Motogna,
Parv, 2010). aBBs provide mechanisms to make NLP tuneable with CSFs to evaluate the used strategies.

Requirements Engineering and Implementation Strategy
Concerning NLP the following sub concepts ca be integrated:

Agility, and hence ALM4AI/DevOps that would limit to a components level.
NLP in the central scope of the ADM4AI and UML derivates.

Mapping resultant classes to entities/tables models and ...

Granularity and unbundling...

Requirements mapping to aBBs.

Business services mapping to aBBs.

aBBs mapping to activities

The Unit of Work

In order to insure the definition of an optimal unit of work that will align all the Project’s resources
using a holistic “1:1” mapping concept, the author had to use a concrete basic artefact that is an object
oriented class artefact, represented by a class diagram using the extensible Mark-up Language (XML)
representation. Such a mapping concept is based on the class artefact, and XML insures the interoper-
ability between all the Project’s resources. Such a requirement mapping strategic concept is based on a
naming convention and GUID that link all the Project’s resources that use standard patterns.

ICS’s CSFs
Based on the LRP4AI, the most important ICS’s CSFs that are used are:

Modules’ Link to the ADM4AIl and GAIP’s Integration

This section’s deduction is that ADM4AI and engineering is central for the NLP subsystem in which it
has its fundaments.
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Table 2. CSF's that have the average of 9.20

Critical Success Factors

HMM enhances: KPIs

Weightings

CSF_ICS_GUID_Implementation_Models | Proven j From 1 to 10. 10 Selected
CSF_ICS_Standards ‘ Proven j From 1 to 10. 10 Selected
CSF_ICS_aBBs | Complex j From 1 to 10. 08 Selected
CSF_ICS_Performance | Complex j From I to 10. 08 Selected
CSF_ICS_DistributedCommunication | Stable j From 1 to 10. 09 Selected
CSF_ICS_NLP4AI Development | Proven j From 1 to 10. 10 Selected
CSF_ICS_Security | Complex j From 1 to 10. 08 Selected
CSF_ICS_ADMA4AI Automation | Proven j From 1 to 10. 10 Selected
CSF_ICS_Pattern_StandardsIntegration | Possible j From 1 to 10. 09 Selected
CSF_ICS_OperationsProcedures | Proven j From I to 10. 10 Selected

valuation

ARCHITECTURE DEVELOPMENT AND GAIP INTEGRATION

Domain Driven Design

The NLP concept offers a domain centric approach that is based on the following DDD’s layers (Evans,
2003): 1) the application, based on aBBs; 2) scenarios of aBBs; 3) domain and requirements; 4) the user
interface; and 5) the infrastructure layer. DDD layers are based on the “1:1” concept that is supported
by: 1) the Project’s common aBBs; 2) monitoring and trace activities; 3) ICS’ synchronization; 4) the
reusability of legacy artefacts; and 5) managing of requirements. The “1:1” concept offers an iterative
model that can map to all the designed aBBs that support:

aBBs’ components’ alignment.

Agile project management.

BDD.

DMS4AI based on neural networks.

The alignment of Entity’s organizational aspects.

The knowledge needed for the aBBs unbundling process.
The optimal architecture for the Project.

The management of synchronized dynamic organizational changes.
The management of the organizational artefacts and their corresponding aBBs.
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Behaviour Driven Development

BDD derives from previous established techniques, like: 1) eXtreme Programming; 2) TDD; 3) Continu-
ous Integration; 4) Acceptance Test-Driven; 5) Planning Lean principles; and 6) DDD. BDD’s imple-
mentation is influenced by: 1) NLP’s systems thinking; 2) the BDD/TDD relationship where the DDD
model is the starting point; and 3) the BDD/TDD/DDD relationship helps to refactoring and moving of
responsibilities between classes; where a class is a unit of work.

Entity Control and Governance

Entity logging servers are designed to collect and store vital business information from various Project
aBBs. These aBBs can also provide an extended status report and ensure that the atomic services’ flows
should comply with the NLP concept. The logging from various types of aBBs involves issues causing
that data can differ in: 1) flow’s logic; 2) quality; 3) formats; and 4) reliability of interaction.

Control Objectives for Information and Related Technology Framework

The Control Objectives for Information Technology (COBIT) is a business framework for the governance
and management of Entity’s ICS, and it can be used to insure that accepted principles, practices and
models are used to support the Project. The integration of CSFs or risks for Projects and the alignment
with standards such as Information Technology Infrastructure Library (ITIL), International Organization
for Standardization (ISO), Project Management Body of Knowledge.

Information Technology Infrastructure Library

The standardized Information Technology Infrastructure Library (ITIL) contains a well detailed descrip-
tion of a seven-step improvement process that provides the capabilities to: 1) measure; 2) plan; and 3)
implement business services and atomic and micro services improvements with their needed assertions.
This seven-step improvement process is not only used on an operational level but it also provides support
for all the ADM4AI’s phases. In this seven-step improvement process the Project team implements the
needed Service Level Agreements (SLA) that can be incorporated in the operational phase. ITIL focuses
on business services or application software services where the top level of the configuration tree in
ITIL is the business system. The NLP decomposes the business system into aBBs that contain a set of
atomic (or micro services), the governance model of ITIL can be used to govern aBBs.

Legal Aspects
Transformations forces various industries to implement legal assertion mechanisms into their Projects
and they must incorporate legal assertions for: 1) international; 2) national; and 3) local-regional laws

and rules. Besides international and national laws, there are many legal frameworks, conventions, trea-
ties and directives to be reviewed to support the Project.
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Project Management

The project management interface is used to refresh the NLP project data into the Project’s data store;

which manages just in time Project information, using standard formats. The roles of project manage-

ment and project management office has an assistance nature.

Integration of the ADM4AI

The ADM4AT’s integration with the NLP concept, enables the automation of aBBs, throughout all the
ADMA4AI phases and in various iterations. The ADM4ALI encloses cyclic iterations; where information

about all its phases’ NLP activities are logged. The NLP concept is not dedicated to any specific busi-

ness or technology platform. NLP’s integration with the ADM4ALI offers: 1) strategic just-in-time aBB
management; 2) performance improvements and reliability prediction and stabilization; and 3) NLP
integration with environments like the ArchiMate and UML. The ADM4ALl is controlled and monitored
in real-time; and it supports aBBs’ mapping and interactions with various types of tests and integration-
driven developments as shown in Figure 10.

Figure 10. Tests sequence
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Modelling Language-ArchiMate

Modelling with ArchiMate in n GAIP has the following characteristics (Hosiaisluoma, 2021; Bebensee,
& Hacks, 2019):

e  The business’ important behavioural and structural elements of an Entity can be modelled with
ArchiMate, which is a comprehensive and rich notation, with a wide range of elements and rela-
tionships. ArchiMate-elements are grouped into the layers of ArchiMate Framework, as shown in
Figure 11.

e  Enterprise Architecture (EA) modelling is an approach to manage optimal ICS infrastructure and
landscapes to coordinate GAIP based projects in an Entity. EA specialists apply modelling tools
like ArchiMate to document the EA blueprint.

e  Generated models in ArchiMate’s are stored in the Entity’s database.

° There is need to identify different information sources, from which data could be collected auto-
matically and mapped to entities of the ArchiMate framework.

e  Models can be outputted to XML files using the ArchiMate Model Exchange File Format’s XML
schema. Using this mapping, the output XML file can easily be converted to the ArchiMate Model
Exchange File Format. Such models can be used by any EA modelling tool which supports the
ArchiMate standard.

e  The definitions of properties found in the schema of the output file, are mapped to instances
of ArchiMate property definitions. Each host in the output file is mapped to an instance of an
ArchiMate element where its network address is the GUID.

Figure 11. ArchiMate Framework (Hosiaisluoma, 2021)
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Application Cartography
The Entities applications can be classified as follows (Togaf-Modeling, 2020):

e  (lassifications can be done by using EA’s capacities like, TOGAF’s the Application Communication
Diagram (ACD), which depicts all used models and mappings related to communication between
applications and modules in the metamodel of the Entity. It shows application components and
interfaces between various components.

e Interfaces may be associated with data entities where it is appropriate and applications may be
associated with aBBs where appropriate.

e  Application communication diagrams present either an application cartography of what already
exists, or a logical architecture of the future situation. SOA-type architecture is encouraged.

e  EA is hybrid, a mix of (non-SOA) applications, repositories and SOA based aBBs.

e  SOA based EA, recommends that aBBs should be structured according to their nature and their
level.

e  Components are interconnected via their required and provided aBBs, which are linked by con-
nectors. These required and provided aBBs are typed by ICS services. The service operations
provided by these services transport data (parameters) are modeled in the form of messages.

e  Asshown in Figure 12, EA models are layered, where the interaction component (site) is on top,
process components in the middle, and entity components on the bottom.

Figure 12. The architecture is layered (Togaf-Modeling, 2020)

SBVR
S BPMIN
SoaML OsM_
ODM l

SCA[ IUML | «— sysmL

An n-Tier Architecture

An important CSF in the Project’s GAIP process is the role of the n-tier model and its applied imple-
mentation and mapping strategies; where the integration of NLP concepts are the base of the interaction.
NLP concepts are important for the future of any Project and an automated mapping strategy must be
defined using a standardized methodology like ArchiMate, as shown in Figure 13 (MID, 2014). The
ADMA4ALI improves the robustness of Projects by transforming their mapping design, development,
integration and maintenance processes (Greefhorst, 2009).
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Figure 13. ArchiMate modelling environment (Greefhorst, 2009)
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The ADM4AI and the GAIP CSFs

Based on the LRP4AI, the most important ADM4AI and GAIP CSFs that are used are:

Table 3. CSF's that have an average of 9.40

Critical Success Factors HMM enhances: KPIs Weightings

CSF_ADMA4AI CSF_Initialization&Setup | Proven j From 1 to 10. 10 Selected
CSF_ADMA4AI NLP4AI IntegrationProcesses | Complex j From 1 to 10. 09 Selected
CSF_ADMA4AT Phases_Tests ‘ Proven j From 1 to 10. 10 Selected
CSF_ADMA4AI Requirements | MappingAutomated j From 1 to 10. 09 Selected
CSF_ADMAAI ArchiMate Integration | Possible j From 1 to 10. 09 Selected

valuation
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Module’s Link to the Strategic Knowledge and Intelligence

This section’s deduction is that the application of a strategic intelligence is central for the NLP concept’s
integration in Projects.

KNOWLEDGE AND INTELLIGENCE FOR Al
Data Modelling

Projects needs enterprise, solution, technical and infrastructure architectures to support a NLP’s imple-
mentation that has many interrelated activities, including development, hardware, networks, business
processes, technology actions that have to access data through a loosely coupled data architecture. The
data architecture is a layered set of models which provide a solid foundation for strategic initiatives,
based on data building blocks that can be represented with class diagrams.

The Class Diagram and Mapping Concepts

In the data architecture and modelling phase, the main data models or class diagrams, are to be defined at
the initial phase and then calibrated in the requirement and business architecture phases of the ADM4ALI
At the design levels, the data class diagram supports the data architecture and modelling concepts to be
designed, without taking into account the Entity’s complexities. This architecture phase enables the Project
team to concentrate on the business aspects. The data architecture and modelling are based on the “1:1”
mapping concept which helps in accessing the Project’s data models to be built on data solution blocks.

Data Solution Blocks

The GAIP uses the data architecture and modelling concept that includes a pattern on how to integrate
data solution blocks which are instances of the data building blocks, which are used with the NLP. Data
solution blocks, correspond to an aBB, or more precisely, a data oriented aBB which can be accessed
through an API.

Standard Engineering Patterns

Defining the unit of work for NLP using the “1:1” concept, serves as a concrete aBB that can be rep-
resented with a class diagram, where mapping supports the interoperability between all the Project’s
microartefacts that include the internal knowledge and intelligence subsystems.

Strategic Knowledge and Intelligence Subsystems

The microartefacts knowledge and intelligence mechanisms contains the needed set of actions to enable
their automatic building/linking to requirements, deployment and monitoring that insures the interoper-

ability between all the Project platforms. The needed actions are described using an internal functional
environment.
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Knowledge Management Resources, Artefacts, and CSFs

TRADf’s mapping strategy is used to relate and assemble Project’s microartefacts, requirements and
resources. This mapping concept is used to automate the building and deployment of autonomic Project
microartefacts’ instances in all of the project’s phases; and it is based on the GAIP decision model that
maps all the Project microartefacts to CSFs (The Open Group, 2011a). The NLP concept uses the initial
set of CSFs to access the KMS4AI, as shown in Figure 14.

Figure 14. The KMS4AI

problem state

prior decision node

state of the world that led
to this choice

state of the world

o Srant obtsined from making this

.dec-s:on nodel .. ice

e
0®

future possible states of the world

goal state

The Strategic Knowledge and Intelligence Management CSFs

Based onthe LRP4AI, the mostimportant knowledge and intelligence management CSFs that are used are:

Table 4. CSF's that have an average of 9.00

Critical Success Factors HMM enhances: KPIs ‘Weightings

CSF_KMS4AI NLP4AI Integration | Possible j From 1 to 10. 09 Selected
CSF_KMS4AI_Item_Mapping | Complex j From 1 to 10. 08 Selected
CSF_KMSA4AI Patterns ‘ Possible j From 1 to 10. 09 Selected
CSF_KMS4AI_Pattern_Integration ‘ Possible j From I to 10. 09 Selected
CSF_KMS4AI Pattern_AccessManagement | Proven j From 1 to 10. 10 Selected

valuation
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Module’s Link to the DMS4AI

Due to the CSFs, this section’s deduction is that decision making is central for the NLP concept and its
integration in Projects.

THE DECISION MAKING SYSTEM FOR Al

Complex intelligent systems management refers to classical operational research, systems analysis and
global systems modelling/engineering; which is supported by the NLP’s concept, as shown in Figure 15.
Complex systems management is an approach for building and deploying complex GAIP based systems
and it replaces conventional and archaic decision systems with a set of AHMMA4AI based heuristics
models that automates DMS4AI. The Complex systems management can be adapted to the Project’s
problems and requests by using the NLP concept (Daellenbach & McNickle, 2005). DMS4AI requests
are processed by using TRADf’s heuristics module, as shown in Figure 15; that in turn are based on the
selected CSFs and CSFs.

Figure 15. Complex system’s approach (Daellenbach & McNickle, 2005)
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NLP Development and Processing
NLP deployment officer, configures the types of microartefacts to be used and mapped to Project’s

requirements; these microartefacts are orchestrated by GAIP’s actions that process the deployment pro-
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cesses. NLP actions map requirements to the various development and operations processes, located in
ADMA4AT’s phases; these processes are responsible for the implementation of mechanisms needed to
deliver the mapping and deployment actions. The NLP concept is implemented in all of the Project’s
processes and the implementation of microartefacts to deliver a final business system; such a set of actions
can be modelled and orchestrated by the AHMMA4AI (The Open Group, 2011a; Trad & Kalpi¢, 2020a).

The Microartefacts’ Distributed Automation Model

The NLP uses the AHMMA4AI nomenclature, for its automated mapping model. The AHMM4AL is pre-
sented to the reader in a simplified form to be easily understandable on the cost of a holistic formulation
of the architecture vision. The NLP concept uses the AHMM4Al that is formalized as shown in Figure 16.

Figure 16. The AHMMA4AI model’s nomenclature (Trad, & Kalpié¢, 2020a)
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As shown in Figure 16, the symbol Y indicates the summation of all the relevant named set members,

while the indices and the set cardinality have been omitted. The summation should be understood in a
broader sense, more like set unions.

The Applied Enterprise Mathematical Model

The NLP concept’s major requirement is that, the traditional environment has to undergo a total and suc-
cessful unbundling and classification processes of its services and business processes. The AHMM4AI
is an abstract model containing a pseudo mathematical language that can be used to describe, transform
and implement the behaviour of any Entity (Goikoetxea, 2004). The AHMMA4ALl is a formulation of the
architecture’s vision using the NLP concept which interfaces the DMS4AI. The DMS4Al is a part of
the TRADf that uses aBBs to support just-in-time decision-making. The DMS4AlI, as shown in Figure
17, is based on a light version of the ADM4ALI.
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Figure 17. The enterprise mathematical model

- 1
= Enerprise
-/ DOD1 - DepartmentAssembly - 88 MO02 : microArtefact : mcArt_001
+ MDD - mie = mchArt_(
MO02 : microArtefact : meArt_(
MO03 - microAriefact : mcArt_
- ADM : Enterprise : Enterprise | InvoiceDste = source. TxDate AddDays(30) ;
- - As] InvoiceNa = BusinessService Instance GetNextinveiceNe() :
- rtment:Asseml :
D002 : Depa bly - ASY0reril - source Cortractiio
D003 : Department:Assembly : As{l Freight = source TotslICBM
CreaieDate = Date Time. Today ;
name = source.name ;

DataMap Cmp./Deploy NN Interpreter XMI/Model

Generated Source  Executed Resuk WS Interpreter
7/ Wicroanetet: TAX Operations
"

debug =on

mcAit_Def] TaxOperations
7/ Varible declaration

4

varv1 = 11; /# CSF for Bugets Minimization
lvar vZ2 = 12, // CSF for Fast Problem Solving
varv3=0; // Problem Solving Value

/# EXEC_NNSCENARIO scenario3
// QUANTIFY quartifyFn 70 quantify CSV

MessageBox START

LABLD:
7/ Microatefet
i’

MessageBox LABLO
[mcArt_aservice] TaxCalculate Activity poelOfActviies Defs.calcAssets 335445 30000
MAPPTNG SLA=T REQ=T AUD=T LOG=F CSF=T:0,1 CPL=1 WTU=08 WTL=0.8
QUALIFY qualfyFn 60 Heunstics Exec

QUANTIFY quantyFn 70 Factoral Exec

var = retval

MessageBox retval

i retval > Othen goto LABL else LABLS

The Enterprise AHMM4AI (EAHMM4ALI) is the combination of an enterprise architecture and
transformation methodologies.

The Applied Transformation Model

A transformation is the combination of an EA methodology like the TOGAF and the AHMMA4ALI that
can be modelled after the following formula for the Transformational Model (TM):

TM = Enterprise Architecture + AHMMA4ALI (1).
(NLP):
NLP Concept = Y microArtefactsDevOpsInformation + AHMM4AI (2).

The NLP concept is based on a concurrent and synchronized TRADf which uses threads that can make
various models run in parallel and exchange managing of building and deployment processes through a
mathematical mapping choreography.

The Main Construct
Basics
Entities are both dynamic and ever changing in their business objectives and performances and there is

a need for a holistic highly dynamic and non-stationary GAIP to continuously make Project’s decisions
for special situations. The evolution of the Entity’s intelligence and its transformation capacities depend
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Figure 18. The relation between the DMS4AI and NLP

on neural networks-based computation systems; such systems should be capable of handling complex
problems using the DMS4AI DMS4ALI s depend on the situation with respect to space, senses, history/
experiences, real-time events and time. Most Project decisions are basic and trivial, needing routine
intelligent actions that correspond to business functional model.

Basic Relationships and the Functional Model

Psychology and the study of intelligent behaviour focus on cognitive processing, and in particular, rational
thinking. The field of Al in ICS, mirrored this focus in its attempt to replicate intelligence. Today both
psychologists and computer scientists have gained a much deeper understanding of the realities involved
in making decisions, in a way to give more importance to an approach known as heuristics.

Heuristics background

A basic decision process is a sequential set of actions in progressing from a starting state to a solution
state. At each state the DMS4AI offers a set of options to activate the set of actions to find solution(s).
The valuation is based on the state’s information that can offer a less valuable solution, good solution
or a failure to reach the goal state. A decision process is a heuristic tree that has root and each stage is
represented by some number of option nodes. Researchers hold that this formal model is the optimal
model of the human brain. It is the model of a network of decision nodes based on simulated neurons
(that correspond to (e)neurons) that learn options and produce the weightings. When the number of
available options for choice becomes large enough, the process of weighing and selection would be-
come complex. When a decision is taken (in the sense of a path through the tree), it generates an NLP
action (that corresponds to an aBB) that in some sense will change the situation in the Project, like a
new state is a concept obtained from the selection and action. There are several unanswered difficulties
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with using this model. One has to consider the granularity or precision of decision-actions. The world
appears to be a continuum of multi-dimensional events and not a set of sequential and discrete states. If
it were encoded using discrete representations, it would be unreasonable to expect adequate precision
of DMS4AIs (Mobus, & Fisher, 1999). The DMS4ALI selects one solution that has a value based on
CSFs. The evaluation value attached to each node in the tree is a state with complex data and functions
containing many constraints.

The Heuristic Decision Tree

The DMS4ALI processes the Heuristic Decision Tree (HDT), searching for the best solution or a set of
NLP actions that drives to the defined objectives. The DMS4AI has routine mechanical operations to
come close to the neural network. The set of possible solutions depend on the defined set of CSFs and
it is not just a simple objective function that insures a correct result. The DMS4AI CSFs are deduced
from the: 1) perceptual system; and 2) conceptual system that stores the explicit Project knowledge that
has been gained through learning or experience while offering to the NLP the needed set of solutions.

The Solutions

The set of possible solutions is configured containing a specific solution that corresponds to the specific
problem that had initiated by the DMS4ALI. Thus, the DMS4AI tries to find possible decisions to satisfy
the problem’s solution and that is achieved by NLP actions. The structure of a decision is defined as: at
each node in a HDT there is a set of possible future states of the world that include some state that would
bring the Manager nearer to the goal state. Each decision is associated with an action output that changes
the state of the HDT. Choosing the best option depends on having the needed information at each node
that will provide an indication which node to select. Projects have developed GAIP mechanisms for
processing HDT. Like with Damasio’s recognition that promotes experiences to manage the DMS4AlI,
there are heuristic patterns of recognition scenarios that can be used to tag memories of solved business
problems that can serve in future cases.

The Integration Process

The hyper evolution of Al forces Entities to implement risk management mechanisms into the DMS4AI
by using business risk CSFs in aBBs. aBBs based DMS4AI contains a set of autonomous CSFs and their
behavioural functions. The success of such Projects influences the way decision making services are
managed and integrated, what consequently forces Entities to continuously transform. In this RDP4 Al the
author introduces a complex methodology for the integration of an NLP concept in order to successfully
finalize the implementation phase; that should fully support the Entity’s strategic DMS4AI. The neural
networks DMS4AI uses aBBs to promote an iterative concept for developing risks evaluation concept
using risk CSFs (Chaffey, Ellis-Chadwick, Johnston, & Mayer, 2008).

DMS4Al's CSFs

Based on the LRP4ALI, the most important DMS4AI CSFs that were used are:
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Table 5. CSF's that have an average of 8.80

Critical Success Factors HMM enhances: KPIs ‘Weightings

CSF_DMS4AI ComplexSystemsIntegration | Possible j From 1 to 10. 09 Selected
CSF_DMS4AT NLP4AI GAIP Interfacing | Complex j From 1 to 10. 08 Selected
CSF_DMS4AT_KMS4AI Interfacing ‘ Possible j From 1 to 10. 09 Selected
CSF_DMS4AI_NLP4AI _Processing | Proven j From 1 to 10. 10 Selected
CSF_DMS4AI HolisticApproach | Complex j From 1 to 10. 08 Selected

valuation

Module’s Link to the NLP Concept

Due to the CSFs, this section’s deduction is that the NLP concept is central for DMS4AL

THE NLP CONCEPT

Today many implementation tools, DevOps and related concepts of development exist, and probably
unfortunately, they are still very immature (Gartner, 2016). These standards related tooling and develop-

Figure 19. The ADM4AI and NLP’s integration (The Open Group, 2011a)
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ment environments are supposed to support an iterative unbundling process of the traditional Entities,
through the execution of an agile approach for GAIP development. Unfortunately, ALM4AI/DevOps
processes are not in an advanced stage to support agile concepts that in theory may drive the Entity to
become a part of a dynamic Entity. It is crucial that the Entity unbundles/restructures its services and
maps the aBBs to all the Project’s resources, as shown in Figure 19.

Development, Operations and Scenario/Choreography Concept

Actual NLP, mapping, development, operations, integration and tools/environments are skeletons that
should enclose various automated implementation environments, loose coupled technologies and meth-
odologies representing a holistic strategy for a unified implementation approach for the Project’s cyclic
needs. The TRADf offers a high-level interpreted NLP environment to enable fast Projects implementa-
tion, mappings, development, operations, integration and ALM4AI/DevOps iterations and that supports
its change processes. Such an NLP concept must use existing standards, and its main characteristics are:

e  To deliver an in-house functional language, based on aBB that hang to the enterprise’s organi-
sational nodes’ hierarchy, in order to create a fundament for a mapping structure and unbundle
services.

e  To use the Entity’s existing standard development environment(s) and code base; in fact not to
alter any aspect of its GAIP.

Figure 20. Existing set of development standards (Beauvoir & Sarrodie, 2018)
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e It delivers the needed linking between requirements and aBBs; and to be used in the Project
development.

e [t offers a mechanism for the microartefacts’ synchronized version management, deployment and
testing.

The NLP concept is based on existing proven standards, as shown in Figure 20. Standard of EAs are
based on service-SOA to support the NLP concept (Beauvoir & Sarrodie, 2018). This chapter presents
a solution in the form of a PoC (or experiment) for such a concept, using existing standards and a map-
ping concept for a design, development, operations and maintenance.

Mapping and Design Concepts

Defining a requirement and aBB mapping and granularities for a Projects is a very complex task, during
the implementation phase of the Project; added to that there is the complexity in implementing the “1:1”
mapping design and classification of the discovered/unbundled Project microartefacts in the develop-
ment of the system which have in general very limited resources and budgets; and this is where most
Projects fail. The GAIP uses complex communication interfaces to interact with various NLP scripts.
Mapping of a requirement’s UML use case artefact to an NLP aBB in the form of a class diagram or com-
munication diagram or an entity relationship model, is supported by TRADf’s internal heuristic engine.
This modelling and mapping concepts are supported by a set of the TRADf’s microartefacts where its
dispatching hub that supports the implementation of microartefacts to dynamically evaluate compound
expressions, according to applied mathematical principles. GAIP uses the AHMMA4ALI to evaluate the
Project’s requirements and to deliver solutions in the form of a set of applicable solutions; based on
real-time linking of requirements to microartefacts (Neumann, 2002). As shown in Figure 21, the NLP
concept proposes a fully automated and auto-generated mapping, building and deploying formalism,
where a microartefact maps to a class diagram (or communication diagram) and has a generated GUID.
The GUID identifies a specialized class that contains information for the auto-generated NLP mapping
operations. This auto-generation component can be modelled by the TRADf s heuristics-oriented language.

Figure 21. The proposed development and operation formalism
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NLP and Microartefacts Delivery Strategy

The NLP concept contains a set of multiple coordinated automated and auto-generated just-in-time pro-
cessing scripts to map requirements and aBBs (Cearley, Walker, & Burke, 2016). Mapping operations its
contained intelligence is a set of NLP actions that coordinate and control various linking activities. The
NLP concepts and their underlined mechanics are used to generate mapping instances and to receive and
manage change requests. The NLP concept includes a rational heuristic motor to manage all the Projects’
aBBs on-request delivery. As shown in Figure 22 the HDT is based on the DMS4AL.

Figure 22. The HDT
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Major characteristics of an NLP concept are:

Predict and offer optimal solutions with feasible performances.

Predict and locate fallout feasible and stable solutions.

Use different technologies and languages to support different requirements.

All mapping, development, building and testing operations are automated to support an n-tier
architecture.

NLP’s Development CSFs
Based on the LRP4AI, the most important NLP CSFs that are used:
Module’s Link to the Research’s Implementation

This section’s deduction is that the six tables permit the PoC using a concrete case.
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Table 6. CSF's that have an average of 9.00

Critical Success Factors KPIs Weightings

CSF_NLP4AI Mapping | Possible j From 1 to 10. 09 Selected
CSF_NLP4AI_EA_Structure | Feasible j From 1 to 10. 09 Selected
CSF_NLP4AI Deployment ‘ ManagementEnabled j From 1 to 10. 09 Selected
CSF_NLP4AI DMS4AI Mapping | Feasible j From 1 to 10. 09 Selected
CSF_NLP4AI_GAIP_Approach | Supported j From 1 to 10. 09 Selected
CSF_NLP4AI_TRAD{ Support | Proven j From 1 to 10. 10 Selected
CSF_NLP4AI_RoleOfPatterns | Possible j From 1 to 10. 09 Selected
CSF_NLP4AI NeededSkills | Exisiting j From 1 to 10. 09 Selected
CSF_NLP4AI Maturity | Transformable j From 1 to 10. 08 Selected
CSF_NLP4AI Automation | Supported j From 1 to 10. 09 Selected
CSF_NLP4AI Tracking_ Auditing | Feasible j From 1 to 10. 09 Selected

valuation

THE RESEARCH’S IMPLEMENTATION

The PoC is implemented using the TRADf which was developed exclusively by the author.
The LRP4AI's Outcome

The LRP4ALI (or Phase 1) outcome that supports the PoC’s background, by the use of an archive of an
important set of references and links that are analysed using a specific interface. After selecting the
CSA/CSFs tag is linked to various NLP scenarios; which is implemented as an item, in an Excel file;
where all its details are defined; this concludes Phase 1. In this DMS4AI related PoC (or Phase 2), the
grounded hyper-heuristics to process solutions. The empirical part is based on the AHMMA4AT’s instance
and the NLP mechanics’, which uses the internal initial sets of CSFs’ that are used in phases 1 and 2.

From Phase 1 to Phase 2
The Project’s enumeration of CSAs are: 1) The RDP4AI; 2) The usage of the ADM4ALI; 3) The ICS;

4) The DMS4ALI; 5) The KMS4AI; and 6) The DMS4AI Where Tables 1 to 6, where presented and
evaluated in this chapter and they are this chapter’s empirical part.
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The PoC

The NLP concept’s PoC was implemented using the research’s TRADf that had been developed using the
TRADf’s NLP, Microsoft Visual Studio .NET, C/C++ and Java. The PoC is based on the DMS4AI and
the CSFs’ binding, using a specific Project requirement and related resources, where the NLP concept
was designed using an object oriented (like UML) and enterprise architecture (like TOGAF) tools. The
NLP processing model represents the mapping relationships between the requirements, aBBs, GUIDs
and the CSFs.

Figure 23. The TRADf’s frontend
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JEE or .NET
library interface

C/C++ cross paltform

Generate, deploy anc
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Integration Integration

Server
Integration

The PoC was achieved using TRADf that is shown in Figure 23; were in the frontend the mapping/
linking actions are activated by: 1) choosing a tree node that contains the requirement, then; 2) choos-
ing the microartefact(s) to be linked; and 3) choosing to problem to be solved using an NLP scenario.
When the setup is achieved, from the frontend the requirements development initiation interface that is
shown in Figure 24, can be launched.

The NLP’s concept uses a requirements knowledge (or history) database that automatically generates
development and operations actions’ (how to(s)); on how to make calls to DMS4AI to solve a concrete
problem. Once the development setup interface is activated, the NLP interface can be launched to imple-
ment the needed microartefact scripts.

These NLP scripts that support the DMS4AI subsystem use CSFs that were demonstrated previously
in this chapter’s in six tables and the result of the processing of the DMS4Al, is illustrated in Table 7,
shows clearly that the NLP concept is feasible.
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Figure 24. The TRADf’s implementation’s setup interface
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Figure 25. The NLP interface
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Table 7. The RDP4AI’s outcome
CSA Category of CSFs/KPIs Influences transformation Average Result
management
The RDP Integration Complex j

The Usage of the Architecture I FullyIntegrated j
Development Method
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The model’s main constraint is that CSAs having an average result below 8.5 will be ignored. As
shown in Table 7 (which average is rounded 9.10), this fact keeps the CSAs (marked in green) that helps
make this work’s conclusion; and no ones in red. It means that such an NLP concept’s integration will
succeed and that the Project must be done in multiple sub-projects, where the first one should try to
transform the base systems, the ICS and the ADM4AI paradigm.

SOLUTION AND RECOMMENDATIONS

In this chapter, the author proposes a set of recommendations, table 7 shows that the NLP concept‘s
implementation is possible. The resultant technical and managerial recommendations are:

The NLP concept is inapplicable and mature.

An NLP concept must be established and tried for its feasibility.

A Project must build a global NLP concept to integrate in the DMS4ALI.

Enormous efforts must be applied to integrate aBBs structure, because the main problem is align-

ment of existing silos.

e  The ADM4AT’s integration with the NLP concept, enables the automation of microartefacts im-
plementation activities.

e  The Project must be separated in multiple transformation projects, where the first one should at-

tempt to transform the system.

FUTURE RESEARCH DIRECTIONS

The TRADf future research efforts will focus on the various strategy for decision making systems and
on automating the research development project.

CONCLUSION

This research phase is part of a series of publications related to Projects. This research is based on mixed
action research model; where CSFs are offered to help Managers diminish the chances for failure when
building Projects. In this chapter, the focus is on NLP, where its formalism defines a structured inter-
relationship of requirements, microartefacts development and other resources. NLP’s development concept
is an important CSF for the Project’s evolution. The most important managerial recommendation that
was generated by the previous research phases was that the business transformation manager must be an
architect of adaptive business systems. The PoC was based on the CSFs’ binding to a specific research
resources and the internal reasoning model that represents the relationships between this research’s
concepts, requirements, microartefacts and CSFs. The final result clearly implies that an NLP supports
transformation is possible. The author recommends performing the Project operations through multiple
independent sub-projects; and the main recommendations are:
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e  The Managers should be supported with a set of aBB architecture concepts and tools that can be
easily integrated with the defined EA principles.

e  An NLP concept is needed for the definition of service contracts, implementation of aBBs and
service discovery, automation of independent and scalable deployment, is needed.

e  Coordinate different aBBs and react proactively in real time to events, by performing event cor-
relation in-memory.

e  EA serves as a methodology and tool to provide the link between the organisational requirements
and corresponding organizational characteristics; using aBBs and the underlined atomic and mi-
cro services, in order to attain the defined business agility.

e  For the NLP integration these blocks are needed: 1) the interfaces to different types of aBBs; 2)
standards integration; 3) the micro architecture concept; and 4) the holistic aBB concept.

e  The ADMA4ALI integration with the NLP concept promotes the usage of controlled aBBs. The
ADMA4AI and NLP are based on the “1:1” concept that helps in the integration of: 1) different
aBBs; and 2) monitoring and tracing of activities.

e  The NLP is built on aBBs scenarios that are stored in the Project’s architecture continuum and are
the basic elements to be handled through the ADM4AL iterations.

ACKNOWLEDGEMENT

In a work as large as this research project, technical, typographical, grammatical, or other kinds of errors
are bound to be present. Ultimately, all mistakes are the author’s responsibility. Nevertheless, the author
encourages feedback from readers, identifying errors in addition to comments on the work in general.
It was our great pleasure to prepare this work. Now our greater hopes are for readers to receive some
small measure of that pleasure.

REFERENCES

Agievich, V. (2014). Mathematical model and multi-criteria analysis of designing large-scale enterprise
roadmap. PhD thesis.

Beauvoir, P., & Sarrodie, J.-B. (2018). Archi-The Free ArchiMate Modelling Tool. User Guide. The
Open Group.

Bebensee, B., & Hacks, S. (2019). Applying Dynamic Bayesian Networks for Automated Modeling in
ArchiMate-A Realization Study. In 2019 IEEE 23rd International Enterprise Distributed Object Com-
puting Workshop (EDOCW). IEEE. DOI 10.1109/EDOCW.2019.0001

Bingham, Ch., Eisenhardt, K., & Furr, N. (2007). What makes a process a capability? Heuristics, strat-
egy, and effective capture of opportunities. Strategic Entrepreneurship Journal. UK. doi:10.1002¢j.1

Cassel, D. (2017). COBOL Is Everywhere. Who Will Maintain It? The Newstack. Retrieved March 21,
2018, from https://thenewstack.io/cobol-everywhere-will-maintain/

118

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://thenewstack.io/cobol-everywhere-will-maintain/

EBSCChost -

Business Transformation and Enterprise Architecture Projects

Cearley, D., Walker, M., & Burke, B. (2016). Top 10 Strategic Technology Trends for 2017. Academic
Press.

CenturyLink. (2019). Application Lifecycle Management (ALM4AI). CenturyLink. https://www.ctl.io/
developers/blog/post/managing-devops-with-cloud-application-manager-and-alm

Chaffey, D., Ellis-Chadwick, F., & Johnston, K. M. (2008). Internet Marketing, Strategy, Implementa-
tion and Practice (4th ed.). Pearson.

Design Patterns. (2015). Design Patterns for TDD and DD Dhttps://8408bcbcd6613¢c300fa58123cb291
b2defe56766.googledrive.com/host/0Bwf9odcK3CuObFAzS3kzTDI4Tms/

Easterbrook, S., Singer, J., Storey, M., & Damian, D. (2008). Guide to Advanced Empirical Software
Engineering-Selecting Empirical Methods for Software Engineering Research. Springer.

Ebert, C., Gallardo, G., Hernantes, J., & Serrano, N. (2016). DevOps. IEEE Software, 33(3).
Evans, E. (2003). Domain-Driven Design: Tackling Complexity in the Heart of Software. Addison-Wesley.

Gartner. (2016). Gartner’s 2016 Hype Cycle for ICT in India Reveals the Technologies that are Most
Relevant to Digital Business in India Analysts to Explore Key Technologies and Trends at Gartner
Symposium/ITxpo 2016, 15-18 November, in Goa, India. Retrieved April 3, 2018, from https://www.
gartner.com/newsroom/id/3503417

Gartner (2017). Enterprise Architecture (EA). Retrieved April 2, 2018, from https://www.gartner.com/
it-glossary/enterprise-architecture-ea

Goikoetxea, A. (2004). A mathematical framework for enterprise architecture representation and de-
sign. International Journal of Information Technology & Decision Making, 3(1), 5-32. doi:10.1142/
S0219622004000623

Greefhorst, D. (2009). Using the Open Group’s Architecture Framework as a pragmatic approach to
architecture. Informatica.

Hosiaisluoma, E. (2021). ArchiMate Cookbook-Patterns & Examples. Hosiaisluoma.

Janzen, D., & Saiedian, H. (2005). Test-driven development concepts, taxonomy, and future direction.
Computer, 38(9).

Johnson, R., & Onwuegbuzie, A. (2004). Mixed Methods Research: A Research Paradigm Whose Time
Has Come. Sage Journals.

Jonkers, H., Band, 1., & Quartel, D. (2012a). ArchiSurance Case Study. The Open Group.

Kornilova, I. (2017). DevOps is a culture, not a role! Medium. Retrieved January 2, 2018, from https://
medium.com/@neonrocket/devops-is-a-culture-not-a-role-be 1bed 149b0

Koskela, L. (2007). Test driven: practical tdd and acceptance tdd for java developers. Manning Publi-
cations Co.

Koudelia, N. (2011). Acceptance test-driven development (Master Thesis). University of Jyviskyla.

119

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://www.ctl.io/developers/blog/post/managing-devops-with-cloud-application-manager-and-alm
https://www.ctl.io/developers/blog/post/managing-devops-with-cloud-application-manager-and-alm
https://8408bcbcd6613c300fa58123cb291b2defe56766.googledrive.com/host/0Bwf9odcK3Cu0bFAzS3kzTDI4Tms/
https://8408bcbcd6613c300fa58123cb291b2defe56766.googledrive.com/host/0Bwf9odcK3Cu0bFAzS3kzTDI4Tms/
https://medium.com/@neonrocket/devops-is-a-culture-not-a-role-be1bed149b0
https://medium.com/@neonrocket/devops-is-a-culture-not-a-role-be1bed149b0

EBSCChost -

Business Transformation and Enterprise Architecture Projects

Lazar, 1., Motogna, S., & Parv, B. (2010). Behaviour-Driven Development of Foundational UML Com-
ponents. Department of Computer Science. Babes-Bolyai University. doi:10.1016/j.entcs.2010.07.007

Lindgren, E., & Miinch, J. (2015). Software Development as an Experiment System: A Qualitative
Survey on the State of the Practice. XP 2015: Agile Processes in Software Engineering and Extreme
ProgrAHMMing. International Conference on Agile Software Development.

MID. (2014). Enterprise Architecture Modelling with ArchiMate. MID GmbH.
Mobus, G., & Fisher, P. (1999). Foraging Search at the Edge of Chaos. Lawrence Erlbaum & Associates.

Mohan, V. (2018). Top 10 Java Performance Problems and How to Solve Them. Total Performance
Visibility. Retrieved June 13,2018, from https://www.eginnovations.com/blog/top-10-java-performance-
problems

Moore, J. (2014). Java programming with lambda expressions-A mathematical example demonstrates
the power of lambdas in Java 8. https://www.javaworld.com/article/2092260/java-se/java-programming-
with-lambda-expressions.html

Myers, B., Pane, J., & Ko, A. (2004). Natural programming languages and environments. ACM. https://
dl.acm.org/citation.cfm?id=1015888

Neumann, G. (2002). Programming Languages in Artificial Intelligence. In Encyclopedia of Information
Systems. Academic Press.

North, N. (2010). Behaviour-Driven Development Writing software that matters. DRW publications.

Patni, S. (2017). Pro RESTful APIs Design, Build and Integrate with REST, JSON, XML and JAX-RS.
Apress.

Peterson, S. (2011). Why it Worked: Critical Success Factors of a Financial Reform Project in Africa.
Faculty Research Working Paper Series. Harvard Kennedy School.

Petrock, V. (2020). Top 10 Tech Trends for 2020-The Era of Intelligent Connectivity Draws Closer.
Insider Intelligence. https://www.emarketer.com/content/top-10-tech-trends-for-2020

Selic, B. (2003). The pragmatics of model-driven development. IEEE Software, 20(5).

Seth, N., & Khare, R. (2015). ACI (automated Continuous Integration) using Jenkins: Key for success-
ful embedded Software development. In Recent Advances in Engineering & Computational Sciences
(RAECS), 2015 2nd International Conference on (pp. 1-6). IEEE.

Shafique, M., & Labiche, Y. (2010). A systematic review of model-based testing tool support. Carleton
University, Canada, Tech. Rep. Technical Report SCE-10-04, 01-21.

Soeken, M., Drechsler, W., & Wille, R. (2012). Assisted Behavior Driven Development Using Natural
Language Processing. In International Conference on Modelling Techniques and Tools for Computer

Performance Evaluation. Tools 2012: Objects, Models, Components, Patterns (pp. 269-287). Springer-
Verlag. 10.1007/978-3-642-30561-0_19

The Open Group. (2011a). Architecture Development Method. The Open Group. https://pubs.opengroup.
org/architecture/togaf9-doc/arch/chap05.html

120

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://www.eginnovations.com/blog/top-10-java-performance-problems
https://www.eginnovations.com/blog/top-10-java-performance-problems
https://www.javaworld.com/article/2092260/java-se/java-programming-with-lambda-expressions.html
https://www.javaworld.com/article/2092260/java-se/java-programming-with-lambda-expressions.html
https://dl.acm.org/citation.cfm?id=1015888
https://dl.acm.org/citation.cfm?id=1015888
https://www.emarketer.com/content/top-10-tech-trends-for-2020
https://pubs.opengroup.org/architecture/togaf9-doc/arch/chap05.html
https://pubs.opengroup.org/architecture/togaf9-doc/arch/chap05.html

EBSCChost -

Business Transformation and Enterprise Architecture Projects

The Open Group. (2011b). TOGAF 9.1. The Open Group. https://www.opengroup.org/subjectareas/
enterprise/togaf

Thomas, A. (2015). Gartner, Innovation Insight for Microservices. Gartner.

Togaf-Modeling. (2020). Application communication diagrams. https://www.togaf-modeling.org/models/
application-architecture/application-communication-diagrams.html

Trad, A., & Kalpié, D. (2017a). An Intelligent Neural Networks Micro Artefact Patterns’ Based Enter-
prise Architecture Model. IGI-Global.

Trad, A., & Kalpié, D. (2018a). The Business Transformation Framework and Enterprise Architecture
Framework for Managers in Business Innovation-Knowledge and Intelligence Driven Development
(KIDD). Encyclopaedia of E-Commerce Development, Implementation, and Management. IGI-Global.

Trad, A., & Kalpié, D. (2019c). The Business Transformation Framework and Enterprise Architecture
Framework for Managers in Business Innovation-Knowledge and Intelligence Driven Development
(KIDD). Encyclopaedia. 1GI-Global.

Trad, A., & Kalpié, D. (2019d). The Business Transformation Framework and Enterprise Architecture
Framework for Managers in Business Innovation- Knowledge Management in Global Software Engi-
neering (KMGSE). IGI-Global.

Trad, A., & Kalpié, D. (2020a). Using Applied Mathematical Models for Business Transformation. IGI
Complete Author Book. IGI Global. doi:10.4018/978-1-7998-1009-4

Uhl, L., & Gollenia, L. A. (2012). A Handbook of Business Transformation Management Methodology,
Gower. SAP.

Visual Paradigm. (2019). TOGAF ADM4AI Tutorial. Visual Paradigm. https://cdn.visual-paradigm.com/
guide/togaf/togaf-adm-tutorial/02-togaf-adm.png

ADDITIONAL READING

Daellenbach, H., McNickle, D., & Dye, Sh. (2012). Management Science. Decision-making through
systems thinking (2nd ed.). Palgrave Macmillan.

KEY TERMS AND DEFINITIONS

ADMA4ALI: Architecture development method for Al
Project: Business transformation project.

121

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://www.opengroup.org/subjectareas/enterprise/togaf
https://www.opengroup.org/subjectareas/enterprise/togaf
https://www.togaf-modeling.org/models/application-architecture/application-communication-diagrams.html
https://www.togaf-modeling.org/models/application-architecture/application-communication-diagrams.html
https://cdn.visual-paradigm.com/guide/togaf/togaf-adm-tutorial/02-togaf-adm.png
https://cdn.visual-paradigm.com/guide/togaf/togaf-adm-tutorial/02-togaf-adm.png

122

Chapter 6

New Frontiers in

Payment Services:
The Payment Initiation Service in
the Directive 2015/2366/EU

Maria Vittoria Zammitti
Universita degli Studi di Palermo, Italy

ABSTRACT

The chapter will explore issues related to the Payment Initiation Service, currently subject to Directive
2015/2366/EU (Payment Services Directive I, PSD2) and, in Italy, to the Law Decree n. 11 of January
27th, 2010. It plays a relevant part in e-commerce payments establishing a software bridge between
the website of the merchant and the online banking platform of the payer’s account servicing payment
service provider in order to initiate internet payments on the basis of a credit transfer. The transaction
involves many actors, including some new entrants into the payment service market, such as third-party
providers (TTPs). The chapter will deal with the nature of relations between payment service users and
payment initiation service providers as well as those between the latter and account servicing payment
service providers. It will also address criteria to allocate liability when a transaction initiated through
a PISP was unauthorized, non-executed, or wrongfully or lately executed.

INTRODUCTION

Although it might be difficult to imagine a society without coins and paper money — especially in in
the poorest areas of the world - a revolution in payment technology has been taking place over the past
twenty years.

The use of cash has been in steady decline ever since the introduction of debit and credit cards in the
1980s and 1990s and, from that moment on, payment solutions based on technology have made money
transfer faster and more efficient (Helgadottir D., 2020, pp. 199-224). With the advent of internet bank-
ing, new services have emerged, such as internet-payments and mobile-payments; not only are people
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now able to manage their bank account with a computer or a mobile phone, but they can also carry out
payment transactions.

At the same time, we are witnessing a continual growth in the number of payment service companies
around the world; both new companies and big companies originally specializing in different markets
(e.g. Apple, Google etc.) are now offering new payment services, new ways of sending, receiving and
storing money (Lo B., 2017, p. 112). In this regard, Mark Carney, Governor of the Bank of England and
Chair of the Financial Stability Board, stated, in his speech during Deutsche Bundesbank G20 confer-
ence on “Digitising finance, financial inclusion and financial literacy”, Wiesbaden, 27" January 2017,
that: “This possibility is being driven by new entrants — payment service providers, aggregators and
robo advisors, peer-to-peer lenders, and innovative trading platforms - and it is being influenced by in-
cumbents who are adopting new technologies in an effort to reinforce the economies of scale and scope
of their business models” (the speech is available at https://www.bankofengland.co.uk/speech/2017/
the-promise-of-fintech-something-new-under-the-sun.).

The speed of this phenomenon is preventing legislators from installing an exhaustive legal framework
and, as a consequence, new companies tackling the payment market have to deal with highly fragmented
regulation. Carney also added: “Despite these advances, finance continues to be arranged around a series
of hubs like brokers, clearing houses and exchanges; whereas in other domains, people are increasingly
forming connections directly, instantaneously and openly, revolutionising how they communicate, work,
and live” (Carney M., p. 3).

The EBA report on the impact of Fintech on Payment Institutions’ and e-money institutions’ busi-
ness models states that these phenomena: “appear to potentially add value to institutions’ business in a
number of ways, such as: allowing customers to have an aggregate view of their account services data;
allowing the use of alternative payment channels in e-commerce; enhancing KYC procedures, and cus-
tomer eligibility and credit assessments; providing opportunities to share services across borders; being
useful in consolidating legacy services into technology-based innovative products”.

As regards the European Union, the legal basis for regulations and directives dealing with payment
services are laid down in Articles 49 (Right of Establishment), 56 (Services) and 63 (Capital and Pay-
ments) of TFEU. Art. 49 TFEU prohibits any restrictions on freedom of establishment on the part of
nationals of a Member State in the territory of another Member State, while art. 56 of TFEU prohibits
all restrictions on freedom to provide services within the EU to all nationals of Member States who are
established in a Member State, as well as to persons for whom the services are intended.

Then, art. 63 of TFEU prohibits any restriction on the movement of capital or payments between
Member States and between Member States and third countries.

In this context, the European legislator enacted, in 2007, the first Payment Service Directive (Direc-
tive 2007/64/EC, PSD) in order to establish, at Community level, the first modern and coherent legal
framework for payment services.

In 2015, the Second Payment Services Directive (Directive 2015/2366/EU, PSD2) replaced the PSD
with the intention of providing full harmonisation of the legal framework for non-cash payments in the
internal market.

Relevant areas of the payments market - in particular Internet and mobile payments — had remained
not fully covered by the first PSD, due to technical innovations and the rapid increase in the number
of electronic and mobile payments. Consequently, the PSD2 has tried to take into account all notable
innovations in payment services and to better reflect the current European payment services market.
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As aresult, new services emerging in the area of Internet payments and traditional payment service
providers are now under a common legal framework, regarding registration, licensing, and supervision
by the competent authorities. Paragraph no. 33 of the PSD2 Preamble suggests, in fact, that the Directive
should aim to ensure continuity in the market, enabling existing and new service providers, regardless
of the business model applied by them, to offer their services with a clear and harmonised regulatory
framework. And it also states that: “Pending the application of those rules, without prejudice to the
need to ensure the security of payment transactions and customer protection against demonstrable risk
of fraud, Member States, the Commission, the European Central Bank (ECB) and the European Su-
pervisory Authority (European Banking Authority), established by Regulation (EU) No 1093/2010 of
the European Parliament and of the Council, should guarantee fair competition in that market avoiding
unjustifiable discrimination against any existing player on the market. Any payment service provider,
including the account servicing payment service provider of the payment service user, should be able
to offer payment initiation services”.

At the same time, new rules have been laid down, with the intent to improve the efficiency of the
payments market as a whole, increase transparency and enhance customer protection (for example, PSD2
introduces the Strong Customer Authentication). Additionally, the rapid development of technology in
payment services raises a series of legal issues, such as customer data protection, security and liability,
as well as competition issues (see Paragraph n. 29 of the PSD2 Preamble).

These needs are taken into account in the actual Preamble to the PSD2: “in recent years, the security
risks relating to electronic payments have increased. This is due to the growing technical complex-
ity of electronic payments, the continuously growing volumes of electronic payments worldwide and
emerging types of payment services. Safe and secure payment services constitute a vital condition for
a well-functioning payment services market. Users of payment services should therefore be adequately
protected against such risks. Payment services are essential for the functioning of vital economic and
social activities” (see Paragraph n. 7 of the PSD2 Preamble).

This Chapter will explore issues related to a new payment service, the Payment Initiation Service,
which is subject to the PSD2 and, in Italy, to the Law Decree n. 11 of January 27", 2010. The analysis
will examine its key points, through the study of the nature of relations between payment service users
and payment initiation service providers, as well as those between the latter and account servicing pay-
ment service providers.

Moreover, it will analyze rights and obligations of all parties in payment transaction. Lastly, it will
assess criteria for assigning liability when a transaction initiated through a payment initiation service
provider is unauthorized, non-executed, wrongfully or tardily executed.

THE PAYMENT INITIATION SERVICE

A specific definition of the Payment Initiation Service is set outin Article 4, no. 15, of the PSD2: ‘payment
initiation service’ means a service to initiate a payment order at the request of the payment service user
with regard to a payment account held by another payment service provider (called Account Servicing
Payment Service Provider - ASPSP).

The Payment Initiation Service plays a relevant role in e-commerce payments; it establishes a soft-
ware bridge between the website of the merchant and the online banking platform of the payer’s account
servicing payment service provider in order to initiate internet payments on the basis of a credit transfer
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(see Paragraph no. 27 of the PSD2 Preamble). In other words, through this electronic intermediation,
individuals can initiate payments online, via non-traditional devices (such as credit or debit card, bank
transfer etc.), for example, through mobile applications.

Through the legal definition set out in Art. 4 of PSD2, it may be noted that the Payment Initiation
Service is somewhere between a traditional payment service and an innovative one (La Sala V., 2020,
3): On a consumer’s request, a new actor is entitled to access the consumer’s bank account, requesting
the payer’s ASPSP to withdraw funds, in the amount determined by the payer, and then transfer them to
the payee’s account. The initiation service is, therefore, a preventive phase of the payment itself, which
remains, as a matter of fact, unchanged and is executed by the ASPSP (that is generally a bank).

Moreover, there are some features that the payment initiation service and any other electronic payment
have in common (as possibly suggested by the legislator’s choice to include the payment initiation service
among traditional payment orders): intermediation and distance. On the one hand, a new at-distance
relation is added to the payment transaction — the relation between payers and payment initiation service
providers (Helgadottir D., 2020, 199-224, the Author has noted that: “The biggest distinction between
traditional banking and online banking is based on physical existence and the provision of face-to-face
customer service”); and, on the other hand, the payment transaction is enriched with a new phase that
speeds up the action.

Despite the operation’s apparent complexity, “payment initiation services enable the payment initiation
service provider to provide comfort to a payee that the payment has been initiated in order to provide an
incentive to the payee to release the goods or to deliver the service without undue delay. Such services
offer a low-cost solution for both merchants and consumers and provide consumers with a possibility to
shop online even if they do not possess payment cards” (see Paragraph no. 29 of the PSD2 Preamble).

The transaction also becomes more accessible; the payer only needs simple information, such as mail
address (e.g. Paypal) or phone number (e.g. Satispay) of the payee, to request the payment initiation
service provider to finalize the payment.

THIRD PARTY PROVIDERS: THE PAYMENT INITIATION SERVICE PROVIDER
Art. 1 of the PSD2 enumerate six categories of payment service provider:

1. Credit institutions (“as defined in point (1) of Article 4(1) of Regulation (EU) No 575/2013 of the
European Parliament and of the Council - “Credit institution means an undertaking the business of
which is to take deposits or other repayable funds from the public and to grant credits for its own
account”);

2. Electronic money institutions (“within the meaning of point (1) of Article 2 of Directive 2009/110/
EC”- “Electronic money institution means a legal person that has been granted authorisation under
Title II to issue electronic money”);

3.  post office gyro institutions which are entitled under national law to provide payment services;

4.  the ECB and national central banks when not acting in their capacity as monetary authority or other
public authorities;

5.  Member States or their regional or local authorities when not acting in their capacity as public
authorities;
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Title I of the PSD?2 is devoted to payment institution regulatory aspects, such as licensing and capital
requirements.

As indicated, the PSD2 adds new payment services, such as the payment initiation service. As we
have seen, the transaction through payment initiation service involves many actors, including new en-
trants into the payment service market, called Third Party Providers (TTPs), because they are third with
respect to the payer and the ASPSP. New Third Party Providers introduced by the PSD2 are the Account
Information Service Provider (AISP) and the Payment Initiation Service Provider (PISP).

The first one provides the payment service user with aggregated online information on one or more
payment accounts, held with one or more other payment service providers and accessed via online inter-
faces of the ASPSP (see Paragraph no. 26 of the PSD2 Preamble). Payment service users are thus able
to have an overall view of their own financial situation immediately and at any given moment.

Those services have been covered by PSD2 in order to provide consumers with adequate protection
for their payments and account data, as well as legal certainty about the status of account information
service providers. Paragraph no. 28 of the PSD2 Preamble states: “those services provide the payment
service user with aggregated online information on one or more payment accounts held with one or more
other payment service providers and accessed via online interfaces of the account servicing payment
service provider. The payment service user is thus able to have an overall view of its financial situation
immediately at any given moment. Those services should also be covered by this Directive in order to
provide consumers with adequate protection for their payment and account data as well as legal certainty
about the status of account information service providers”.

The PISP initiates a payment order at the request of a payee, through access to the payee’s account
held at another payment service provider.

Both of these two new entrants are partially different form traditional payment service institutions.
Payment Institutions are listed in Article 18(1) and they are defined as technical service providers. First
of all, they do not enter, at any time, into possession of the funds to be transferred; secondly, they cannot,
for any reason, modify the amount, the payee or any other feature of the transaction (see Art. 66 of PSD2).

Thus, the PSD2 confirms that third party providers are a payment transaction intermediary and they
need to follow the payee’s instructions with regard to the payee and the payment amount. Moreover,
like any other payment operator, PISPs are required to use the payer’s money for the sole purpose of the
payment transaction (see the Consolidated Law on Banking, specifically Art. 114-duodecies, par.1, law
decree, 1st September 1993, no. 385, (Testo Unico Bancario — T.U.B.), but, since they never enter into
possession of the funds, there is no burden on them to keep the funds separate from their assets (see
Art. 114-duodecies, par. 2, TUB).

The obligation to keep the client’s funds separate from the company’s funds is a safeguarding obliga-
tion and it represents one of the most important duties of Italian banking law, because it guarantees the
payee that his/her money is secure.

Thus, the Bank of Italy (that is the Italian banking authority which is entitled to ensure monetary
and financial stability in Italy), which promotes the smooth functioning of the Italian payments system,
in accordance with EBA’s Guidelines (EBA/GL/2017/08: The Guidelines on the criteria regarding how
to stipulate the minimum monetary amount of professional indemnity insurance or other comparable
guarantees, under Article 5(4) of Directive (EU) 2015/2366), ensures that the Third Party Providers are
covered by an insurance policy for any damage and loss (see Art. 5, par. 2 states that PISPs and AISPs
are required to “hold a professional indemnity insurance, covering the territories in which they offer
services, or some other comparable guarantee against liability”’) on the part of the payer. Insurance
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cover is necessary in order to obtain the authorization to operate in the internal payment market (see
art. 114-septies, par. 1, TUB that requires that any payment institution must apply for authorization to
be registered in the Bank of Italy’s Register. The Bank of Italy inspects the conditions and authorizes
the company only when all of these are met).

OPERATIONAL AND SECURITY RISKS AND AUTHENTICATION.

The PSD?2 is full of references to consumer security, especially when dealing with new payment provid-
ers, such as the Third Party Providers. As noted in Paragraph 7 of the PSD2 preamble, the security risks
relating to electronic payments have increased; this is usually because new services allow data trans-
mission that identifies and potentially registers not only payment transactions but also the consumer’s
confidential data (De Stasio V., 2020, p. 27). Therefore, due to the increase in costumer security risks,
Chapter 5 of Section III of the PSD2 is devoted to operational and security risks and authentication.
Also the Regulatory Technical Standards on Strong Customer Authentication and common and secure
communication under Article 98 of Directive 2015/2366 (RTS), states that: “The measures that protect
the confidentiality and integrity of personalised security credentials, as well as authentication devices
and software, should limit the risks relating to fraud through unauhtorised use of payment instruments
and unauthorised access to payment accounts. To this end it is necessary to introduce requirements on
the secure creation and delivery of the personalised security credentials and their association with the
payment service user, and to provide conditions for the renewal and deactivation of the credentials”.

Reg. 389/2018/EU is also devoted to supplementing Directive (EU) 2015/2366 with regard to
regulatory technical standards (RTS) for strong customer authentication and common and secure open
standards of communication.

Paragraph 10 of the Reg. 389/2018/EU Preamble suggests that - in accordance with Articles 65, 66
and 67 Directive (EU) 2015/2366 - PISPs, payment service providers issuing card-based payment instru-
ments and AISPs must seek and obtain only the necessary and essential information from the ASPSP
for the provision of a given payment service.

Furthermore, the consent of the payment service user is required. Such consent can be given indi-
vidually for each request for information or for each payment to be initiated or, for AISPs, as a mandate
for designated payment accounts and associated payment transactions as established in the contractual
agreement with the payment service user.

All Member States, following the EBA’s Guidelines on security aspects of payment services, are
expected to ensure that payment service providers supply adequate security measures to protect the con-
fidentiality and integrity of payment service users’ personalised security credentials. Moreover, they are
expected to ensure that payment service providers apply strong customer authentication, where the payer:

1. accesses his/her payment account online;
initiates an electronic payment transaction;

3. carries out any action through a remote channel which may imply a risk of payment fraud or other
violations (see art. 97 of PSD?2).
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Under art. 97 of PSD2, in the case of electronic remote payment transactions, payment service pro-
viders apply strong customer authentication that includes elements which rigidly link the transaction to
a specific amount and a specific payee.

Strong Authentication means an authentication based on the use of two or more elements catego-
rised as knowledge (something only the user knows), possession (something only the user possesses)
and inherence (something the user is); these are independent. Thus, the breach of one of these does not
compromise the reliability of the others, and it is designed in such a way as to protect the confidentiality
of the authentication data (see art. 4 of PSD2 and art. 1, par. 1, let. . g-bis, law decree 11/2010).

Moreover, at least one of the elements should be non-reusable and non-replicable (except for inher-
ence), and not capable of being surreptitiously stolen via the internet.

The EU legislator also suggests that the strong authentication procedure should be designed by Mem-
ber States in such a way as to protect the confidentiality of the authentication data. The EU legislator
asks Member States to ensure that payment service providers have adequate security measures in place,
to protect the confidentiality and integrity of payment service users’ personalised security credentials.
Moreover, they must ensure that, for electronic remote payment transactions, payment service provid-
ers apply strong customer authentication that includes elements which link the transaction to a specific
amount and a specific payee (see also Eba’s Final Guidelines on security of internet payments: EBA/
GL/2014/12, 19" December, 2014).

To keep the information confidential, payment services providers must ensure that when they com-
municate personalised security credentials and authentication codes, these are not readable, directly or
indirectly, by any staff at any time. They are also asked to ensure that, when exchanging data over the
internet, they apply secure encryption between the communicating parties throughout the respective
communication session in order to safeguard the confidentiality and the integrity of the data, using strong
and widely recognised encryption techniques.

Moreover, under art. 35 of Reg. 389/2018/EU, AISP, PISP and payment service providers issuing
card-based payment instruments with the ASPSP must contain unambiguous references to each of the
following items: a) the payment service user or users and the corresponding communication session
in order to distinguish several requests from the same payment service user or users; b) for payment
initiation services, the uniquely identified payment transaction initiated; ¢) for confirmation on the avail-
ability of funds, the uniquely identified request related to the amount necessary for the execution of the
card-based payment transaction. In addition, Art. 35 assigns the payment service providers a duty to
ensure that where they communicate personalised security credentials and authentication codes, these
are not readable, directly or indirectly, by any staff at any time. In the case of loss of confidentiality of
personalised security credentials under their sphere of competence, those providers must inform without
undue delay the user of the payment services associated with them and the issuer of the personalised
security credentials.

AISP, PISP and payment service providers issuing card-based payment instruments are also required
to keep the access sessions (offered by account servicing payment service providers) as short as possible
and to actively terminate any such session as soon as the requested action has been completed.

When maintaining parallel network sessions with the ASPSP, AISPs and PISPs are asked to ensure
that those sessions are securely linked to relevant sessions established with the payment service users
in order to prevent the possibility that any message or information communicated between them could
be misrouted.
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Although these measures listed above guarantee the user’s security, they sometimes make the pay-
ment transaction onerous. Thus, to increase procedure speed, the security level should be proportional
to the risk in the specific payment service.

Under Paragraph no. 96 of the PSD2 Preamble, in fact, security measures are expected to be compat-
ible with the level of risk involved in the payment service. Paragraph 96 of the PSD2 Preamble sets out
the obligation as follow: “In order to allow the development of user-friendly and accessible means of
payment for low-risk payments, such as low value contactless payments at the point of sale, whether or
not they are based on mobile phone, the exemptions to the application of security requirements should
be specified in regulatory technical standards. Safe use of personalised security credentials is needed
to limit the risks relating to phishing and other fraudulent activities. In that respect, the user should be
able to rely on the adoption of measures that protect the confidentiality and integrity of personalised
security credentials. Those measures typically include encryption systems based on personal devices
of the payer, including card readers or mobile phones, or provided to the payer by its account servicing
payment service provider via a different channel, such as by SMS or email. The measures, typically
including encryption systems, which may result in authentication codes such as one-time passwords, are
able to enhance the security of payment transactions. The use of such authentication codes by payment
service users should be considered to be compatible with their obligations in relation to payment instru-
ments and personalised security credentials also when payment initiation service providers or account
information service providers are involved”.

Accordingly, EBA’s Guidelines of the security of internet payment suggest Payment Services Providers
should consider adopting alternative customer authentication measures for outgoing payments to trusted
beneficiaries included in previously established white lists for these customers, or transactions between
two accounts of the same customer held at by the same Payment service provider; transfers within the
same PSP justified by a transaction risk analysis, or low-value payments, as referred to in the PSD2.

Also Art. 17 of Reg. 389/2018, that extends the exemption to Secure corporate payment processes
and protocols, states that Payment service providers are allowed not to apply strong customer authentica-
tion, with regard to legal persons initiating electronic payment transactions through the use of dedicated
payment processes or protocols that are only made available to payers who are not consumers, where the
competent authorities are satisfied that those processes or protocols guarantee at least equivalent levels
of security to those provided for by Directive (EU) 2015/2366.

However, when making use of the exemptions, payment service providers have to record and monitor
the following data for each instrument of payment, with a breakdown of remote and non-remote payment
transactions, on a quarterly basis (90 days) at least (see Art. 17 of Regulatory Technical Standards on
Strong Customer Authentication and common and secure communication under Article 98 of Directive
2015/2366 (PSD2):

1. the total value of unauthorised payment transactions in accordance with Article 64(2) of Directive
(EU) 2015/2366, the total value of all payment transactions and the resulting fraud rate, including
a breakdown of payment transactions initiated through strong customer authentication and under
the exemptions;

2. the average transaction value, including a breakdown of payment transactions initiated through
strong customer authentication and under the exemptions;

3. the number of payment transactions where any of the exemptions was applied and their percentage
with regard to the total number of payment transactions.
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RIGHTS AND OBLIGATION OF THE PAYMENT INITIATION SERVICE USER

The Payment transaction discipline is based on the diligence and fairness of all subjects involved. Pursu-
ing efficiency, security and regular functioning of the payment market means relying upon the diligent
conduct of the payer, the payee and the payment service provider (see the public consultation held by
the Bank of Italy, on 24" September 2010).

Paragraph 74 of the PSD2 Preamble states that in the case of payment initiation services, rights and
obligations of payment service users and of payment service providers involved should be appropriate
to the service provided. An example of the payer’s diligence is set out in Paragraph 70 of the PSD2
Preamble. In order to reduce the risks and consequences of unauthorised or incorrectly executed pay-
ment transactions, the payment service user is asked to inform the payment service provider, as soon as
possible, about any contestations concerning allegedly unauthorised or incorrectly executed payment
transactions, when the payment service provider has fulfilled its information obligations under PSD2.
If the notification deadline is met by the payment service user, the payment service user should be able
to pursue those claims subject to national limitation periods.

More specifically, the allocation of liability between the ASPSP and the PISP involved in the transac-
tion, compels them to take responsibility for the respective parts of the transaction that are under their
control.

Thus, diligence is demanded of both the user and the third party provider, although the former is
usually treated as the weaker contracting party.

For these reasons, the Bank of Italy has introduced a recommendation upon transparency of banking
and financial services (Trasparenza delle operazioni e dei servizi bancari e finanziari. Correttezza delle
relazioni tra intermediari e client), with the aim of adapting the national framework to the new Euro-
pean regulatory framework (Porta F., 2019, 21-46). The recommendation of the Bank of Italy provides
for pre-contractual and contractual information requirements (sec. VI, § 4), a disclosure requirement to
users (sec. VI, § 6), and a mechanism for handling complaints (sec. XI, § 3).

As far as payment users are concerned, they have the right of access to the payment initiation service.
Itis also stated that “in order to ensure fair competition between payment service providers, a participant
in a designated payment system subject to the conditions of Directive 98/26/EC (PSD) which provides
services in relation to such a system to an authorised or registered payment service provider should
also, when requested to do so, grant access to such services in an objective, proportionate and non-
discriminatory manner to any other authorised or registered payment service provider. Payment service
providers that are granted such access should not, however be considered to be participants as defined
in Directive 98/26/EC, and hence should not benefit from the protection granted under that Directive”
(see Paragraph n. 51 of the PSD2 Preamble).

Under art. 66 of PSD2, all Member States are asked to ensure that a payer has the right to make use
of a payment initiation service provider to obtain payment services. It also adds that this right is not
recognized when the user’s account is not accessible online. Art. 66, par. 1, PSD2: “The right to make
use of a payment initiation service provider shall not apply where the payment account is not accessible
online”. Also see Paragraph n. 68 of the PSD2 Preamble that states: “whether the payment transaction
takes place in an internet environment (the merchant’s website), or in retail premises, the account servic-
ing payment service provider should be obliged to provide the confirmation requested by the issuer only
where accounts held by the account servicing payment service providers are electronically accessible
for that confirmation at least online”.
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On the contrary, when the user’ account is accessible online, he/she can share credentials and pass-
words with the payment service provider —even in the case of a third party provider - without being held
liable in the event of errors in the transaction.

On the other hand, the payment service users are required to adopt diligent and fair behavior, using
the payment service in accordance with European laws and contract conditions, which must be objective,
proportionate and non-discriminatory (see art. 7, law decree 11/2010).

Moreover, users have a duty to deliver prompt notification, in the case of unlawful use of the payment
instrument; the user, when realizing the misuse, has to immediately notify the payment service provider
about the loss, the theft or the inappropriate use of the payment instrument (with regard to the user’s
duty to notify, see the Italian Supreme Court decision of the 5* July 2019, n. 18045, on the website
www.dejure.it that states that the duty to notify arises when the user actually knows about the misuse or
should have known through due diligence).

Diligence is also required in maintaining the security of the user’s credentials. Paragraph n. 88 of PSD2
Preamble requires the payment service provider to specify unambiguously the information required to
execute a payment order correctly. Moreover, in order to avoid fragmentation and jeopardise the setting-
up of integrated payment systems in the Union, Member States are not allowed to require a particular
identifier to be used for payment transactions. However, that should not prevent them from “requiring
the payment service provider of the payer to act with due diligence and to verify, where technically pos-
sible and without requiring manual intervention, the coherence of the unique identifier, and, where the
unique identifier is found to be incoherent, to refuse the payment order and inform the payer thereof”.
The liability of the payment service provider should be limited to the correct execution of the payment
transaction in accordance with the payment order of the payment service user. If the funds involved in a
payment transaction reach the wrong recipient due to an incorrect unique identifier provided by the payer,
the payment service providers of the payer and the payee should not be liable, but should be obliged to
cooperate in making reasonable efforts to recover the funds, also by communicating relevant information.

Under art. 7 of law decree 11/2010, when customers are using a payment instrument, they are ex-
pected to take all measures necessary to ensure and maintain a high level of security for their access
credentials. The user’s due diligence is also identified in relation to credit cards: the holder of a credit
card must guard the credit card number and its password (see Court of Appeal, Milan, 16™ November
1993, in Banca Borsa Tit. Cred., 1995, 321 ss.). Therefore, they are asked to choose strong passwords
and to change them frequently, or to set up security systems that make the payment instrument hard to
discover for third parties.

Paragraph 68 of the PSD2 recognizes same rights and obligation to Payment service providers is-
suing card-based payment instruments, regardless of whether or not they are the ASPSP of the payer,
in particular in terms of responsibility (e.g. authentication) and liability vis-a-vis the different actors
in the payment chain. Moreover, since the payment service provider’s request and the confirmation on
the availability of the funds can be made through existing secure communication channels, technical
procedures and infrastructure for communication between PISPs or AISPs and ASPSPs, while respect-
ing the necessary security measures, there should be no additional costs for payment service providers
or cardholders.
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THE RELATIONSHIP BETWEEN THE THIRD PARTY
PROVIDER AND THE PAYMENT SERVICE USER

From a different point of view, analyzing the payment transaction in its entirety, it is possible to single
out two different phases. The first part of the transaction comprises the receipt of the payment order from
the payer to the PISP; the second part concerns the ASPSP, i.e. the third party provider, instructing the
payment service provider which holds the payer’s funds, to carry out the transaction.

As regards the first part of the transaction, the main relationship is between the third party provider
and the payer and it exists independently of the one between the payer and the payee, although it is on
the latter that the entire payment transaction is based.

The third party provider becomes the payer’s agent and is authorized to express the user’s consent
for the money transfer that is to be executed subsequently through the ASPSP. In this regard, Art. 64,
par. 1, of the PSD2 states that “Member States shall ensure that a payment transaction is considered to
be authorised only if the payer has given consent to execute the payment transaction”). The third party
provider and the payment service user conclude an agreement that authorizes the former to manifest
the latter’s consent.

Consent to execute a payment transaction or a series of payment transactions is given in the form
agreed between the payer and the payment service provider and it may also be given via the payee or
the payment initiation service provider.

Thus, the ASPSP is not required to verify in advance the existence of the user’s actual consent. In fact,
the use of the user’s credentials is sufficient to prove that the consent to the operation was effectively
expressed. However, since consent may be withdrawn by the payer at any time, when this happens the
ASPSP has a duty to promptly deny the PISP access to the client’s account and, in any case, once it has
received the withdrawal’s notification (see art. 6-bis of the law decree 11/2010).

International academics qualify the relationship between the third party provider and the payer in
terms of Principal-Agent relationship. The content of the agency contract may vary depending on the
payment service selected and on what the principal and the agent agree.

For most purposes, the relationship of the parties to money transfer orders are governed by the law
of agency (Ellinger E.P., Lomnicka E., Hare C., 2011, 248-268). Although some scholars find the law
of agency unsuitable for innovative and technological payment transactions, it can be applied to any
payment transaction. A payment transaction, is in fact, based on the customer’s mandate (Hapgoof M.,
2007,406), which leads to the agent’s obligation to operate diligently and follow the terms of the contract.

Moreover, using a common legal framework, as the law of agency, may be helpful to apply universal
principles to any payment transaction and to stipulate obligations for the parties of the contract.

Finally, it is interesting to note that the Bank of Italy provides for minimum content of the payment
contract (see Disposizioni di vigilanza per gli istituti di pagamento e gli istituti di moneta elettronica:
https://www.bancaditalia.it/compiti/vigilanza/normativa/archivio-norme/disposizioni/disp-ip-20120620/
Provvedimento_del_23_luglio_2019.pdf), including:

1. Characteristics and components of the service offered to the client, including the terms and form
of client’s consent and its withdrawal;

2. Characteristics of any client’s account to which the payment service provider has access and any
restriction on imports;

3. Procedures and methods of communication between the provider and the client.
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THIRD PARTY PROVIDERS AND ACCOUNT SERVICING
PAYMENT SERVICE PROVIDERS

As far as the second part of the transaction is concerned, it involves the Third Party Provider and the
Account servicing payment service provider (ASPSP). Their relationship is based on transparency and
cooperation, although the European legislator has nonetheless expressed the need to regulate the conduct
of both the PISP and the ASPSP.

In Paragraph 93 of the PSD2 Preamble, the EU Commission has set the goal of laying out a clear
legal framework which itemizes the conditions under which third party providers can grant their services
with the consent of the account holder. And this without being required by the ASPSP to use a particular
business model, whether based on direct or indirect access, for the provision of those types of services.
Moreover, Paragraph 21 of the PSD2 Preamble requires for a technologically neutral definition of pay-
ment service, in order to develop new types of payment services, while ensuring equivalent operating
conditions for both existing and new payment service providers.

The PISP and the AISP, on the one hand, and the ASPSP, on the other, are asked to observe necessary
data protection and security requirements established by the PSD2 or included in the regulatory technical
standards that need to be adaptable to the different technological solutions that In order to ensure secure
communication between relevant actors in the context of those services, the European Parliament has
asked the European Banking Authority to specify the requirements of common and open standards of
communication to be implemented by all ASPSP which may allow...allow for the provision of online
payment services. This means that the EU was asking for open standards that could ensure the interop-
erability of different technological communication solutions. Those common standards also ensure that
ASPSPs are always aware of being reachable by a PISP or an AISP and not by the client himself: Art.
27 (a) of EBA’s Technical Standards on Strong Customer Authentication and common and secure com-
munication (EBA/RTS/2017/02) requires, in fact, AISPs, PISPs to identify themselves to the ASPSP.

In its Guidelines and Technical standards, the EBA also recognizes that it is important to balance out
the technical method of access (and business-model neutrality) with the security measures under PSD2.

The EBA’s standards ensure that PISPs and AISPs communicate with the ASPSP and with the
customers involved in a secure manner. Art. 27 (a) (b) of EBA/RTS/2017/02 states that “account infor-
mation service providers can communicate securely to request and receive information on one or more
designated payment accounts and associated payment transactions’” and that “payment initiation service
providers can communicate securely to initiate a payment order from the payer’s payment account and
receive information on the initiation and the execution of payment transactions”.

In developing these requirements, EBA has paid particular attention to the fact that the standards to
be applied are to allow for the use of all common types of device (computers, tablets and mobile phones)
for carrying out different payment services.

Equality and non-discrimination are the guiding principles in all relationships between payment pro-
viders. Paragraph 32 of the PSD2 Preamble elaborates on the modes of access by an PISP to the payer’s
payment account (held by the ASPSP) as follows: “Payment initiation services are based on direct or
indirect access for the PISP to the payer’s account. An ASPSP which provides a mechanism for indirect
access should also allow direct access for the PISPs”.

The direct access mode is known as screen-scraping and it allows the PISP to use the customer’s
account login and to access the customer’s account, as the customer would do through the ASPSP’s
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website. On the other hand, the indirect access mode consents PISP account access through a dedicated
application interface.

Under Paragraph 20 of the Reg. 2018/389, each ASPSP with payment accounts that are accessible
online should offer at least one access interface enabling secure communication with AISP, PISP and
payment service providers issuing card-based payment instruments. The interface should enable payment
service providers to identify themselves to the ASPSP. It should also allow AISP and PISP to rely on
the authentication procedures provided by the ASPSP to the payment service user.

However, to ensure technology and business-model neutrality, the ASPSP is free to decide whether to
offer an interface that is dedicated to communication with AISPs, PISPs and payment service providers
issuing card-based payment instruments, or to allow, for that communication, the use of the interface
for identification and communication with the ASPSPs’ payment service users.

Moreover, art. 36.1 of Reg. 389/2018/EU requires a ASPSP to comply with the following requirements:

1. It must provide account information service providers with the same information from designated
payment accounts and associated payment transactions made available to the payment service user
when directly requesting access to the account information, provided that this information does not
include sensitive payment data;

2. immediately after receipt of the payment order, it must provide payment initiation service providers
with the same information on the initiation and execution of the payment transaction provided or
made available to the payment service user when the transaction is initiated directly by the latter;

3. it must, upon request, immediately provide payment service providers with a confirmation in a
simple ‘yes’ or ‘no’ format, whether the amount necessary for the execution of a payment transac-
tion is available in the payment account of the payer.

Limitations to this obligation to cooperate are provided for in Art. 68 of PSD2. An ASPSP may deny
an AISP or a PISP access to a payment account for objectively justified and duly evidenced reasons re-
lating to unauthorised or fraudulent access to the payment account by that AISP or that PISP, including
the unauthorised or fraudulent initiation of a payment transaction. In such cases, the ASPSP informs
the payer that access to the payment account is denied and provides reasons for the denial. Wherever
possible, this information is given to the payer before access is denied and, at the latest, immediately
thereafter, unless providing such information would compromise objectively justified security reasons
or is prohibited by other relevant European Union or national laws.

Moreover, ASPSPs are asked by EBA to adopt the so-called Application Program Interface (API)
in order to provide the same levels of availability, performance and support for the dedicated interface
and make the interface available to payment service users for directly accessing their payment account
online. However, ASPSPs stressed that the two interfaces are not comparable and for this reason EBA
has clarified that it was aware that different ASPSPs offer different availability, performance and sup-
port for their PSU-facing interfaces. Thus, universal standard requirements applicable to all dedicated
platforms cannot be developed (for a critical opinion see Oliinyk I., Echikson W., 2018, 1-15).

Under art. 33 of Reg. 2018/389, ASPSPs are asked to include, in the design of the dedicated inter-
face, a strategy and plans for contingency measures in the event that the interface does not perform in
compliance with art. 32, that there is unforeseen unavailability of the interface or that there is a systems
breakdown (unplanned unavailability or a systems breakdown is presumed to have arisen when five
consecutive requests for access to information for the provision of payment initiation services or ac-
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count information services are not replied to within 30 seconds). These contingency measures include
communication plans to inform payment service providers, by making use of the dedicated interface, of
measures to restore the system and a description of the immediately available alternative options pay-
ment service providers may have during this time.

Moreover, both the ASPSP and the payment service providers are required to report problems with
dedicated interfaces to their respective competent national authorities without delay.

As part of a contingency mechanism, payment service providers are allowed to make use of the in-
terfaces made available to the payment service users for authentication and communication with their
ASPSP, until the dedicated interface is restored to the level of availability and performance provided
for in Art. 32.

The ASPSPs are also asked to define key performance indicators (KPIs) and service level targets
(such as problem resolution, out of hours support, contingency, etc.) for their dedicated interfaces, which
are at least as stringent as those defined for the payment service user interfaces. In addition, the EBA
Guidelines on the Conditions to Benefit from an Exemption from the Fall-Back Mechanism (EBA/
GL/2018/07), postulate that if the ASPSPs offer more than one client interface, then the KPIs and the
service level targets for the API should be aligned to the best KPIs and service level targets across all
payment service user facing interfaces that are offered.

It may finally be interesting to observe that PISPs do not necessarily enter into a contractual relation-
ship with ASPSPs. Paragraph 30 of the PSD2 Preamble states as follow: “The personalised security
credentials used for secure customer authentication by the payment service user or by the payment
initiation service provider are usually those issued by the account servicing payment service providers.
Payment initiation service providers do not necessarily enter into a contractual relationship with the ac-
count servicing payment service providers and, regardless of the business model used by the payment
initiation service providers, the account servicing payment service providers should make it possible for
payment initiation service providers to rely on the authentication procedures provided by the account
servicing payments service providers to initiate a specific payment on behalf of the payer”.

Regardless of the business model used by the PISP, the ASPSP is required to make it possible for
PISPs to rely on the authentication procedures provided by the ASPSP to initiate a specific payment on
behalf of the payer.

PAYMENT SERVICE PROVIDERS’ LIABILITY FOR NON-EXECUTION,
DEFECTIVE OR LATE EXECUTION OF PAYMENT TRANSACTIONS

In conclusion, it is important to analyze the liability regime that applies when a payment transaction is
non-executed or wrongfully executed, especially because of the considerable number of subjects involved
in a payment operation through a PISP.

In doing so, it is worth recalling that the aim of the EU law on payment services is to discipline the
conduct of both payment service providers and payers, so that the money transaction can be accurately
executed (De Stasio, 2020, 34).

Firstly, the payee is liable for his/her PSP, in the correct transmission of the payment order to the PSP
of the payer, in accordance with Article 83(3) of PSD2 (see Art. 89 of the PSD2), i.e. “within the time
limits agreed between the payee and the PSP, enabling settlement, as far as direct debit is concerned, on
the agreed due date” (see Art. 83 of the PSD2).
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However, more generally, Paragraph no. 72 of the PSD2 Preamble presents rights and obligations of
the payment service users and the payment service providers involved, which should be appropriate to the
service provided. It also adds that the allocation of liability between the payment service provider servic-
ing the account and the payment initiation service provider involved in the transaction, should compel
them to take responsibility for the respective parts of the transaction that are under their control. Under
Paragraph 88 of the PSD2 Preamble, the liability of the payment service provider should be limited to
the correct execution of the payment transaction in accordance with the payment order of the payment
service user. In particular, if the money transfer reaches the wrong recipient due to an incorrect unique
identifier provided by the payer, the payment service providers of the payer and the payee should not be
held liable, but should be obliged to cooperate in making reasonable efforts to recover the funds, also
by communicating relevant information.

Nevertheless, even when the money transfer is executed through a third party provider, the first
service provider that bears the obligation to refund the payer in the case of non-executed, defective or
late executed payment, is the ASPSP. Art. 90 of the PSD2 requires, in fact, the ASPSP to “refund to the
payer the amount of the non- executed or defective payment transaction and, where applicable, restore
the debited payment account to the state in which it would have been had the defective payment transac-
tion not taken place”.

According to some scholars (Santoro V., 2020, 35), this ruling finds its rationale in the fact that the
ASPSP holds the payer’s funds, while third party providers — that never hold the payer’s money - are
required to refund only when they have executed the transaction with negligence. Moreover, imposing
liability firstly to the ASPS allows the EU legislator to relieve the payer of the onus of proving which
payment service provider was effectively responsible for the defective transaction.

When the transaction involves a PISP, it has the onus of proving that the payment order was received
by the payer’s ASPSP, in accordance with Article 78 of the PSD2 and that within its sphere of compe-
tence, the payment transaction was authenticated, accurately recorded and not affected by a technical
breakdown or other deficiency linked to the non-execution, defective or late execution of the transaction
(see Art. 90 (1) of the PSD2).

In any case, the PISP is asked to immediately compensate the ASPSP following its request for losses
incurred or sums paid as a result of the refund to the payer, if this PISP is the one liable for the non-
execution, defective or late execution of the payment transaction.

Two final Articles of Section 3 of the PSD2 “Liability” provide for a right to recourse and relieve
the payment service provider from any responsibility, in the case of abnormal and unforeseeable cir-
cumstances. Under art. 92, where the liability of a payment service provider under Articles 73 and 89
is attributable to another payment service provider or to an intermediary, that payment service provider
or intermediary must compensate the first payment service provider for any losses incurred or sums
paid under Articles 73 and 89. Under Art. 93, no liability arises in cases of abnormal and unforeseeable
circumstances beyond the control of the party pleading for the application of those circumstances, the
consequences of which would have been unavoidable despite all efforts to the contrary, or where a pay-
ment service provider is bound by other legal obligations covered by Union or national law.
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CONCLUSION

Studying payment initiation services and relations among all the payment service operators involved in
the transaction allows to realize how profound are the chances in the payment market. Next to payment
services traditionally provided by banks as intermediaries, new technically innovative services have
emerged now served by new entrants, including third party providers, such as payment initiation service
providers (PISP) and account information service providers (AISP). Although many of these new services
might seem innovative versions of traditional payment services, their originality and innovativeness go
beyond the previous payments market boundaries. Thus, constant efforts of authorities and the law to
modify the current rules are required.

The latest studies, in particular those of the European Banking Authority, show a continual trend to
adapt the current law on payment services to meet the constantly changing needs of the market.

Conversely, new services may determine new risks for users and customers. As follows, authorities try
to avoid customer’s exposure to abuse and fraud: balancing between opposite needs is always required.
On one hand, technological developments need to be encouraged; but, on the other hand consumers need
to be protected from the abusive entrance of new unauthorized and unregulated operators. The safety
and efficiency of the payment system is essential for a stable and well-functioning financial system and
contributes to confidence in the currency.
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Chapter 7

Are Bitcoins the New Payment
Tools Suitable for Extinguishing
a Pecuniary Obligation?

Ida D’Ambrosio

Giustino Fortunato University, Italy

ABSTRACT

This chapter aims to examine the issue of cryptocurrencies and to develop in particular a reflection on
the possibility of counting bitcoins, which represent the best known and most widespread of the exist-
ing cryptocurrencies, among the payment instruments suitable to extinguish a pecuniary obligation,
recognizing in them the function of means of payment typical of currency. The reflection moves from the
crucial question of whether bitcoins are currency, reconstructing first of all the meaning of currency
and its function. The research aims to conduct a cross-sectional analysis of the bitcoin system through
an argumentation that highlights its potentialities and limitations.

THE DEFINITION OF CURRENCY AND ITS FUNCTION

This research explores the topic of crypto currencies and, particularly, this is a consideration on the pos-
sibility to include Bitcoin, which represent the most known and widespread existing crypto currency,
amongst the payment tools that are suitable to the purpose of extinguishing a pecuniary obligation,
recognizing their function of payment means that is typical of currency.

The consideration may not move away from the crucial question: can Bitcoin be considered actual
money? (Pernice, 2018). Therefore, before expressing an answer to such question, it is appropriate to
recall what we actually intend by “money”.

Both the national and the European law do not provide a definition for money (Ascarelli,
1959; Inzitari, 2011; Chessa, 2016; Galiani, 1751). The guidelines on payment services re-
fer to them as transfers of “funds”, which we do not find a legal definition of in the body of the
Law that, in fact, is limited to a list: banknotes, coins, scriptural money, and electronicmoney.
Recalling the financial-economic nature of the definition of money, we find its three
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typical functions: “unit of account”, “means of payment”, and “store of value”.
The first of the three is definitely the one with the most crucial role, the one of “unit of measurement”
(ideal unit) of all the other values.

The concept of “currency” always refers to the function of the unit of account. The financial order,
indeed, requires to being measured and the functionality of the unit of measurement is given by its uni-
formity. The possibility to evaluate the convenience of a purchase or of a payment or of a sale depends
on the expression of it in the operator’s unit of measurement. From the uniformity of the criteria and
of the measurement, there arises the general acceptance of the payment tools that incorporate the unit
of account.

However, the functional definition of currency leaves room, from a legal pointof view, for the com-
munity and statist theories. According to the statist formulation, currency is the means of payment that
the State recognizes as suitable to the purpose of extinguishing pecuniary obligations: essentially, it is
what is provided for by art. 1277 c.c.: “pecuniary debt is extinguished with legal tender of the State at
the time of payment and for its book value”.

The second formulation, instead, the community one, considers as currency anything that functions as a
means of exchange (Knapp, 1923).For sure, at least in this moment in history, the statist theory is in force.
The suitability of the currency to extinguish pecuniary obligations is the most im-
portant statutory trait in the function of the currency within the performance theory.
Beginning from the Seventies and up to recent times there has been a lot of discussion regarding the
suitability of scriptural money, that is, the monetary mass represented by bank deposits, to be considered
legal currency, equal to the one issued by the State (token coins) or by the central bank (banknotes).

The employment of bills of exchange and paper chequesto regulate pecuniary obligations has high-
lighted the essential problem that the owner of the title is exposed to: the insolvency risk coming from the
debtor. On the contrary, the delivery of token coins or banknotes, being it a transfer of objects, whether
metallic or paper ones, which incorporate a value that does not need any other enforceable behavior to
be used, is, in the traditional formulation, the right behavior in order to fulfill the pecuniary obligation.
This happens because the strength of the State allows it to impose, on its territory, the acceptance of its
currency (that is, of the means of payment authorized by it, and expressed in the official unit of account
of the State) as a means to extinguish pecuniary obligations, even when expressed in units of account of
foreign States, that is legal tender in the territory subject to sovereignty (art. 1278 c.c.).

The material support that characterizes token coins and banknotes of the central bank compared to
the bank deposit entry has, for a long time, induced to limit the consideration of the currency, in a legal
sense, to how physical its consistency as a movable good, susceptible of material delivery,was. Bank
deposits, or the active balances on payment accounts, albeit adequate to act as a support to monetary
units that are spendable in payment operations, have been seen, in the traditional view (Campobasso,
1979), as a form of credit upon delivery of monetary units, the material support of which is a movable
good issued by the State or by the Central Bank: but the sum of money made of banknotes and coins is
only a fraction of the currency issued. Only in the theoretical exercises of the supporters of the “full”
currency (that is, a scriptural currency that can be issued only by the Central Bank, without any banking
multiplier), it is possible to envisage a system in which all the units of account of the scriptural monetary
mass correspond to the same number of “issues” of the Central Bank (Bacchetta, 2018).

On the other hand, the most recent regulations of positive law are meant to reduce operations with
cash more and more. The anti-money laundering provisions, the legal obligations regarding certain
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services exclusively conducted with scriptural money, impose the need to reconsider cash payment as
the norm and all the operations with scriptural money as an exception.

Therefore, compared to forty years ago, and in a perspective in which cash can be totally substi-
tuted by scriptural or electronic currency, continuing to exclude scriptural currency from the notion of
legal currency appears as an unrealistic perspective (SciarroneAlibrandi, 2008). Any available credit
denominated in the unit of account that is legal tender in the Italian State, which sees the “debtor” as a
supervised subject, such as the bank, or a supervised subject such as a payment or electronic currency
institution (art. 114-sexies TUB), committed to employ such availability through payment operations
disciplined as a payment service, has to be, nowadays, considered as legal tender in the State, suitable
for being used through payment orders of the account holders, in order to pay for their debts that have
as an object sums of money as per art. 1277 c.c (Venuti, 2018).

But the electronic currency is not to be mistaken for virtual currency (Guerrieri, 2015).

THE VIRTUAL CURRENCY PHENOMENON AND THE
IMPOSSIBILITY TO CLASSIFY IT AS “CURRENCY”

Virtual currency is defined in d.lgs.n. 231/2007, art. 1 par. 2 lett. q (as amended by art. 1
d.lgs. n. 90/2017) as «digital representation of value, not issued by a central bank or by a
public authority, not necessarily linked to a legal tender, used as means of exchange for the
purchase of goods and services and transferred, archived and negotiated electronically ».
Electronic currency is defined by art. 1, par 2, lett.h) ter TUBas «monetary value electronically or
magnetically memorized, represented by a credit toward the issuer that is provided in order to conduct
payment operations, and that is accepted by individuals and corporations that are not the issuer »: in
this case, there is reference to a credit toward banks or specialized supervised subjects, such as issuers
of electronic currency (IMEL), and the value electronically memorized is, indeed, a “monetary” value,
that is, a value expressed in legal tender.

In the case of digital value representation that constitute “virtual currency”, there is no reference to
the concept of “money”, but only to a “value” fit to be used as “means of exchange”, and the issuing
of this value from a bankor a public subject is expressly excluded. The characteristics of the virtual
currency are, therefore, “immateriality”, given by the “digital representation”, and the absence of the
“monetary” character, which is linked to the issuing of this value from a central bank or public authority
(Bech&Garatt, 2017).

The law allows the issuing of “virtual currency” and it regulates some of its aspects under the profile
of the anti-money laundering discipline, as it has happened with Lgs. D. n. 90/2017. Under a tax law
profile (Giudice, 2018), the tax treatment is equivalent, regarding the acquisition of different types of
income, to the ownership of foreign currency, and, according to the taxation on services provided to
subjects that operate with crypto currencies, the Court of Justice of the European Union has excluded
that the exchange of virtual currencies with legal currencies may be a VAT taxable activity (Trenta,
2016). However, this does not suffice in generally attributing a monetary character to virtual currencies
as they are defined by the tax law, having to consider such orientations as limited to the consideration
of the tax profiles of the subject matter.

We also need to confirm that, according to the financial theory, any good or entity that is acquirable
and that carries a degree of usefulness constitutes a good in an economic sense, that is, “a value”. In the
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case of virtual currency, the value is given, according to the legislative formulation considered earlier,
by the “employment as a tool for the exchange of goods and services”, provided that one of the parties
is open to receive virtual currency in exchange for goods or services. Despite there are several projects
for the employment of virtual currency as a tool for the representation of legal tender units of account,
it is important to confirm that, presently, virtual currencies do not seem to fulfill, in any country, the
function of “unit of account”, since, there is no Country in which the income statements of the enter-
prises are drawn up using a unit of account that is different from the State’s (Amato &Fantacci, 2016).
Nothing forbids the obligation to deliver a certain quantity of “virtual currency”, just as there can be an
obligation to deliver oil barrels and wheat sacks, for which specific stock markets exist.

The undeniable circumstance that virtual currencies have a market value does not allow them to be
classified as “money”’(Pernice, 2016). The services related to the employment of such virtual currencies,
which are not available to everyone because of the need for a technologic infrastructure and for specific
knowledge, deserve to be regulated through the application of protection rules for the clients of such
services. The feature of absolute immateriality that virtual currencies assume is certainly relevant in
terms of the missing possibility to acquire a material possession, in the same way as it is preached for
the financial tools that are object of dematerialization.

In the last two thousand years, the evolution of the economic systems and the innovation of the
technological tools have modified, in time, the relationship of the people with money and with all the
payment tools, but the essential concepts of book value of the currency and of payment function remain
the same. The representation techniques of the currency have changed, but we keep recognizing, in the
representation of the unit of account, in the function of the payment tool and in the store of value, the
elements of reference that keep identifying the currency itself.

A currency exists only when itis able to conveniently fulfill all of the three above mentioned functions:
it is not enough for it to fulfill the exchange function or the function of store of value. It is necessary that
it represents the unit of account, which is the measurement of all the other values, for a community that
recognizes itself in such unit of measurement and that has the strength to impose the redeeming payment
through the representations, whether material or memorized, in which the unit of account is incorporated.

THE STRUCTURAL FEATURES OF BITCOINS AND THE ATTEMPT
TO INCLUDE THEM AMONGST THE PAYMENT TOOLS

Inlight of the discussion conducted, Bitcoins, as well as other virtual currencies, are not money (Yermack,
2013; Howden, 2015), according to a statist formulation which is definitely in force in this time in history.

We could try and affirm that Bitcoins are money by adhering to the community theory according to
which money is anything that functions as an exchange intermediary.

According to the economic theory, any acquirable good or entity vested with some sort of usefulness
constitutes a good in an economic sense, that is, a value.

Bitcoins are goods, if we refer to the definition given by art. 810 c.c. according to which all the
things that can become object of rights are considered as goods, assuming that the concept of goods
is not necessarily coessential to the prerequisite of materiality. But the question is whether or not Bit-
coins can generally be accepted as the counterbalance of an exchange(Passaretta, 2017).1t is true that
Bitcoin transactions are growing, but the number of these transactions is still too low compared to that
of exchanges regulated in Euros or Dollars or in other legal currencies. Bitcoins have no government
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recognition (both in Italy and elsewhere) and because of this they cannot act as units of account. Their
conventional acceptance as regulators of exchange is still too contained to rise to the role of payment
tool, at least a generally recognized one. Furthermore, the strong variations in Bitcoinsimpede their
qualification as money, and they do not allow the function of value preservation, that currency must
hold to be considered as such.

Therefore, Bitcoins are not money, but they may be adopted as object of exchange or for investment
purposes. Not being money, Bitcoins are not legal tender in the Republic of Italy, or in any other Country.
What derives from this is that Bitcoins may not be the object of a pecuniary obligation, since, as provided
by art. 1277 c.c. pecuniary obligations are only considered those that are possible to be paid “with legal
tender of the State at the time of payment”. Also, the regulation provided for pecuniary obligations will
not be applied to the obligation having Bitcoins as object.

Creditors do not have the obligation to accept them as payment and it does not matter if they have ac-
cepted them in the past, because if they have not contractually expressed their consent, they will be able,
from time to time, to freely grant it or refuse it. Also, it is not possible to rely on art. 1278 c.c. which,
expressing itself about exchange with currency that is not legal tender in the State, it pacifically implies
foreign currency, that is, the one that is legal tender in another State: it is a circumstance in which the
currency taken into consideration is, anyway, legal tender, that is, it has a regulatory recognition, albeit
from a State that is not the Republic of Italy, that allows the denomination of a pecuniary obligation and
the fulfillment of such obligation through an exchange with the legal tender in Italy, or, as provided by art.
1279 c.c., through the same foreign currency. Bitcoins, instead, at the moment may not be anchored to an
official parameter, or, anyway, through a parameter that is supervised by some sort of public authority.

Ultimately, Bitcoins are a derivative of the principle of contractual autonomy as per art. 1322 c.c., to
be read, nowadays, within the scope of art. 41 of the Constitution. Bitcoins, then, are an asset, accepted
as a payment for an exchange, which, in time, my increase or decrease in value, just as any other asset.It
is to be underlined, though, that, compared to other assets, Bitcoins lack their own specific usefulness,
both in their physicality and in the possibility to acquire it.

Concretely, then, the value and, more generally, the usefulness of Bitcoins is entirely represented
by the possibility to turn them into legal currency, against which they might be defined as alternative;
however, at the same time, Bitcoins suffer the legal and monetary uncertainties of such conversion.

The inconveniences and the risks linked to Bitcoins are easily perceivable: they are not issued by a
central bank or by any otherpublic authority, but they are issued in part by human belongs and in part
by sophisticated software.

There is no nominalistic principle for them and they mostly lack a regulation, at least a binding one;
consequently, they lack protection, which is a circumstance that is made worse by the anonymity that
permeates the platform, which records their existence and exchanges.No one has the authority to stabi-
lize their courses and, from this, derive the variations of the exchange value we mentioned earlier, and
that generate uncertainties when it comes to converting them.The anonymity that characterizes Bitcoins
exposes the risk to facilitate, through them, money laundering activities. Bitcoins could be, then, con-
nected to the genus of financial products, as per art. 1, par. 1 lett. u) of theTUF, that is, they would be
placed amongst the other forms of financial investment.Indeed, we can observe that, because they are
not proper money, the purchase of Bitcoins, which requires the employment of a certain amount of legal
tender, it is necessarily linked to the possibility, in the future, to receive a certain amount of legal tender
with an inverse operation, and, therefore, to receive a financial service.
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The operation is quite aleatory, because it could either entail a remuneration or a loss: that is, the
capital returned could be higher or lower than the one that has been initially used for the purchase of
Bitcoins. It can reveal the elements that are typical of financial products: the employment of capital (that
is, of legal tender); the assumption of a risk; the intention to draw an economic usefulness from spending
them. Bitcoins are, therefore, exposed to the same risk as any financial product, that is, that the period
will not remunerate the capital employed, plus their own risks, such as, that it is not possible to physi-
cally own them and use them; the possibility that a State law will limit, forbid, or influence the conver-
sion in legal tender; the loss risk is also linked to possible frauds and to the termination of the activity
of the exchange platforms; the operation, once conducted, is irreversible; the variation of the exchange
course of the conversion are totally uncontrollable and uncontrolled. Therefore, accepting Bitcoins as a
form or payment for a service, or making them the object of an investment is uncertain and dangerous.

CONCLUSION

We can conclude that Bitcoins are a mere market creation and, at least for now, they are subject exclusively
to the rules of the market. Presently, the bitcoin market lacks any regulation, even only a conventional
one: there are no clear rules or severe sanctions and there isalso no authority that can dictate rules and
impose sanctions.

In the present bitcoin market there is no one responsible for providing savers and investors with
information that are necessary to the purpose of them understanding what they are buying and what
operation they are conducting. This, on one side, can give the impression that one is able to act free of
the presence of cumbersome operators (such as the banks), but, at the same time, it exposes users to the
huge risks that the lack of adequacy of the information inevitably causes in today’s society and within
the scope of financial markets. It is also important to notice that, should one want to take advantage
of the help of financial mediators, the risk is to not obtain it, because the mediator does not operate in
parallel currencies (considering that the National and supranational bank authorities explicitly discour-
age mediators from doing so), or else, the risk is to be assisted by a mediator that, in this framework, is
completely clear of any behavioral requirements to which he would be otherwise obligated and, therefore,
would be easily induced in the temptation to commit some form of abuse against the client that are so
frequently observed, unfortunately, even where there are obligations or sanctions. In conclusion, in light
of the discussion conducted, after excluding that bitcoins can form the object of a pecuniary obligation,
for the reasons explained above, the proposal that can be shared appears to be that of considering them
as “financial products”, which could lessen, albeit partially, the reported inconveniences.

The acquisition or employment of bitcoins, indeed, would obligate those who insert themselves in the
process of creating or exchanging them to observe the protection rules in force for financial or investment
services and, since, in the case of the bitcoins, the financial mediation is substituted by the technical one,
the actions of the many operators that intervene in this sector could maybe find a discipline, by analogy
and thanks to a considerable exegetical effort, in the behavioral rules provided for financial mediators,
at least when the above mentioned actions are reconstructed and precisely attributable.
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Chapter 8

Smart Contract:
Towards a New Contract Law?

Stefano A. Cerrato
University of Turin, Italy

ABSTRACT

A smart contract is a technology that allows the creation of a negotiation process capable of running
independently, without human intervention. This chapter intends to frame the figure of the “smart con-
tract” from a legal point of view. It shows that the smart contract is an advanced tool in the context of a
contractual relationship. The possibility of making a smart contract “the contract” in a legal meaning
opens up scenarios which have hitherto been unexplored for contract law. It is still difficult to deter-
mine to what extent current rules are adequate to govern this phenomenon. The chapter will therefore
conclude with a review of the strengths and weaknesses of the smart contract technology and with some
suggestions for a future smart contract law.

INTRODUCTION

Smart contract is a technology that, by the distributed ledger technology (DLT) blockchain in particular,
allows to create a negotiation process capable of running without human intervention upon the occurrence
of data assumptions, as predetermined by the programmer-developer according to the classic algorithm
“if-then” and—if made up of external facts—ascertainable through input from the so-called “oracles”
(Benatti, 2019; Di Sabato, 2017; Karamanlioglu, 2018).

Wittingly, Sirena (2019) sustained that smart contracts are neither “contract” nor “smart.”

Indeed, the noun “contract” cannot be traced back to the classic legal concept of “a promise or agree-
ment recognized by the law” (Chen-Whishart, 2018, p. 71) or, in more structured terms, of “an exchange
relationship created by oral or written agreement between two or more persons, containing at least one
promise, and recognized in law as enforceable” (Blum, 2007, p. 2). It is rather to be understood as a
slogan. A smart contract is a “computer protocol,” that is a software that independently governs certain
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events that affect the relationship between two or more parties, on the basis of instructions inserted by
them (Karamanlioglu, 2018; Mik, 2017; Raskin, 2017). However, under certain conditions, a contract
can be a smart contract as well, although only in the sense, by metonymy, of a means of exteriorization
of an agreement (Capaccioli, 2016; Cuccuru, 2017; Parola et al., 2018).

The smart contract is not even smart, since today, in any case, a computer protocol operates in ac-
cordance with the instructions it receives and does not have the ability to “self-determine” or adapt.
The smart contract cannot autonomously suspend its execution, unless there is a specific instruction
(Karamanlioglu, 2018).

Given these premises, this chapter aims to outline the smart contract from a legal point of view, also
as to the historical and current regulatory context. The author’s analysis will show that the smart contract
is a technologically advanced and versatile tool, which the parties of a contractual relationship can use
for different purposes: 1) As a mere vehicle for the exchange of negotiating statements, as a certified
e-mail is; 2) as a means of implementation of the contract the parties concluded in a “traditional” form;
3) as the source of the contractual constraint itself, thus making the smart contract “the contract.” The
last possibility opens up scenarios which have hitherto been unexplored for contract law. Contract law
is called to face the challenge (firstly, in cultural terms) of a technology that promises to disintermediate
commercial relations, to eliminate the risk of default and to free the parties from the slavery of mutual
trust. At this initial stage of adoption of the smart contract in the trade practice, it is still difficult to
determine to what extent current contract rules are adequate to govern this phenomenon. The chapter
will therefore conclude with a review of the strengths and weaknesses of the smart contract technology
and with some suggestions for a future smart contract law.

DESCRIBING A SMART CONTRACT

First of all, it is necessary to explain why the smart contract is not a contract in its traditional sense.

In the Italian legal system, the contract is defined as an agreement by which the parties regulate
a patrimonial legal relationship (Article 1321 of the Italian Civil Code). The contracts are defined as
“typical” and as “atypical” by law; they are drafted by the parties to perform interests which are worthy
of protection (Article 1322 of the Italian Civil Code).

By a smart contract, the parties do not create a brand new contract, different from the above-mentioned
kinds, but they apply a new technology to traditional contracts.

The four phases of the development of a smart contract are as follows: 1) Processing of the content
by parties (or at lease by one of them); 2) transcription in the blockchain; 3) execution; 4) exhaustion of
its effectiveness (Sillabel & Waltl, 2017).

The first phase is the coding of the instructions for the operation of the smart contract.

The smart contract is characterized not by “what” it contains, but by “how” the content is processed,
and precisely for the use of computer language instead of human language. This is a very delicate phase,
considering that, on the one hand, the smart contract is written using a computer language which is largely
unknown even to many legal professionals, and that, on the other hand, this is the first and only time in
which changes or corrections to the content can be made, as, after the transcription on the blockchain,
it cannot be amended.

The second phase is divided into multiple steps of high technical complexity— that the author does not
deem as necessary for the purpose of this analysis. Importantly, the smart contract is added permanently
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and unchangeably to the blockchain, accompanied by a time stamp that uniquely identifies the (date and
time of the) transaction, but not its parties. The difference from all other (known) forms of electronic
bargaining is clear: The computer is only the tool through which a traditional contractual relationship is
concluded or executed; vice versa, the use of the blockchain is able to move the contract into a dimen-
sion which neutralizes human interference.

However, total disintermediation seems a slogan rather than a reality. In other words, stating that
blockchain transactions are not disintermediated, but “differently intermediated” seems preferable.

The third phase (i.e., execution) concerns the effectiveness of the smart contract (i.e., the activation
of the software) when the circumstance that the editor indicated as a prerequisite for execution occurs.
From the legal point of view, the mechanism recalls the the condition or term, but the algorithm “if ...
then ...” seems to lend itself to a much more extensive use than the normal perimeter of the condition or
term attached to a traditional contract. However, the data of the automaticity of the operation introduce
a rigidity that plays at the expense of the appeal for the smart contract and that could limit (at least, for
now) the perimeter of use only to the simplest and most unstructured categories of transactions. More-
over, if it is true that the automaticity of execution eliminates, for the creditor, the cost inherent in the
risk of default, at the same time it deprives the debtor of both the opportunity to exercise the remedies
provided in case of default or modification of the original balance of the sinallagma, namely the right to
obtain a judicial review of the performance due, and the opportunity to resort to the so-called “Efficient
non-fulfillment”, whenever is Pareto-efficient not to fulfill the obligation and compensate the damage.

The fourth phase of a smart contract can be summarized by the noun “stability” and by its functional
consequences: Untraceability (it can no longer be deleted and removed from the chain, remaining there
forever, unless it is equipped with a kill function to disintegrate and eliminate it); unchangeability (there
is no way to intervene ex post to change its content); unstoppability (it cannot be blocked or canceled),
even if all parties of the transaction agree.

In a nutshell, a smart contract is a tool for the practice of negotiation. The parties can use the smart
contract exclusively or together with other negotiation methods (both in person and remotely) for the con-
clusion (with simultaneous or deferred exchange of proposal or acceptance, by signature in the presence
or transmitted) or the execution (direct or through intermediaries) of a contract. Thus, the smart contract
turns out to be an extremely sophisticated and powerful tool, although with some criticality and rigidity.

Hence, the question is to what extent a smart contract can actually be used in the unfolding of a
contractual relationship.

USING SMART CONTRACT FOR THE CONCLUSION
OF A TRADITIONAL CONTRACT

It is well known that a contract can also be concluded “at a distance.” It is also well known that the smart
contract can be used as a mere vehicle of communication among parties during the negotiations and to
express the consent to the final draft of the “traditional” contract.

However, the smart contractis not designed to be a trivial communication tool, but rather a sophisticated
mechanism for the implementation of negotiated agreements. Any use for different purposes only makes
it unnecessarily expensive and makes complex a process for which the smart contract is not designed.
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The Purely “Executive” Smart Version of a Traditional Contract

The execution of a contract represents the natural course of use of a smart contract (Benatti, 2019).

First, it is important to establish whether it is possible to use the smart contract to execute any type of
contract. The answer should be—apparently—negative: Contracts that have instantaneous execution with
simultaneous exhaustion of mutual performance are to be excluded, unless any additional obligations
occur (e.g., the amount retained in escrow in a share purchase agreement). Likewise, a smart contract may
not be used to perform services to produce or to deliver material goods or to achieve deferred transla-
tion effects. Instead, it will be allowed to use it whenever the service is for payment of sums or transfer
of dematerialized goods (e.g., the smart contract that liquidates a sum in case of delay of a means of
public transport or one that blocks the functioning of a machine or a vehicle or program in the absence
of payment) (Karamanlioglu, 2018; Kaulartz & Heckmann, 2016; Raskin, 2017).

The second legal issue is language, since it will be necessary to “translate” the parties’ obligations
in the traditional contract into computer language, with the risk of errors or misunderstandings for
which the “editor” will be responsible. Moreover, the author believes that the translation into computer
language of the contract concluded in the traditional way constitutes a peculiar hypothesis of repetition
of the contract in a different form, which is necessary for its implementation.

The third theme concerns the function “if ... then ....” If the parties condition the effectiveness of the
contract to an event or a date, it is probably correct to qualify the function “if... then...” as a condition
(Article 1353 ff. of the Italian Civil Code) or term, subjecting it to its legal discipline. If, instead, the
contract is already effective and the event only represents a prerequisite for the performance of the other
party (e.g., the buyer will pay the price only after delivery by the seller), it certainly does not fall within
the scope of the condition because the event does not affect the effects (but the obligations arising from
the contract) and because, depending on the will of one of the parties, the condition would probably be
invalid due to Article 1355 of the Italian Civil Code. In this case, the smart contract resembles an excep-
tion of contractual nonperformance pursuant to Article 1460 of the Italian Civil Code ex ante. In other
words, the purchasing party, who could well refuse to fulfill after having ascertained the nondelivery of
the goods, using the smart contract shows this intention in advance by “instructing” the software not to
perform (not to transfer money) if there is no confirmation, (by an oracle) of the other party’s performance.

Finally, a last critical profile is represented by the referability of the smart contract to the parties of
the contract. Being a computer protocol, the problem is addressed in the blockchain environment, by
using signature mechanisms such as asymmetric double key encryption. This feature allows to uniquely
associate a transaction to a subject. In this regard, however, the Agency for a “Digital Italy” has not
issued the guidelines that should contain—given the content of the aforementioned Article 8-ter Decree
135/2018-the specifications of the parties’ computer identification process yet.

The New Frontier: The “Constitutive” Smart Contract

As the author mentioned above, the smart contract is not a (new) type of contract, but rather a tool that
parties can use as a vehicle to express their human will.

A sheet of paper, a computer document, and, in general, any material or immaterial support, under
certain conditions, can become the means by which the existence of a contract is manifested, namely
its “external appearance.” Indeed, by metonymy, even in the legislative language, the medium becomes
itself its content, and therefore the sheet, the document or their support are themselves the contract.
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Undoubtedly, in some cases, such an “external appearance” is required for the validity of the contract
(the so-called written form ad substantiam as per Article 1351 of the Italian Civil Code and the ad hoc
provisions requiring it), while generally, by virtue of the “freedom of form” principle, it can only serve
to prove its existence in court (written form ad probationem).

Nothing seems to prevent the author from considering even the smart contract as a vehicle for the
exteriorization of a contract, and, therefore, again by metonymy, as the contract that parties stipulate
(Cuccuru, 2017; Di Sabato, 2017; Kolvart et al., 2016; Panisi, 2017; Savelyev, 2017; Werbach & Cor-
nell, 2017).

Scholars have divergent opinions on this conclusion, but the reasons supporting the denial seem rather
inconsistent. The argument is based on the unchangeable, untraceable, and unstoppable nature of the
smart contract (i.e., its “stability””) from which “the consequence—frankly excessive—that smart contracts
could be beyond any possible control by the nation states and their legal jurisdiction” (Parola et al.,
2018, p. 685). Undoubtedly, this is a realistic scenario, where the challenge for scholars, practitioners,
and systems should be to strike a balance between freedom and private autonomy, on the one hand, and
state authority, on the other hand.

However, this entails several additional issues, and implies the whole spectrum of the contract dis-
cipline is declined in a “smart” way.

COMPUTER LANGUAGE AND CONTRACT CONTENT: THE
PROBLEM OF AUTOMATIC INSERTION OF CLAUSES

The first issue concerns the adequacy of computer to the challenge of drafting an entire contract. It
must not be forgotten that the smart contract is a software composed of a code that expresses functions
or states. These functions or states are instructions to make the system “react;” moreover, to date, these
instructions are based on a very limited catalog of options. Nulla questio, if it is a matter of writing the
code containing the transactions that parties undertake to make when objective conditions occur, which
will be expressed with simple “if... then...” algorithms. It is already an insurmountable obstacle, however,
if the instruction introduces a value clause such as “pay x to X if Y does not fulfill with serious fault”
(mentioning the judgment on the degree of fault) that is not likely to be “appreciated” and then executed
by the software, if not using an intermediary. The intermediary would allow to assess the subjective
state of Y and could be an oracle or an independent third party adopting a multisig scheme according
to which the activation of an instruction requires the consent of two parties.

Further, a traditional contract includes clauses that make the obligations of the parties explicit. It is
usually also composed of numerous other elements (e.g., statements of science, definitions, clauses of
style, expressions of opinion, premises, and attachments), which all contribute to form the overall content
of the document. The computer language is not structured to express those other elements although they
are relevant in terms of hermeneutics as per Articles 1363, 1364 and 1365 of the Italian Civil Code). It
will not be surprising, therefore, that even in the presence of more complex operations, smart contracts
may have a minimal skeleton, as long as sufficient to integrate the minimum elements required by law
(i.e., identification of the parties, determination or determinability of the object, and reason).

There is also another possible way that could neutralize the language problem, but at the expense
of the purity of the smart contract: Inserting in its text special portions of the contract that do not con-
sist of instructions. The product of this operation would be a hybrid, partly smart contract and partly

150

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use



Smart Contract

something probably qualifiable as a computer document (*“‘electronic document containing the computer
representation of acts, facts or legally relevant data:” Article 1, paragraph 1, letter p, of the Italian Digital
Administration Code) or electronic document (“‘any content stored in electronic form, in particular sound,
visual or audiovisual text or recording:” Article 3, n. 35, of the EIDAS regulation). “Purists” may not
like it, but the author deems it as a solution capable of enhancing the potential of the smart contract and
fill the gaps that may hinder its concrete use.

It is worth mentioning the problem of automatic integration of the contract (Articles 1339 and 1340
of the Italian Civil Code). In the author’s view, the argument of the unchangeability of the code in the
blockchain is not contrary to the operation of the predefined provisions. Indeed, it is necessary to consider
parties complaining about some breach or defect, a situation that is bound to be addressed and resolved
outside the smart contract, possibly giving rise to claims for damages (Parola et al., 2018). However,
this is beside the serious problem of the consequences of the, even partial, invalidity of a smart contract.
This issue does not fall within the focus of this chapter,

THE LIMITS OF USE OF A “PURE” SMART CONTRACT: THE FORM

In the hypothesis under examination, there is no preexisting traditional contract, but the smart contract
itself is the source of the negotiation constraint. This makes it impossible to use the smart contract to
access any contract that requires a solemn form (i.e., public deed or notarized private writing). Instead, it
seems reasonable to believe—pending the guidelines of Article 8-ter of the Decree 135/2018—that the digital
signing of the smart contract on the blockchain satisfies the request of the written form in accordance
with Articles 20 and 21 of the Italian Digital Administration Code. After accepting this perspective, the
statements contained in the smart contract can be considered as originating from the parties who signed
it pursuant to Article 2702 of the Italian Civil Code (Parola et al., 2018).

NEGOTIATIONS, PROPOSAL, ACCEPTANCE, AND MUTUAL CONSENT

It is reasonable to assume that the conclusion of a contract in a smart form can be achieved in various
ways, among which: The acceptance of a proposal unilaterally drafted by the counterparty in computer
language, possibly on the basis of general conditions already existing in analogical or digital form;
the start of negotiations in the real world that leads to the drafting, jointly between the parties or their
agents, the lines of code and text that make up the agreement; the signing of a preliminary contract or
other preparatory agreement. Instead, the author would exclude that the smart contract can be config-
ured per facta concludentia (i.e., in the absence of a proposal) because the assumption of the absence
of a formalized agreement is ontologically incompatible with the requirement of drafting the computer
protocol, a typical element of the smart contract. Instead, it would seem conceivable to intend the smart
contract as concluded, pursuant to Article 1327 of the Italian Civil Code, in the absence of acceptance.

A common topic among all forms of conclusion of the agreement is the existence of the willingness
of the parties to accept a certain negotiation regulation, which presupposes understanding. Nevertheless,
if it happens that a party does not have any perception of the meaning of the contract being concluded,
it is possible to ask for its cancellation by mistake, pursuant to Article 1427 ff. of the Italian Civil Code.
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Without lingering on the sophisticated taxonomies of the different types of error, it seems sufficient
to point out that the smart contract brings to the fore two hypotheses of error that, in traditional contracts,
occur less frequently. On the one hand, the lack of understanding of the content of the contract (which
may be essential under paragraphs 1 and 2 of Article 1429 of the Italian Civil Code) for ignorance or
lack of knowledge of the language (computer) used in the drafting of the smart contract: it is clear that
an agreement cannot be considered formed if one of the parties does not understand its meaning. On the
other hand, the divergence between the will and its exteriorization in the lines of code and text (i.e., in
the declaration) or in the inaccurate transmission of the same by the possible intermediary in charge of
drafting it and importing it into the blockchain: here Article 1433 of the Italian Civil Code may perhaps
be deemed as useful.

Dwelling on the general themes of the conclusion of the contract, the author does not find any ob-
stacle to believe that negotiations to stipulate a smart contract must be conducted in compliance with
the principles of fairness and good faith, all relevant legal protections in view of the gap in technological
culture between the parties. In addition, they may be interrupted, possibly giving rise to a precontractual
liability pursuant to Article 1337 of the Italian Civil Code.

THE CONCLUSION OF A SMART CONTRACT

The contract is concluded when the proponent becomes aware of the counterparty’s acceptance (Article
1326 of the Italian Civil Code).From that moment on, the contract acquires “force of law,” namely it
becomes binding between the parties (Article 1372 of the Italian Civil Code). This dynamics could also
be easily transposed to the mechanism of the smart contract, if it were not for the fact that Article 8-ter
of Legislative Decree 135/2018 makes the binding nature of the smart contract depend not on the conclu-
sion, but on the “execution” (in the technical sense of the validation of the software on the blockchain,
in the author’s prudent opinion), and considers the agreement on the effects as an event prior to that in
which the smart contract binds the parties.

If this interpretation is accepted, the result would perhaps be a tertium genus of contract formation
that would add to the mechanism of consensuality (i.e., contract that ends with the meeting of consents)
and reality (i.e., contract that ends with the traditio of the thing): The contract that ends as a result of
widespread validation by the nodes of the blockchain.

PARTIES AND POWER TO ENTER IN A SMART CONTRACT

While in the real world a party in legally identified when its generality is specified, with reference to
computer documents pursuant to Article 2702 of the Italian Civil Code that is achieved through a quali-
fied electronic signature or through an identification, in accordance with the requirements set by the
Agency for Digital Italy. Whereas the possibility of affixing such a signature presupposes a prior process
of identity verification, at the moment the guidelines for managing computer identification (Article 8-ter)
have not been issued, yet. Thus, it is not easy to predict the perimeter within which, for the purposes
of equivalence of the smart contract to a written document, a person can be considered as identified.
It seems useful, however, to remember that in contract law the identification of the parties is not an
essential requirement. In addition, many operations of daily life are not affected (e.g., shopping in a
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supermarket), and it is not a problem if a contract is concluded between two parties using a pseudonym
(Capaccioli, 2016), as long as it is not a matter of using a false name. In other words, it is desirable not
to introduce constraints that are unsuitable for a highly deformalized environment such as the blockchain.

Of course, this does not affect the application of the provisions relating to natural capacity and the
consequences of the conclusion of a contract by a minor or incapacitated person.

THE “MIXED” CONTRACT, BETWEEN TRADITIONAL AND SMART

It is reasonable to imagine that, at least initially, smart contracts will be used in tandem with traditional
ones, to automate certain portions of the broader negotiation rules of the operation carried out, or as
a negotiating segment of serial relationships governed by general conditions. The presence of general
terms and conditions represents one of the most effective solutions, since it allows the parties to have a
complete negotiation regulation in traditional format (which does not seem to be easily achieved with
the smart contract alone), and correlatively to disintermediate and automate the individual operations.

A major problem concerns the fulfilment of the double subscription requirement provided for by
Articles 1341 and 1342 of the Italian Civil Code. This is more a matter for technicians, rather than legal
scholars; however, it seems that two alternatives can be suggested. The first option consists in inserting
in the smart contract a condition consisting of the signing—which would take place in the real world—of
vexatious clauses, the fulfilment of which would be “communicated” to the smart contract using an oracle.
The second—which would have the advantage of resolving the entire “on-chain” issue—assumes that the
unitary smart contract would be split into two, that the party would have to sign in sequence. The first
contract would contain only the unfair clauses requiring double signing, while the second contract—one
for which activation conditions would obviously be the signing of the first contract—-would contain all
the clauses of the contract regulations. In the author’s opinion, both hypotheses allow to consider the
double signature requirement to be respected, since the law does not require the “specific approval in
writing” to take place in the body of the same document containing all the other clauses. Moreover, the
drafting of an autonomous document containing only the vexatious clauses unifies the double signature
procedure and the most recent and rigorous positions of the jurisprudence of merit.

IS THERE MUTUAL DISAGREEMENT IN THE SMART CONTRACT
UNIVERSE? THE SPACES FOR /US POENITENDI

Since it is unthinkable that the parties cannot, even if they agree, dissolve a smart contract, it is necessary
to rephrase the question and ask how this can be handled. It seems that a first plausible answer, at this
stage, is that the mutual disagreement must be concretized in the preparation of a new equal but oppo-
site smart contract, that is, to neutralize the legal effects produced by the first. The author does not hide
the fact that this option may appear unsatisfactory, resulting not in the disappearance of the no longer
desired contract, but, on the contrary, in the paradoxical permanence in life of two distinct relationships
that inefficiently continue to run and “cancelling” each other’s effects.

The alternative—which would require its inclusion ab origine in the smart contract—could be to use
a so-called kill code that can only be activated jointly by the parties to the contract. The same solution
could also lend itself to solving the problem of how to assign the unilateral right of withdrawal under

153

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Smart Contract

and in accordance with Article 1373 of the Italian Civil Code. In this case, it would be necessary to al-
low the activation of the kill function also by the initiative of a single party.

THE SMART CONTRACT WITH OBLIGATIONS OF THE PROPONENT ONLY

The dynamics of the formation of the contract pursuant to Article 1333 of the Italian Civil Code could
lead to some critical issues with respect to the smart contract mechanism, both for the unilateral nature
of the obligations assumed and for the importance of the silence of the other party as a source of the
negotiating relationship. In the perspective discussed here, it does not matter that silence is intended as
such or as a tacit manifestation of acceptance. In any case, a smart contract requires an activity of adhe-
sion of the party through the signature.

THE APPLICABILITY OF PRELIMINARY CONTRACT TO SMART CONTRACTS

seethe author sees no reason to prohibit parties from accessing a smart contract. Someone could perhaps
raise doubts in relation to the remedies in case of nonfulfillment, and in particular to the practicability
of the action referred to in Article 2932 of the Italian Civil Code. However, looking carefully at this,
the fact that parties concluded a certain contract in smart mode does not prevent the recourse to judges,
which is aimed at obtaining not the conclusion of the contract, but rather at producing its effect.

THE SMART CONTRACT IN FAVOR OF A PERSON
TO BE APPOINTED OR OF A THIRD PARTY

The use of the smart contract does not seem precluded to enter into a contract in favor of a third party:
Policyholder and promoter will insert appropriate lines of code that direct the services to be implemented
to the other recipient, who can join the stipulation by signing the contract in smart format. Some doubts
arise in relation, on the one hand, to the compatibility with the smart contract of the rule of the immedi-
ate purchase of the right to service by the third party; on the other hand, to the way in which the right
to revocation or modification of the obligation by the policyholder is configured.

Instead, considering the subsequent designation of the contracting party compatible with the smart
contract protocol (Articles 1401 ss. of the Italian Civil Code) seems more complicated, unless the mecha-
nism for the election of the third party is deemed as an input from an oracle agent under the control of the
policyholder. In order to make the contractual relationship valid, the nominee must simultaneously accept
the appointment by affixing his/her signature electronically; can he/she, alternatively, issue a power of
attorney as Article 1402 of the Italian Civil Code allows? It does not seem possible, considering that the
power of attorney must take the same form as the contract (Article 1403 of the Italian Civil Code), and,
as the author stated previously, it seems preferable to exclude that it can be conferred in a smart format.
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SMART CONTRACT AND ARBITRATION CLAUSE: IS
DIALOGUE BETWEEN THEM POSSIBLE?

It seems that the issue of the possibility of devolving the disputes arising from a smart contract to arbi-
tration deserves more attention.

Indeed, since this is a negotiating relationship, therefore normally a source of available rights, the
related disputes are arbitrable pursuant to Article 806 of the Italian Code of Civil Procedure. The parties
may either stipulate a compromise at lawsuit (Article 807 of the Italian Code of Civil Procedure) or agree
an arbitration clause, inserting it in the smart contract or in a traditional document (paper or computer),
since it is also allowed it results from a “separate act,” as long as it functionally refers to disputes arising
from that negotiating relationship.

An interesting perspective concerns the possibility that the parties opt for arbitration to be celebrated
entirely “on-chain.” Even on this ground, multiple issues arise in terms of compatibility with the proce-
dural discipline of commercial arbitration. In-depth feasibility studies are underway within some work-
ing groups aimed at exploiting the potential of blockchain technology and start management services (a
kind of “arbitration chamber”) of disputes on this telematics infrastructure, and it is reasonable to expect
concrete developments in the near future.

LOOKING FOR A TRADE OFF BETWEEN EFFICIENCY AND
JUSTICE: THE SPECIAL SMART CONTRACT LAW

In the author’s view, a good synthesis cannot ignore a schematic reconstruction of the strengths and
weaknesses of smart contracts that emerged during the analysis in this study.

Among the weaknesses, multiple elements of rigidity of the blockchain can be included: The natural
inadequacy of the platform, due to its architecture (Mik, 2017), to manage complex negotiation opera-
tions; the impossibility of corrective actions or modification of codes once the smart contract is validated
on the chain; the minimization of space for negotiation strategies; the inability of computer systems to
conceive uncertainty and manage value parameters (e.g., good faith, correctness, and measure of guilt)
(Cuccuru, 2017). However, for the sake of completeness, it should be noted that some people believe
that the overcoming of the uncertainty variable would be a merit, considering that the market does not
tolerate it, as the practice of preparing increasingly detailed negotiating regulations has demonstrated (Di
Sabato, 2017), not to mention the current obsession with the calculability of any risk. The author does
not intend to hide that the argument arouses some anxiety, as the distrust towards the human being that
emerges (while computers do not act under uncertainty) represents a serious derivation from principles
that should continue to be a constant guide. The order contains in itself all the instruments to govern
uncertainty and risk. The use of general clauses that would be impossible in a smart contract is proving
to be, on the contrary, increasingly widespread by the legislator as an outlet in all situations where the
use of flexible standards reacts better than fixed rules.

Continuing the review, itis easy to assign positive value to the ability of the smart contract to eliminate
(almost entirely) the risk of default and the related transaction costs that the creditor is otherwise forced
to bear. Still, disintermediation is not complete because of the presence of third-party oracles that may
be corrupted or make mistakes and the need, at least to date, to be assisted by specialists to overcome
the semantic barrier of computer language.
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Again, transactions are secure and instantaneous, but the confidentiality of the existence of the con-
tract and its content is lost, even if not to the point of revealing the identity of the parties. The process
of verification, among other things, poses tricky technical problems.

Finally, the crux of judicial protection remains: The use of permissionless chains (i.e., with no su-
pervisory authority, completely decentralized and open) perhaps satisfies at most someone’s longing
for freedom from the oppression of authority, but more realistically prevents anyone from being able to
intervene in the execution of transactions included in the blocks.

The list might be endless, but the picture seems sufficiently rich in ideas.

The author is convinced that a serious policy of incentivizing smart negotiating technologies requires
extensive work to develop a new contract law whose compass must be aimed at finding a balance between
the efficiency of blockchain technology and the respect for the minimum prerogatives of the system, also
(and above all) to ensure an adequate level of parties’ protection, especially if they are in a weak position.

Honestly, the author does not believe in the self-regulating power of the market and in the capac-
ity of the technological system to ensure substantial justice. At the same time, it must not be forgotten
that the DLT model was born as a reaction to the power of the central authorities, as a manifesto of
a new (crypto-)anarchy (Capaccioli, 2016). The national systems, even with all the limits they suffer
from in the face of globalized phenomena, must continue to be the polar star and regulators of social
and economic relations, even as an advanced garrison of government of the technological revolution.
In this context, the main merit of the blockchain (i.e., the absolute stability of validated transactions)
risks—if not adequately guarded by corrective mechanisms—to also be its main Achilles’ heel: To what
extent is a rational economic operator willing to abdicate instruments to protect its position in the name
of speed, efficiency and stability of a transaction? To what extent is a sovereign order willing to toler-
ate mechanisms that completely escape any control and coercive or sanctioning power, where the only
supreme law is the computer code?

Without any further delay, the author thinks that the search for a balance between the two abovemen-
tioned needs is the most profitable way to take advantage of technological progress in an orderly manner.

This objective can be achieved through a process of normative elaboration that, in the author’s opin-
ion, could be structured on several levels: (i) Identification, with elastic but sufficiently punctual defini-
tions, of the technical coordinates of this telematics infrastructure, as has already been done through the
perfectible Article 8-ter, which defined technologies based on distributed registers and smart contracts;
(i1) characterization of DLT platforms in order to be legitimized to offer IT services for the validation
of transactions or operations using blockchain technology or by qualified third parties (e.g., the judges);
(ii1) definition of the perimeter within which individual economic transactions or entities are granted
with the protection of the system, if they are carried out on DLT platforms; (iv) regulation of the judicial
systems (public or private, such as arbitration) to which the parties can turn in case of disputes, ensur-
ing speed of decision, specialization of the judge, and especially effective enforceability of the ruling
in the smart environment.
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KEY TERMS AND DEFINITIONS

Arbitration: A form of alternative dispute resolution (ADR) by which a dispute is decided by one
or more persons which renders the arbitration award that is binding as a judicial decision.

Blockchain: A technology that allows to manage transactions between two or more parties in a virtual
environment which ensures that the transaction is unalterable and not revocable.

Distributed Ledger Technology: A technological infrastructure that allows simultaneous access,
validation, and record updating in an immutable manner across a network where multiple entities are
connected and confirm the transaction.

Mixed Contract: A contract partially in form of traditional contract, partially in form of smart contract.

Oracle: An external factor (human or natural) affecting the execution of a smart contract.

Smart Contract: A technology that, using the distributed ledger technology (DLT) blockchain,
allows to create a negotiation process capable of running independently without human intervention,
upon data assumptions.

Traditional Contract: An agreement between two or more parties by which they create, modify or
delete a legal and binding commitment.
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Chapter 9

Blockchain and Smart Contracts:
New Perspectives on Copyright
Protection in the Digital Single Market

Chiara Garilli
University of Palermo, Italy

ABSTRACT

New technologies making use of blockchains and smart contracts have been considered an efficient and
innovative way to achieve the goal of effective copyright protection in the digital market. It is impossible
to deny, however, that these innovative technologies raise serious questions about their compatibility
with international, European, and national legislative frameworks, at least if we compare them with
the original and most widely-used blockchain model (i.e., the so-called permissionless blockchain).
Indeed, permissionless blockchains create a “law-free zone” resistant to any subsequent modification
and judicial intervention. In this general context, this chapter aims to analyse the pros and cons of using
blockchains and smart contracts in the context of copyright. It will also attempt to investigate possible
legislative solutions at the national and supranational levels aimed at encouraging the use of these in-
novative technologies to the extent they are compatible with the existing regulatory framework.

INTRODUCTION

A constant variable in the history of copyright is its need to adapt to technological challenges, and
copyright has always responded with great flexibility and expansive capability.

Technological innovation in recent years, especially in digital reproduction techniques and the
development of the Internet, has severely tested the very survival of authorship exclusivity, which — al-
beit as a result of heated debates (Lessig, 2004) — has nevertheless been reaffirmed and probably also
strengthened. It is a widespread and acceptable opinion that, since the end of the 1990s, the approach of
the legislator — at the international, European and national level — has been directed towards a powerful
reaffirmation of the proprietary paradigm of copyright and related rights in the digital environment, as
evidenced in particular by the two WIPO Treaties of 20 December 1996 (WIPO Copyright Treaty—WCT
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and WIPO Performances and Phonograms Treaty—WPPT), as well as in the European context by Direc-
tive 2001/29/EC of 22 May 2001 on the harmonisation of certain aspects of copyright and related rights
in the information society (Pila & Torremans, 2019; Musso, 2018).

After years of using the Internet and digital reproduction techniques, it is almost superfluous to enu-
merate the possible critical issues related to the protection of copyright and related rights on intellectual
works in the digital market: intellectual creations, once they are placed on the network, are potentially
the subject of endless perfect and identical reproductions, and moreover, subject to a global dissemina-
tion that is difficult to stop.

Thus, the main demands of rights holders in view of the potential circulation of their works on the
Internet could be summarised as follows: (a) prevention of illegal uploading of the work, if it has already
been disseminated off line; (b) protection against duplication and/or alteration and/or further dissemina-
tion, if the creation has already been distributed on line; (c) reduction of transaction costs related to the
stipulation of licences with users and/or providers of online services; (d) monitoring of the exploitation
of the licensed work for the purposes of quantifying any royalties, as well as any other forms of fair
compensation provided for by law.

In this perspective, it is significant that at the legislative level, the answer to the need to protect
copyright in the light of new technologies has also been found in technological tools, according to the
well-known maxim that if the problem is the machine, the machine itself will provide the solution (Clark,
1996; Lundblad, 2002).

This has come about especially through the recognition of the full legitimacy of “technological
measures” and “electronic rights-management information” (Articles 6 and 7, Directive 2001/29/EC).
However, despite the presence of very stringent and even anticipatory protection legislation, these tech-
nological tools — often jointly identified under the name of DRM (Digital Rights Management) systems
— have not been fully successful in providing effective protection to rights holders, often due to their
high costs, implementation difficulties, rapid obsolescence and related ease of circumvention by users
and malicious hackers (Finck & Moscon, 2019; Savelyev, 2018; Tresise et al., 2018).

Finally, the birth and increasing adoption of the innovative technology known as blockchain, espe-
cially in combination with the use of smart contracts, has raised a chorus of voices welcoming it as an
efficient way of protecting copyright on the Internet: the relative ease of use, the generally low costs,
the total disintermediation and, above all, the substantial unassailability by unauthorised parties make
the blockchain — in its main applications — capable of overcoming the main critical aspects of protecting
copyright holders and the online use of their intellectual works (for a general overview, see Tan, 2020).

Although we are aware of the challenges posed to legal scholars by the high level of technicality of
the subject matter, in the following paragraphs we will attempt to highlight the potential consequences,
both positive and negative, deriving from this revolutionary mode of circulation of intellectual works.

More specifically, we will try to analyze how the main technical characteristics of blockchains and
smart contracts - as summarized under par. 2 - could represent a challenge for the current European
legal framework on copyright, in a contractual and non-contractual perspective. From the first point of
view, for example, the non-modifiability of the contractual provisions contained in the blockchain could
constitute a problem in light of the recent Directive 2019/790, since the latter requires Member States to
adopt provisions that guarantee that licences can be adapted, in order to ensure fair remuneration to the
right holders during the contractual relationship. From the copyright liability/infringement perspective,
the difficulty of implementing measures to inhibit and/or remove illegal content from a blockchain is im-
mediately evident: therefore, the removal procedures that ISPs would have to implement, autonomously
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or at the request of a judicial or administrative authority, pursuant to and for the purposes of Articles
12-14 of Directive 2000/31/EC could appear technically unfeasible (for both aspects see par. 3.1).

And the above mentioned problems are more evident due to the self-execution of smart contracts and
the anonymity - or rather pseudonymity - of their parties (see paragraphs 3.2 and 3.3).

Moreover, we will not fail to highlight the concerns — already put forward by several interpreters
in more general terms in relation to the possible abuse of TPMs (Technological Protection Measures)
— about raising insurmountable technological barriers that conflict with the free flow of ideas and col-
lective cultural progress (see par. 3.5).

Within this framework, some final considerations will be devoted to the formulation of some proposals
that could encourage the use of certain blockchain and smart contract models that are more compatible
with the current regulatory framework. In general, we will come to the conclusion that currently the
fully compliant blockchain model should be the “permissioned one”, or at most some variation of hybrid
models (more in detail see par. 4.1).

From a de iure condendo perspective, we believe that appropriate legislative interventions should favor
the implementation of blockchains which, although permissionless, would at least consent the “identifi-
ability” of the contractual parties, favouring the use of qualified or advanced signatures, or in any case
provide forms of user identification for access to the technology as a prerequisite for the attribution of
validity, efficacy or at least evidentiary value to the IT document (see par. 4.2).

Finally, it should be considered that this article does not take into consideration the specific legal
issues related to the recent NFTs (Non-Fungible Tokens) market, which represents the most recent and
currently most remunerated application of the blockchain model connected to the world of digital artistic
works. In this context, the emergence of NFTs is raising many of the same questions about copyright
law that will be described below, accompanied by specific issues not expressly considered in this paper
(Bodo et al., 2021; Trautman, 2021; Steiner, 2021).

TECHNOLOGICAL BACKGROUND

Born from the evolution and combination of peer-to-peer networks and cryptographic techniques, the
blockchain is essentially a computerised system of distributed ledgers (Distributed Ledger Technolo-
gies), whose characteristics are now generally known to legal scholars, at least in terms of the technical
aspects with potential legal implications (De Filippi & Write, 2018).

Moreover, the exponential growth of blockchain use globally is striking: originally developed in the
creation and use of a specific virtual currency (Bitcoin), it has quickly become a technological paradigm
capable of combining transaction security with the absence of a central authority in charge of its con-
trol (Daley, 2020; Gambino, 2019; Moro Visconti, 2019). In short, across multiple and diverse sectors,
blockchains are currently being successfully deployed to achieve an efficient combination of disinter-
mediation and security, yet they raise significant questions about the need for its specific regulation at
national and supranational levels (Noto La Diega & Stacey, 2019, p. 33; Agnikhotram & Kouroutakis,
2019; Jaccard, 2018).

Moreover, in its most recent evolution, blockchain technology constitutes the cornerstone of the
implementation and use of numerous applications known as DApps, which include smart contracts, i.e.
computer code incorporating instructions for the self-execution of the contractual regulations between
the parties, whether contained in a separate documentation (analogue or digital) or entirely translated
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into computer language within the smart contract itself, and which are of particular importance from a
legal point of view (Szabo, 1994; Cuccuru, 2017; Jaccard, 2018; Maugeri, 2021; Stazi, 2019, p. 107).

Beyond the debate about the legal nature of this tool and its classification, it is wise to specify from
the outset that smart contracts in the strict sense operate on blockchain technology and consequently
incorporate the advantages and disadvantages typical thereof (Cuccuru, 2017, p. 107; Stazi, 2019, p.
119; Woebbeking, 2019; Maugeri, 2021, p. 28).

In greater detail, with specific reference to the protection of intellectual works in the digital environ-
ment, the technological features that could determine a profitable and efficient use by rights holders of
blockchain technology and smart contracts are essentially the following:

high level of security;

(almost absolute) immutability of the data;

(tendency towards) decentralisation or disintermediation;
possible use of smart contracts;

possible use of virtual currency.

Security and Immutability

As for the first aspect (i.e. security), in the current technological landscape, blockchains are particularly
difficult for computer hackers to compromise, especially when compared to the traditional technologi-
cal protection measures that have been used until now to protect intellectual works. From a technical
point of view, this high level of security is essentially based on the use of asymmetric key cryptography
and on the fact that a sequence of blocks is created through a continuous hashing process; in addition,
transactions are replicated on each node of the network, so that the failure or the mere alteration of one
of the network nodes does not lead to the loss of essential information, since it is always possible to
reconstruct the correct sequence of the relevant operations.

The high security of blockchains is closely linked to the substantial immutability of the information
recorded in each block: the modification of the data entered, however abstractly possible, is in fact ex-
tremely difficult, because it would require complex I'T operations or the joint action of most of the mining
nodes involved, which is all the more difficult the more widespread access to the mining platform is.

From a technological point of view, the possibility of an accidental hard fork in the blockchain exists,
i.e. the eventuality that an existing open-source software protocol is copied, then modified or updated,
which version is then distributed: if the two versions of the software are both implemented, there is the
risk of having two conflicting versions of the same blockchain, with two diverging ledgers created at
the time of the fork. Bitcoin’s blockchain, for example, underwent an accidental hard fork in 2013 and
Ethereum’s blockchain had an unannounced fork in 2016, but in the end there was no loss or alteration
of data.

In addition to the risk of uncontrolled forking, there is also the possibility of a “51 percent attack”,
which occurs when a group of mining nodes controlling at least 51 percent of the computational power
of the network enters new data or alters data already recorded: the risk of attacks by 51 percent of the
nodes is, however, almost non-existent given the enormous amount of computational power required to
control more than half of the nodes in the network (Aiello, 2020, p. 10; Giaccaglia, p. 949).

Security and data immutability make blockchains particularly useful in solving some of the problems
linked to transaction costs in the conclusion of contracts for the economic exploitation of intellectual
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works: the existence of a registry containing the chain of transactions involving a given intellectual
creation would allow potential assignees/licensees to easily and securely identify the owners of copy-
right and related rights, compensating for the current lack of efficient registration mechanisms for these
works at the European and international level. Moreover, time stamps are created for each transaction,
which would also allow potential disputes between different claimants to be resolved more efficiently
than with the instruments currently used (Savelyev, 2018, p. 554; Noto La Diega & Stacey, 2019, p. 36;
Moscon, 2020).

Of course, in order for this potential to be fully exploited, the creation of a single registry — preferably
at the supranational level — or at least the guarantee of efficient interoperable systems between different
blockchains would be advisable (see below).

However, it should be noted that the tendency for blockchains — and, consequently, smart contracts
— to be immutable is also one of their main problems from a legal point of view.

Decentralization and Disintermediation

The characteristic decentralization of this technology derives from the absence of a central authority
(public or private) in charge of controlling transactions; the validation of individual blocks that are added
to the chain is delegated in fact to specific “mining” nodes through verification mechanisms that gener-
ally require a high computational effort, generally rewarded with certain quantities of virtual currency.
This is the case of the so-called Proof of Work (PoW) system used in the Bitcoin blockchain.

Other systems such as Proof of Stake (PoS), Delegated Byzantine Fault Tolerance (DbFt), Proof of
Elapsed Time (PoET), and Proof of Burn (PoB) share the distinctive and original feature of the Bitcoin
blockchain in that there is no entity in a superior position able to identify, select, modify and possibly
eliminate the other nodes of the chain (Aiello, 2020, p. 13; Stazi, 2019, p. 102).

The absence of controlling — and therefore intermediary — entities is often perceived by protection-
seeking authors as positive, as it gives them the possibility to directly and safely manage information
and transactions related to their works on digital platforms.

It should, however, be pointed out that the characteristics outlined so far are typical of the archetypal
permissionless blockchain. Nevertheless, practice has led to the creation of other types of blockchain,
in which these characteristics are absent or significantly reduced: here we refer to a permissioned block-
chain characterised by the existence of an entity (of a public or private nature) in charge of controlling
the platform. In these cases, there is a central authority that could be entrusted with the selection of the
participants and of the contents uploaded on the blockchain, as well as with powers to modify them, thus
potentially reducing the degree of security and immutability of the information contained in the blocks.

Halfway between these two types, there are various intermediate cases (so-called hybrid blockchains),
whose degree of openness and disintermediation varies: in some cases, for example, access to them is
made conditional on the existence of certain requirements, subject to the assessment of a plurality of
subjects (so-called consortia); in others, although access is free, transactions are subject to the validation
of a plurality of pre-selected nodes.

Based on what will be analysed here, permissioned blockchains — and to some extent also hybrid
ones — are certainly more compatible with the world of law (copyright and others), at the cost, however,
of losing all or some of those very specificities that have made such tools so successful (Savelyev, 2018,
p- 550).
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Smart Contracts and Cryptocurrencies

It is precisely the deployment of smart contracts that is one of the most relevant innovations linked to
the new technology: the ‘smart’ contract, in fact, combines the capabilities of technological monitoring
and DRM protection with the security and immutability typical of blockchains (Tresise et al., 2018, p.
6; Moscon, 2020). But above all as they rely on self-execution, they avoid the risks of breach of contract
while protecting the rights holder from unauthorised use of the protected content.

Moreover, as a rule, payment for smart contracts is made in virtual currency, which — at least accord-
ing to some observers — has proved to be particularly suitable for making so-called micro-payments for
frequent limited and/or partial use of intellectual property.

In short, blockchain-based smart contracts can easily be used by copyright holders to manage the
online use of their creations without the need for any intermediation by producers or other members of
the cultural industry. But even in the case where authors continue to resort to entrepreneurial intermedia-
tion, licences granted to the intermediary via smart contracts can enable — thanks to the aforementioned
features of the blockchain — a more efficient and continuous monitoring of the commercial exploitation
of the licensed works and, therefore, a more correct quantification of royalties to the benefit of authors
and artists (Savelyev, 2018, p. 552; O’Dair., 2016, p. 10).

And similar benefits could likewise arise from the regulation on blockchain platforms of the relation-
ships between rights holders and collecting societies (Bodo et al., 2018, p. 329; Tresise et al., 2018, p.
10; O’Dair, 2016, P. 12).

These last two hypotheses, however, would presumably be realised through permissioned blockchains
governed by the managing entity, thus partially distorting those characteristics of decentralisation and
disintermediation that make such technologies so attractive to many users.

MAIN JURIDICAL PROBLEMS FOR COPYRIGHT PROTECTION DERIVING
FROM THE USE OF BLOCKCHAINS AND SMART CONTRACTS

In the eyes of the jurist, the technological advantages briefly outlined in the previous paragraph cannot
conceal the serious legal problems deriving from them and the connected risk that the law ends up ab-
dicating its function of selection and regulation of opposing interests, totally delegating the regulation
of private relationships to technology (Jaccard, 2018; Finck & Moscon, 2019, p. 83; Rothman, 2014).
Someone, in this regard, has used the expression “lex mercatoria”, or rather “lex cryptographia” (De
Filippi & Wright, 2015; Agnikhotram & Kouroutakis, 2019), whose implications in technical-legal terms
are still in the making and will likely be further amplified by the spread of the combination of blockchains
and the Internet of Things (IoT), as well as more generally by the development of increasingly advanced
artificial intelligence (Al) technologies.

Excluding these complex and general issues from the more modest and concrete objectives of this
work, we limit ourselves to observing that the most relevant legal criticalities linked to the use of block-
chains and smart contracts, in the context of transactions involving content protected by copyright and
related rights, would seem to regard essentially the following:

e the inability to modify contractual provisions
e the so-called self-execution of the contract
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e the anonymity of the parties, or rather their pseudonymity;
e the use of computer language;
e the potential suppression, in practice, of exceptions and free uses of intellectual works.

Non-Modifiability of the Contractual Provisions Contained in the Blockchain

Asregards the first aspect, it has already been pointed out that the transactions contained in the individual
blocks are substantially unchangeable, at least in the permissionless blockchain model. It is evident that
such a situation makes it substantially impossible to revise, amend and/or supplement the contract, for
whatever reason: a variation may be necessary, for instance, to correct initial mistakes in the contractual
text, perhaps resulting from its translation into computer language, or to renegotiate the content of an
agreement in order to adapt it to new circumstances.

The latter hypothesis, in particular, is significant in light of the current European legislation on copy-
right, since the recent Directive 2019/790 requires Member States to adopt provisions that guarantee
that licences can be adapted to the actual commercial use of the protected content (including a right
to revoke the assignment/licence), in order to ensure fair remuneration to the right holders during the
contractual relationship (Articles 18-22).

More generally, therefore, whenever the modification of transactions on a blockchain and of the data
contained therein is directly or indirectly required by law, it becomes difficult — and probably impos-
sible — to execute, even for the judicial authority, if not perhaps by obliging the parties to implement the
technological operations necessary to bring their respective juridical positions back into full compliance
with the law.

Nor can it be overlooked that with specific reference to authorship protection, a problematic situation
with no easy judicial resolution would be the inclusion of protected content in the blockchain by unau-
thorised parties, who misappropriate said content to exploit it commercially through smart contracts:
blockchain technologies, in fact, are not able to solve the problem of “garbage in, garbage out”, given
that the authenticity of the information entered on the distributed register is not automatically guaranteed
by the system when it is first entered (Bodo et al, 2018, p. 328; Bechini, 2018; Moscon, 2020, p. 142).

In such scenarios, the difficulty of implementing measures to inhibit and/or remove illegal content
from a blockchain is immediately evident. Similarly, the removal procedures that ISPs would have to
implement, autonomously or at the request of a judicial or administrative authority, pursuant to and for
the purposes of Articles 12-14 of Directive 2000/31/EC appear technically unfeasible, except perhaps
in cases where content is hosted on sites outside the blockchain (Savelyev, 2018, p. 556).

Self-Execution and Smart Contracts

The potential immutability of blockchains is amplified by the so-called self-execution of the smart con-
tract. This execution is especially important in order to ensure remuneration for the use of the intellectual
work: in the ‘if/then’ logic typical of the smart contract, certain contents will only be made available
to users, within the limits of what is allowed by the assignment/licence, after the relative payment has
been made. More generally, computer code performs certain actions upon the occurrence of specific
conditions; these conditions may concern parameters internal to the network or, to the contrary, be
related to the occurrence of a certain external event in the real world. In the latter case, smart contracts
are programmed to take into account inputs from external sources deemed reliable (so-called oracles),
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which monitor external data and communicate to the connected smart contracts the fulfilment of the
relevant conditions (Bodo et al., 2018, p. 315; Cuccuru, 2017, p. 111).

It is evident how such a technological set-up — at least in the case of a permissionless blockchain —
prevents recourse to all the judicial instruments designed to contrast contract pathologies (e.g. nullity,
voidability) and/or possible supervening circumstances capable of compromising the parties’ fulfilment
(Giuliano, 2018, p. 989; Savelyev, 2018, p. 557; Woebbeking, 2019, p. 105).

After all, some of these situations could be foreseen and their consequences regulated in the elec-
tronic contract, which could also provide for the automatic recourse to arbitration bodies which, acting
as mining nodes of the blockchain, could act directly on it after having made certain decisions (Parola
etal., p. 687). These are, however, remedies that are left to the free will of the parties and to their ability
(possibly through the use of legal and IT consultants) to fully and efficiently articulate the contractual
text. Indeed, one cannot rule out the fact that this may not actually occur, also in view of the significant
increase in transaction costs that the drafting of such a regulation would entail (Stazi, 2019, p. 184).

If, therefore, a smart contract does not already contain in itself the “antibodies” to deal with patho-
logical situations and/or make the necessary adjustments to the contractual regulations, the only remedy
that would seem to be abstractly conceivable is the judicial one, which, where possible, should take the
form of obligations to carry out corrective operations aimed at reconciling the parties’ respective interests
on the IT platform; however, in the absence of a central authority in charge of managing the blockchain
(i.e. in the case of a permissionless blockchain), such transactions would have to be carried out by the
parties themselves, though how that would be done is not at all clear (see below).

Anonymity and Pseudonymity

One of the characteristics of a blockchain is the anonymity of the network nodes, whose identification
is based on the combination of public and private keys and corresponding computer code consisting
of alphanumeric strings: more correctly, it has been pointed out that this is not true anonymity, but
pseudonomy, since through complex computer operations aimed at cross-referencing additional informa-
tion present on the web, it would almost always be possible to trace the identity of a person who carries
out a specific transaction (Cuccuru, 2017, p. 110).

It is clear however that — at least in permissionless blockchains — the contractual party of a smart
contract is not in any way identified with his true personal details (e.g. name, address, tax code, company
name, registered office, etc.), thus making it extremely difficult if not impossible for the counterparty
to take legal action against him, as well as for any public authority to exercise its powers with respect to
this undetermined subject. These difficulties are exacerbated by the aforementioned absence of a central
control body on the platform (if permissionless) and the concrete impossibility for ISPs to adopt effective
measures to remove and/or disable access to content entered into the blockchain.

In short, disintermediation and pseudonymity ultimately make legal protection for rights holders, as
well as users of intellectual creations, extremely difficult (Bechini, 2018; Stazi, 2019, p. 143).

Computer Code
Judicial intervention is also particularly difficult from the perspective of the interpretation of the subject

and content of the smart contract itself, given that the judicial authority will have to express its opinion
in relation to a text that may be formulated exclusively in computer language: although the drafting of
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a separate document containing the agreements of the smart contract is always desirable, it may be that
such a document does not exist at all. In such cases, therefore, the judge will have no choice but to make
use of the assistance of a technical consultant, whose interpretation of the contractual clauses, and con-
sequent translation, will inevitably end up playing a decisive role in the final judgement.

Moreover, the same transposition into computer language of the provisions agreed upon between
the parties will probably be entrusted to technical consultants, with a probable weakening of the lexical
richness and of the related juridical nuances: in particular, it will be extremely difficult to include in the
smart contract clauses with a general and flexible content aimed at regulating the correct execution of
the contract (e.g. correctness and good faith), especially in light of the characteristic self-enforcement
typical of smart contracts. More generally, it has been pointed out that transaction costs would only shift
from the enforcement and monitoring of the obligations (as is the case in traditional agreements) to the
design phase of the agreement, understood as its translation into computer code; it would thus be very
likely that highly standardized and relatively simple agreements will be used, prepared by professionals,
businesses and service providers who can absorb the costs of codification with a large-scale application
of codified “’smart’’ clauses (Cuccuru, 2017, p. 113).

Actually it is possible and quite frequent that digital transactions on the blockchain do not contain
express licence terms that govern the related contractual relationship: in such a probable scenario it is
even more difficult to interpret which rights on the digital work have been transferred and at what extent
(see Steiner, 2021).

Copyright Exceptions and Limitations

The problems associated with the rigidity of the computer language used in smart contracts are par-
ticularly important in the context of free uses of copyrighted creations (Geiger, 2010; Okediji, 2017).

In fact, itis difficult to imagine how, within the framework of the contractual agreement, the legitimate
user of the work could be guaranteed the exercise of free uses, which — since they may involve acts of
reproduction or communication or otherwise making the contents available — will probably be prevented
in advance by the smart contract, similarly to what generally occurs for the use of protected works.

The non-modifiability and self-execution of the ‘smart’ contract, moreover, do not allow due consid-
eration to be given, either in an ex ante or an ex post perspective, to the legal concepts of indeterminate
and flexible content underlying the free uses of users, such as those underlying the international principle
of the three step test and/or the United States principle of fair use.

In short, the use of technology could prove to be a tool for making the protection of copyright holders
and related rights more effective, but to the detriment of users and their free uses, which in turn underlie
the protection of fundamental principles and freedoms, conceived in a complementary way to copyright
exclusivity with the common goal of fostering the creation and dissemination of works for collective
intellectual progress.

Again, this is not a new problem for copyright, at least since the spread of technological protection
measures (TPMs). Moreover, as is well known, in balancing the conflicting interests at stake, the incli-
nation of the European legislator seems to have shifted decisively in favour of online copyright exclu-
sivity, granting broad protection to technological protection measures on one hand, and acting timidly
on the harmonisation of mandatory free uses on the other (see especially Art. 5 of Directive 2001/29/
EC). More specifically, for works that are released on the network, access to which is allowed on the
basis of contractual clauses, the exceptions or free uses that may be recognised by individual Member
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States are substantially left to private regulation, with the result that they can be effectively annulled by
the application of TPMs (Mezzanotte, 2017; Ghidini, 2013; Finck & Moscon, 2019; Rothman, 2014).

However, the direction taken by the recent Directive 2019/790 is somewhat different. At least in the
field of online content sharing platforms (Art. 17.7) it has made certain free uses mandatory (i.e. quota-
tion, criticism, review, caricature, parody, pastiche), thus demonstrating a certain reversal of the trend,
then confirmed by further provisions. The same directive in fact introduces other forms of free uses for
text and data mining in favour of research organisations and cultural heritage institutions for scientific
research purposes (Art. 3), as well as in favour of other users for the purpose of promoting the develop-
ment of data analysis (although in this case it may be contractually excluded by the rights holder, see Art.
4). There is also an exception for the cross-border digital use of works and other materials exclusively
for illustrative didactic purposes in educational institutions, albeit within certain limits (Art. 5), and an
exception in favour of cultural heritage institutions for the reproduction of works permanently present
in their collections for preservation purposes (Art. 6) (Dussolier, p. 981).

The compulsory nature of these free uses should therefore lead to the invalidity of contractual clauses
— even those contained in the context of smart contracts — that prevent their use by legitimate users.

In addition to the difficulty of translating into computer language the content of certain free uses
(e.g., for the purpose of caricature or teaching), there remain all the difficulties previously mentioned
regarding the application of judicial review in relation to contracts whose content is difficult to under-
stand and, in any case, cannot be modified, and which in practice illegally block the user in his potential
freedom of choice. The risk, in short, is that the spread of smart contract licences ends up determining a
progressive and unstoppable “closure” of knowledge and a gradual collective cultural impoverishment
in the long term.

CONCLUSION

The observations made in the previous paragraphs show how the dialogue — or perhaps the conflict
— between law and technology finds fertile ground in the context of transactions carried out through
blockchain and smart contracts, accompanied by inexorable questions about the possibility and/or the
advisability of legally regulating such pervasive and unstoppable phenomena, with respect to the evo-
lution of which the legislator always ends up being at least one step behind. Just as it is inevitable that
the legal interpreter will be faced with the hermeneutical problems arising from the attempt to apply
the existing rules, and especially the general principles that can be deduced from the respective legal
systems, to a technological context that is clearly tending towards self-regulation and self-enforcement.

Permissioned Blockchains and Their Legitimate and Efficient Uses

Well, starting from the (in our opinion) unquestionable premise that it is intolerable for the regulation
of private relationships to be removed from the applicability of the law and the consequent judicial
control, the only legally conceivable blockchain model should be a permissioned one, or at most some
variation of hybrid models: only thanks to the presence of a management body could the selection and
identification of the contractual parties, the modification/integration of the contents and the execution
of judicial decisions be guaranteed in fact.
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Admittedly, if only permissioned blockchains were allowed, the revolution promised by this technol-
ogy would be greatly diminished; nevertheless, even these variants would have the merit of ensuring a
high level of security and transparency of information, while allowing the use of specific applications,
including smart contracts.

In this perspective, a concrete project that could be envisaged, towards which it would be worthwhile
to direct the efforts of the international community, or at least of the European Union, is the implemen-
tation of a blockchain-based register — or a plurality of interconnected registers — under the aegis of an
international and/or European institution, which would provide comprehensive visibility of the informa-
tion concerning the complex of copyrights and related rights relating to a given work, also taking into
account the subsequent transfers or licences that may apply to it.

Similar initiatives are being studied in several countries by public authorities and/or collective rights
management bodies (Anderson, 2018; Bodo et al., 2018, p. 324; Daley, 2020; Moscon, 2020), but it is
clear that their innovative scope grows exponentially in the hypothesis in which the aim is to create a data
base as universal and complete as possible, characterised by a high level of transparency and security,
capable of enabling information on intellectual works to be easily found, especially in the transnational
perspective typical of online transactions.

In compliance with the Berne Convention (art. 5.2), as is well known, such a registration procedure
could not be imposed by law in the member countries; national legislative systems, however, could
indirectly encourage its use — e.g. by giving it a particular probative efficacy — as long as this does not
lead to the surreptitious introduction of formalities constituting copyright.

The presence of such a register could also help to meet the burden of proof related to the “diligent
search” required for the use of orphan works by some EU cultural institutions (Directive 2012/28/EU).
In this context, some scholars have proposed the use of a blockchain to securely and transparently record
the various search attempts of rights holders on allegedly orphan works, previously carried out through
interconnected artificial intelligence systems, so as to fulfil the aforementioned probative obligation:
it is understood, however, that such a system could be further improved through smart contracts that
automatically license such works, within the limits and for the purposes allowed by law (Goldenfein et
al., 2017; Tresise et al., 2018).

Finally, private and permission-based blockchains owned by authors, cultural enterprises or collect-
ing societies could be usefully employed in the management of licences through smart contracts, in line
with a practice that is already emerging in several sectors, including, as far as copyright is concerned,
the music sector (Daley, 2020). Certainly, these are hypotheses that obviate the need for disintermedia-
tion on which the success of the most famous blockchains (e.g. Bitcoin, Ethereum) is based, thus par-
tially frustrating the attempt of authors and artists to receive more appropriate remuneration; however,
as mentioned above, the use of smart contracts could, in any case, facilitate the speed and certainty of
royalty payments, especially if — thanks to a permission-based blockchain — an appropriate adjustment
is envisaged in light of Articles 18-22 of Directive 2019/790.

And one could imagine extending to the platform manager the supervisory duties and responsibilities
currently required by European legislation for the different types of Internet Service Providers (ISP): more
specifically, it is plausible that Article 16 of Directive 2000/31/EC, aimed at defining the responsibilities
of the hosting provider, would be directly applicable to the ISP (as well as, under certain conditions,
article 17 of Directive 2019/790 /EU).
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The Legitimacy of Permissionless Blockchains in the Current
Legislative Framework: Some De lure Condendo Proposals

The considerations made thus far photograph a reality — in part already existing, in part futuristic — that
however is accompanied, and probably will continue to be accompanied, by a massive and parallel use
of smart contracts on permissionless blockchains, whose main criticality, from the point of view of com-
patibility with the world of law, derives from the so-called automated enforcement and the consequent
substantial exclusion of remedies offered by a judicial type of apparatus (Agnikhotram & Kouroutakis,
2019, p. 300).

Nevertheless, it appears highly unlikely that at a political and legislative level their spread will be
hindered and their illegality confirmed because of the “law-free zone” that the use of such technologies
can determine; on the contrary, the legitimacy of the archetypal form of permissionless blockchain has
ended up receiving direct and indirect endorsement by supranational institutions and certain national
legislatures (at a European level, see especially the European Parliament Resolution of 3 October 2018,
entitled “Distributed ledger technologies and blockchains: building trust with disintermediation”, and
with specific reference to cryptocurrencies, Directive 2018/843/EU of 30 May 2018; for the regulatory
situation in the U.S., see Stazi, 2019, p. 129).

Recent Italian legislation, too — Article 8-ter of Legislative Decree no. 135/2018 (converted into
Law 12 February 2019, no. 12) — attempts to provide a legislative definition of the new technology,
and analyses and describes the phenomenon in the perspective of blockchains with a high degree of
disintermediation, presumably using the most widespread platforms such as Bitcoin and Ethereum as a
reference parameter (see Aiello, 2020, p. 18; Giaccaglia, 2019, p. 941 ff.).

However, in the field of copyright, as well as in many other areas, the use of smart contracts applied
to permissionless blockchains poses all the legal problems that have been outlined above.

Faced with the concrete impossibility of containing such a phenomenon, one could envisage general
or sector-specific regulatory interventions aimed at encouraging the implementation of blockchains
which, although permissionless, would at least partially limit the critical issues described above. To this
end, it would be a good idea first of all to increase the “identifiability” of the contractual parties, favour-
ing the use of qualified or advanced signatures, or in any case provide forms of user identification for
access to the technology as a prerequisite for the attribution of validity, efficacy or at least evidentiary
value to the IT document (Cuccuru, 2017, p. 116; Jaccard, 2018, p. 21; a different perspective is found
in Verpaluu et al., 2020).

This is the direction in which the Italian legislator seems to be heading with the aforementioned
Article 8-ter, pursuant to which smart contracts “meet the requirement of written form after the parties
concerned have been identified electronically” (paragraph 2), through a process whose concrete defini-
tion is delegated to subsequent AGID (Italian Digital Agency) guidelines.

And it should be noted that with particular reference to contracts concerning intellectual works, the
incentive value of this provision appears to be closely related to the written form ad probationem imposed
on contracts for the sale/licensing of copyright by the Italian legal system (Art. 110 of the Copyright
Act). In this perspective, also important is the attribution of the legal effects of electronic time validation
to computer documents stored on DLTs, according to technical standards determined by the AGID (see
art. 8-ter, paragraphs 3 and 4, Law no. 12/2019) (Faini, 2020).
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Generally speaking, the possibility of being able to establish with relative certainty the identity of
the contracting party and his/her personal details would undoubtedly make it easier to identify those
responsible for any wrongdoing and take appropriate legal action against them.

Leaving aside the terminological question of whether such a blockchain should not rather be defined
as ‘hybrid’ — if the prior identification of the user and/or the need for the use of a digital signature is
interpreted as a ‘selection’ of the users in the broadest sense of the term —, such an architecture, capable
of securely identifying the node owners even in the absence of a proper blockchain management body,
could represent a compromise solution between the world of law and the maximum freedom and disin-
termediation typical of the original blockchain model. Moreover, several technological solutions would
already appear available to achieve the goal of increasing independence from centralised identification
mechanisms belonging to public or private certification authorities: for example, so-called “identity
custodians”, or self-sovereign digital identity models, i.e. DTLs in charge of providing participants with
a digital identity (Bruschi, 2020; Tobin & Reed, 2017).

One could imagine, moreover, regulations providing incentives aimed at encouraging the adoption
of arbitration mechanisms for dispute resolution within the blockchain itself and/or other technological
tools capable of determining changes in the contractual content (or even the cancellation of the contract,
if appropriate) upon the occurrence of certain events or conditions actionable by the parties (Jaccard,
2018, p. 7).

In a more general perspective, it would be desirable, even at the international level, to encourage the
use of interoperable technologies, perhaps based on open source software.

The Still Unsolved Problem of Copyright Free Uses in the Digital Environment

Even with such solutions, however, with specific reference to the exploitation of works on the web, the
aforementioned problems related to the effective recognition of free uses in favour of users would remain
substantially unresolved, as they are increasingly difficult to guarantee in the light of the new technological
framework. Even in this case, it cannot be ruled out a priori that in the future, developments in the field
of artificial intelligence will succeed in implementing ‘fair use by design’ modes, capable of effectively
combining the protectionist demands of rights holders with the needs of the community to have access
to knowledge; but such a scenario still seems faraway and difficult to foresee (Elkin-Koren, 2017).

It would therefore be appropriate for the current technological framework to inaugurate a new season
of debate on the appropriateness of reaffirming the protection of authors in the form of exclusive prop-
erty rights: the plausible and progressive “locking up” of digital creations through blockchain and smart
contracts — which does not adequately safeguard certain free uses —demands a comparative assessment of
conceivable alternative ways of remuneration, direct or indirect, of rights holders for creations placed on
the network (e.g. paying for free access and/or fair compensation), failing which global cultural growth
is likely to decline. Of course, the implementation of these solutions would also have to be adequately
assessed in the light of an appropriate differentiation between different types of creations and forms of
use, but the debate — which has never been entirely settled — deserves to be revitalised in view of the
risks inherent in the new technological tools for the use and negotiation of digital works.
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Chapter 10

Artificial Intelligence and

Redress for Damages:
Fault, Strict Liability, Mandatory Insurance,
Legal Personality, or No—-Fault Schemes?

Emiliano Marchisio
Giustino Fortunato University, Italy

ABSTRACT

Artificial intelligence has innumerable applications in society. Algorithms have a certain degree of
autonomy in their functioning. Therefore, their “behaviour” evolves over time, and the relationship of
cause and effect, as regards causation of damages, may be not linear as we believe. Results of Al activity
may be unpredictable despite no flaw in design or implementation. Many proposals were made in order
to adapt civil liability rules in this. The author drafts here a proposal grounded on the ideas that (1)
overall benefits of artificial intelligence evolution outweigh costs deriving therefrom, so that it should
be encouraged or, at least, not hindered; (2) “traditional” civil liability rules (either based on fault
or strict liability) may provide a negative incentive toward such evolution, insofar as they may impose
the obligation to pay redress onto producers and programmers of Al devices despite no flaw in design
or implementation. He proposes, in this respect, no-fault redress schemes as an interesting and worthy
regulatory strategy to this end.

INTRODUCTION

The current paradigm of civil liability laws can be understood as indirect market regulation, since the risk
of incurring liability for damages provides an incentive to invest in safety (“deterrence”). It is believed,
in fact, that any increase of liability to producers and suppliers of goods and services will increase in-
vestments in safety to avoid incurring liability, so that the tougher civil liability rules on producers and
other professionals, the higher the overall level of safety within the system (Calabresi, 1970; Cooter &
Ulen, 2008; Viscusi & Hersh, 2013).
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The idea that civil liability must have a deterrent function presupposes that the obligation to pay dam-
ages is attributed to the person whom the legal systems identifies as the addressee of such deterrence;
the person, in other words, whose investment in safety is to be fostered. This paradigm has remained
substantially constant over time and has developed on two main strategies for allocating the obligation
to pay damages: liability for fault and strict liability.

The first and most important criterion for attributing the obligation to pay compensation for dam-
ages is that of fault, an idea which is deeply rooted in legal thinking (Comporti, 1965) and lies at the
very foundation of all modern civil liability regimes (Bussani & Sebok, 2015). The aforementioned
paradigmatic centrality of “deterrence” has evolved, but has remained in place, when most relevant
social, political and economic changes directed legal thought toward a growing quest for solidarity in
all western legal systems, regardless of their civil-law or common-law basic structure (in comparative
perspective see: Taylor, 2015), which “reach similar results because they must address and resolve the
same basic fact patterns” (Engle, 2009).

In fact, the quest for solidarity, greatly prompted by the factual consequences and upheavals derived
after the industrial revolution, brought legislators to consider unjust that damages following certain
(intrinsically risky) activities should be borne by consumers and other end-users of goods and services
unless a “fault” of producers or other professionals could be proven in court. Therefore, throughout the
whole XX century, legislators reallocated the cost of (some) accidents from customers and end-users
to producers and other professionals, since the latter were thought to be in a better position to spread
the cost of accidents and arrange for appropriate prevention policies (Calabresi, 1970; Comporti, 1965;
Cooter, 1991).

This evolution was pursued through similar techniques in all western legal systems (mainly: the inver-
sion of the burden of proof and the imposition of strict liability on producers and other professionals, the
development of the precautionary principle in many fields of application etc.) and expanded the liability
imposed on producers and other professionals to include cases in which the latter could not prove that
the damage was not attributable to them, cases where there was scientific uncertainty as to the cause of
the harmful effects or even cases where such cause was unknown (Faure et al., 2016; Montinaro, 2012).

The emergence of strict liability represented a mere incremental advancement of the same traditional
paradigm of civil liability based on “deterrence”: here “fault” has been conceptually replaced by that of
strict liability simply to increase deterrence even in cases where the fault could not be assessed positively
in court, with the aim of inducing producers and other professionals to further increase investments in
safety (Comporti, 1965). Legislation, however, appeared to keep considering civil liability for its po-
tential of deterrence.

The same (mere) evolution may be observed in the adoption of further loss-spreading techniques as
provision of mandatory insurance for producers and professionals. In fact, also in this case the traditional
paradigm based on deterrence is held and legislation limits itself to reallocate the financial cost or com-
pensation onto insurance companies — that, in turn, ascribe it to their client, also by raising applicable
insurance premiums.

BACKGROUND

The above mentioned paradigm, based on deterrence, may be considered nearly indisputable (Popper,
2011; Calabresi, 1970; EU Parliament, 2020. A similar approach seems to be implicit, e.g., within the
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“Principles of European Tort Law”, PETL drafted by the European Group on Tort Law, http://civil.udg.
edu/php//index.php?id=129 — whose approach is somehow unavoidable, since it follows the current
paradigm within European civil liability legislations in place).

Asregards EU Member States’ legislation (non-harmonised on the issue, with a few exceptions such
as product liability under Directive 85/374/EC), domestic legislation generally provides fault-based li-
ability, along with specific rules reversing of the burden of proof, establishing cases where strict and
vicarious liability apply (EU Independent High-Level Expert Group On Artificial Intelligence, 2019b,
spec. §§ B.IIL5 and B.I11.4).

The situation appears to be the same as far as artificial intelligence (hereinafter also: Al) is concerned.
It ought to be noted that in this chapter I will deal with programmers’ and producers’ liability only; any
issue relating to users’ liability fall outside the subject of this chapter. Within this issue, e.g., jurisdictions
that already allow the experimental or regular use of highly or fully automated vehicles, either do not
provide ad hoc liability rules (as it happens in Germany, France and UK) or do so but limit themselves
to adding special mandatory insurance requirements (as in Italy and Spain) (EU Independent High-Level
Expert Group On Artificial Intelligence, 2019b, § 2).

The current debate seems to be based only on the traditional paradigm of civil liability, and is lim-
ited to discussing whether algorithms should be applied common fault rules (R. Abbott, 2018) or strict
liability regimes (Buonanno, 2019), also pleading extension to Al of the rules on defective products
(Borghetti, 2004) or on animals under the care of humans (Schaerer et al., 2009). Seldom it is proposed
that application of “traditional” civil liability should be accompanied by attribution of legal personality
to robots (see further, § 4).

The same approach is currently held by European Institutions. The Expert Group on Liability and
New Technologies believes that future regulation may keep being designed either on (wrongdoers’) fault-
based liability or on (producers’ and operators’) strict liability, with “no need to establish new kinds of
compensation funds, funded and operated by the state or other institutions” — with the sole exception,
“in the areas where compulsory liability insurance is introduced, a compensation fund is also in place
to redress damage caused by an unidentified or uninsured technology” (EU Independent High-Level
Expert Group On Artificial Intelligence, 2019b).

The European Parliament resolution of 20 October 2020 (EU Parliament, 2020) moves in the same
direction. In its Whereas “A” it specifies that “liability” plays the role of providing “the economic incen-
tives for natural and legal persons to avoid causing harm or damage in the first place or price into their
behaviour the risk of having to pay compensation”. Consistently, limits its scope only to set out rules for
the civil liability claims “against operators of Al-systems” (art. 1) and provides a strict liability regime
for high-risk Al-systems (art. 4) and a fault-based one for other Al-systems (art. 8).

Alternative proposals to this “traditional paradigm” (especially those showing that incentives pro-
duced on safety by civil liability rules may be not appropriate in some markets, e.g.: Viscusi, 2012, and
highlighting how ex ante regulation prevents risks better than ex post civil liability e.g.: e.g.: Faure, 2015;
Faure, 2014) are very rare in law literature, only in very few cases address Al specifically (Marchisio,
2021; Scherer, 2016), and appear to be substantially unheard to date.
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MAIN FOCUS OF THE CHAPTER

The paradigm of civil liability based on deterrence has proven to be reliable and appropriate in several
cases, in which increased liability resulted in higher investments in safer products and services. This hap-
pened, e.g., with reference to general consumer legislation enacted, among many others, through Council
Directive 85/374/EEC of 25 July 1985 on the approximation of the laws, regulations and administrative
provisions of the Member States concerning liability for defective products (EU Commission, 2020).

Such paradigm, however, may be ineffective/inappropriate with respect to Al (this will be specifically
subject to experimentation/testing in this research), by reason of its peculiar features. In fact, Al, whose
applications are very common and are present in every sector (Solaiman, 2017), is prone to the peculiar
problem of having a certain degree of autonomy in its operation. Algorithms’ “behaviour” evolves over
time (and will do so much more in the near future), based on the information and feedback collected
and processed by thousands of different shared sources (“machine learning”, “deep learning”, “neural
networks” efc.). Algorithms do not only perform tasks, but also learn how to perform them over time
(so-called “autonomy” of Al) (European Commission, 2019). This problem applies also to self-driving
cars (Sprenger, 2020), which are particularly dealt with in my project as a study model (see below).

It can be considered quite frequent (and will be more frequent in the future) the possibility that al-
gorithms “behave” very independently from the instructions initially provided by programmers. In this
field, therefore, the relationship of cause and effect, as regards the causality of the damage, may be not
linear anymore (Scherer, 2016) since the way causality works is no longer “Aristotelian” (Engle, 2009).
As stated by the EU Expert Group on Liability and New Technologies, Al makes it questionable the
adequacy of existing liability rules based on “anthropocentric and monocausal model of inflicting harm”
(EU Independent High-Level Expert Group On Artificial Intelligence, 2019b).

The results of the Al activity, therefore, could be unpredictable despite the absence of flaws in their
design or implementation. This implies that algorithms may err in their “decision making” (Schonberger,
2019). Such a expansion of the area of “unknown”, which is not capable of being predicted according
to our current scientific methods (Beck, 1996), requires careful consideration of which redress regime
should apply to damage caused by Al operation.

Of course, different uses in diverse contexts raise different concerns and require different rules on
redress. In order to provide a clearer reference to the factual context referred to, for the scope of this
chapter I define the area of interest with reference to Al algorithms characterized by a relevant degree of
autonomy, execution of physical tasks and impact on human physical integrity, as it happens, e.g., with
reference to self-driving cars and surgical robots (which can be taken as study models).

I claim that the said peculiar feature of Al makes application of the traditional paradigm of civil li-
ability not useful to foster significant improvements of safety in Al and determine negative externalities,
instead. The risk that business decisions may be taken depending on the liability regime in force at any
given time within the relevant legal system is highlighted in literature (e.g.: Scherer, 2016).

In fact, compensation to damaged consumers and other end-users of Al requires, under the said tra-
ditional paradigm, that the obligation to pay compensation is imposed to programmers and producers of
Al algorithms and devices (hereinafter also: Programmers and Producers), who are the only “someone”
available to be imposed liability on (Hao, 2019). However, Programmers and Producers could not do
much to forecast unforeseeable “behaviour” of Al algorithms, which would be influenced by innumer-
able variables provided by databases, big data gathering and feedback from end-users themselves, which
are completely out of the reach and control of anyone.
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This is why I believe that civil liability could not induce virtuous investments in safety as expected
within the Al industry: in fact, no further investment, fostered by deterrence, could prevent such kind
of unforeseeable risks. On the other hand, the application of the traditional paradigm of civil liability,
especially when conceived as a strict liability regime, would expose Programmers and Producers to un-
predictable and potentially unlimited claims for civil liability, with no possibility of reducing the risks
by increasing investments in safety (with regard to damage following “unforeseeable” but “correct”
behaviour of Al algorithms).

Therefore, it is likely that such an application would (contribute to) prevent them from entering the
market or developing it, instead, thereby hampering technological progress (what is sometimes called
the risk of “technology chilling”: EU Independent High-Level Expert Group On Artificial Intelligence,
2019b; Viscusi & Moore, 1991), as it happened in the past, for equivalent reasons, in comparable sectors
such as health care (on this comparability see: Gaine, 2003; Marchisio, 2020) with the so-called “defen-
sive medicine” (Marchisio, 2020; OECD, 2006) which “occurs when doctors order tests, procedures, or
visits, or avoid certain high-risk patients or procedures, primarily (but not necessarily solely) because
of concern about malpractice liability” (U.S. Congress, Office of Technology Assessment, 1994).

One may note, of course, that “technology chilling” is not detectable in these times. Economic and
business literature account for significant investments in AI (OECD, 2019) and international market
races to deploy Al technology. Furthermore, Al has been used in finance for years and the application
of the current civil liability regulation does not seem to have chilled that use until now.

This is true. However, recent Al applications (driverless cars, surgery applications etc.) show a wider
and deeper exposure to risk than ever before. Other markets, e.g.: US commercial aviation industry, have
shown that ex ante uncertainty on the allocation of the costs of accidents (coupled with the consequent
fear of excessive litigation) “may drive otherwise healthy companies outside the market” (Leenes et al.,
2017). Furthermore, a similar pattern of “chilling” vis-d-vis negative externalities has been observed,
in the past, with regard to medical civil liability (OECD, 2006; Marchisio, 2020). A rich and valuable
literature shows, in fact, that increases of medical civil liability do not produce further increments in safety
(OECD, 2006, esp. 16) but, instead, often determine the adoption of “defensive” strategies (‘“defensive
medicine”) and impose very relevant negative externalities. It should be noted that the reference to civil
medical liability, when it comes to tort law reform in the wake of Al, appears appropriate as the two
systems show similarities in both incentives and (negative) externalities (Gaine, 2003; Marchisio, 2020).

Therefore, on the basis of available evidence and recent history, relating to different but comparable
sectors, there is a well-founded fear that the application of the traditional paradigm of civil liability, based
on deterrence, to Al could determine a “technology chilling” effect (whose risk and measurement will
be among the objectives of the proposed research) which would impose significant negative externali-
ties, since new technologies determine an important increase in safety and reduce the overall number
and relevance of accidents (OECD, 2006).

Of course, one can hope that the problems do not arise. The idea behind this proposal is to act wiser
and adapt the legislation in order to prevent such negative externalities from manifesting themselves in
the first place (exactly as the European Parliament planned to act, e.g., in its resolution of 20 October
2020: EU Parliament, 2020), also in order to prevent investments in Al from moving away to non-EU
countries (which would make it much more complicated to bring them back to Europe).
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Issues, Controversies, and Problems

Such an outcome would be highly undesirable: available empirical evidence (Kizer & Blum, 2005; US
Department of Transportation, 2017b) shows that the adoption of Al in carrying out specific activities
determines a significant increase in safety and reduces the overall number and relevance of damage,
injuries and deaths compared to human action, as it happens, e.g., in driving (US Department of Trans-
portation, 2017a; US Department of Transportation, 2017b; US Department of Transportation, 2018)
and health care (see, e.g.: Kizer & Blum, 2005). This means that technological innovation appears, at
least with reference to specific sectors, a safer strategy than any other.

Use of Al and reliability of algorithms have the chance of increasing sharply in the next few years.
The technical possibility to gather, process and manage big data, which shall evolve sharply also due
to the pursue of open-access and open-data strategies by the EU, allows algorithms to operate more
and more accurately, especially through machine learning and deep learning technologies. Also in this
respect this process is already detectable in health care, which is on its way to robotisation (Kuznetsov
& Syryamkin, 2015).

It is exactly for this reason that the European Parliament proposed “creating a specific legal status
for robots, so that at least the most sophisticated autonomous robots could be established as having
the status of electronic persons with specific rights and obligations” (EU Parliament, 2016a; Solaiman,
2017). The grounding behind this proposal was to use legal personality as a technique to impose liability
to the robot alone and, therefore, isolate its obligations (including damages) from those of its Program-
mers and Producers. Many authors and institutions, and the same Expert Group on Liability and New
Technologies (EU Independent High-Level Expert Group On Artificial Intelligence, 2019b, § C.4),
believe that such a proposal is not desirable (EU Independent High-Level Expert Group On Artificial
Intelligence, 2019b; EU Parliament, 2017; European Parliament, 2016a; Solaiman, 2017). However, the
above-said proposal is much relevant within the present discussion, because it clearly shows the detected
need to shift “obligations” away from Programmers and Producers when robots are capable of acting
rather autonomously from their original design (Scherer, 2016).

If a risk of “technology chilling” is effectively in place, how could such a problem be addressed?
The possibility that algorithms “behave” in a very different way from what was initially foreseen in their
programming, so that they may “err” despite the absence of flaws in their design or implementation,
was not foreseen when civil liability rules were designed. The only cases where liability for “unpredict-
able objects” is currently provided in civil law, such as liability for animals under the care of humans,
relate to simple, detached and one-to-one relationships between “owner” and “damaged party” and are
certainly not exportable to mass production of Al devices.

As relate to the so-called “law of the horse” controversy (Easterbrook, 1996; Lessig, 1999; Calo,
2015), my hypothesis (see also Marchisio, 2021; Marchisio, 2020) is that civil liability rooted on deter-
rence should not apply to “correct” functioning of Al and that future regulation should not relate to what
the algorithm actually does but, instead, to how the algorithm was designed from the very beginning.

This idea is sometimes held in legal research when scholars propose that, within highly technological
sectors, safety should be promoted mainly by definition of scientifically validated standards (depending,
of course, on available knowledge) (Guerra, 2018). Recourse to ex ante definition of standards instead
of ex post mechanisms of deterrence such as civil liability, in fact, is sometimes thought to be a more
effective form of regulation within mass products (Viscusi, 1989). This direction seems worth being
further developed and advanced in order to pursue a radical paradigmatic revolution within this field.
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Definition of standards should be coupled, in my hypothesis, with a change of the current paradigm
by taking into an higher account systemic needs. A prompt in this sense comes from the idea that redress
obligations should be shifted away from Programmers and Producers when robots are capable of acting
rather autonomously from their original design, which lies at the hearth of another proposal for new
regulation of the matter (Scherer, 2016) and is upheld, in principle, also by the European Parliament
(EU Parliament, 2016a; Solaiman, 2017).

Consequently, I believe that an appropriate new regulatory strategy should maintain redress in favour
of damaged users but shift it away from Programmers and Producers (a similar proposal is made by
Scherer, 2016) if an algorithm, programmed and developed in accordance with scientifically validated
standards, occasionally errs and produces negative consequences despite no design or implementation
flaws — which is the case from which the negative externalities highlighted above come from. This means
that compliance with standards should constitute, in the Al environment, a sort of “adapted range of
duties of care” (European Commission, 2019).

It should be noted that linking such evolution in civil liability legislation to the definition of standards
is necessary in order to achieve the desired result, insofar as if a strict liability regime is in place (as
proposed in the European Parliament resolution of 20 October 2020, which provides a strict liability
regime for high-risk Al-systems in art. 4), Programmers and Producers could be held liable for damages
even if no fault on their side is proven in court and, therefore, even if they actually respected pre-defined
standards.

This proposal embodies the principle that intrinsically risky activities incorporate a certain percent-
age of risk that does not depend on the person performing them but on the activities themselves (Aven,
2016; Beck 1996). However, instead of allocating the consequent costs on Programmers and Producers
(as “traditional” strict liability would do: Calabresi, 1970; Comporti, 1965; Cooter, 1991), it differently
spreads the relative costs (depending on the selected model: on the whole category, on the whole sector,
on taxpayers etc.). A model based on such a principle would better incorporate the idea that errors occur
and, in some sectors, will occur regardless of the severity of the civil liability rules in force. Modernisation
widened the area of “unknown” and the following risks escape from what is capable of being predicted
pursuant to our current scientific methods (Beck, 1996).

Such a conclusion should lead to discarding the “blame culture”, which inspires and supports the
current law on civil liability, and replacing it, at least in some cases (as briefly discussed here) with a
“no-blame culture”, rooted in risk management (J. Reason, 1990) and scientifically validated standar-
disation. Lawyers and legislators should catch up with the risk management literature on this point.

The above proposed release of Programmers and Producers from redress obligations, however, should
not lead to prevent damaged customers and end-users from getting compensation. This would be incon-
sistent with the “solidarity” approach that now pervades juridical systems (Taylor, 2015; Calabresi, 1970;
Comporti, 1965) and would contradict the principle of “functional equivalence”, according to which
compensation should not be denied in a situation involving emerging digital technologies “when there
would be compensation in a functionally equivalent situation involving human conduct and conventional
technology” (EU Independent High-Level Expert Group On Artificial Intelligence, 2019b). This principle
may anyway tolerate that redress is somehow confined as it generally happens in “no-fault” schemes.

In this sense, I see room for relevant legislation to evolve from an issue of civil liability into one of
financial management of losses. In my view, one of the most interesting alternatives available in current
legal thought, which would be suitable to meet the above needs and to resolve the risk of “technology
chilling”, would be adoption of a “no-fault” systems, which would provide redress to damaged users by
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a dedicated fund regardless of any fault by the agent being established. The idea that intrinsically risky
activities incorporate a certain percentage of risk that does not depend on the person performing them
but on the activities themselves (Aven, 2016; Beck 1996) is currently considered a valid grounding to
aggravate (strict) liability on Programmers and Producers (Calabresi, 1970; Comporti, 1965; Cooter,
1991). Given potential ineffectiveness of deterrence in these cases, in my proposal I will attempt to dis-
card the “blame culture” and replace it, at least with reference to Al, with a “no-blame culture”, rooted
in risk management (Reason, 1990).

Such a strategy is currently adopted in different jurisdictions in different areas such as medical dam-
age (see, in general: OECD, 2006; Marchisio, 2020); adverse effects attributed to vaccination (World
Health Organisation, 2009); damages coming from unknown drivers (see, e.g., the whole Chapt. 4, art.
10-11 in Directive 2009/103/EC of the European Parliament and of the Council of 16 September 2009,
“relating to insurance against civil liability in respect of the use of motor vehicles, and the enforcement
of the obligation to insure against such liability”) etc..

Adoption of a “no-fault” scheme instead of civil liability, moreover, could also contribute resolving
other weaknesses inherent in the traditional paradigm of civil liability (OECD, 2006; Atiyah, 1997).
One can mention, here, the risk of civil liability turning into a “damages lottery” due to the fact that, in
some cases, the damages cannot be awarded because no one is at fault in the specific event or contrasts
in case-law make the content of the single sentences unpredictable. It is also possible to report the case
in which damages cannot be collected because the debtor is (in many instances: deliberately) unable to
pay (Atiyah, 1997).

More Issues, Controversies, and Problems

Of course, any redress proposal alternative to civil liability will need be appropriately coordinated with
the legal and economic context it is called to operate in, with respect to the most relevant features of
the adopted model. As a mere example, with reference to no-fault schemes, the most relevant variables
currently identified by researchers relate to the eligibility criteria for compensation; if the compensation
is paid automatically upon occurrence of the event or an avoidability standard is adopted; whether or
not the system prevents continuous access to the courts; how the program is funded; whether or not the
compensation is imposed a financial cap; the definition of the financial entitlement (Dickson et al., 2016).
Moreover, among the first issues that will need to be headed there is an inquiry on what it takes to
establish “scientifically validated” standards. These include the issues of who (public body, certified
experts efc.) should be in charge of defining them and how (at national, supranational, international,
global level) etc. (the issue is dealt with, with special reference to the EU, e.g. by Guerra, 2018).
Another specific issue relates to the need of certification following self-learning by specific Al de-
vices. In these cases, each algorithm could “learn” items that are different from those learned by any
other one and could consequently modify the way it operates in original and even unfamiliar ways. Here,
also building on current research on this problem (Whittlestone & Clark, 2021), safety requirements
should require that each Al-system capable of self-learning has a memory of who took each decision
performed (human or the algorithm itself) and of all self-learning developed over time (tracking). Any
evolution of the algorithm developed through self-learning should be automatically ineffective until it
is expressly validated (i.e.: certified) by a dedicated normative body. Such a dedicated normative body
should monitor each Al-system active on the market and examine all evolutions of each algorithm
developed through self-learning and expressly decide whether to certify each evolution of algorithms
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developed through self-learning or not. If certification is granted to the single Al-system, its adoption
could be considered as a update to be released to all Al-systems if it deems it appropriate. If certification
is not granted, certification should be denied and the evolution under exam should be remotely cancelled
from the Al-system that developed it.

If a “no-fault” scheme is adopted as a valid alternative (on which issue there is no convergence: see,
e.g., contra: Wagner, 2012), itis also necessary to study how risk management could match the reduction
of incentives to invest in security deriving from the de-application of civil liability based on deterrence
(Howell et al., 2002). In fact, “no-fault” schemes in health-care raise concerns as to their appropriateness
to limit the risk of moral hazard, since “the principal weakness of no-fault schemes is the difficulty of
ensuring that the socially optimal amount of care is taken by potential loss-causers, as the links between
their potential to cause loss and the costs of their actions are severed” (Howell et al., 2002).

In the same case, an appropriate set of principles/rules about financial management of losses that is
based on solidarity mechanisms should be developed, along with definition of principles/rules on the
sources for compensating damages, taking into account the evidence coming from existing schemes
and relevant literature. The possibility to adopt a table system for definition of standardized amounts of
compensation could also be appropriate, in this case reporting current table systems potentially useful
for reference (e.g., as regards physical injuries, those adopted in insurance law to determine compensa-
tion after medical malpractice).

Finally, alternative redress models should integrate and coordinate with the legal system, as regards,
e.g.: general liability legislation, consumer law, competition law, relevant pieces of criminal law (e.g.
on injuries) efc..

CONCLUSION

As noted above, the intensive use of artificial intelligence in several sectors is very likely to reduce overall
risks and harm compared to human action. However, it can give rise to particular risks and harms in
specific cases. In this article I have examined, in particular, the risks associated with the capacity of Al
algorithms to act in a rather autonomous way from their original design.

From a systemic point of view, the overall benefits of artificial intelligence outweigh the resulting
costs. Therefore, technological evolution should be encouraged or, at least, not hindered.

I believe that “traditional” civil liability rules can provide a negative incentive towards such evolution,
as they can impose the obligation to pay compensation on producers and programmers of Al devices
despite no design or implementation flaws. In these cases, I claim that civil liability would provide no
virtuous deterrence to utmost care, but would mainly discourage technological progress, instead. There-
fore, Al creates new challenges with regard to civil liability, which must balance adequate compensation
to victims with the need not to hinder technological innovation (EU Commission 2020).

No-fault compensation schemes could be an interesting and worthy regulatory strategy for that purpose,
in order to allow an evolution of the matter from an issue of civil liability into one of financial manage-
ment of losses, with respect to the cases where damage is caused by “correct” functioning of Al In this
cases, I propose that regulation should be based on the definition of scientifically validated standards
(Guerra, 2018). Of course, as scientific knowledge evolves, standards should evolve correspondingly
(however, the cost of unpredictable accidents should not be borne by Programmers and Manufacturers
until their cause is ascertained — and, therefore, accidents become expectable).
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Compliance with these standards should constitute, in the Al environment, a sort of “adapted range
of duties of care” (EU Independent High-Level Expert Group On Artificial Intelligence, 2019b), which
is considered a more effective form of regulation within mass products (Viscusi, 1989). Therefore, if
the damage derives from an unexpected/unforeseeable “correct” functioning of Al and the algorithm/
device complies with defined scientifically validated standards (i.e.: the algorithm “errs” despite no
design or implementation flaws), then the “no-fault” scheme should apply, in order not to impose re-
dress obligation to Programmers and Producers (similar proposals are found, albeit very rarely, in law
literature: Marchisio, 2021; Scherer, 2016). This would contribute to remedy the negative externalities
and “technology chilling” examined above.

If the algorithm/device does not comply with defined scientifically validated standards, on the other
hand, “common” civil liability rules should apply. In this respect, it appears reasonable the principle
laid down by the European Parliament resolution of 20 October 2020, which provides a strict liability
regime for high-risk Al-systems (art. 4) and a fault-based one for other ones (art. 8).

Said in other words: with reference to the Al markets, the evolution toward a “no-fault” system should
not abrogate the traditional civil liability paradigm rooted in deterrence. Instead, both of them should
coexist as independent and alternative techniques of compensation (a sort of “double track™ legislation
on damages), in order to exploit the advantages that each of them gives, restricting their defects from
their reciprocal interaction.
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ABSTRACT

The aim of this chapter is to investigate the features and problems posed by the damages that may be
caused by the surge of new technologies, such as drones, artificial intelligence, and robots, and the solu-
tion found to those problems using the traditional civil liability tools of liability for fault, strict liability,
and compulsory insurance. Notwithstanding the theoretically possible different remedies that could be
applied in these cases, the authors discover that the traditional tools of liability for fault, strict liability,
and compulsory insurance are most probably the best suited for the compensation of the damages caused
by the new technologies.

INTRODUCTION

The development of new technologies always entails the problem of the compensation of the damages
that the new technologies may directly or indirectly cause to third parties or their assets. This issue may
be especially problematic in times where a wave of new technologies, endowed by new features, sud-
denly invades the society.

Nowadays we are the spectators of one of these surges of new problematic issues concerning the
compensation of damages caused by the use of new technologies. Think, for example, about drones,
autonomous vehicles, big data and smart contracts. All these new technologies often pose challenges to
the compensation of the damages they may cause, because of some of their features or characteristics.
The seriousness of these challenges is heightened by the amplitude of the amount of the damages that
may be the consequence of the use of these new technologies, such as in cases of robotic failure, or
automatic vehicle street incidents.
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Scholars and legal practitioners are called to elaborate solutions to these challenges, using legal
instruments appropriate to the purposes of the protection of those that may be harmed by the new tech-
nologies, but also taking into consideration the need not to interfere with the economically and socially
advantageous technological developments. This task has been sometimes performed using traditional
legal tools, and at other times, especially if the task was carried out by scholars, notoriously more in-
clined to fully use the freedom that is granted to them by their academic position, developing innovative
solutions (Gunkel, 2018; Pagallo, Corrales, Fenwick, Forgd, 2018).

If we look more closely at the European system, which we know best and that which most directly
concerns our field of interest, we may realize that after a period of ferment and heated debate among
legal academics and practitioners, on the legal tools that should be used to better regulate the risks and
the compensation of the damages arising from new technological tools, we have recently finally reached
the point where most of the discussions have been finally settled. The solution found at a European level
is, very simply, the application to the new cases of the traditional rules that have long been used by both
national systems and European legislation: liability for fault, strict liability, reversal of the onus of proof,
joint and several liability of multiple tortfeasors, compulsory insurance.

The purpose of the following sections is therefore to investigate the evolution of those prominent
liability rules and their application to the new technological tools, starting from the first cases of dam-
ages caused by technological development to today and taking mainly into consideration, for reasons of
limited space and opportunity, the European experience.

THE EVOLUTION OF THE COMPENSATION OF TECHNOLOGICAL
DAMAGES IN THE XIXTH AND XXTH CENTURY

Legal history offers plenty of examples where the introduction of a new technology started a heated
public and legal debate on what remedies should be offered to the damaged parties, if any, and who
should bear the responsibility for those damages.

One of the most notorious cases is that of the construction of railways during the XIXth Century,
which in many countries caused a long lasting political and legal fight between the old social class of
the land owners and the rising social class of the entrepreneurs. The issue at stake was that of finding a
balance between the rights and the economic interests of the land owners, who were first deprived of their
lands in force of expropriations aimed at building the railways tracks and then, once the railways were
built and operative, damaged by the fires caused by the sparks of the train engines, and the rights and
commercial interests of the entrepreneurs, who built and ran the railways, fostering the general increase
of industries and commercial activities (Martin-Casals, 2010; Kostal, 1994 Kleeberg, 2003; Gregory,
1951; Rabin, 1981; Schwartz, 1981; Schwartz, 1988-1989).

Under a legal profile, those cases faced the courts and the legislators with the thorny choice between
two different possible sets of applicable rules. On one hand they may choose to apply to these cases the
traditional liability for fault rule based on the negligence of the tortfeasor, which requiring the petition-
ers to prove the negligence of the defendant may often favour the railways owners to the detriment of
the landlords. On the other hand, they may instead opt for the application of the liability for fault rule
joined with the presumption of the fault of the defendant, which implies the obligation of the defendants
to prove they had not acted negligently, or the use of the strict liability rule, which allows the defendants
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to free themselves from the liability only when they could prove that something outside their sphere of
control happened.

In the end, the second approach was largely and generally adopted by most western legal systems,
not only in cases of railway damages, but also in the large number of cases of damages caused by motor
vehicles, that shortly after arose, or of damages caused by industrial tools or chemical products. The
underpinning ratio of this choice resides in the idea that if somebody causes a harm as the consequence
of an industrial or commercial activity, the compensation of the damages arising out of that harm should
be borne by who is advantaged by the same industrial or commercial activity, and not by the natural or
legal person damaged by it. That idea still generally permeates most of the western legal systems, as we
shall see when we deal with the problems arising out of the new technologies.

The legal and judicial development concerning the compensation of the damages caused by the
railways was the first step of the establishment of two pillars of the modern rules on liability for the
damages caused by technological development.

First, it was established by some courts that in cases where liability for fault applies, and the defendant
was in a special relationship with the victim, and this relationship entailed some special duties of the
defendant to protect the victim against the damages that actually arose (such as in the cases of workers’
compensation, consumers’ compensation and similar other cases where there exists a disproportion in
the balance of powers between defendant and victim), the defendant’s fault could be presumed.

Second, it was also held that when a person engages in a profitable activity that may cause damages
to third parties, such as using vehicles, new tools and products, the legislator may enact legal provisions
aimed to better protect the potential victims of those activities, enforcing strict liability rules. In both
cases, in the end, the result of the application of the two different set of rules will be that the victims of the
new technological tools shall be exempted from proving the existence of the negligence of the defendant.

The first system of ascertainment of the liability of the defendant for the damages caused by new
tools or products was mainly used as a strategy applied by courts to overcome the difficulties that may
be encountered in compensating the victims of the technological development in difficult cases, where
it may often be cumbersome and costly for the victim to prove the negligence of the defendant. The
second system is, on the contrary, an explicit political choice, made by the legislator, to shift the conse-
quences of the damages occurred to the victims on the defendants, without letting them eliminate that
responsibility but when they can prove that those damages were the consequence of unexpected events.
A political choice motivated by the fact that those damages are the consequence of activities that are
performed under the sphere of control of the defendants and the source of their profits.

In the following XXth century, another stream of tortious cases caused by technological development
soon emerged, characterized by peculiar features, chiefly the fact that the damages were caused by the
toxic effects on humans or other living beings of chemicals, pharmaceuticals or other products, that
they affected large numbers of persons or living beings, and that it was often difficult to ascertain with
a certain degree of certainty if the damages claimed were actually the consequence of the toxic products
and in what measure. Because of those features, those categories of damages were called “toxic torts”
or “mass damages” (Cranor, 2006).

Although courts and legislators were already well trained in examining cases of damages caused
by the technological development, the unique features of these cases, especially those concerning the
ascertainment of the causal link between the toxic product and the insurgence of the harm, gave rise to
a completely new array of problems, to which a definitive answer has not been found to this day. In fact,
only some of these damages can, for example, be classified as “signature diseases”, or in general be

192

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Old Rules for New Tools

interpreted as signature harms, that is to say as marked by a close connection to a certain toxic substance.
On the contrary, most of these damages may be classified as “multifactorial”, that is to say as damages
that may find their sources in many different factors, each of them sufficient to cause the harm. Harms
that, moreover, may arise a long time after the exposure to or the ingestion of the toxic substance, mak-
ing the ascertainment of the causal link between harm and agent even more complicated. Last but not
least, it should be remembered that even scientific expertise may be of little help in these cases, as the
reasoning of scientists is normally expressed in probabilistic terms, while lawyers need a yes-no answer
to attain a legal solution in damages cases.

The first cases of toxic torts arose, as we all know, in the United States and in Europe in the 70s, with
the notorious cases of Talidomide, a drug against the pregnant women nausea that, it was later discov-
ered, may cause the serious deformity or death of the foetus, and which is thought to have caused around
12.000 cases of birth defects in Europe and 40.000 in the United States (Hilts, 2003). That was most
probably the first occasion where the courts faced the difficulties in ascertaining the link of causation
between the assumption of a drug and its noxious effects, using the traditional legal tools of reasoning.
The outcomes in the different countries were dissimilar, although all of them had to face the difficulties
in demonstrating that the petitioners actually used the drug and that the deformities or deaths of the
foetus was the consequence of that same drug. So, if in England most of the damaged parties were not
able to recover the damages, because the transaction approved by the English court between the drug
producers and the victims provided that these latter had to prove that the harm suffered was caused by
the drug (Goldberg, 1999, pp. 17-19)!, in the United States the courts favoured the public opinion over
the rules of civil liability for negligence, providing the duty of the petitioner to prove the liability of the
defendant (Cane, 1997, p. 232), with heavy economic consequences for the manufacturer (Green, 1997,
p- 89). In Germany, instead, the producer was sentenced in a criminal court to pay a large amount of
money to a fund, that was aimed to compensate the victims of the drug (Koch, 2001). Shortly after the
German parliament enacted a law providing for the strict liability of the manufacturers of pharmaceutical
products, for the damages caused by their drugs®.

In the following years a new stream of cases emerged, that of the damages related to the use of Di-
ethylstilbestrol, generally shortened for DES, a drug used for a number of feminine diseases, used by
probably 4-6 million women before being outlawed, when it was discovered that it could cause cancers
to the daughters of the women who had used it in the first three months of pregnancy to avoid a possible
abortion.

Many of the victims acted in the United States for the compensation of the damages suffered. But,
contrary to the cases related to Talidomide we examined before, in these cases, while it was easy to prove
that the drug was the cause of the cancers, the problem was that more than one manufacturer produced the
same drugs, and it was impossible to prove which one or ones of the manufacturers produced the drugs
used in each case. In those cases, the application of the traditional civil liability rules to prove the liability
of the defendant would have left the victims uncompensated, and the application of the presumption of
the liability of all the manufacturers, along with the joint and several liability of all of them, would have
put all the burden of the compensation on a few of the manufacturers. Some of the U.S.A. courts tried
to find a solution to this conundrum by elaborating a system of partial liability, generally called market
share liability, that provided for the shared liability of all the producers of the drug, in proportion to the
market share of each manufacturer (Delgado, 1982; Gifford, Pasicolan, 2006)*.

That solution was not accepted by all the courts in the United States, as some of them explicitly refused
to apply the market share liability system not only to cases of DES?, but also to cases of vaccines® and
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asbestos (Geistfeld, 2006)’, stating that these rules were inconsistent with the rules concerning liability
for fault, and in the case of asbestos that their application would have automatically transformed every
defendant in the insurer of the others. That rule was not adopted as well by other foreign courts, and was
even explicitly excluded by a Court in the Netherlands, which stated instead the existence of the joint
and several liability of the defendants (Hondius, 1994)3.

These cases added another pillar to the set of rules that could be applied to cases of damages caused
by technological progress, that is to say the general rule that, unless otherwise provided, when a damage
is caused by a number of possible tortfeasors and it is impossible to determine which one actually caused
the harm, all the potential tortfeasors are to be held jointly and severally liable for the compensation of
the damages, contrary to the traditional rule requiring the defendant to prove which one of them was
liable for the damages.

Last but not least, before moving on, we have to take into consideration the development of the in-
strument of insurance, which may provide the protected party with a quick and sure compensation of
the whole damages or part of them. The insurance instrument is generally economically advantageous
for all the parties involved, as it saves the insured party the costs of the judicial procedures and spreads
the costs of the compensation over a wider number of persons.

A voluntary insurance is the one stipulated by the subject that is exposed to the risk of damages or
by the subject that is obliged to compensate third party damages, while compulsory insurance is those
insurances imposed by provisions of law or managed by public authorities. The choice of a number of
legislators to impose a compulsory insurance in certain sectors of activities is justified by their actual
economic efficiency and by the need to protect the parties involved. Common examples of compulsory
insurance is that on vehicle circulation, that was introduced starting from the 60s in many European
Member States and now is provided for in all the European Member States by the Directive 2009/103/
EC of the European Parliament and of the Council of 16 September 2009 relating to insurance against
civil liability in respect of the use of motor vehicles, and the enforcement of the obligation to insure
against such liability. Article 3 of the cited Directive, titled “Compulsory insurance of vehicles” states
that Each Member State is obliged to “fake all appropriate measures to ensure that civil liability in
respect of the use of vehicles normally based in its territory is covered by insurance”. Needless to say
that the necessity for compulsory insurance for car accidents arose from the large number of victims and
damages originated by the increase in vehicle circulation starting from the 50s.

Another widespread category of compulsory insurance is that for the damages suffered by the work-
ers during their occupational activities. Even in this case, the necessity to insure the workers against the
possible harms or illnesses suffered because of their working activities arose at the end of the XIXth
century, when large numbers of workers started to be employed in modern factories, and consequently
to be exposed to the risks of the new technologies, such as factory equipment or dangerous products.
The first occupational accidents insurances were first established at the end of the XIXth (for example
in Germany in 1884 and in Italy in 1898) and transformed into compulsory systems starting from the
turn of the century.

194

printed on 2/14/2023 3:05 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Old Rules for New Tools

THE PROBLEMS ARISING OUT OF THE NEW TECHNOLOGIES
AND THE POSSIBLE SOLUTIONS: DRONES, ROBOTS AND Al

The Choice Between Traditional and Innovative Solutions

The new generation of technological products, such as drones, robots and A.I., features characteristics such
as autonomy, self-learning and adaptative abilities that pose new challenges to the tort liability system.

Those products are in fact endowed with a capacity to act and evolve that is generally unknown to the
products of the former technological revolution, mainly in force of their ability to autonomously adapt
to different situations, choose among different options and in some cases also learn from past experi-
ences. These features, that apparently endow these products of an independent and autonomous life,
have probably fascinated some legal scholars to such an extent, that they sometimes have affirmed that
traditional legal rules, included those on the compensation liability for the damages caused, are certainly
not suitable to the peculiar characteristics of these new tools.

Many inventive solutions have therefore been offered by some scholars to find a viable answer to
these problems. We may remember here, among the many (Chopra, White, 2004; Coeckelbergh, 2011;
Vincent, 2017), two outstanding theories: the proposal of Teubner (2006) to endow robots of a limited
subjectivity, with all the legal consequences for the cases where they would cause damages to third par-
ties or that of Pagallo (2013) to endow robots with their own estate, having the goal to compensate the
damages that the robot could eventually cause.

Although it is impossible to deny the elegance and inventiveness of these proposals, nonetheless
they seem to overlook the fact that most of the western legal systems already have long time established
traditional rules of tortious liability, which are generally quite successful in dealing with the compensa-
tion of damages caused by technological development. I am talking about the strict liability rule, the
liability for fault, the joint and several liability and the compulsory insurance, which was examined in
the previous chapter.

Moreover, those same remedies have frequently proved to be quite efficient in protecting the victims
of the new technologies, while the more inventive, new proposals, separating the liability for the damages
caused by the tools from the persons actually advantaged by the use of the same technological tools, not
only often lacks in practicality but also may limit the damages that could be recovered by the victims.
Moreover, it should not be forgotten that, generally, western legal systems rather prefer compensation
rules offering an adequate protection to the victims of the new technologies, when those victims can-
not be blamed for the damages suffered and the new technology is a source of earning for a determined
person or persons.

In fact, provided that the legislator is able to clearly identify the persons that are deemed to be strictly
liable for the damages caused by the robots, or drones or Al, in force of their relationship with these latter,
the victims can easily ask these liable persons for the compensation of the damages suffered. Moreover,
when the law obliges those same persons to insure themselves for the damages that the activity of the
tools may cause to third parties, the victims’ compensation rights are secured. While in those cases where
the liability cannot be imposed in force of a qualified relationship between the tools and the tortfeasors,
such as the cases of use of the robot or of the drone by a person not having a qualified relationship with
it, the traditional liability for fault rules may apply, eventually joined to the strict liability of the person
having a qualified relationship with the robot.
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In sum, the old rules of strict liability, compulsory insurance and liability for fault may be able to
successfully cover all the cases of damages caused by robots, Al and drones, provided that the legislator
is able to identify the persons charged of the strict liability and of the compulsory insurance duty and,
eventually, to clearly depict the rules on the liability for fault to be applied were needed.

Although lacking the charm of more elegant and imaginative theories, this approach is probably the
most practical, economic and straightforward for cases of robot, drones and Al damages compensation,
as it uses rules that are already well known by lawyers and courts, and that have already proved to be
very effective. In support of these considerations, it is probably telling that this approach is also the one
followed by the European Union in two different cases.

The first case is that concerning the compensation of damages arising out of the use of drones, which
was disciplined at the European level by the Commission Implementing Regulation (EU) 2019/947 of
24 May 2019 on the rules and procedures for the operation of unmanned aircraft and Commission Del-
egated Regulation (EU) 2019/945 of 12 March 2019 on unmanned aircraft systems and on third-country
operators of unmanned aircraft systems.

The second set of rules is that concerning the compensation of damages arising out of the use of robots
and Al products, which is still at a preparatory stage but on which a lot could be said from the reading of
the European Parliament Resolution of 16th February 2017 with recommendations to the Commission
on Civil Law rules on Robotics and of the European Commission White Paper on Artificial Intelligence
- A European approach to excellence and trust and the accompanying Report from the Commission to
the European Parliament, the Council and the European Economic and Social Committee Report on the
Safety and Liability Implications of Artificial Intelligence, the Internet of Things and Robotics of 19th
February 2020, making some proposals to overcome supposed legislative gaps.

Our purpose, now, is therefore to investigate the approach used by the European Parliament and
Commission in cases of damages caused on one hand by drones and on the other hand by Artificial
Intelligence and robots, to ascertain which legal tools they consider more apt in these cases and the
reasoning beneath these choices.

Dealing with Drones under European Law

The first example of the use, by the European Union legislator, of the traditional legal rules in cases of
damages caused by new technologies is that of the damages caused by drones (Bertolini, 2018).

If we read the Commission Implementing Regulation (EU) 2019/947 of 24 May 2019 on the rules
and procedures for the operation of unmanned aircraft and the Commission Delegated Regulation (EU)
2019/945 of 12 March 2019 on unmanned aircraft systems and on third-country operators of unmanned
aircraft systems, it is very easy to realize that the European legislator chose to use the traditional rules
of strict liability and compulsory insurance also in cases of damages caused by drones.

Beware that the category of drones includes both autonomous and non-autonomous drones. The first
are able to conduct a safe flight without the intervention of a pilot, but with the help of artificial intel-
ligence, which enables them to cope with all kinds of unforeseen and unpredictable emergency situations.
While the non-autonomous drone with automatic operation flies pre-determined routes defined by the
drone operator before starting the flight and, when it encounters unforeseen events for which it has not
been programmed, the remote pilot must intervene, taking control of the drone. Non-autonomous drones
without automatic operations must be flown, for the duration of the whole flight, by the remote pilot.
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The underpinning idea in the European provisions is that the flights of drones are, by themselves, a
risky activity, notwithstanding the purposes for which they are employed. Therefore, the regulations do
not distinguish between leisure or commercial activities, but instead take into account the weight and
specifications of the drone and the operation it is intended to undertake.

Therefore, drones are not treated as risky by themselves but because of the operations they carry
out. And, as each type of operation possess a different level of risk, EU Regulation 2019/947 makes a
distinction among categories of operations: the ‘open’, ‘specific’ and ‘certified’ categories.

In the lower risk bracket we find the ‘open’ category, where operational risks are considered low,
no authorisation is required before starting a flight and safety is ensured provided the drone operator
complies with the relevant requirements for its intended operation.

The ‘specific’ category covers riskier operations, where safety is ensured by the drone operator ob-
taining an operational authorisation from the national competent authority before starting the operation.
To obtain the authorisation, the drone operator is required to conduct a safety risk assessment, which
will determine the requirements necessary for the safe operation of the drone.

In the ‘certified’” category, the safety risk is so high that certification of the drone operator and the
aircraft is required to ensure safety, as well as the licensing of the remote pilot.

The safety of the flights is ensured through the U-space, which creates and harmonises the necessary
conditions for manned and unmanned aircraft to operate safely, preventing collisions between aircraft
and to mitigate the air and ground risks.

In force of these provisions, drone operators or remote pilots must register in the Member State where
they live or have their main place of business.

The drone operator is the person that owns or rents the drone. The operator can either be a natural
or legal person and must be registered.

The remote pilot is the person who actually controls the drone. A remote pilot may also be the drone
operator or a drone operator may employ one or more remote pilots.

The identification of the operator is made easier using an Electronic identification system, which
allows the remote identification of the operator of the drone, while the Geo Awareness system is a soft-
ware installed in the drone that can automatically block the access of the aircraft to certain areas that
are prohibited or high-risk areas.

The operator is liable for the damages caused by the drone in force of strict liability rules. Conse-
quently, the same European Regulations provide that the operator is obliged to have a third parties’
insurance for liability, when the drone weights above 20kg. But it should be underlined that most of the
Member States requires the operator to buy an insurance for third party liability even when the drone
weighs above 250 gr.

Dealing With Artificial Intelligence and Robots Under European Law

Although a European comprehensive legislation concerning the liability for damages caused by Al and
robots has not yet been enacted, the studies and official documents on the issue written by the European
Parliament and Commission may certainly offer an idea of the future legislative choices at European level.

For our purposes, we can take into consideration the proposals to overcome supposed legislative
gaps set out by the European Parliament Resolution of 16™ February 2017 with recommendations to
the Commission on Civil Law rules on Robotics’, the European Commission White Paper on Artificial
Intelligence - A European approach to excellence and trust and the accompanying Report from the
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Commission to the European Parliament, the Council and the European Economic and Social Commit-
tee Report on the Safety and Liability Implications of Artificial Intelligence, the Internet of Things and
Robotics of 19" February 2020'° and finally the European Parliament Resolution of 20 October 2020
with recommendations to the Commission on a civil liability regime for artificial intelligence!!. To this
bulk of preparatory works we can add the existing legal provisions, first of all the Product Liability
Directive of 25 July 1985 on the approximation of the laws, regulations and administrative provisions
of the Member States concerning liability for defective products ', which are to some extend already
fitted for the protection of the victims of Al and robots.

From the reading of these preparatory documents it is self-evident that the European Commission
and Parliament are perfectly aware of the need to have a clear and predictable legal framework to disci-
pline Artificial Intelligence and Robotics'3, because their general scope is to have the certainty that all
products and services, including those integrating emerging digital technologies, operate safely, reliably
and consistently and that damages that eventually may occur would be remedied efficiently.

Implementing high levels of safety for products and systems that use the new technologies and pro-
viding reliable mechanisms of compensation for cases of damages caused by them is in fact essential
to better protect consumers or those that may be harmed by and to create trust in the new technologies,
fostering their use by industries and consumers and therefore the competitiveness of European industries
and the growth of the European economy. A clear safety and liability framework is in fact important
both to provide the needed protection to consumers, and to offer legal certainty to conduct businesses.

The European Parliament and Commission are perfectly aware that, although the European Union is
already endowed of a steady and experimented body of rules on safety and product liability, and all the
Member states possess a working system of tortious liability compensation, these rules need to some
extend to be adapted to the characteristics of Al and Robotics. Therefore, it is important to outline these
characteristics, to understand how the existing rules should be adapted.

Al and robots can combine connectivity, autonomy and data dependency to perform tasks with little
or no human control or supervision. They are very complex, and therefore their production generally
involves a plurality of economic operators and the need of a multiplicity of components, parts, software,
systems or services, which together form the new technological ecosystems. They are generally open
to updates and upgrades after their placement on the market. Moreover, as far as Al is concerned, their
equipped systems can also improve their own performance by learning from experience and, because they
use a vast amount of data, rely on algorithms and have an opaque decision-making, it is often difficult
to predict the behaviour of an Al-enabled product and to understand the potential causes of a damage.
Finally, as Al systems are connected and open, they may be exposed to cyber-threats.

It is therefore not a surprise that the cited European Commission Report of the 19" February 2020
largely concerns the safety issues of these new technologies'®. As the EU product safety framework was
written before their emergence, it does not always contain provisions explicitly addressing the new chal-
lenges and risks arising out of these n technologies. Nevertheless, that legal framework is technologically
neutral and therefore it can still be applied to products incorporating these new technologies, as explicitly
stated, for example, by some EU legal provisions, such as those on the medical devices or cars, which
have taken into consideration some aspects of the new technologies, e.g. automated decisions, software
as a separate product and connectivity.

The first problematic issue is that of the connectivity, because as most of the new products are con-
nected, their safety may be directly compromised and the safety of its users may be indirectly threatened
when the product is hacked. Union product safety legislation does not generally provide for specific
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mandatory essential requirements against cyber-threats affecting the safety of users, although there ex-
ist provisions related to security aspects in certain fields (e.g. the Regulation on Medical Devices', the
Directive on measuring instruments'®, the Radio Equipment Directive!’, or the vehicle-type approval
legislation'®) and the Cybersecurity Act' sets up a voluntary cybersecurity certification framework for
Information and communications technology (ICT) products, services and processes while the relevant
Union product safety legislation sets up mandatory requirements. Moreover, also the loss of connectivity
of digital technologies may also entail risks for safety.

In the opinion of the European Commission, the character of connectivity of these products entails
risks, and these risks can be deemed to be covered by the extended concept of safety of the product
applied in the European Union in order to protect consumers and users. It must also be stressed that,
under the safety product legislation of the European Union, the use of the product covers not only the
intended use but also the foreseeable use and in some cases, such as in the Machinery Directive®, even
the reasonably foreseeable misuse. Therefore, the Commission proposal on the point is that of taking
into consideration explicit legislative provisions on the safety risks of connected products, in order to
provide better protection of users and more legal certainty for businesses.

The second problematic issue is that of autonomy. Although their behaviour is constrained by the
goal they are given and other relevant design choices made by their developers, Al based products can
in fact act autonomously by perceiving their environment and without following a set of pre-determined
set of instructions. The unintentional outcomes of these autonomous actions can cause damages to their
users and third parties.

The European Union legislation already provides the duty of the manufacturers to take into account
in the risk assessment of the product its intended use, foreseeable use and/or the reasonably foreseeable
misuse, before the products are placed on the market. In cases of Al based products, that should therefore
be done taking into consideration the future “behaviour” of the product. The same legislation also states
that manufacturers must provide for instructions and safety information for users or warnings®'. More-
over, every “significant change” requires a safety assessment report to the proposer of the change by an
independent ‘assessment body’ (the national safety authority or another technically competent author-
ity) and the consequent application of the appropriate measures to mitigate risks by the manufacturer.

Where the outcomes of the Al systems cannot be fully determined in advance, and the autonomous
behaviour of the Al based product modifies the intended use, so that the safety requirements are affected
because the risk assessment performed before placing the product on the market no longer reflects the
use of the product, then a new re-assessment of the self-learning product is required.

In any case, it should be underlined that under the current framework, where producers become aware
that a product, throughout its lifecycle, poses risks having an impact on safety, they are already required
to immediately inform the competent authorities and take actions to prevent the risks for users®.

The Commission in its Repost suggest that if the Al based product may undergone, during its life-
time, changes that can have an impact on its lifetime, e.g. different product function, not foreseen by the
manufacturer in the initial risk assessment, a new risk assessment procedure could be performed and
reinforced requirements for manufacturers on instructions and warnings for users may be provided for
by EU legal provisions®. The same EU legislation should also provide for the human oversight of Al
self-learning products and systems, from the product design and throughout the lifecycle, when their
self-learning features may enable the machine to take decisions that deviate from what was initially
intended by the producers and consequently what is expected by the users.
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A very interesting point of the proposals of the European Commission concerns the mental health
risks of Al products, which should in its opinion be explicitly covered within the concept of product
safety in the legal provisions. Therefore, Al devices and systems producers should be obliged to take
into consideration the immaterial harm their products could cause to users, in particular vulnerable users
(e.g. elderly persons in care environments).

The last characteristic that may generate risks for the use of Al-based products and systems and that
therefore is taken into consideration by the European Commission is that of data dependency, that is to
say the need that data used by Al products are accurate and correct, and therefore that producers anticipate
during the design and testing phases the data accuracy and its relevance for safety functions and that the
Union product safety legislation contains specific requirements addressing those risks.

The same European Commission also underlines, in its Commission Communication on Building
Trust in Human-Centric Artificial Intelligence, that when Al based products and systems improve their
performance by learning from experience, it could be difficult to understand and trace their decision
making process and that so called “opacity” may interfere with the necessity to trace the responsibility
of Al systems®*. In these cases the Commission deems it to be necessary for the responsibility of the IT
technologies to require of the algorithms a certain level of transparency, robustness, accountability and,
when necessary, human oversight and unbiased outcomes®.

Other possible risks may be identified in those that may stem from the complexity of the products
and systems, because different products, devices and compounds can interact and influence each other.
In those cases, it is required that the producer carry out a risk assessment of the product, taking into
consideration the intended use and foreseeable use as well as the foreseeable misuse, following the pro-
visions of art. 2 of the General Product Safety Directive, which specifies that a safe product shall take
into account “the effect on other products, where it is reasonably foreseeable that it will be used with
other products”.

This attention to complexity is for example already part of transport legislation, where approvals and
certifications are required both for each component and for the entire car, train or airplane, and also the
“system” of transportation must be approved by an authority, after a third party assessment of conformity
of technical requirements or a demonstration of how risks are being addressed. But that is also evident
where the system involves, as it often happens, the use of software, integrated in the products. In those
cases, the producer is asked to foresee the possible risks arising from the use of the integrate software,
as for example in the Machinery Directive, which expressly requires that fault in the software of the
control system does not lead to hazardous situations.

Needless to say, the complex value chains that generally affect emerging digital technologies, such
as Al, have been already taken into consideration by the European legislation, as they have already
affected products such as computers, service robots, or transport systems. The product safety rules, in
fact, already provides that the responsibility for the safety of the product remains with the producer that
places the product on the market, notwithstanding the possible existence of a complex value chain. That
liability extends to the parts integrated in the product, such as in the case of the software of a computer?’.
So doing, the European Union product safety legislation takes into account the complexity of the value
chains, and establishes a principle of “shared responsibility” for the possible damages arising from the
use of the products, imposing a joint and several obligation on the several economic operators.

The European Institutions are perfectly aware that product liability rules should intervene only if
and when product safety rules fail, although both the sets of rules are of the outmost importance to se-
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cure high levels of safety to users and third parties and provide compensation for the damages that are
eventually caused by the products.

The purpose of liability rules is double faced, as they must ensure the compensation of the damages
suffered by those harmed by a certain product, in our case a robot or Al-based products, and at the
same time they must provide economic incentives to the party liable for the compensation to avoid the
causation of damages, if possible. This balance permits the natural development of those technological
businesses that guarantee a favourable trade-off between the positive economic outcome arising from
the new products and the negative burden of the compensation of the possible damages caused by those
same products.

In the European Union, the harmonized rules on the compensation of damages caused by products,
that is to say the rules that must be applied in every European Member State where a harm is caused
by a defective product, are today notoriously contained in the Product Liability Directive 85/374/EEC.

This Directive provides a strict liability system of the producer for the damages caused by a defect of
a product. As a consequence, the injured party is entitled to the compensation of the damages suffered
when he or she can prove the damage, the defect in the product (for example, that it did not provide
the safety that the public is entitled to expect) and the causal link between the defective product and
the damage. The provisions of the Product Liability Directive can be applied in the different Member
States jointly with the national liability rules, which may be based on fault or strict liability, or both,
depending from the case and the national legislation. A good example is that of the damages caused
by a car accident, where the victims can generally ask for compensation from the driver on the basis
of the national liability for fault rules, from the owner of the car (in most of the Member states) on the
basis of the national strict liability rules, and from the car manufacturer in force of the provisions of the
European Product Liability Directive. Furthermore, the example of the compensation of the damages
caused by motor vehicles also offers us the opportunity to call into action the instrument of compulsory
insurance, as the same victims can also claim the compensation of the damages suffered from the car
insurer, because in accordance with the European harmonised rules on motor vehicle insurance, the user
of the vehicle must be insured?. Producers are, instead, not subject to a compulsory insurance.

It is very important to underline that the European legislation does not treat autonomous vehicles
differently from non-autonomous vehicles, and they therefore must be covered by the third party motor
liability insurance, which is undisputedly the most reliable and easily achievable financial protection
offered to the victims of damages caused by vehicles. At the same time, insurance companies can either
calculate their risks and claim reimbursement from the party liable for the damage, be it the driver, the
owner or the manufacturer of the vehicle.

The above cited Commission Report rightly underlines that these national and European provisions
may be challenged by some characteristics of the new technologies, such as robots or Al. For example,
sometimes it could be difficult to identify the human behaviour that ultimately caused the victims the
injury, identification that is necessary to ascertain the existence of a liability for fault in some national
systems.

Either the Expert Group on Liability and New Technologies® and the European Commission® took
into consideration the possibility to facilitate the burden of proof for the victims of Al-related damages
or even reversing it, or of linking the burden of proof to the compliance by the relevant operator with
specific cyber-security or other safety obligations set by law. The model example of such a modification
of the rules on liability for fault is, as we all know, given by the European Product Liability Directive,
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which provides for the liability of the producer for the damages caused by a product that does not meet
mandatory safety rules, regardless of the producer’s fault.

The capacity of Al applications to act autonomously, without human supervision or control and
sometimes even without predefinition of their actions, may entail problems in the ascertainment of the
person liable for the damages caused by products incorporating Al applications. The same can be said
when products are operated using algorithms based on machine-learning, which can be difficult, if not
impossible, to understand. In these cases, it is in fact often difficult and costly to ascertain what went
wrong with the algorithms and the data used, and the access to the same impossible without the coopera-
tion of the potentially liable party. Moreover, it is not easy to prove if the damages were the consequence
of the autonomous choice of the Al or of the fault of its producer or user.

Even in this case, the suggestion of the European Commission is to use the EU rules on products
safety and products liability and provide for the liability of the producers for the safety of all the prod-
ucts they put on the market throughout their life-cycle, for the use of the product that can reasonably
be expected. As the presence of Al in products does not exclude the need to guarantee the safety of the
products, whether they are automatic lawnmowers or surgery robots, the manufacturer should be obliged
to respect certain safety parameters when manufacturing a product using Al. Moreover, as the Al is a
self-learning tool, it should be taken into consideration the problem of the extension over the time of the
liability of the producer and of the limits to the foreseeability of the possible changes of the self-learning
applications. In these cases the European Commission Report suggests the revision of the Product Li-
ability Directive so as to take into account the fact that when Al applications are involved, products may
change and be altered over the time, and possibly clearly identify the responsible person in these cases?'.

The same Commission underlines that special attention should be devoted to those autonomous Al
devices and services that may cause significant harm to important legal interests like life, health and
property, and expose the public at large to risks®?, such as Al devices that move in public spaces (e.g.
fully autonomous vehicles, drones and package delivery robots) or Al-based services with similar risks
(e.g. traffic management services guiding or controlling vehicles or management of power distribution).
In its opinion the solution to the compensation problems engendered by Al products could be the ap-
plication of strict liability schemes resting on a risk-based approach: whenever the risk materializes, the
victim is compensated regardless of fault. This approach clearly requires the careful assessment of the
person responsible for the compensation of the damages arising from the development and uptake of Al
and of the risks to be taken into consideration.

The same European Commission also admitted that it was looking for remedies able to couple strict
liability rules with compulsory insurance, following the example of the Motor Insurance Directive, so
ensuring compensation irrespective of the liable person’s solvency and reducing the costs of damage. In
other cases, instead, such as when the potentially liable party has not logged the data relevant for assess-
ing liability or is not willing to share them with the victim, the Commission is taking into consideration
the option to adapt the rules on the burden of proof of the causation and the fault of the defendant™.

This attitude of the European Commission was largely shared by the European Parliament, in its
above cited Resolution of 20 October 2020.

For the European Parliament it is of the outmost importance to improve the willingness of users toward
new technologies providing them with solid and fair compensation procedures and a level of protection
similar to those offered in cases without involvement of an Al-system. But, at the same time, it is aware
that legal certainty is also essential for the dynamic development and innovation of Al-based technology.
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The same authority is also aware of the necessity to provide sector-specific regulations for the broad
range of possible applications with a European horizontal and harmonized legal framework, based on
common principles, with the purpose to ensure legal clarity, establish equal standards and to effectively
protect European values and citizens’ rights. And that the special features of Al, require a specific and
coordinated adjustments to the liability regimes to provide an equitable compensation to the injured parties.

After having explicitly denied the opportunity to confer legal personality to Al-systems, the Parlia-
ment affirms that, on the basis of widely accepted liability concepts, it is possible to confer the liability
for the damages caused to the different persons in the whole value chain who create, maintain or control
the risk associated with the Al-system.

Moreover, it suggests the Commission to review the Product Liability Directive, eventually even
transforming it into a Regulation, updating its rules and definitions (such as “products” and “damages”)
to the challenges posed by emerging Al, so as to provide a high level of effective consumer protection,
and of legal certainty for consumers and businesses, while avoiding high costs and risks for SMEs and
start-ups.

Regarding the rules to be applied to damages caused by Al products, the Parliament hypothesizes
of reversing the rules governing the burden of proof for harm caused by emerging digital technologies
in clearly defined cases, after a proper assessment, and underlines that the Product Liability Directive
rules on civil liability should be used also against the producer of a defective Al-system, when that sys-
tem may be qualified as a product under that Directive. That is to say that in those cases strict liability
should be applied.

Regarding instead the operators’ liability, it affirms that the operator, who may be compared to the
owner of a car, is the person that is controlling a risk associated with the Al-system and that, due to the
Al-system’s complexity and connectivity, is in many cases the first visible contact point for the affected
person. In its opinion, the operator’s liability should cover all the Al operations and be ruled under the
Product Liability Directive provisions. When there is more than one operator, all operators should be
jointly and severally liable while having the right to recourse proportionately against each other, and
the proportions of their liability should be determined by the respective degrees of control over the risk
connected with the operation and functioning of the Al-system.

In the opinion of the Parliament, when there exists an inherent high risk of damages and the au-
tonomy of the Al potentially endangers the general public, it would be reasonable to provide for a strict
liability regime of responsibility of the operators and introduce a compulsory insurance system for the
compensation of the damages arising from them.

The liability for fault rule should instead be applied to cases where the Al operations were not con-
sidered inherent high risk of damages. But in these cases the fault of the operator could be presumed,
although this latter can exculpate himself by proving he has abided by its duty of care

The same liability for fault rule should be used when the damages are instead caused by an interfer-
ing third party, such as a hacker.

These liability rules should be applied, in the opinion of the Parliament, jointly with a continuous
monitoring of the potential risks of the new Al technologies.

Lastly, considering that the public trust for the new technologies can be reinforced by the use of li-
ability insurance, the Parliament affirms that it would be wise if all the operators of high risks Al-systems
should hold liability insurance, analogously to the rule on compulsory insurance provided for by the
Directive 2009/103/EC relating to insurance against civil liability in respect of the use of motor vehicles.
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CONCLUSION

The technological evolution we are facing in these years brings with it an actual or possible, depending
on the product, increase of cases of damages caused by these new technologies, where software and Al
are often incorporated into the products. The emergence of these new digital technologies and robotics
certainly raises new challenges in terms of product safety and liability, which are made more complicated
by their special features of connectivity, autonomy, data dependency, opacity, complexity of products
and systems, software updates and more complex safety management and value chains.

The problem we face in these new cases lies therefore in the need to provide the victims of the new
technologies with the same level of protection that is already guaranteed with reference to other products
or services in their national systems. In so doing, we should be able to provide the victims of the new
technological products with their rightful compensation and at the same time we should not impair the
general social trust in those new technologies and, as a consequence, on the economy surrounding them.

The set-up of a clear compensation plan, that could be applied in every Member State, is not only
advantageous for the victims of the new technologies, but also for the economic activities and the in-
vestments concerned, including the costs of the production activities. Moreover, the producers of these
innovative technologies would be advantaged by common compensatory European rules, because a
fragmented national legal situation increases the costs for reducing the risks, insure against liability and
cross-border trade in the Single market.

Although, as we have mentioned, a number of different solutions could be used to sort out this conun-
drum, most probably the only viable solutions are those offered by the traditional rules on the liability
for fault, the inversion of the onus of proof, the strict liability and the compulsory insurance that are
already used in a large number of cases by the European and Member States legislation.

These tools are in fact well rooted in the European and in the Member States legal systems, where
they proved to be effective in many other cases of damages caused by technological products, and fit to
adapt to the new challenges posed by the last technological development.

These qualities were certainly taken into consideration also by the European Parliament and Com-
mission in their proposals, which substantially envisage the following steps to be taken at the European
legislative level.

First of all, the modification of the European Directive on Product Liability and of other special
legislation, whose provisions are notoriously based on the strict liability of the producer of the goods
and the distribution chain, when the producer could not be identified, to better suit the cases of damages
arising out of the new technological products, taking into consideration also their interaction with Al
and software.

Secondly, to provide for the strict liability of the owner or user of the products, coupled with a com-
pulsory insurance, on the model of the liability for vehicle damages that already proved to efficiently
operate.

Thirdly, establish the liability for fault of third parties that interfere in the operations of the products,
causing damages, and regulate the cases in which the reversion of the burden of proof of the negligence
of the tortfeasor applies, to better protect the victims in those cases where it would be very onerous or
difficult for them to prove the negligence of the tortfeasor.

Lastly, to provide for the joint and several liability of all the parties involved, when the possible
tortfeasors are more than one.

So, old rules for new tools. But what else should be used, if the old rules are still fit for their job?
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Chapter 12
Open Banking and Privacy:

Users’ Personal Data and Payment
Service Providers’ Liability

Flaminia Marasa
University of Macerata, Italy

ABSTRACT

Payment services user’s personal data processing between European Directive no. 2015/2366/EU on
electronic payment services (PSD2) and Regulation no. 679/2016 on the processing of personal data of
natural persons (GDPR). This chapter focuses on the interference and possible conflicts between digital
payments and personal data protection and processing rules, identifying and addressing certain issues.
In particular, the work analyses and discusses three themes: 1) the role played by banking intermediaries
(PSPs) and new payment service providers (third party providers — TPPs) and their involvement in the
digital payments, 2) the cases where the PSPs and TPPs can lawfully use personal data and the limits
imposed on them by both regulations to the processing of data of payment service users in order to verify
whether the combined provisions of these pieces of legislation effectively achieve greater protection for
payment service users, 3) the issue of unlawful use of personal data and the distribution of responsibili-
ties and liabilities between intermediaries.

TECHNOLOGICAL INNOVATION AND BANKING MARKET:
OPEN BANKING AND THIRD PARTY PROVIDERS

The payment sector has been, as we know, one of the first in which a regulatory framework had to be
defined in view of adequately regulating the significant changes in the market without hampering the
technological innovation'.

Actually, it must to be aware that the rapid development of technological innovation results in the
risk that the current legal framework soon become outdated and insufficient to regulate the new types
of payment services in the market place.
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That happened as regards to the activity of the so-called Third Party Providers (TPPs), which are
not a party to the contractual relationship between the user and the account servicing payment service
provider (ASPSP), but can access the payment account to perform certain services on behalf and on
the request of the user. TPPs appeared on the scene since the issuing of the Directive no. 2007/64/EC
(Payment Services Directive - PSD) and, thanks to their unprecedented ability to innovate, they have
emerged in the payment market despite the absence of any regulation concerning their organisation and
activity. This regulation was introduced by the later Directive no. 2015/2366/Eu (Payment Services
Directive 2 - PSD?2).

The services provided by the TPPs are the provision of payment initiating? and the account informa-
tion®. They are complementary, at least to some extent, to the ones offered by banks but they are more
efficiently because they are able to offer an easy and swift services, due to their technologies. The first,
known mainly thanks to Paypal, allows the user to issue a payment order on an online account, having
a closed platform that acts as a bridge between the banking platform of the user and the website of the
merchant. Such service offers several advantages as it directly links the payer and the payee; in fact, the
first does not disclose account number or credit card references to the beneficiary while the merchant is
informed once the payment has been ordered and funds are on his way.

Therefore, the payment initiation service provider (PISP) initiates the payment transaction and it
intervenes and performs the payment order immediately by transferring money from user’s account to
the ones of the merchant but it does not manage the account maintenance or the processing of transfer
and debit which are responsibility of the account servicing payment service provider.

The account information service, on the other hand, offers the user an immediate overview of his
financial situation by collecting and aggregating online information taken from one or more payment
account held with different payment service providers and they display those data in a way that makes
them more intelligible. Essentially, the account information service provider (AISP) gives the user an
overall simplified view of his accounting position in all the banks he operates and allows him to ratio-
nalize the management of payments from different accounts.

In both cases, the performance of the payment initiation service and account information service is
dependent on the possibility for the TPPs to enjoy open access to payment account and to use the ac-
count data and information. The particularly innovative aspect does not thus consist in the fact that these
activities are carried out by entities other than banks but in the fact that the subject offering the service
does not hold the user’s payment account (Rabitti, Sciarrone Alibrandi, 2019).

The operating practice imposed by the new players has, therefore, led to an inevitable change in the
overall structure of the banking system, as regulated by the PSD, addressing new issues (Sertoli, 2019).

Firstly, we assist to an increase of the phenomenon of “disintermediation” — namely, a further re-
duction of the role of banks in the provision of payment services — which has already begun with the
PSD (Omarini, 2020; Pitruzzella 2018). In fact, the Directive had allowed subject outside the financial
sector to carry out this specific business activity, by considering as payment service providers not only
banks but also Electronic Money Institutions (EMIs), which existed since the introduction of electronic
money, and Payment Institutions (PIs), which were regulated by the PSD in the first place.

By entering of TPPs in the payment market, banks lose their tight control over their customer data and
the competitive advantage deriving from this circumstance (Argentati, 2018; Vezzoso, 2018). In fact, as
already noted, in order to permit to TPPs to perform their services, banks have to share consumer data
and information which are a very important resource of profit enabling the banks and other payment
providers to process the tastes of a multitude of customer and offer personalised services.
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Furthermore, the increased number of intermediaries involved in the payment procedure and the
interposition of TPPs disintermediate single segments of the banking supply chains (Di Porto, Ghidini,
2019). The procedure is no longer controlled exclusively by the ASPAS, since this is now supplemented
or substituted by TPPs. This circumstance results in increased risks related to the safety of operations
which were particularly evident before the PSD2 came into force.

Indeed, the absence of a regulatory framework concerning TPPs affects the effectiveness of the PSD
rules concerning enhanced user protection in the event of an unauthorised payment transaction. In order
to perform their services, TPPs used the screen scraping technique, now prohibited, utilizing person-
alised security credentials, provided directly by the user, to access his payment account and to acquire
the information useful for the execution of the service. In this way, on the one hand, the bank was not
able to distinguish the orders issuing directly by the user form those executed through TPPs, and on the
other, the user violated his custody obligation. Therefore, the communication of the users’ personalised
security credentials to the TPPs results in a custody failure and entitles the loss of protection set forth
by PSD in case of unauthorised operation which keeps the user harmless from any liability except in
case of fraud or gross negligence.

In summary, the main issues concerned and concerns: i) the necessary opening up of the market to
the new players; ii) the security of transactions and the liability of the intermediaries for their execution;
iii) the protection of users’ personal data with particular regard to accessibility to payment accounts and
the use of data by third party (Ciraolo, 2020).

The latter is one of the most delicate aspects. The digitalization of payments and the need for an easy
exchange of user’s data between the intermediaries, PSPs and TPPs, raises a series of legal issues relating
to security of operations and protection of privacy of natural persons. As noted above, the payment order
initiating the transaction does not transfer a single amount, meaning the funds which transfer from the
payer’s account to the one of the payee, but also information which must at least indicate the amount to
be transferred and the elements for identifying two payment accounts, the one of the payer and the one
of the payee (De Stasio, 2020).

On the other hand, the importance of personal data in the various areas of society has led to refor-
mulate the concept of privacy (Cuffaro 2018; Ricci, 2017), as demonstrated by the Regulation on the
protection of natural persons with regard to the processing of personal data and on the free movement
of such data (EU Regulation no. 2016/679 — GDPR)*.

It overcomes the idea that the individual has an absolute right to keep confidential the information
concerning him. It is noted that sharing of personal data is essential to grant the development and per-
formance of many activities, scientific, economic, etc. Consequently, the legislator does not prevent
the use of personal data but focuses on the right of every individual to a lawful, correct and transparent
processing of his data.

Therefore, it is crucial to identify the cases where TPPs and PSPs can lawfully use personal data; in
the second place, it is necessary to establish who is the subject responsible to the user and the protection
provided in case of unlawful use of personal data.
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THE PROVISIONS OF THE DIRECTIVE NO. 2015/2366/
EU (PAYMENT SERVICES DIRECTIVE 2 — PSD2)

The above scenario has shown the regulatory gaps of the PSD as regards to the rapid growth of technical
innovation; as a consequence, it was necessary to update the legal framework, taking into consideration
the emergence of the new services offered by the TPPs and the issues related to them®. PSD2 has replaced
the previous Directive but has kept firm the aims to ensure the efficiency of the payment market and to
guarantee enhanced protection to the user, focusing on the exchange of data between intermediaries and
the increase of security of the operations (Porta 2019; Girompini, 2018).

The so-called open banking takes place, namely a new banking system in which banks and other
authorized intermediaries, in order to permit the provision of new types of services, allow specific
categories of intermediaries, free access to their client’s account and share the data necessary for the
execution of the operations requested by the user.

First, the legislator has reformed the rules on access to payment services market, establishing stricter
requirements to obtain authorisation as a PI from the competent authority of the home Member State
(Art. 11, PSD2)S.

Accordingly, the application has to contain details of: i) the programme of operations setting out and
the payment services envisaged; ii) the business plan and the identity of persons holding in the applicant,
directly or indirectly, qualifying holding, directors and persons responsible for the management as well
as a description of the measures taken for safeguarding clients funds; iii) the security policy adopted, the
risk management and accounting procedures take to adequately protect service payment users and the
procedure in place to handle, monitor and follow up a security incident; iv) the process in place to file,
monitor, track and restrict access to sensitive payment data and the principles and definitions applied
for the collection of statistical data on performance, transactions and fraud (Art. 5, PSD2)’.

Special exceptions are then established for the TPPs. In particular, as regards to PIs that provide only
the payment initiation service, its capital shall at no time to be less 50,000 euros while the capital of the
IPs that provide the other payment services is 125,000 euros (Art. 7, PSD2). In addition, given the fact
that the PISP not hold in any time the payer’s funds, the special safeguarding requirements referred to Art.
10, PSD2, are not applied. Is however required, as a condition for authorisation, to hold a professional
indemnity insurance or some other comparable guarantee against liability to cover losses resulting from
the execution of an authorised operation, the non-execution, defective or late execution of a payment
transaction, the request of financial compensation by the user or the exercise of the right of recourse by
one of the intermediaries who are involved in the transaction. [Art. 5(2), PSD2].

The provisions are therefore proportioned to the specific activity carried out and the risks associated
with it (principle of proportionality). As a result, additional facilities are provided for the AISPs as their
activity is purely informative. More specifically, they are exempt from the obligation to have a minimum
initial capital, to adopt measures to safeguard client funds and some other requirements to which all
other PIs are subject to (Art. 33, PSD2).

For the AISPs also is considered a prerequisite for the authorization to hold a professional insurance
or some other comparable guarantee against their liability vis-a-vis the ASPSP or the user resulting
from non-authorized access or from fraudulent access to or use of payment account information [Art.
5(3), PSD2].

It can be said that, in general, the legislator’s aim is to reserve the entry to the market only to PIs which
demonstrate that they have a capital and an organisational system which are adequate and proportionate
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to the risks associated with the performance of this specific business activity; risks consisting in the in-
ability of the PI to fulfil the obligations entered into to execute the payment operations or to reimburse
the user and the provision of a security system insufficient to protect the assets and data of users.

Concerning, in particular, PISPs and AISPs, the performance of their services is subject only to the
consent of the payment service user, whereas it is not necessary that there is a contractual relationship
between the TPP and the ASPSP; therefore, the latter is obliged to provide access to the user payment
account and to make available all the information necessary for the execution of the TPP service. It also
has to treat the payment order requested by TPP under the same condition as it were transmitted directly
by the user. In essence, the ASPSP is subject to an obligation of forced collaboration, provided by law
(Szego, 2020). It may deny the access only for <<objectively justified and duly evidenced reasons relat-
ing to unauthorised or fraudulent access to the payment account>> [Art. 68(5), PSD2].

The obligation applied to the ASPSP reflects the legislator’s aim to encourage competition between
the different intermediaries. In fact, most of technological advances and innovative products in the sec-
tor of electronical and digital payment are attributable to subject outside the financial system that have
considerable financial resources and technical expertise able to guarantee higher technology than bank-
ing intermediaries; suffice is to say that currently at PayPal, have joined in the offer of digital services
giants, such as Apple, Amazon and Google (Arezzo, 2021; Falce, 2021; Vezzoso, 2018).

This situation, on the one hand, it constitutes an opportunity for the payment market and an advantage
for the consumers, on the other hand, it reduces the role of the banks, which, in absence of specific rules,
could strategically refuse access to consumer data <<because of the fear to end up functioning solely as
account and deposit holders for customers>> (Vezzoso, 2018, p. 35). The PSD2, therefore, facilitates the
open banking and the competition, by preventing banks from taking advantage of the condition that they
hold the payment account and, consequently, they can decide which TPP and under what conditions to
allow access to consumer accounts, which would also limit the choice of consumers. For this reason, the
Directive allows TPPs to access user’s account upon only the latter’s consent (Meli, 2020; Szego, 2020).

Regarding the execution of the transaction, since the PISPs and the AISPs never hold the client’s funds,
the PISP is prevented from requesting from the user any data other than those necessary to provide the
service or using, accessing or storing data for purposes other than for the provision of the service [Art.
66(3), lit. ) and lit. g)]. Particular attention is paid to sensitive payment data® that can’t be stored [Art.
66(3), lit. e)]. Finally, the PISP must ensure that the information obtained is provided only to the payee
with the user’s explicit consent [Art. 66(3), lit. ¢)]

Equivalent rules are provided for AISPs with the difference that, due to the characteristics of the
service offered, it can only access information from designated payment accounts and associated pay-
ment transactions [Art, 67(2), lit. d)] and can never request the user’s sensitive payment data linked to
the payment account [Art. 67(2), lit. e)], which are not necessary for the provision of the service. In
essence, TPPs do not have full access to the account data of the user.

Moreover, security is another of the main objectives of the payment service regime. The legislator has
intervened to strengthen two elements considered essential to ensure effective protection against external
attacks. This concerns authentication and communication between intermediaries. Their characteristics
were specified by Regulation Eu no. 389/2018 which integrated the PSD2°.

i)  Authentication (Articles 5-27, Reg. no. 389/2018) is the <<procedure which allows the PSP to

verify the identity of a payment service user or the validity of the use of a specific payment in-
strument, including the use of the personalised security credentials>> (Art. 4(1), no. 29, PSD2).
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Article 97 of PSD2 has required all intermediaries to adopt a strong authentication system (Strong
Customer Authentication) based on the use of two or more elements classified in the categories of
knowledge!?, possession'' and inherence'? that are independent, in that the breach of one does not
compromise the reliability of the others [Art. 4(1) n. 30. PSD2]. This system is currently considered
the safest. Therefore, all intermediaries must make available to the user a strong authentication
system whenever he accesses his payment account online, initiates an electronic payment transac-
tion or carries out any action, through a remote channel, which may imply a risk of payment fraud
or other abuse.

i)  As far as “common and secures open standards of communications” (Articles 28-36, Reg. no.
389/2018), these are aimed at ensuring the security of communications and data exchanges between
intermediaries participating in the procedure.

With regard to the security obligations imposed on the TPPs, an obligation to identify them when
they access the payment account [Art. 66(2), lit. d) and Art. 67(2), lit. c), PSD2] is provided in order to
allow the ASPSP to distinguish transactions carried out directly by the user from those requested through
TPPs"® (Gammaldi, lacomini, 2019). It must also be ensured that the personalised security credentials
of users are not accessible to other parties and are transmitted through safe and efficient channels [Art.
66(2), lit. b) and Art. 67(2), lit. b), PSD2].

In this regard, the APSPs are required to adopt digital interfaces (Application Programming Interface)
to communicate securely and share with the TPPs the data necessary for the execution of the requested
service. API technologies, born in the digital world, simplified integration between different systems and
conversation with third parties, and are considered one of the most effective infrastructures in terms of
communications security (Zachariadis, Pinar, 2017; Noctor, 2019; Rabitti, Sciarrone Alibrandi, 2019;
Colangelo, 2021).

THE PROCESSING OF THE USERS’ PERSONAL DATA IN ACCORDANCE
WITH THE PSD2 AND THE REGULATION NO. 679/2016 (GDPR)

PSD2 contains few provisions regarding to the effects that the new open banking model may have on
the protection of privacy. The Directive, in fact, focuses on the issues of the payment transaction and
on the security of information exchanges between intermediaries for the completion of the transaction.
Only Art. 94, PSD2, which refers to Directive no. 95/46/EC, now repealed by the GDPR Regulation,
deals with processing of personal data.

Taking into consideration the generic reference to the Regulation on the processing of personal data
and the absence of coordination between the two pieces of legislation, the paper focuses on interactions
and possible conflicts between digital payments and personal data protection and processing rules,
identifying and addressing certain issues.

On the one hand, PSD2 aims to increase the use of electronic payments, ensuring the security of
operations and, on the other hand, the GDPR aims to balance the interest to share and process the data.

In fact, according to the GDPR, the subject who acquires the personal data (controller) of the natural
person (data subject) is allowed to perform the treatment as long as the processing is based on a legal basis.
In particular, the Articles 5'* and 6" identify the principles that must characterize the controller’s activity
and the legitimate basis on which the processing is based to be lawfulness, i.e., specific circumstances
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identified by the Regulation that legitimize the processing'®. Among them, the data subject’s consent
plays a remaining role. In fact, whenever the processing is not linked to one of the other legitimate basis,
the processing is allowed with the consent of the data subject only if it is related to specific purposes.

As will be clarified later, these rules are of particular importance as regards liability for unlawful
processing of data subject’s personal data as they provide a standard of conduct to which the controller
must comply with. They ensure that data subject’s data are lawfully processed and grant transparent
information about means and limits of the use of his data.

Firstly, the controller has to choose the legitimate basis further in accordance with the objectives pur-
sued because each one of these determines the purposes of the processing. It must also process the data
in compliance with the principles of Art. 5 that are expressed in the provisions of the following articles
of the Regulation. All these provisions aimed to hold responsible the controller who has to carry out a
prior examination of the purposes pursued and the risks of processing in order to be able to demonstrate
compliance with the GDPR.

With regard, in particular, to the activity carried out by intermediaries, it’s first necessary to identify
what data are considered personal data; only personal data are subject to the regulation of GDPR, while
the free flow of non-personal data is recently amended by Regulation Eu no. 1087/2018 on the circula-
tion of non-personal data.

The Art. 4(1), no. 1, of the GDPR provides a rather board definition of “personal data” and underlines
how their main features is to provide information that qualifies and allows to identify a specific natural
person!’. From this, it can be inferred that, in the context of digital payments, are personal data both the
ones which are related to payments (for example, the unique identifier'®) and the ones that are allowed to
identify the user, payer or payee (for example, name, email address, residence, telephone number, etc.).

In this regard, it should be noted that PSD2 also refers to “sensitive payment data”, i.e., data which
can be used to carry out fraud [Art. 4(1), no. 32, PSD2]. These are exchanged between intermediaries
and they are subject to an enhanced protection. However, this category does not correspond with that of
sensitive payment data according to the GDPR that identify racial or ethnic origin, political opinions,
sexual orientation, philosophical or religious beliefs, trade and union membership, biometric or health
data (Rabitti, Sciarrone Alibrandi, 2019).

Concerning the activity of PSPs and TPPs, the comparison of the two disciplines reveals several
critical points. Some of them will be reported without calming of exhaust them.

Itis clear that PSD2 promotes personal data transfer in order to ensure the full operation of TPP which,
as already underlined, can access the payment account and use the user’s data necessary to perform the
service. The exchange of data is therefore essential for the proper functioning of the payment system'.

The PSD2 provides for two circumstances that authorize the processing of user data: i) the activity
of prevention, investigation and detection of payment fraud [Art. 94(1)]; ii) the provision of the payment
service requested by the user [Art. 94(2)]. In order to legitimize the processing also pursuant to the GDPR,
these circumstances have to correspond with one of the legitimate basis identified by Art. 6, GDPR.

In the first circumstance, the occurrence of a legitimate interest of the controller is the condition
which makes the processing lawful [Art. 6(1), lit. f,), GDPR]®. In this way, the sole interest of the in-
termediary in preventing payment fraud suffices to allow the processing even without the data subject’s
consent. However, there are two limits: the processing must not affect the interests or the fundamental
rights and freedoms and takes into consideration the reasonable expectations of the data subject, based
on his relationship with the intermediary. The characteristic and the nature of the relationship between
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the two subjects therefore, limit the intermediary’s activity and allow the user to assume what data are
and for what purposes they will be used.

In summary, the possibility of the intermediary to process the user’s personal data without obtaining
his consent is balanced by the specific provisions imposed by the legitimate basis of reference; these
require the intermediary to evaluate the interests inherent in the processing in order to avoid that, in any
ex post assessment, the treatment may be considered unlawful.

The second circumstance expressly provided for by PSD2 concerns the provision of the payment
service. However, for a lawful treatment two conditions must be met. The PSP: a) shall only process
personal data necessary for the service provision; b) has to obtain the explicit consent of the payment
service user.

In the first case (a), the processing is also lawful for the GDPR as it is necessary for the performance
of a contract to which the data subject is a party [Art. 68(1), lit. b), GDPR].

The object of the contract between the parties, user and ASPSP or TPP, determines the limit of the
processing and it involves an assessment on his adequacy, relevance and minimisation. Consequently,
any processing that is not strictly necessary and not functional to the performance of the contract has to
be justified by another legitimate basis.

Therefore, the controller is responsible for verifying, before executing the processing, what data are
actually necessary for the service provision so as not to exceed the limits imposed and to incur unlawful
processing.

The legitimate basis of the performance of the contract complies with the provision of the PSD2
regarding limitation of processing to what is necessary for the performance of the object of the contract.

Otherwise, withregard to the user’s consent, there is a divergence between the two pieces of legislation.

Whereas the treatment necessary for the performance of the contract is allowed without the data
subject’s consent, under GDPR, the PSD2 provides the user’s explicit consent even when the processing
is necessary for the service provision requested.

The issue is to be resolved according to a share doctrine (Rabitti, Sciarrone Alibrandi, 2019) in the
sense that consent required for the execution of a payment transaction (Art. 64, PSD2)?' absorbs that
required for processing [Art. 94(2), PSD2], provided that in acquiring the consent necessary for the
payment transaction, the controller informs the user about the data that will be used for its realization?.

With particular reference to TPPs operations, two specifications are required.

The first concerns their access to the payment account. As already examined, the access to the user’s
accountis allowed by PSD2 even in the absence of arelationship between TPPs and ASPSP; consequently,
the processing shall not be based on legitimate basis of the performance of a contract.

In this case, the processing is lawful because it is necessary for compliance with a legal obligation to
which the intermediaries are subject [Art. 6(1), lit. ¢), GDPR]. As discussed in the previous paragraph,
in order to enable TPPs to provide payment service under the same conditions, the PSD2 requires banks
to provide access by third party to a user’s account and associated data [Art. 66(4), lit. b) and Art. 67(3),
lit. b), PSD2].

The second concerns the execution of the transaction by the TPPs. In this case, the treatment is
justified as necessary for the provision of the operation; in this regard, the restrictions on the use and
retention of user’s data by TPPs, provided for by Art. 66(3), lit. f) and Art. 67(2), lit. d), PSD2, seem to
specify the principle of data minimisation provided for by GDPR.

Finally, the issue regards the processing of the payee’s data (the so-called silent party). When the
payer uses a payment service to transfer money, the payee’s personal data are transferred outside any
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contractual relationship between the latter and the ASPSP or the PISP; therefore, the explicit consent
for the processing of personal data has only been given by the payer.

So, what is the legitimate basis for processing of the payee’s personal data? On this point, PSD2
regulates only the relationship between the user and its intermediary; consequently, the issue has been
resolved on the basis of the GDPR.

In that case, the occurrence of the legitimate interest [Art. 68(1), lit. f), GPDR] of the intermediary
— i.e., the performance of the contract with the payer — is the condition which makes the processing
lawful. Such a solution has been embraced by the European Data Protection Board which has specified
that any processing of personal data based on the GDPR must be in line with the principles of minimisa-
tion, limitation and transparency.

This means that, in the context of electronic payments under PSD2, the processing of the payee’s
personal data is limited to the specific purpose of the execution of the payment transaction and deter-
mined by the reasonable expectations of the payee.

In conclusion, the processing of the payee’s personal data by the PISP or the payer’s PSP should
be considered as permitted. In particular, from the joint provisions of GDPR and PSD2, results, on
the one hand, that the payment transaction is sufficient to justify the processing, although there is no
direct relationship between the payer’s intermediary and the payee, on the other, that the obligation of
the intermediary to use only the data necessary for the execution of the payment transaction ensures an
enhanced protection of the payee. In fact, GDPR exempts the intermediary from the need to obtain the
payee’s explicit consent to the processing of his personal data which shall compromise the efficiency
of the requested transaction; PSD2 identifies the specific limits to the treatment activity. Thereby, inter-
mediaries, in particular TPPs, are prevented from misconducting by using the payee’s personal data for
other purposes than the execution of the payment operation.

THE CASES NOT EXPRESSLY PROVIDED FOR BY PSD2

In the financial market, the issue also refers to cases not expressly covered by PSD2.

In this context, it should be recalled that, in order for processing to be lawful, personal data have
to be processed on the basis of the legitimate basis laid down by Art. 6, GPDR, and the burden on the
controller is the adoption of the one best suited to the purposes pursued. Among these, the data subject’s
consent has a residual value [Art. 6(1), lit. a), GDPR], as it must be required whenever the basis for the
processing cannot be referred to one of the specific circumstances covered by Art. 6(1), lit. b) - f), GDPR.
The consent allows the processing and, as already underlined, provides enhanced protection to the data
subject by enabling the latter to be aware of and to evaluate the use of his personal data (Bravo, 2019).

On a general level, the processing of the user’s personal data for purposes other than the execution of
the payment service or the activity of prevention of payment fraud must be based on the user’s consent
[Art. 6(1), lit. a), GDPRY], that has to fulfil the requirements in Art. 7, GDPR%,

In the light of the above, the issue mainly concerns profiling. This consists of any form of process-
ing of personal data, analysing aspects relating to a natural person and predicting aspects concerning
his characteristics and his behaviour (for example, economic situation, personal preference or interests,
performance at work, etc..). It is an important source of information for those who carry out the busi-
ness activity as it enables to offer products and personalized services for the customers (Pierucci, 2019).
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Processing data for profiling seems prohibited by Art. 94, PSD2, while it is allowed by the GDPR
within certain limits.

In particular, automated processing, including profiling, which produces legal effects concerning a
data subject or significantly affects him are prohibited by Art. 22(1), GDPR. This provision has relevance
to the protection of the data subject’s rights as profiling can purse many purposes; for example, consider
profiling related to direct marketing which offers consumers services based on their preferences or the
automatic refusal of an online credit application or e-recruiting practices based on their profiling®.

However, the limitation on processing provided for paragraph 1 of Art. 22, is not applied where there
are certain circumstances set out by Art. 22(2), i.e., the decision: is necessary for the entering into, or
performance of, a contract between the data subject and the controller [lit. a)]; is authorised by Union or
Member State law which the controller is subject [lit. b)]; is based on the data subject’s consent [lit. c)].

On this point, it has been observed (Frau, 2019) that, the case referred to in point (c) of paragraph 2
affects the real application of the prohibition set out in Art. 22(1). In fact, although the following para-
graphs of Art. 22 require the controller to implement specific safeguards to protect the data subject’s
rights and freedoms (for example, the right to obtain the human intervention or to contest the decision),
the data subject’s consent is sufficient for automated processing, including profiling.

Finally, the processing of biometric data® is analysed. Due to the significant technological develop-
ment, the use of this special categories of personal data is increased in many sectors (Ducato, 2019);
with regard to the financial sector, decision is made in favour of biometrics, for example, to sign the bank
documents with graphometric signature or to access banking services through fingerprint recognition,
since biometric data ensure a high level of security being difficult to counterfeit.

In this scenario, it is necessary to consider both PSD2 and GDPR.

Taking into consideration the interests of the natural person involved, biometric data are considered
by the GDPR as a particular category of personal data, whose processing is exclusively allowed in
specific cases set out by Art. 9(2); therefore, in a general level, intermediaries can process such data in
compliance with the specific provision of Art. 9, GDPR.

Additionally, it should be noted that biometric data may be material for payment purposes ad user’s
personalised security credentials; in such a case, it should be considered as sensitive payment data and
as such their use will be subject to even stricter rules applicable to TPPs. Since TPP does not create
ongoing relations with the user, PSD2 limited to TPPs the use of sensitive payment data as not necessary
for the execution of the service; so, PISPs cannot store such data [Art. 66(2), lit. )] and AISPs cannot
request sensitive payment data linked to the payment accounts [Art. 67(2), lit. e)].

THE ROLE OF THE PSPS AND TPPS IN THE
PROCESSING OF PERSONAL DATA

As noted above, processing of personal data shall be based on one of the legitimate basis provided for
by Art. 6, GDPR, and be in compliance with the principles of Art. 5, GDPR, to be lawful.

These principles, which ensure a fair and transparent processing of data subject’s personal data, consist
of proper obligations for the controller to prevent the risks of data’s free movement through his account-
ability. Moreover, GDPR contains other obligations defining a standard of conduct for the subjects who
process personal data based on the role that the subjects play in the processing. In the following, we will
see that these obligations are relevant with regard to liability for unlawful processing of personal data.
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As well known, under the Regulation the subjects who can process personal data are the controller®
and the processor?’.

The first plays an essential role given that he has to be appointed whenever there is a processing of
personal data. Given that, the controller has been empowered to determine the means and purposes of
processing and he has general obligations provided by the principles of Art. 5, GDPR?, and specific
obligations concerning information and communication that must be provided to the data subject (Ar-
ticles 12-22 and 34, GDPR)* and to the Supervisory Authority (Art. 33, GDPR)* and security, both in
terms of prevention and in terms of transparency and integrity of the processing?'.

In fact, the controller must ensure integrity and confidentiality of data processed using appropriate
technological and organisational measures [Art. 5(1), lit. f), GDPR]; consequently, he has to provide
security measures that, in compliance with the Regulation, takes into account the nature, the contest
and the purposes of the processing as well as the risks for rights and freedoms of natural person posed
by processing. In fact, according to Art. 25, GDPR, technical and organisational measures have to be
implemented both at the time of determination of the means for processing and at the time of the process-
ing itself (data protection by design) and on the basis of a default (data protection by default); therefore,
the controller has to assess the processing carried out and the risks linked to it.

A further assessment is required when the processing uses technologies and in cases covered by Art.
35(2), GDPR. The controller, by reason of high risk, must, prior to the processing, carry out an assess-
ment of the impact of the processing operations on the privacy of personal data, taking into account the
nature, scope, context and purposes of the processing.

The controller’s obligations aim to balance the public interest of free movement of personal data with
the protection of natural persons. With the aim of achieving the data subject’s protection, GDPR both
increases the “protection obligation” of the controller who is required to prevent and manage the risks
linked to the processing and establishes his accountability (Bravo, 2019). In fact, Art. 5(2) provides for
the principles of accountability, that means that the controller must be able to demonstrate that process-
ing is performed in accordance to Regulation (Art. 24); thus, in order to minimise the risk of unlawful
processing, the rules of GDPR Entrust the controller with the assessment of his conduct encouraging
him to an actual examination of the purposes pursued and of the interests involved in the processing.

The processor, rather, is not autonomous subject because he carries out instructions and purposes
given by the controller (Articles 28 — 30, GDPR)*%.

This is supported by the circumstance that the controller is always liable for the processor’s activ-
ity save where the processor has acted outside or contrary to lawful instructions of the controller or he
has not complied with the obligations of the Regulation specifically directed to him. Failure to respect
behavioural obligations will result giving the processor the role of controller; in other words, the proces-
sor is treated as if he is a controller in respect of the processing and, as such, he is liable for the damage
caused to the data subject [Art. 28(10) and Art. 82(2), GDPR]. The controller, thus, has to assess the
competence, reliability and resources at disposal of the processor.

The framework described has importance for the purpose of liability for the unlawful processing of
personal data of natural person whose rules are set by Art. 82, GDPR, under which <<any person who
has suffered material or non-material damage as a result of the infringement of this Regulation shall
have the right to receive compensation from the controller or the processor for the damage suffered>>.

In this respect, it is noted that PSD2 does not provide any further indications for the issue of the
unlawful processing. In fact, it provides for two cases relating to liability of the ASPSP and of the PISP:
non-execution, defective or late execution of payment transactions (Art. 89) and unauthorised payment
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transactions (Art. 73). Despite this latter case presupposes unauthorised disclosure of user’s personal
data by third parties, PSD2 does not provide for any consequence for intermediaries in relation to the
breach of privacy. For the AISPs, indeed, there is no type of liability.

Consequently, the issue must be addressed in the light of the GDPR rules.

In this regard, it is indisputable that when the user opens a payment account, the ASPSP assumes
the role of controller of his personal data; instead, identifying the role played by TPPs is more complex.
In fact, in order to state that the TPP is the processor, the establishment of a contractual relationship
between the latter and the ASPSP shall be ascertained. Before entrusting certain activities to the TPP,
the ASPSP should, therefore, assess his reliability and resources. In this way, TPP becomes an employee
of the ASPSP and he should carry out his performance on behalf of him. This conclusion, however, is
not in accordance with the PSD2 rules.

In fact, as previously noted, with respect to the payment account, TPPs are characterized to be third
parties. Additionally, they are allowed to access the user’s payment account and to perform their services
upon the user’s consent, while the existence of a previous contractual relationship with the ASPSP is
not necessary. Even the occasional relationship between the ASPSP and TPP to execute the transaction,
can be considered sufficient to state that TPP carries out his service on behalf of and for the purposes
of the ASPSP.

In summary, despite both intermediaries participating for the completion of the operation, TPPs
remain independent subjects that autonomously determine the purposes and means of the processing;
so, when they provide their services, they assume the role of controller.

Given that, both TPPs and ASPSP play the role of controller, the issue to be investigated is that they
are joint or autonomous controllers.

In fact, Art. 26, GDPR, establishes that <<where two or more jointly determine the purposes and
means of processing, they shall be joint controller>> but it does not clarify what characterizes joint
determination. In this regard, it does not seem sufficient that the activities of the controllers are inex-
tricably linked to the extent that processing would not be possible without the participation of both
(Tuzzolino, 2019). Additionally, joint controllers have to determine their responsibilities for compliance
with obligations under GDPR, in particular as regards the exercising of the data subject’s rights and their
respective duties to provide information, by means of an arrangement between them. The arrangement
is not constitutive of the joint controllers but it determines the respective role and relationships of joint
controllers vis-d-vis the data subject. Therefore, it is relevant only for the internal sharing of the liability.

This conclusion is confirmed by the fact that, irrespective of the terms of the arrangement, the data
subject is allowed to exercise his rights in respect and against each of the controllers [Art. 26(3), GDPR].

With regard to TPPs and ASPSPs, the exchange of information itself, including personal data, does
not determine a situation of joint controller; however, can not to be excluded that TPPs and ASPSP
arrange with each other to create a common infrastructure and to jointly determine the purposes and
means of the processing. It is therefore necessary to address the specific case whether or not the case is
one of joint controllers.

On a general level, it can be concluded that, in absence of evidence concerning the sharing of purposes
or means of processing by TPPs and ASPSP, both have to be considered as autonomous controllers of
the user’s personal data.
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THE ISSUE OF LIABILITY FOR UNLAWFUL PROCESSING OF PERSONAL DATA

The proper identification of the roles is crucial for the distribution of liability.

GDPR defines the relationship between the subjects who can process the data subject’s personal data
and, consequently, are liable for any unlawful processing. Controller, joint controllers, processor and sub-
processor are potentially liable for the damage suffered by the data subject. However, while controller
is liable for the damage caused by an infringement of the GDPR — whether he has directly performed
the processing or that has been carried out on his behalf by the processor — the latter can be considered
liable only where: a) he has not complied with the obligations of the GDPR specifically directed to him;
b) he has acted outside or contrary to lawful instructions of the controller [Art. 82(2)].

This limit is justified by the fact that, as previously observed, only the controller determines the
purposes and means of the processing.

In order to grant that data subject and third parties have an effective protection, GDPR stipulates that,
where more subjects are involved in the same processing (controller and processor or more controller
or more processor), each subject is liable for the entire damage; the data subject, therefore, is allowed to
claim compensation from each subject involved in the processing, independently of his role and share
of responsibility [Art. 82(4)].

In internal relation, instead, it has to be taken into consideration the role played and compensation is
apportioned according to the responsibility of each subject involved for the damage caused by the pro-
cessing. This means that the subject who has restored the damage may claim back from the other ones
a share of compensation corresponding to the damage caused by each of them [Art. 82(5)].

Further observations are necessary on topic and, in particular, on the criteria used to determine the
attribution of liability.

According to Art. 82 every material or non-material damage linked to the processing* operation and
resulting from the infringement of the Regulation may be compensated; Recital no. 146 supplements this
provision specifying that the processing not in accordance with the GDPR also includes <<processing
that infringes delegated and implementing acts adopted in accordance with this Regulation and member
State law specifying rules of this Regulation>>. Consequently, the position of the controller is more
onerous for two reasons.

Firstly, the provision, as sets out, widens the number of unlawful. Secondly, it should be noted that
the controller’s obligations determine an increase of the level of diligence required to him, especially
when there is a precise description of the conduct to be adopted. In fact, the obligations contained in the
GDPR set out a standard of lawful behaviour and they become an assessment parameter of the control-
ler’s diligence that diverge from the general principle of the Italian Civil Code. Essentially, due to the
processing activity carried out, the controller must demonstrate that his organisation complies with the
provisions of the GDPR. The result is that the controller’s obligations are more onerous than those which
require the adoption of the technical diligence standards.

The European legislator’s decision to assess the diligence of the controller according to a predetermined
standard behaviour promotes the objective of a harmonized regulatory framework by eliminating the pos-
sibility of a different assessment of the controller’s diligence by Member State. However, the high level of
diligence, in terms of organisational efficiency, significantly increases the costs for controller which are
likely to be passed on the consumers or, in the case of payment services, on the payment service users.
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The liability regime is particularly onerous also because of the provision of Art. 82(3), GDPR, pursu-
ant to which controller shall be exempt from liability only if it proves that is not in any way responsible
for the event giving rise to the damage.

The provision to place on the controller the burden of proof is explained by the awareness of the
legislator of the difficulty for the data subject to demonstrate the controllers’ liability, especially when
the processing is carried out by electronical means.

This rule can be interpreted in two different ways. According to the first (Gambini, 2019), the control-
ler has to demonstrate compliance with the GDPR’s rules that are designed to prevent the damage. In
this scenario, the liability for unlawful processing is particularly onerous but the controller may escape
liability proving his diligence.

For the second interpretation, instead, the controller’s liability is a strict liability (Tosi, 2020). In this
case, the controller’s fulfilment of the burden of proof of having adopted all measures required to prevent
the damage, acting as a necessary condition, but not yet sufficient for the liability to be considered not
attributable to the controller. In fact, the latter has also to demonstrate that the damage was caused by
an event outside his control such as unforeseeable circumstances or major force.

In brief, without prejudice to the reversal of the burden of proof to the advantage of the subject who
suffered the damage, the unsolved issue is as to the controller should only demonstrate his diligence,
namely his behaviour is in compliance with the standards set forth by the GDPR’s rules whether he also
has to identify the act that caused the damage, in order to avoid the allocation of liability.

Therefore, the case-law and, in particular, that of the Court of Justice, will be responsible for harmo-
nizing the interpretation of the provision, in order to avoid an equivalent application of the rule which
could induce the controllers to place their establishments in the Member State where there is a less
strict application of the provision. This could prejudice the consistency and homogeneity of the rules
for the protection of the rights and freedoms of natural persons that are crucial to ensure a high level of
protection (Recital no. 10, GDPR).

As compensable damage, it should be noted that, Art. 82(1), GDPR, recognizing the right to receive
compensation both for material e non-material damage, incorporates the idea that the unlawful processing
of personal data may damage non strictly financial aspects of the natural person, for example, where the
processing gives rise to discrimination, damage reputation, identity theft or fraud. On this point, Recital
no. 146, GDPR, clarifies that <<the concept of damage should be broadly interpreted in the light of the
case-law of the Court of Justice in a manner which fully reflects the objectives of the Regulation>>; thus,
the task of determining compensation, especially with regard to non-material damage, the quantification
and settlement of which is more difficult, is conferred to the Court.

Instead, the idea, based on the previous interpretation of Art. 15 Code of privacy, that the damage
is in re ipsa, i. e. in the same unlawful conduct, is not reflected in the data protection framework; in
fact, in this way the function of rigorously overseeing the lawfulness of the conduct of the controller is
accorded to the provision of GDPR*. However, has noted above, the free movement of personal data is
one of the main objectives of the Regulation and, for this reason, GDPR allows the controller to carry
out the processing activity. These, as has been underlined, fulfils both the interest of the subject who
carries out the business activity and general interests since the use of personal data pursues different
activities, economic, scientific, of historical research, of fraud prevention etc...In this scenario, a strict
interpretation of Art. 82, GDPR, could prejudice the achievement of those objectives of the Regulation.

Finally, the provisions of Art. 82, according to which anyone can claim compensation for the dam-
age suffered as an infringement of the rules of the Regulation, seems to recognise the right to receive
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compensation also to the persons other than the data subject who have been otherwise affected by the
infringement of this rules.

In conclusion, both with reference to the specific issue of the controller liability and with reference,
on a general level, to the other aspect provided for by the GDPR, in the interpretation of the rules on
personal data processing and protection, it is necessary to take into consideration the balance between
the general interest in the free movement of personal data and the specific interest of data subject to be
able to control the use of his data.
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ENDNOTES

! The PSD (Directive 2007/64/EC) is based on the principle of “technological neutrality”” under which
regulation should not hinder, but encourage, the development of technology. In this respect, Recital
No. 4 of the PSD states that <<it is vital, therefore, to establish at Community level a modern and
coherent legal framework for payment services, whether or not the services are compatible with the
system resulting from the financial sector initiative for a single euro Payments area, which is neutral
so as to ensure level playing field for all payment systems, in order to maintain consumer choice,
which should mean a considerable step forward in terms of consumer cost, safety and efficiency, as
compared with the present national system>>. In this context, <<neutralita tecnologica ¢ sinonimo
del termine “standard di prestazione”’; questi sono gli standard che descrivono il risultato previsto
ma non impongono una regolazione come mezzo per strutturare il mercato in un certo modo. In
un mercato altamente competitivo, i regolatori dovrebbero impegnarsi a non scegliere Minuscule
vincitori tecnologici>> (Cervone, 2016).

2 Actually, Art. 4(1), no. 15, PSD2.

3 Actually, Art. 4(1), no. 16, PSD2.

Recital no. 9 of GDPR states that the protection of personal data cannot become an obstacle to the

free movement of data or distort competition.

> See Recital no. 3, PSD2.

6 PSD2 establishes that the competent authority of each Member State is entitled to grant the au-

thorisation (Art. 13) and to monitor the permanent compliance with the requirements to obtain it

(Art. 23, PSD2).

Security is considered a priority by the legislator in order to encourage the use of electronic payment

services. For this reason, under PSD2: a) all intermediaries are required to establish a framework

with appropriate mitigation measures and control mechanisms to manage the operational and se-

curity risks relating to the payment services they provide; b) they must adopt the strong customer

authentication, in order to ensure enhanced protection (Art. 97 and Art. 98, PSD2).

Sensitive payment data means <<data, including personalised security credentials which can be

used to carry out fraud. For the activities of payment initiation service providers and account infor-

mation service providers, the name of the account owner and the account number do not constitute

sensitive payment data>> [Art. 4(1), no. 32, PSD2].

o With regard to security, the PSD2 has entrusted the EBA (European Banking Authority) with the
task of developing standards and rules on the most technical aspects in order to make the obliga-
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tions imposed on intermediaries in concrete terms applicable. For this reason, the EBA has issued
the Regulation Eu no. 389/2018.

Something that the payment service user knows. On this point, the EBA, in its document of 21
June 2019, “Opinion of the European Banking Authority on the elements of strong customer au-
thentication”, specified that passwords, pins or security questions may fall into that category, while
payment card details, security code and email address should be excluded.

Something that the payment service user owns. According to EBA, non-material assets such as
an app or evidence of OTP generation by software and digital signature are also included in this
category.

Something that characterised the payment service user. According to EBA, fingerprint, retinal and
iris scanning, speech or facial recognition, or typing dynamics fall into this category.

In accordance with Art. 30 and Art. 34, Regulation Eu no. 389/2018, all intermediaries to comply
with the obligation to identify, must adopt digital certificate released by Qualified Trust Service
Provider (QTSP), whose rules are contained in Regulation Eu no. 910/2014 (Regulation e-IDAS).
These certificates identify the intermediaries, if they are PISP or AISP, and they are of two types:
one of them ensures the integrity and the correctness of the data transmitted; the other, indeed,
guarantees that the data are uniquely linked to the creator of the seal and that the seal is linked to
the data to which it is related in such way that any subsequent change in the data is detectable. The
Qualified Trust Services Providers has to verify, by appropriate means and in accordance with
national law, the identity, and if applicable, any specific attributes of the natural or legal person to
whom the qualified certificate is issued. In the case of the payment service providers, they must
have obtained authorisation to carry out the activity as a payment service provider in order to obtain
the qualified certificates.

Article 5 provides that: <<Personal data shall be: a) processed lawfully, fairly and in a transparent
manner in relation to the data subject (lawfulness, fairness, transparency); b) collected for speci-
fied, explicit and legitimate purposes and not further processed in a manner that is incompatible
with those purposes; further processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes, shall, in accordance with Article 89(1), not to
be considered to be incompatible with the initial purposes (purpose limitation); ¢) adequate, rel-
evant and limited to what is necessary in relation with the purposes for which they are processed
(data minimisation); d) accurate and, when necessary, kept up to date; every reasonable step must
be taken to ensure that personal data that are inaccurate, having regard to the purposes for which
they are processed, are erased or rectified without delay (accuracy); e) kept in a form which per-
mits identification of data subjects for no longer than is necessary for the purposes for which the
personal data are processed; personal data may be stored for longer periods insofar as the personal
data will be processed solely for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with Article 89(1) subject to implementa-
tion of the appropriate technical and organisation measures required by this Regulation in order to
safeguard the rights and freedoms of the data subject (storage limitation); f) processed in manner
that ensure appropriate security of personal data, including protection against unauthorised or un-
lawful processing and against accidental lost, destruction or damage, using appropriate technical
or organisational measures (integrity and confidentiality).

The controller shall be responsible for, and able to demonstrate compliance with, paragraph 1 (ac-
countability)>>.
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Article 6 provides that: <<processing shall be lawful only if and to the extent that at least one of
the fallowing applies: a) the data subject has given consent to the processing of his or her personal
data for one or more specific purposes; b) processing is necessary for the performance of a contract
to which the data subject is party or in order to take steps at the requests of the data subject prior
to entering into a contract; c) processing is necessary for compliance with a legal obligation to
which the controller is subject; d) processing is necessary in order to protect the vital interests of
the data subject or of another natural person; e) processing is necessary for the performance of a
task carried out in the public interest or in the exercise of official authority vested in the controller;
f) processing is necessary for the purposes of the legitimate interests pursued by the controller or
by third party, except where such interests are overridden by the interests or fundamental rights
and freedoms of the data subject which require protection of personal data, in particular where the
data subject is a child>>[...].

It has been observed (Bravo 2019) that the Regulation confers to the controller the power to per-
form the processing, determining purposes and means. The legitimate basis, therefore, identify the
interests involved in the processing and become an “element of control” of the processing. They
remove a restriction placed on the existing power of the controller and permit a balance of interests
involved: on the one hand, the protection of the natural person, on the other, the free movement of
the personal data (42).

The definition contained in Art. 4(1), no. 1, may be supplemented by certain references in Recitals
no. 30, 57 and 64 which clarify, with regard to the online services, what elements can be classified
into this category.

Unique identifier means <<a combination of letters, numbers or symbols specified to the payment
service users by the payment service provider and to be provided by the payment service users to
identify unambiguously another payment service user and/or the payment account of that other
payment service user for a payment transaction>> [Art. 4(1), no. 33, PSD2].

GDPR provides for personal data exchanging but does not contain any reference to payment. In
fact, according to Art. 20, the data subject enjoys the right of data portability, i.e., he has the pos-
sibility of receiving the personal data, which he has provided to a controller, and the one that the
personal data to be transmitted directly from one controller to another, as is the case, for example,
of the change of telephone service provider.

Nevertheless, the data subject’s right is limited to processing carried out by automated means and
based on consent pursuant to point a), Art. 6(1) or point a), Art. 9(2) or in a contract pursuant to
point b), Art. 6(1). Related to that, it is noted (Sertoli, 2019) that the data portability raises several
issues including the identification of personal data actually transmitted. In fact, having regard to the
provisions of Art. 20, it can be assumed that only data directly provided by the data subject may be
transmitted. However, the means of processing allow the controller to acquire further information
by extrapolating from those already owned or received from third party.

This conclusion is also suggested by Recital no. 47, GDPR, which underlines that the processing
of personal data strictly necessary for the purposes of preventing fraud constitutes a legitimate
interest of the data controller concerned.

According to Art. 64, PSD2, a payment transaction is considered to be authorised only if the payer
has given consent to execute the transaction. Therefore, the PSP must obtain the user’s consent
each time it performs a given operation.
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In this regard, in the EBA’s letter, published on 15 July 2018, it is observed that the explicit con-
sent referred to in Art. 94(2) of PSD2 is a contractual consent and should be interpreted, on the
one hand, in coherence with the applicable data protection legal framework, and on the other, in
a way that preserves its useful effect. Therefore, <<when entering a contract with a payment ser-
vice provider under PSD2, data subjects must be made fully aware of the purposes of which their
personal data will be processed and have to explicitly agree to these clauses>>. In summary, the
concept of explicit consent under PSD2 is an additional requirement of a contractual nature and is
not the same as explicit consent under GDPR.

The consent, the legitimate basis referred to in point (a) of Art. 6(1), consists in a freely given,
specific, informed and unambiguous indication of the data subject’s wishes (see Recital no. 32). In
this regard, Art. 7, GDPR, is essential with reference to the data subject’s protection as it provides
for specific obligations for the controller who bases on the data subject’s consent the processing.
In particular, the controller is subject to the obligation to provide any information referred to in
Articles 12, 13 and 14, GDPR. Such information must be provided in an intelligible and easily
accessible form, if the data subject’s consent is given in the context of a written declaration which
also concerns other matters [Art. 7(2), GDPR]. Additionally, the controller is avoided to adopt
an un fair behaviour, for example, by making the performance of the contract or the provision of
the service conditional upon consent to the processing that is not necessary to the performance of
the contract [Art. 7(4), GDPR]. Finally, the controller has to be able to demonstrate that the data
subject has consented to processing of his personal data [Art. 7(1), GDPR]; this circumstance has
relevance in order to the assessment of the lawfulness of the controller’s conduct. On this latter
point, it is noted that, in order to ensure that the data subject is aware, GDPR states that information
must be provided in writing, while it contains no formal requirements for consent is given. How-
ever, Recital no. 32, GDPR, offers some guidelines on the means through which the data subject
signifies consent, including electronic means; in this regard, clearness and intelligibility of the
means by which the data subject’s consent to the processing is given have been discussed (Caggia,
2019; Lucchini Guastalla, 2018; Zeno Zencovich, 2018; Bravo, 2017; Mantelero, 2017; Pizzetti,
2016). Both the regulation on payment services and the one on personal data processing enhance
the function of the consent as expression of the power of individual’s self-determination. However,
with respect to the regulation on personal data processing, it has been observed that consent, as an
act of will by which the individual exercises his power to decide freely on matters concerning him,
does not guarantee effective protection to the subject who expresses it but it reduced to “an empty
ceremony” because the reading of the privacy policy tends to be only a passage to obtaining the
service to which the processing of personal data is functional (Caggiano).

in this regard, Recital no. 71 recognises the data subject’s right not to be subject to a decision based
solely on automated processing, such as automatic refusal of an online credit application.
Biometric data means <<personal data resulting from specific technical processing relating to the
physical, physiological or behavioural characteristics of a natural person, which allow or confirm
the unique identification of that natural person, such as facial images or dactyloscopic data>>.
(Art. 4(1), no. 16, GDPR).

<<Controller means the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal data;
where the purposes and means of such processing are determined by Union or member State law,
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the controller or the specific criteria for its nomination may be provided for by Union or member
State law>> [Art. 4(1), no. 7, GDPR].

<<Processor means a natural or legal person, public authority, agency or other body which pro-
cesses personal data on behalf of the controller>> [Art. 4(1), no. 8, GDPR].

As already considered, Art. 5, GDPR, contains principles that, in certain cases, consist in specific
obligations as for example, the obligation of rectification and erasure of personal data, in order to
ensure that information concerning data subjects are accurate. In other cases, the article indicates
the objectives to be achieved without indicating the measures to achieve them. Thus, these must
be determined by the controller.

Transparency consists of controller’s obligation provided for by Articles 12 — 22, GDPR. In par-
ticular, in compliance with the principle of transparency, controller must: take appropriate mea-
sures to provide any information referred to in Articles 13 and 14 (Art. 12); indicate the personal
data to which the data subject has the right to access (Art. 15); inform the data subject that he has
the right to rectification (Art. 16), to erase (Art. 17), to restriction of processing where one of the
circumstances provided for by Art. 19(1) applies (Art. 19). Moreover, data subject has: the right to
data portability (Art. 20); the right to object the processing (Art. 21) and the right not to be subject
to automated individual decision making (Art. 22).

In order to ensure enhanced protection to data subject and a consisting monitoring of processing of
personal data, the controller is subject to the obligation to notify, without undue delay, the personal
data breach to the Supervisory Authority. This obligation is an example of the general obligation
of cooperation with the Supervisory Authority (Art. 31).

Recital no. 39 establishes that personal data shall be processed in a manner that ensure appropriate
confidentiality and security of personal data, including for preventing unauthorised access to or
use of personal data; Recitals no. 85 and 86 establishes that the controller must notify the personal
data breach to the Supervisory Authority without undue delay; Recital no. 87 underlines that it is
important to ascertain whether all appropriate technological protection and organisational measures
have been implemented to establish immediately whether a personal data breach takes place.

The controller designates the processor and he have to evaluate that the latter provides sufficient
guarantees, in terms of knowledge, reliability and resource. The relation between the parties is
governed by a contract or other legal act under Union or Member State law and it is concluded in
writing or in electronical manner. In this regard, Art. 28(3), GDPR, establishes that the contract
sets out the subject-matter and duration of the processing, his nature and purposes, the type of
personal data and categories of data subjects and the obligations and rights of the controller.

As referred to Art. 4(1), no. 2, processing means <<any operation or set of operations which is
performed on personal data or sets of personal data, whether or not by automated means, such as
collections, recording, organisation, structuring, storage, adaptation or alteration, retrieval, con-
sultation, use disclosure by transmission, dissemination or otherwise making available, alignment
or combination, restriction, erasure or destruction>>.

See Gambini, who reports the thought of part of the doctrine concerning Art. 15, of the Italian
Code of Privacy, actually repealed.
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New Technologies and Privacy:
Some Reflections on Subjects, Legal
Categories, and Evolving Rights
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University of Macerata, Italy

ABSTRACT

This work proposes a necessarily partial and evolving reflection on the dynamics by which information
technologies have progressively changed the definition and interaction between privacy and knowledge,
focusing on crucial points from a legal point of view. The relevance of the debate that has developed
in recent years, on these issues, is evidenced by numerous initiatives and measures—both European
and international—which offer answers to phenomena such as the development of the internet of things
and, more generally, to progress in computer science and robotics. From this perspective, uncertainties
are raised concerning the necessary respect for privacy and individual dignity to be balanced with the
right to inform and to be informed, as evidence of an effectively shared knowledge. The critical point
of the question is, in any case, the identification of a flexible balance between freedom and constraint,
considering the violation of privacy not only as a mere limitation of individual potential, but as a factor
capable of undermining the core of personal freedoms.

INTRODUCTION

This essay initiates a, necessarily partial and evolving, reflection on the dynamics by which information
technologies have progressively changed the definition and interaction between privacy and knowledge,
focusing on crucial points from a legal point of view. The relevance of the debate that has developed in
recent years, on these issues, is evidenced by numerous initiatives and measures - both European and
international - which offer answers to phenomena such as the development of the Internet of Things
and, more generally, to progress in computer science and robotics. From this perspective, uncertainties
are raised concerning the necessary respect for privacy and individual dignity, to be balanced with the
right to inform and to be informed, as evidence of an effectively shared knowledge.
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In fact, in the new economy, information represents one of the main economic resources of the pro-
duction process (Amato Mangiameli & Campagnoli, 2020; Rifkin, 2000), given that traditional markets
give way to the IT network markets and ownership, as usually understood, is progressively replaced by
the value of the possibility of access informations. In other words, information technologies - through
which it is possible to exchange goods, services and knowledge outside the traditional intermediation
processes - outline market forms characterized by an increasing use of de-territorialized assets (Amato
Mangiameli & Campagnoli, 2020). “In the new network economy, what is actually being sold are im-
ages and ideas. The material form that these ideas and images take is becoming increasingly irrelevant
to the production process. If the industrial era market was characterized by the exchange of objects, the
new economy is characterized by access to concepts, contained in material form” (Rifkin, 2000). The
ability to control and sell knowledge becomes the most sophisticated and profitable form of commercial
exchange, so that the greatest profit comes not so much from production processes and products, but
from the control of information and trends (Rifkin, 2000). The activities of collection, selection and
monitoring of personal data, therefore, assume fundamental importance as they are aimed at building
customer loyalty. The so-called database marketing is aimed, in fact, at the segmentation of customers,
perfected up to segment of one, that is, set on personalized offers on the individual customers: in this
regard, it is interesting to recall the formulation of the Unicity concept estimating the fraction of users
uniquely identified by a number of randomly chosen information to which a potential interested party
could have access (Longo & Scorza, 2020, pp. 133).

In general, then, the customer relationship with the company is not static, but evolves over time, so it
is commercially advantageous to understand its internal dynamics through the use of “rational technolo-
gies”, R-Technologies, which allow companies to describe evolving existential profiles (Rifkin, 2000).
For these reasons, the progressive commodification of the consumer’s long-term relationship with the
company, functional to anticipating customer wishes, entails considerable perplexity regarding respect for
individual privacy and the essential autonomy of individual choice. “The type of relationships that these
technologies are able to devise is, by its very nature, one-sided. Although the Internet and cyberspace
give the individual consumer a limited power of counter-surveillance and allow interactivity, the company
knows much more about the consumer than the consumer can even imagine about the company in front
of him” (Riftkin, 2000). In the personalization of business performance, facilitated by the massive use of
Big Data, and in addressing information towards certain objectives, the coincidence between knowledge
and power and the asymmetry between supplier and user of services are revealed (Faini, 2019, pp. 316;
Perri, 2020, pp. 17-18). Through an effective data analysis it is possible, in fact, to define the type of
message to be sent to a specific type of consumer, making individual choices precalculable: as Zuboff
warns, to minimize the unknowns and outline increasingly updated and realistic models of behavior
constitutes the purpose of surveillance capitalism (Zuboff, 2019), based on the essential link between
persuasion and prediction. In fact, the most predictive data are obtained by intervening on individual
behaviors, persuading individuals to hire those that generate the greatest profit. In this way, automatic
processes of data not only know our habits, but contribute to forming our behaviors, in fact, multiple
cognitive and behavioral psychology studies have shown that the more critical information is known
about a person or a group, the easier it is to influence their opinions, choices and behaviors, consequently,
sending a very targeted message at the most opportune moment considerably increases the chances of
success, while highlighting all the doubts and unknowns concerning the long-term social consequences,
especially on the new generations, of commercial datification (Longo & Scorza, 2020, pp. 136-37). The
delineation of individual profiles and preferences, therefore, influences subjective choice, as demonstrated
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by the phenomena of anticipatory shipping and anticipatory selling, developed by Amazon, capable of
anticipating and inducing, apparently without any forcing, future customer purchases (Talia, 2018, p.
25). With advance shipping, the idea is to use personal data to predict what customers want and, then,
ship the products automatically: when it works, such a system basically outsources the shopping list to
an algorithm, creating potentially worry-free and happy, loyal customers (Kopalle, 2014). So, “the effi-
ciency of the digital revolution is also manifested in the ‘recommendations’, in the algorithmic ‘sugges-
tions’ we receive from search engine advertisements or highlighted on e-commerce sites: opportunities
that could be of interest, as they have interested others, similar to us, before us” (Delmastro & Nicita,
2019, p. 13). Finally, just think of the so-called NBIC technologies (Nanotechnology, Biotechnology,
Information technology, Cognitive science) that control information necessary for the reproduction of
reality by influencing the sense of reality through the standardization of social behaviors and practices,
modifying the imagination and the relationship that man has with himself and his environment: these
technologies not only represent mere forms of instrumental rationality but they are able to define the
relationship between man and the world, showing how technology has become decisive for the genesis
of subjectivity and sociality (Amato Mangiameli & Campagnoli, 2020; Bisol et al., 2014, p. 244). So,
technological cognitive enhancement is developing not only at an information level, but also in a more
specifically human sphere, assuming a very relevant normative value, united by a deep reflection on the
possible technological transformations of the human (Palazzani, 2015, pp. 122-39), showing how arti-
ficial intelligence and current data extraction and analysis methodologies can represent a great potential
for the benefit of humanity, as long as they are connected to the fundamental distinction between what
can be programmed and what otherwise belong exclusively to man and to his capacity of autonomous
reflection (Amato Mangiameli, 2019, p. 123).

THE RIGHT TO PRIVACY

At the international level, privacy is recognized as a fundamental human right enshrined in art. 12 of
the Universal Declaration of Human Rights of 1948, the International Covenant on Civil and Political
Rights of 1966 and many other international Conventions. The right to privacy, as well as the right to
the protection of personal data are also recognized at the European level as evidenced by the Charter of
Fundamental Rights of the European Union of 2009, according to which “Everyone has the right to the
protection of personal data concerning him ” (Article 8.1).

In an attempt to outline a current definition of the right to privacy, many questions arise related to
the need to establish rules of principle on the complex dialectic between the protection of freedom of
initiative and the legal guarantee of public interests (Bessone, 2002). This delicate balance is made even
more complex by the transnational value of the subjects and interests involved: in fact, national policies
sensitive to privacy are flanked by legal systems still far from effective awareness on this issue (Bessone,
2002). Indeed, it should be noted the gap that still exists between the EU approach, aimed - albeit in a
non-homogeneous way among the EU countries - to the protection of the fundamental rights of the person
and supported by arigorous regulatory apparatus, and the US approach, more condescending to the market
in favoring self-regulation initiatives and in proposing mainly technological security measures (Guerra,
2001). In this regard, on the necessary balance between the protection of the private sphere of action and
the public interest in the use of personal data, the European approach and the US system do not seem
perfectly aligned: if the latter seems to enhance the negotiating value economic and economic aspects
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of personal data, which can therefore be freely transferred by users, the European criterion starts from
the centrality of the person and from the right to intervene to protect the correct processing of informa-
tions (Mensi & Falletta, 2018, p. 352). In other words, while in Europe the protection of personal data is
recognized as a fundamental right of the person, the US approach focuses more on commercial aspects
and consumer law. Furthermore, it can be noted that in USA there is no federal regulatory authority with
functions and powers similar to those of the European authorities for the protection of personal data and
how respect for the right to privacy is mostly guaranteed through litigation, in the judicial, which is the
responsibility of the injured party to act (Mensi & Falletta, 2018, p. 352). Consequently, it can be noted
that the point of view on the protection of personal data between the two sides of the Atlantic is very
different, as evidenced also by the Schrems II judgment of July 2020 in which the Court of Justice of the
European Union (CJEU) declared the European Commission’s decision on the Privacy Shield null and
void due to invasive US surveillance programs, thus carrying out transfers of personal data based on the
illegal privacy shield decision. The US legislation relating to intelligence systems for reasons of national
security and public interest was judged unbalanced and unsuitable to guarantee an adequate level of
protection of personal data, since the principles of proportionality and minimization of processing would
not be respected, in addition to the right to a effective protection and to take action to assert the failure
to respect their rights. In this discussion on the difficult balance of interests at stake, even in the face of
reasons of public interest - and in a situation made even more uncertain by the abolition of the Privacy
Shield - European legislation and the GDPR reaffirm the principle of proportionality and respect for the
right to the protection of personal data, as well as the importance of applying appropriate measures to
guarantee it. In addition, the protection of personal data is constantly evolving and it is strictly connected
to the application that operators make of the legislation, as demonstrated, in 2020, by the recent recom-
mendations of the EU Data Protection Board, which, among other points, recommends a greater use of
a periodic impact assessment, to minimize data processing as much as possible, for example through
pseudonymisation