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Preface

Mathematics always has great importance within the engineering sciences. Novel
concepts and wide applicability of mathematics are the source of compact and con-
cise primer in engineering. From foundation to advanced level, knowledge with ap-
plicability is required the most for all the engineering disciplines. This book comes
with a primary aim to introduce readers to new mathematical concepts and applica-
tions, as well as to help them understand how those concepts are related to reliabil-
ity engineering.

This book explores the valuable and deep interaction between reliability engi-
neers and mathematicians, as well as the cross-fertilization and cooperation that
arises when mathematics is applied to science and technology advancement. In this
book, the following topics have been discussed:

— Residual resilience assessment in infrastructure networks: a case to IEEE14 bus
test system

— Modeling of mixed cascading failures and resilience-based restoration selection

— Mathematical scheme for predicting impacts of reliability engineering on the
time evolution of physical systems

— On the reliability structures with two common failure criteria and a single change
point

— Invulnerability and survivability modeling and analysis of cloud storage systems

— Reliability evaluation of multistate systems with common bus performance shar-
ing considering performance excess

— A fast universal algorithm for finding minimal cut-sets in networks with arbitrary
structure

— Switching-algebraic symbolic analysis of the reliability of nonrepairable coherent
multistate systems

— Complex system modeling method considering failure mechanism dependency

— Innovative interconnected nonlinear hybrid dynamic modeling for time-to-event
processes

— A Bayesian design of zero-failure reliability demonstration tests for multicomponent
systems

The book seeks to explore the contributions made by researchers and practitioners
in the domain of reliability engineering from different stakeholder’s perspectives.
Additionally, it may guide practitioners in developing novel mathematical applica-
tions and original frameworks for effective implementation in reliability engineer-
ing. This book is written by a number of leading scientists, reliability engineers, and
mathematicians who have been working on the front end of reliability science and

https://doi.org/10.1515/9783110725599-203
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VIII —— Preface

engineering. We hope that this book will make a positive and lasting contribution to
the research and practice in the area of reliability engineering.

Mangey Ram
Graphic Era Deemed to be University, India
Peter the Great St. Petersburg Polytechnic University, Russia

Liudong Xing
University of Massachusetts, Dartmouth, USA
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Hongyan Dui, Xiaogian Zheng, Han Wang, Liwei Chen
1 Residual resilience assessment
in infrastructure networks: a case
to IEEE14 bus test system

Abstract: Taking infrastructure network as the research object, this chapter studies the
recovery priority of failed components against diverse importance measures. First, re-
silience is defined and quantified, and then, the concept of residual resilience is ex-
plained. Based on the residual resilience, the corresponding optimization model is
established. The commonly used importance measures are improved and extended to
the residual resilience of infrastructure networks. The Copeland ranking method is
used to comprehensively rank the importance measures to obtain the recovery order of
the failed components. Finally, taking the IEEE14 bus test system as an example, the
resilience is analyzed by the nodes and edges under a given failure set and full failure
state. Residual resilience is studied for different importance measures to verify the fea-
sibility of the model.

Keywords: Infrastructure network, residual resilience, importance measure, reliability

1.1 Introduction

With the development of society, infrastructure networks such as transportation
networks, power grids, and water networks have become increasingly complex, and
component failures caused by disaster events may cause severe damage to the infra-
structure network. Therefore, how to quickly restore to a fully operational state,
after a disaster, to improve the resilience of the infrastructure network has become
a new research direction. This chapter studies the recovery sequence of failed com-
ponents in the post-disaster infrastructure network. The purpose is to determine the
recovery sequence of failed components so that the post-disaster infrastructure net-
work can quickly restore to a stable operating state in a short time, thereby reducing
economic losses.

In terms of resilience, Berle et al. [1] proposed a structured formal vulnerability
assessment methodology, seeking to transfer the safety-oriented formal safety assess-
ment framework into the domain of maritime supply chain vulnerability. Asadabadi
and Miller-Hooks [2] proposed port reliability and resilience, as well as the role of ports
in supporting a larger resilient maritime system. Adjetey-Bahun et al. [3] proposed a

Hongyan Dui, Xiaogian Zheng, Han Wang, Liwei Chen, School of Management Engineering,
Zhengzhou University, Zhengzhou, China
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simulation-based model for quantifying resilience in mass railway transportation sys-
tems by quantifying passenger delay and passenger load as the system’s performance
indicators. Cimellaro et al. [4] proposed the evaluation of disaster resilience, based on
analytical functions related to the variation of functionality during a period of interest,
including the losses in the disaster and the recovery path. Zhang et al. [5] explored re-
silience measures in network systems from different perspectives and analyze the char-
acteristics of nodes and edges during failures, and the matrices of node resilience and
edge resilience. Watson et al. [6] developed a model using the Monte Carlo simulation
method, based on the vulnerability curve of transmission grid components and power
station damage and restoration costs to predict the elasticity coefficient. Nguyen et al.
[7] developed an optimization model to optimize the operation of the distribution sys-
tem during a hurricane, while capturing the network operation constraints before and
after the shutdown. Wang and Jin [8] proposed a power generation expansion model
to realize the resilience of distribution power by the integration of renewable energy.

In terms of the importance measure, Li et al. [9] proposed a method for evaluating
the importance of components of power systems to improve resilience in storms. Fang
et al. [10] proposed the optimal repair time and resilience reduction worth to measure
the criticality of the system components. Xu et al. [11] proposed a new resilience-based
component importance measure for networks. Dui et al. [12] proposed an extended
joint integrated importance measure to effectively guide the selection of preventive
maintenance components, aiming to maximize gains of the system performance. Dui
et al. [13] studied the Birnbaum importance measure, integrated importance measure,
and the mean absolute deviation with respect to the changes in the optimal system
structure throughout the system’s lifetime. Pan et al. [14] studied the importance of
system of systems from the perspective of resilience, analyzed the importance measure
based on resilience, and offered suggestions for the design and optimization of the ar-
chitecture. Espinoza et al. [15] proposed a new centrality evaluation to prove that the
modification of selective elements in some networks can significantly improve the re-
silience of the whole system to seismic events. Li et al. [16] presented an evaluation
method of importance measure to improve the wind resistance of power systems.

The impact of infrastructure network restoration on resilience is the focus of
research. How can we repair the infrastructure network as soon as possible after
it is attacked? What is the impact of repairing different nodes on infrastructure
network resilience? Which component should be repaired first to have great influ-
ence on the improvement of infrastructure network resilience? Although there are
many researches on the importance measure of failed components in infrastruc-
ture network, the existing classical importance measure based on the reliability
concept cannot be directly applied to the post-disaster stage. In this chapter,
against the background of infrastructure network resilience research, the recovery
priority of failed components in the post-disaster stage is studied to provide sugges-
tions and reference for the restoration of infrastructure network components in the
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1 Residual resilience assessment in infrastructure networks =—— 3

post-disaster stage of infrastructure network with the focus on infrastructure network
resilience.

The rest of this chapter is organized as follows. Section 1.2 describes the resid-
ual resilience of infrastructure networks. Section 1.3 uses some importance meas-
ures to determine the best time period to recover the failed components and the
Copeland method is used to sort the components. Section 1.4 takes the IEEE14 bus
node standard test system as an example to analyze the residual resilience under
different conditions. The conclusions of this chapter are given in Section 1.5.

1.2 Residual resilience of infrastructure networks

Disaster events may cause one or more components in the infrastructure network to
fail. When multiple components fail after a disaster event, the main problem is to
determine the repair sequence of the failed components. The goal is to maximize
the resilience of the infrastructure network and restore it to the best possible state
within a certain period of time. This chapter focuses on the impact of a single com-
ponent on the residual resilience of the infrastructure network in different states.
Therefore, the optimal repair sequence of the failed component set can result in the
smallest residual resilience within the recovery time, thereby reducing economic
losses.

This chapter divides the resilience process of infrastructure networks into five
states and illustrates with examples, as shown in Figure 1.1.

Disaster

0*(1) N :

-------

o
o
=] H
< :
g Normal § o /
£ state | Disaster } S
S ioccurrence Lo
stage Deratlp € recovery
i operation
: H stage
stage
>
>
i 1 t I 1y
Time

Figure 1.1: Resilience process of the infrastructure network.
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(a) Disaster prevention stage (ty <t<t;): During this time, the infrastructure net-
work is in normal operation. In this stage, advanced weather forecasting and
decision support systems can be used to prevent and prepare for disasters.

(b) Disaster occurrence stage (t; <t <t,): This chapter assumes that the infrastruc-
ture network performance is in a state of nonlinear decline in this stage, and
the rate of decline gradually accelerates. Disasters occur at t; and the infrastruc-
ture network performance is affected to a certain extent. The degree of impact
depends on the severity of the disaster attack and the infrastructure network’s
own ability to resist.

(c) Derating operation stage (t, < t < t3): This chapter assumes that the infrastructure
network performance is in a stable derating state in this stage. After a disaster
occurs, the infrastructure network absorbs the disaster attack and operates in a
derated state. Before the fault is restored, the staff can help the infrastructure net-
work adapt to the disaster attack through a series of optimized operations accord-
ing to the fault status.

(d) The failed components recovery stage (t3 < t < t,): This chapter assumes that the
infrastructure network performance gradually increases during this stage. As the
recovery progresses, the increase in infrastructure network performance gradu-
ally weakens. At t3, the failed components start to be repaired and the infrastruc-
ture network operating state gradually recovers.

(e) Stable operation stage (t, < t): The repair of the failed components is completed,
and the infrastructure network gradually returns to its stable operation state.

The infrastructure network is defined by G(N,L). N represents the set of nodes in
the infrastructure network. L represents the set of edges in the infrastructure net-
work (L C {(i,j):,j € N,i#j}). The set of nodes in the infrastructure network is di-
vided into a set of supply nodes, Ns and a set of demand nodes, Np. Cy (CO+ €R")
is used to represent the capacity or the capacity set of the components in the infra-
structure network. The capacity of edges, ij, supply node, i € N5, and demand node,
j € Np are expressed by P,-,-,Pl.s and P]D , respectively. E is defined as a set of the infra-
structure network components and E’ is modeled as a set of failed components in the
infrastructure network.

The purpose of this chapter is to determine the repair sequence of the failed
component set in a given time period, with the minimum residual resilience as the
objective. Therefore, a time set t € {0,1,2,3, ..., THT € Z*) composed of multiple
discrete time periods is given and only one failed component is repaired in each
time period. Q;(t) is modeled as the demand node j in t time period. The aim of this
chapter is to maximize the flow of the demand node:

Qt)=>_ Q(t) 1.1)

jeNp
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Residual resilience, quantified as the difference between the current resilience and
the optimal resilience, is defined by

R(t)= [1(Q'(6)- Q(6:)dt = [ (Q(6) ~Q(t)dt_ T+(Siew, PP = Qo) = Ser | Syemy G0 - )
JE(Q () - as)dt )

(1.2)

The value of R(f) is in the range [0, 1]. When Q(t) =Q(t;), R(t) = 1, which means that
the infrastructure network is still in a post-disaster state and no failed component
has been successfully repaired. When Q(t)=Q’(t), R(t) = 0, which means it is the
ideal situation for the infrastructure network to return to the target state after the di-
saster. Z].ENDPj(t) represents that the demand of all the demand nodes in N has
been fully met, that is, ZjeNDP,-(t)=Q*(t). The system begins to be repaired when
t=t;, 50 Q(t5) can be represented by Qo.

1.3 Resilience analysis based on the importance
measures

Generally speaking, importance measure is used to quantify the contribution of each
component in the infrastructure network to the overall infrastructure network perfor-
mance, such as reliability, risk, and availability. In this chapter, the importance measure
is extended to the residual resilience for infrastructure network. The fault of the compo-
nents will directly or indirectly affect the operational state of the infrastructure network.
Therefore, it is necessary to determine the repair sequence of components within a cer-
tain time period to ensure that the infrastructure network status returns to normal.

The OPT importance measure is given based on the importance measure of
Fang et al. [17]. The OPT importance measure of a failed component C € Z’, denoted

as I, is defined by

T
=1+ Y (1 —yij(t)), if c=ij, (i.j) € E
1077 — = (1.3)
1T =14 S (1-w(t), ifc=i icE
t=1
where I?*" and I"" represent the optimal time to repair a failed edge, ij, and a failed

node, i, respectively. T represents the time period necessary to restore the infra-
structure network performance to the optimal state.

The OPT indicates the recovery priority of the failed components and quantifies
the residual resilience of the infrastructure network once the failed components are
restored. The smaller the value is, the more important is the element to the residual
resilience of the infrastructure network.
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Birnbaum importance measure is currently the most widely used reliability im-
portance measure. The basic meaning of Birnbaum importance measure is the differ-
ence in the reliability of the component between the working state and the failure
state. In this chapter, the Birnbaum importance measure is extended to the residual
resilience study and is used to measure the influence of the component state on the
residual resilience value of the infrastructure network. The Birnbaum importance
measure is defined as IZ, which is transformed from the original to the difference be-
tween the loss value and the recovery value as follows:

IE=R (T| tzT;yC(t) = o) -R (T\ Zi:yc(t) = 1) (1.4)

where R(T|Z§Hc(t) =1) represents the optimal residual resilience of the infra-
structure network after the failed component C recovers in the time period T.
R(T|th: Hc(t)=0) represents the optimal residual resilience value of the infra-
structure network when the failed component C does not recover within the time pe-
riod T. The Birnbaum importance measure is used to measure the potential impact of
the state change of the failed component C on the residual resilience of the network.
The greater the IZ, greater is the impact of the component state changes on the resid-
ual resilience of the network and higher is the recovery priority of the component.
The reliability achievement worth (RAW) is used to quantify the maximum per-
centage increase in infrastructure network reliability that is generated by a compo-
nent. The RAW of a failed component, C € Z', is denoted as If*" and is defined as

o N (1.5)

where the RAW importance measure corresponds to the residual resilience reduc-
tion worth. R(0) represents the residual resilience of the initial state when the infra-
structure network fails. R(t|Z;yC(t) =1) represents the residual resilience of the
infrastructure network in which only the failed component C recovers within the
time period T. The smaller IEAW is, greater the residual resilience of infrastructure
network is affected when the failed component is restored.

The reliability reduction worth (RRW) of a failed component C € Z’ is denoted
as If®" and is defined as

IRRW — TR(—T) (1.6)
R(TI 2 ke(6)=0)

where the RRW corresponds to the residual resilience achievement worth. R(T) is the
optimal residual resilience of the infrastructure network when the unit of time is T.
R(T| ZL \Hc(t) = 0) represents the optimal residual resilience of the infrastructure net-
work when the failed component C needs to be recovered within the time period T.
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The RRW is used to measure the potential impact on the residual resilience of
the infrastructure network when the failed component fails to recover. The smaller
IRRW is, greater is the impact of the recovery of the component on the infrastructure
network residual resilience.

The Fussell-Vesely importance measure is defined as the ratio of the residual re-
silience reduction value after the recovery of the failed component to the residual re-
silience that needs to be recovered. It is expressed as I.” and is defined as follows:

R(TIS" pel(t) = 0)~R(T)
It = L (1.7)

R(T] z Helt) =0)

where R(T) represents the optimal residual resilience value of the infrastructure net-
work when the time unit is T. R(T\Z[T: Hc(t)=0) represents the optimal residual
resilience value of the infrastructure network when the failed component C has not
been restored within the time period T. The importance measure is used to measure
the proportion of the residual resilience reduction caused by the failed component C
not recovering within the specified time. The larger the IEV, greater is the impact on
the residual resilience of the network when the failed component C has not recovered
within the specified time and higher is the recovery priority of the component C.

This chapter uses Copeland method to sort the importance measures of the in-
frastructure network components. Copeland score is represented by the difference
between the number of times that an object has defeated other objects and the num-
ber of times it has been defeated by other objects.

Let a set of component importance measures be {1,2,3, ...,w} and Cﬁf ;(i) be the
Copeland score of component i. After comparing the k-th importance measure index
for component i and component j, Copeland score is defined by

~

Cﬁfj’l(i)+1; vk >
Cffj(i): CEli) -1 vE<

Cl5 (i) Vi =

(1.8)

S

where vf‘ and v]’-‘ are the kth importance measure indices of component i and compo-
nent j, respectively. When v is better than v}, the Copeland score of component i is
increased by one and vice versa. When they are equal, the score does not change.

The total Copeland score for component i is the sum of all scores associated
with the component i. It is denoted as Cyyy(i) and is defined by

Ctotal(i) =Z C;U](l)> J#i (1.9)

JEE

where w is the universal set of all the important measures.
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The higher the Copeland score, more important is the component to other com-
ponents. The Copeland method is a very effective non-parametric ranking method,
which does not need any preference information from decision makers. This method
cannot guarantee that all components have different grades. When the Copeland
scores of two components are equal, they have the same level of importance, which
is acceptable in theory and practice. In order to calculate and minimize the residual
resilience, the repaired component sequences can be obtained by combining with
different importance measures.

1.4 Application in the IEEE14 bus test system

Taking the IEEE14 bus test system as an example, the recovery priority of failed
components under different importance measures are calculated based on the resid-
ual resilience optimization model. The ranking analysis is carried out to prove the
feasibility of the model. IEEE14 bus test system is one of the subnets of the Midwest
power system in the United States, including 14 bus nodes and 20 branches. Nodes
1, 2, 3, 6, and 8 are the generator nodes as shown in Figure 1.2.

© ©
T

T e
l 13 14 .
Figure 1.2: IEEE14 bus test system.

The bus nodes and branches of the test system are converted into nodes and connec-
tion edges, respectively, in the infrastructure network [18]. The nodes can be divided
into three types: generator nodes, transport nodes, and load; the corresponding model
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of the supply, demand, and transport nodes are S, T, and D marking respectively. The
network topology is shown in Figure 1.3. The capacities of supply nodes, demand
nodes, and transport nodes are 40 a.u, 25 a.u, and 100 a.u, respectively; and the
capacity of the edges is 40 a.u.

Figure 1.3: The standard network of IEEE14.

The failed nodes, E’, are assumed to be {S1, S2, S3, S6, S8, D4, D5, D9, D10, D11,
D12, D13, D14, T7}. When all nodes fail, the repair of a single node cannot satisfy the
requirement of the demand node. Therefore, RAW importance measure is not dis-
cussed in this part. I?FT, IZ, IFRW | IV of the failed nodes are as shown in Figure 1.4.

For OPT importance measure, the recovery sequence of the failed nodes is {D5, S6,
D13, S2, D4, D14, T7, S8, D9, S1, D11, D10, S3, D12}. For Birnbaum importance measure,
RRW importance measure, and FV importance measure, the recovery sequence is S6,
{S8, D9, T7}, D5, D4, D13, and {S1, S2, S3, D10, D11, D12, D14}. According to the Cope-
land method, the Copeland scores of the failed nodes integrated with four importance
measures are as shown in Figure 1.5. The comprehensive importance measure, in de-
scending order, according to the Copeland scores is defined as I7°™, The change
of R(t) is as shown in Figure 1.6.

From Figure 1.6, R(t) curves of all importance measures coincide before the pe-
riod 2, which is because only one failed node can be recovered in the first period
and no demand node can be satisfied. For I?, IFRW [V {S6,S8, D9}, respectively
were repaired in the first three periods. There was no direct relationship between
the three nodes and so no flow was generated in the network. However, after the
repair of node T7 in the fourth period, a bridge was built between S8 and D9, and
thus R(¢) began to decrease. For I??", R(¢) decreases sharply in the fourth period.
The reason is that the node S2 was repaired, thereby providing traffic to the node D5
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Figure 1.4: /977, 15, [FW |7V of all failed nodes.

in normal operation. For IT°7AL, because of the repair of node S2, R(f) decreases
sharply in the eighth period.

The failed component set F'is assumed to be {linkS1S2, 1inkS2S3, linkS2D4, linkS1D5,
1inkS2D5, 1inkS3D4, linkD4D5, 1inkS8T7, 1inkT7D9, linkD9D10, 1linkS6D11, 1inkS6D12,
linkS6D13, linkD9D14, linkD10D11, linkD12D13, linkD13D14, 1inkS6D5, 1inkT7D4, linkD9D4}.
IOPT TP, IRAW [RRW TFV of all failed edges are as shown in Figure 1.7.

From Figure 1.7, for OPT importance measure, linkS6D12 should be repaired first,
and linkD9D4 should be considered last. For RAW importance measure, the impor-
tance of the set {linkS2S3, S1D5, S2D5, S3D4, D4D4, T7D9, S6D11, D10D11} is higher,
while the others are lower. For other importance measures, linkD10D11 and linkD13D14
have higher importance, while the remaining edges have lower importance.

According to the Copeland method, the Copeland scores of all failed edges inte-
grated with the four importance measures is as shown in Figure 1.8. The change of
R(t) is as shown in Figure 1.9.

Al'l use subject to https://ww.ebsco.confterns-of-use



1 Residual resilience assessment in infrastructure networks =— 11

25

10 -

Copeland Scores

-15 |

1 @ —
L,,,,_‘ %Ii()PT
09 - _L 77777 . o 1P
‘ i 77777 I}{RW
08 j— 1 1Y
S ! _a_Iél'OTAL
| 1

_°
N’ & +_._.ﬁ
& 1 |
0.6 =
|
— \
|
0.5F - A
. 1 .
& 4 T
041 “:i:
x
03 1 1 1
0 2 4 6 8 10 12 14
Time

Figure 1.6: The resilience change with time.
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Figure 1.7: 17T, 18, [RAW |RRW JfV of all failed edges.
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Figure 1.9: The change of R(f) occurs, when all failed edges are repaired.
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From Figure 1.9, R(f) decreases sharply in the first four periods for the OPT im-
portance measure. The reason is that the failed edges {Link6D12, Link2D4, Link1D5,
Link6D13} are, in turn, repaired in the first four periods, which makes the supply
nodes to directly meet the corresponding demand nodes. For RAW importance mea-
sure, LinkS1D5 was repaired in the second period and the demand of D5 was met; so
the R(t) decrease was large at this time. The R(t) decreases the fastest under OPT
importance measure, which is as low as 0.1288. The R(¢) decreases to 0.2288 for the
Birnbaum importance measure, RRW importance measure, and the FV importance
measure. Under RAW importance measure, R(t) reaches 0.3250. R(t) decreases the
least to 0.3365 for TOTAL importance measure.

The failed component set E’ is assumed to be {S2, S6, D4, D9, D11, T7, 1inkS1S2,
1inkS8T7, 1inkT7D9, 1linkS6D11, linkS6D12, 1inkS6D13, 1inkD12D13, linkT7D4}. I7™" of
the failed components is as shown in Figure 1.10. IZ, IFW, [RRW IV of the failed
components are as shown in Figure 1.11.

linkT7D4
linkD12D13
linkS6D13
linkS6D12
linkS6D11
linkT7D9
linkS8T7
linkS1S2
T7

b11

D9

D4

S6

S2

IOPT
¢

Figure 1.10: /2" of the given failed components.

From Figure 1.11, the importance of each failed component is different for OPT im-
portance measure and the importance of LinkT7D4 is the lowest, while that of node
D4 is the highest. The recovery priority of D4 is the highest under RAW importance
measure and the importance of other components is the same. For Birnbaum impor-
tance measure, RRW importance measure, and FV importance measure, S6 is more
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Figure 1.11: /5, [FAW [RRW IV of the given failed components.

1

important for the reduction of residual resilience, followed by nodes T7, D9, Links8T7
and LinkT7D9, and the importance of other failure components is low.
Copeland method is used to calculate the scores of components and the compre-
hensive priority is defined by IT°™~. The change of R(f) is as shown in Figure 1.12.
From Figure 1.12, R(t) decreased significantly in the first three periods for OPT

importance measure, because the repair of S6, D9 and LinkS6D13 in the first three
periods directly met the requirements of node D13 and node D5. Residual resilience
changes in the first and second periods for OPT importance measure and TOTAL im-
portance measure are consistent, which is because S6 and D4 were repaired in the
first two periods. The residual resilience for TOTAL importance measure in the first
four periods was coincident with the Birnbaum importance measure, the RRW im-
portance measure, and the FV importance measure. Although the repair sequence
was not exactly the same, the changes in capacity were completely consistent.

For the Birnbaum importance measure, the RRW importance measure, and the FV
importance measure, R(f) in periods 1-3 stays at 1, because {S6, D9, T7}, respectively,
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Figure 1.12: The change of R(f) occurs, when the given failed components are repaired.

were repaired in periods 1-3, and the failed component was still not repaired. There-
fore, the flow received by the demand node did not change.

It is assumed that all edges and nodes fail at the same time, and the optimal
recovery priority of nodes and edges under the full fault set is considered. When all
nodes fail, the repair of a single node cannot satisfy the requirements of the demand
node. Therefore, the RAW importance measure is not discussed for the system net-
work with full node failure state. I’?, I?, I*RW, IV of the failed components are as
shown in Figure 1.13.

From Figure 1.13, for the OPT importance measure, D4 has the highest recovery
priority, while LinkT7D4 has the lowest recovery priority. For Birnbaum importance
measure, RRW importance measure and FV importance measure, the recovery prior-
ity of the failed component is consistent.

According to the Copeland method, the Copeland scores of the failed nodes in-
tegrated with four importance measures are as shown in Figure 1.14. The residual
resilience R(t) is as shown in Figure 1.15.

From Figures 1.14 and 1.15, R(t) did not change in the first two periods for the
OPT importance measure because nodes D4 and S3 were repaired in the first two
periods. At this time, all edges in the system were not repaired until LinkS3D4 was
repaired in the third period. The residual resilience changes of the TOTAL impor-
tance measure were consistent with the Birnbaum importance measure, the RRW
importance measure, and the FV importance measure in the first five periods, the
reason being that {S6, S8, T7, Links8T7, D4, D9} were all repaired in the first five
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Figure 1.13: /%77, /5, [FW [TV of all failed components.

periods, and the repair of D4 and D9 had the same influence on the running state of
the network system at this time. From the sixth period, the residual resilience for
the Birnbaum importance measure, the RRW importance measure, and the FV im-
portance measure were better than the TOTAL importance measure. This is because
though the bright condition repaired LinkT7D9, D9 node had been repaired for the
Birnbaum importance measure, the RRW importance measure, and the FV impor-
tance measure, and the repair of LinkT7D9 directly satisfied the flow of D9 node.
Starting from the 24th period, TOTAL importance measure is gradually better than
the Birnbaum importance measure, the RRW importance measure, and the FV im-
portance measure. This is because in the 24th period, LinkS3D4 was repaired under
the TOTAL importance measure, which directly met the needs of D4. However, the
D11 node is repaired under other important measures, which has no direct effect on
the network.
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Figure 1.15: The change of R(f) occurs, when all failed components are repaired.
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1.5 Conclusions and future work

A residual resilience model based on the importance measure is proposed to study
the recovery sequence of the failed components of the infrastructure network after a
disaster. According to the different effects of the failed components on the residual
resilience of the infrastructure network, after the disaster, the priority to the infra-
structure network of repairing the failed component is determined. In the limited
repair time, this model can help employees determine the recovery sequence of
components based on different important measures and determine the best recovery
sequence of failed components in the infrastructure network using the residual re-
silience model. This chapter provides suggestions and references for repairing
failed components in the post-disaster phase of infrastructure networks.

This chapter does not specifically consider different types of disasters, which
can be further studied in the future. In future, disasters can be classified and spe-
cific quantitative methods can be given according to the size of the paralyzed area
under different disasters so as to make greater contributions to disaster prevention.
Because different components have different repair costs, the repair sequence is
also different. In future work, we will consider the recovery sequence of failed com-
ponents under different cost constraints.
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Jian Zhou, David W. Coit
2 Modeling of mixed cascading failures and
resilience-based restoration selection

Abstract: This chapter proposes a new model to describe mixed cascading failures
in network systems. The new model offers advantages to analyze the combined im-
pacts of network load dynamics and network dependency on failure propagation.
Mixed cascading failures can be simulated and the influence of dependence clusters
of network nodes on the robustness of network systems can be studied based on the
new model. The effects of network topology on network robustness are also investi-
gated using numerical examples. A new system resilience metric, which is time-
dependent, performance-based, and normalized, is proposed. Combined with two
other system performance measurements, the effects of four restoration strategies
with distinct restoration priorities are analyzed based on the modified model and a
typical synthetic network model. The relationship of system dependency and resto-
ration effects regarding system resilience against cascading failures is explored. Fi-
nally, conclusion about the findings and future work directions are presented.

Keywords: Network systems, cascading failures, load dynamics, system dependency,
restoration strategy, resilience

2.1 Introduction

As manmade technical systems, such as transportation systems and electricity
systems, are becoming increasingly widely used, economic and social well-being
are dependent on the continuous and reliable operation of these complex systems
[1]. However, recent worldwide events, such as the 2003 blackout in Italy, the
2003 North American blackout and 2012 Hurricane Sandy blackout, have shown
the increased vulnerability of these systems [2]. Initial component failures in these
systems, even small ones, can trigger failure propagation via multiple system de-
pendencies, which spread adverse influence on a very large scale, severely affect-
ing the whole system performance. This domino effect of failure propagation is
named cascading failures.
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Cascading failures are a phenomenon of failure propagation observed in vari-
ous real-life network systems, such as power grids and transportation systems. In
general, a network system carries a flow of particular resource (such as electricity,
gas, and data packets). Each system node individually transfers an amount of load,
and in normal circumstances, this load does not exceed the capacity of that node
which is limited in most of cases. Cascade failures can be briefly described as fol-
lows; when a heavily loaded network node breaks down for some reasons, the load
on that node (i.e., the flow passing through it) is redistributed to other nodes in the
network system. This load redistribution might cause other nodes to be overloaded,
contributing to their breakdown. Even if an overloaded node does not actually fail,
the pre-designed protection mechanisms may shut it down in order to prevent dam-
age to this node [3]. As a result, the number of failed or stressed nodes continuously
increases, and the failures can widely propagate. In particularly severe cases, the
entire network system is influenced.

Although cascading failures occur with a low probability, a sharp degradation
of system performance, even the collapse of much of the complex system, is experi-
enced when they occur [4-7]. Some massive cascading failures have taken place in
complex communication network systems, social network systems, and economic
network systems [8]. Therefore, the study of this failure phenomenon is particularly
significant.

Researchers have studied cascading failures in complex systems, and many
models have been proposed to depict the process of cascades [9, 10]. Current cas-
cading failures models mainly include load-capacity models [11-13], binary influ-
ence models [14], sand pile models [15, 16], optimal power algorithm (OPA) models
[17, 18], and CASCADE models [19, 20]. For example, OPA models and CASCADE
models focus on cascading failures in electric power systems.

Dependence relationships among network nodes, except for topological links (re-
ferring to topological connectivity), also accelerate the propagation of network fail-
ures and affect the mechanism of cascading failures [21-23]. Past incidents have
demonstrated the cascading impacts posed by interdependencies, by highlighting
the ways that the electricity system is dependent on other sectors, including the
communications infrastructure and information systems. For instance, the 2003
Northeastern Blackout, which initially began with power lines in contact with tree
branches, was magnified by a series of cascading computer failures that affected
airline operations, the financial and banking sector, blood, and potable water sup-
plies, and other critical services [24]. Hence, modeling and simulation of cascad-
ing failures considering the dependencies inside the network system becomes a
vital field of research [25-29].

For engineering systems, resilience implies the ability of a system to withstand
or quickly return to normal condition after the occurrence of an event that disrupts
its state. It depicts the scenarios that system performance degrades due to disrup-
tive events with uncertainty, and it reflects the capability of a system to adjust its

printed on 2/14/2023 7:32 AMvia . All use subject to https://ww.ebsco. confterms-of-use



EBSCChost -

2 Modeling of mixed cascading failures and resilience-based restoration selection =— 23

functionality accordingly and the recovery process. Therefore, modeling and evaluat-
ing system resilience, especially for the complex and large-scale systems, has recently
raised significant interest. Many definitions of system resilience and approaches to
measure it across different disciplines have been proposed. In general, system resil-
ience is impacted by system reliability, vulnerability, and recoverability.

Unlike reliability, the idiosyncratic and low-probability nature of resilience risks
makes measuring and valuating resilience challenging [30]. There has been no coor-
dinated industry or government initiative to develop a consensus on or implement
standardized resilience metrics [31]. More work is needed to incorporate existing inter-
dependent infrastructure system models with the study of interdependent resilience
[32]. Furthermore, optimize restoration of network systems regarding cascading fail-
ures for resilience enhancement is important and needs exploration.

2.2 Modeling of mixed cascading failures

In this part, a new cascading failure model has been developed to analyze the
mixed system failures spreading over network systems [33]. Existing cascading fail-
ure models, which focus on network load dynamics, provide alternative methods to
analyze cascading failures in network systems. However, these studies seldom con-
sider the joint impacts of system dependencies among network nodes, which have a
great impact on network system dynamic behaviors. The new model extends exist-
ing research by taking into consideration load dynamics and network dependency
which forms dependence clusters in a single/isolated network system.

Dependence clusters are proposed to represent the dependence relationships of
network nodes apart from the network topological connectivity. These dependence
clusters include the network nodes with dependence interactions between each
other that are beyond the topological connections. A typical single network contain-
ing dependence clusters is presented in Figure 2.1. The network topological struc-
ture has network nodes denoted by points. The solid lines represent the topological
links in the network, while the dependent nodes are connected by dependence
links represented by dashed lines. The dependence groups are circled, identifying
the dependence clusters of network nodes.

A single network is defined as an unweighted, undirected, self-loop free, and
single edge graph Net. It is represented by an adjacent matrix containing N nodes
{v1,v2, ..., vn} and M edges {ej,e,, ...,eyu}. For instance, network nodes represent
power stations (or sub-stations) and edges represent power transmission elements
in power grids. If there is a topological link between two network nodes, the edge
weight is 1 in an adjacent matrix. If there is no topological link between two nodes,
the corresponding edge weight is O. It is assumed that network load only transmits
along the shortest paths between every pair of network nodes, where each path
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Figure 2.1: Illustration of a single network with dependence clusters of nodes [33].

consists of edges (i.e., topological links). The length of a path is calculated by sum-
ming the edge weights along the path. If there is no path between a pair of nodes,
the distance between these two nodes is assumed to be infinite.

2.2.1 Main assumptions

In this section, we assume that load on node i at time ¢, L;(t), is defined as the “be-
tweenness centrality” [34] of node i at time ¢, which can be calculated as follows:

(2.1)

Li(t) = Z"Sl("t), is,le N

s#i#l Usz(t)

where oy (i) is the number of shortest paths between nodes s and [ at time ¢t. o (i, t) is
the number of shortest paths between nodes s and [ passing through node i at time t.
s, I can be any nodes in the network system.

Other approaches to define load flow in network systems have been proposed,
but the load adopted here has been widely used to depict the real flow in network
systems [35-38], such as current for power grids and traffic for transportation net-
works. Node load is calculated based on the algorithm presented in [39]. Node ca-
pacity denotes the maximum load that a node can process without being congested.
A nonlinear capacity-load model is used to define the capacity of each network
node [40] as eq. (2.2):

Ci:a(Li(0)+Li(O)1"‘), i=1,2,...,N, a1, O<u<1 2.2)

printed on 2/14/2023 7:32 AMvia . All use subject to https://ww.ebsco. confterms-of-use



EBSCChost -

2 Modeling of mixed cascading failures and resilience-based restoration selection =— 25

where C; denotes the capacity of network node i. L;(0) is the load of node i at initial
time ¢t = 0. o and yu denote the parameters to control network node capacity. The
effects of these two parameters were discussed in the papers [12, 40], and both of
them are applied to describe the nonlinear characteristic of node capacity and load.

The proposed mixed cascading failures model describes two types of network
failures. First, as depicted in existing cascading failures models, dynamic network
load distribution is mainly accounted for the cause of cascading failures. For this
kind of failures, failed nodes and their connected links are disconnected from the
network. As a result, some shortest paths between pairs of nodes in the network are
changed. Network load is then redistributed along the latest shortest paths which
can cause more load added to some working nodes. Once the load exceeds node
capacity, these overloaded nodes are considered to be breakdown. They are re-
moved from the network and then the compositions of some sets of shortest paths
in the network are changed again. New rounds of network load redistribution along
with the updated shortest paths and overload cascading failures ensued are itera-
tively triggered in this way. This is the load dynamics-caused failure. Second, taking
into account the impacts of dependence relationships among network nodes, imme-
diate failures of entire dependence clusters of network nodes occur if any nodes be-
longing to these dependence clusters break down. This is dependence-caused failure.
Eq. (2.3) defines this type of failure,

Dep(vil) 0,v; ¢ {clusterl} 23)
ep\vi t) = .
P 0,v; € {clusterl}

where Dep(v;,l) denotes whether network node v; fails given dependence cluster [
collapses. Dep(v;l) = 1 means that node v; immediately fails because it belongs to
cluster I, while Dep(v;,l) = 0 means that node v; does not belong to dependence clus-
ter I and is not impacted by the collapse of cluster l. In practice, multiple dependen-
cies are often highly complex, for example, there can be interdependencies between
different dependence clusters in some systems, but it is not considered in this work.
This is a reasonable assumption which is considered in many common applications
[23, 28, 29].

2.2.2 Network cascading failure process

Two types of failures introduced above could iteratively occur in the network sys-
tem. A network node failure caused by overload (load dynamics-caused failure) can
lead to direct failures of other nodes belonging to the same dependence cluster with
the overloaded nodes (dependence-caused failures). It changes network topology,
and then a subsequent round of network load redistribution is triggered, which
might lead to new overloaded node failures. The cascading process is briefly shown
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in Figure 2.2. It should be noted that dots represent network nodes and solid lines
denote topological links in Figure 2.2. Circles represent dependence clusters and
dashed lines denote dependence links between dependent nodes. Once a node fail-
ure occurs, it is disconnected from the network system along with the edges/links
connected to it. Since dependency among network nodes and topological connectiv-
ity links are assumed to be unrelated, node failures caused by node dependency are
independent of network structure.
The main steps of the simulation of mixed cascading failures, including two it-
erative failure processes are depicted as follows,
Step 1) a. Construct Net(N, M), and calculate the size of the largest connected com-
ponent of the network (LCC).
b. Determine dependence clusters in Net(N, M).
Step 2) Allocate capacity of each system node based on eq. (2.2).
Step 3) a. Select failures on network nodes randomly as initial failures.
b. Remove all failed nodes and their connected edges from the network.
Step 4) a. Determine network nodes within the dependence clusters which include
initially failed nodes.
b. Remove the dependence clusters along with the edges from the network.
Step 5) Update the shortest paths in the network based on current network structure.
Step 6) Calculate node load at time t, L;(t), i € N, after new round of load
redistribution.
Step7) If Li(t)>C;, i € N, remove the overloaded nodes and other nodes in the
same dependence clusters. Then go back to Step 5. If not, go to Step 8.
Step 8) Calculate the final size of LCC and the number of iterations of cascades, T.
The simulation ends.

The metric used to evaluate the effect of mixed cascading failures on network struc-
ture is network connectivity G, which is calculated based on eq. (2.4),

G=F
N;

(2.4)
where Nj is the initial size of LCC. N is the final size of LCC when failures stop. A
larger proportion of network collapses as G decreases. T is the duration of cascading
failures until it reaches the stop criteria. It is used to evaluate the speed of failure
propagation.

2.2.3 Numerical examples
Network examples are performed on a general network structure, ER random net-

work [41], which was proposed by Erdos and Renyi. It is a typical model for con-
structing random networks, whose load distribution and node degree distribution
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Figure 2.2: Cascading process of two types of failures in a network with dependence clusters [33].
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follow Poisson distributions. Sizes of dependence clusters in a real-world network
usually follow certain distributions [29]. The case that sizes of dependence clusters
follow a shifted or scale adjusted Poisson distribution is studied, that is, the proba-
bility that a node belongs to a dependence cluster of size D (D = 1), P(D), is given by
eq. (2.5) [29],

AP-lg-A

P(D)= W for D>1 (2.5)

where A= (D - size) — 1. D-size is the mean size of dependence clusters in the network
system, that is, the average number of nodes included in a dependence cluster.

The impact of the only parameter, mean size of dependence clusters D-size, on
network robustness against cascading failures is explored. Figures 2.3 and 2.4 pres-
ent the changing values of G and T obtained in cascading simulation using the pro-
posed mixed cascading model. The networks in Figures 2.3 and 2.4 have N = 1,000
and K = 10. K is the average degree of network nodes. It denotes average number of
topological links that a node has in the network. The parameters for C; are o = 1.05
and p = 0.5. Nrem is the number of network nodes randomly failed at the beginning
of the cascading simulation.

In Figure 2.3, every point in the curves corresponds to an average of 20 random
initial failure triggers on 20 different randomly generated ER networks with the
same pair of (N, K). Note that because the curves shown in the figures are average
simulation results, those curves may not be as smooth as theoretical results would
suggest. The atypical behavior of some curves is attributed to the randomness asso-
ciated with simulation. Figure 2.3 shows the results of parameter G versus Nrem,
while Figure 2.4 shows the results of parameter T versus Nrem. Four subgraphs (a),
(b), (c), (d) in the figures present the simulation results considering dependence
clusters of different mean sizes, that is, D-size = 2 to 5. The plotted curves in the
figures mainly present the simulation results (points) which are close to the transi-
tion point (critical point).

As illustrated in Figure 2.3, phase transition occurs as the changing trend of G
versus Nrem. Parameter G sharply drops as Nrem increases to the critical transition
threshold value, NremC, for D-size = 3 to 5, that is, first-order phase transition oc-
curs, and the network system breaks down directly to the totally collapsed state.
NremC indicates the critical number of nodes initially removed which cause collapse
of the network. The network collapses when the number of initially removed nodes
is larger than NremC, otherwise, the network does not collapse although cascading
failures still can occur.

The network, which undergoes a first-order transition of cascades, indicates
that the size of LCC abruptly decreases, that is, indicator G goes down discontinu-
ously from large value (for Nrem < NremC) to almost zero (for Nrem > Nrem(C). Such a
network is obviously more vulnerable than a network that is subjected to a second-
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Figure 2.3: Simulation results of G for mixed cascading failures [33].

order transition of cascading failures, where G continuously decreases from a finite
value to almost zero at transition point NremC. When the number of network nodes
initially failed equals or is larger than NremC, cascading failures collapse the net-
work very quickly, meaning the network is completely fragmented. Thus, NremC
could be used as an indicator to show the robustness of a network to cascading fail-
ures triggered by random node failures.

With D-size = 2 or 1 (network dependency is not considered in the cascades
when D-size = 1), G changes continually as Nrem changes, which indicates the oc-
currence of a second-order phase transition. In Figure 2.4, the peaks of changing
trends of T also emphasize the transition points NremC, which are consistent with
Nrem(C as shown in Figure 2.3. Moreover, as illustrated in both figures, as mean size
D-size increases, the value of critical transition point NremC decreases. The results
of transition points NremC and evaluation parameter T, in the cascading simulation
in Figures 2.3 and 2.4 are presented in Table 2.1.

Based on the simulation results in Table 2.1, findings about the mixed cascading
failures can be given as follows.
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Figure 2.4: Simulation results of T for mixed cascading failures [33].

Table 2.1: T, versus NremC with different D-size under two cascading failure models [33].

Poisson distribution of dependence cluster Without dependence clusters

D-size 2 3 4 5
Nrem C 18 13 9 7 46
Tc 11.57 8.6 7.4 6.2 20.75

1) When the sizes of dependence clusters of network nodes follow the Poisson dis-
tribution, the process of cascading failures changes from a continuous second-
order phase transition to a discontinuous first-order phase transition, compared
with the cascading process without considering node dependency. Based on
Table 2.1, NremC and T, of the combined cascading networks (first-order phase
transition) are much smaller than that of cascades without dependence clusters
(second-order phase transition). This indicates that the robustness of the net-
work when exposed to mixed cascading failures is less. Similar conclusions
were observed in previous papers which focus on interdependence networks
[26]. Change in the type of phase transition explains why mixed cascading fail-
ures is much more damaging.
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2) D-size exerts a notable influence on the effect of dependence clusters on mixed
cascading failures. As shown in the results, T. and NremC decrease if D-size in-
creases. This means that the effect of dependence clusters on network robust-
ness is higher when D-size increases. It indicates that for larger D-size, the
impact of dependence clusters is more noticeable causing failure propagation.
This observation is in agreement with the previous findings about the impact of
parameter D-size in [13] which assumes all dependence clusters in the network
have the same fixed sizes.

3) Compared with the findings in [13] with the same network, the values of T, ob-
tained in the new mixed cascading simulation are larger given the same values
of D-size. This is likely because the dependence clusters considered in [26] are
mean size, but they have randomly different sizes in the network for the pro-
posed new model.

Then, the impact of the average degree of network node is presented, which is an
important network topological property, denoted by K on network robustness re-
garding mixed cascading failures. The obtained simulation results on the ER ran-
dom network (N = 1,000) with several values of K are illustrated in Figure 2.5.
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Figure 2.5: Transition points of mixed cascades under different average degree [33].
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NremC are plotted in Figure 2.5 as a function of D-size under different values
of K. These trends of NremC clearly show that D-size impacts network robustness
to mixed cascading failures in ER random networks with different average degree.
Small NremC indicates that robustness of the network against mixed cascading
failures is poor. In other words, breakdown of a few nodes can trigger the mixed
cascades that collapse the entire network. It should be noted that D-size = 1 indi-
cates a network without dependence clusters of nodes. It can be observed that val-
ues of NremC for D-size = 1 differ from that underD - size >2. The appearance of
change in phase transition of cascading failures is caused by D-size. Moreover, it
can be seen from Figure 2.5 that, with the same D-size, as K increases, NremC also
increases. The ER networks with larger average degree K are more robust to mixed
cascading failures triggered by random failures of network nodes.

2.3 Resilience-based restoration selection against
cascading failures

The assumption that immediate collapse of a dependence cluster occurs if any de-
pendent nodes inside break down is made to depict the impacts of strong system
dependency on failure propagation. They may not be the cases for some real-world
applications since multiple dependencies can exist between network components,
which result in various dependency strengths [21]. Therefore, system dependency
strength regarding failure propagation is then described by the dependence cluster
collapsing threshold (CCT) [42]. The application of this improved system depen-
dency model to resilience-based system restoration against cascading failures is
presented in this section. To be specific, the effects of restoration strategies on re-
covering network systems from cascading failures are investigated considering the
impacts of multiple network system properties. Resilience loss, together with two
other system performance measurements, system connectivity G and recovery time
T, are used to evaluate restoration effects. Four restoration strategies with different
restoration prioritizations are applied to a typical synthetic network model. The in-
fluence of system dependency on resilience-based restoration effects against cas-
cading failures is explored.

2.3.1 System modeling and implementation process

In this section, dependency strength is introduced by dependence CCT. A depen-
dence cluster collapses, that is, all nodes belonging to this cluster break down, once
the proportion of failed nodes belonging to the dependence cluster exceeds CCT.
Smaller CCT means stronger dependency strength among network nodes. It means
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that failed nodes in a dependence cluster have more significant impact on the func-
tional nodes in the same dependence cluster. The immediate collapse of a depen-
dence cluster may result from overloaded failures once CCT is reached. In turn,
dependence failures can dramatically change network topology and accelerate load
dynamic-based failures. The efficiency of the shortest path regarding load transmis-
sion between nodes i and j, Ej;, is presented in eq. (2.6). e, represents the edge (topo-
logical link) k, which is a part of the shortest path, between network node i and
node j. The shortest path between two nodes changes if the status of any of its con-
tained edge changes.

(z)

Network efficiency E(Net) defined in eq. (2.7) is adopted as the system performance
to evaluate network recovery level in terms of load transmission capability [43].

1
E(Net) = m i#;p EU (27)

Higher E(Net) indicates more efficient load transmission of the network. The main

steps to model mixed cascading failures and restoration implementation are as

follows:

Step 1) Total N network nodes are initially functional with allocated capacity. All
dependence clusters in the network are determined.

Step 2) Randomly select system nodes to break down due to initial interruptions.

Step 3) Dependence clusters collapse if CCT is exceeded.

Step 4) Network load are dynamically redistributed over the updated network struc-
ture. Overloaded nodes fail.

Step 5) The proportion of failed nodes, R, is selected to start repair activities with
a required repair time.

Step 6) Go back to Step 3, until network is recovered to the predetermined level.

Network performance measurements are collected during the entire process.

2.3.2 Resilience measurement and restoration strategies

Although some resilience metrics have been proposed to measure system resilience
in different areas, there are no standardized metrics for system resilience. A new resil-
ience metric, R(t), which measures system resilience loss due to system failures is
proposed [44]. Figure 2.6 shows the changing trend of a type of system performance,
Q(t), as time goes on when cascading failures occur and restoration is performed.
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A disruptive event happens at time t;. It triggers cascading failures, resulting in
the decrease of system performance Q(t). After conducting restoration strategies for
a while, Q(t) is recovered to a predetermined level at time ¢.. Generally, Q(t;) > Q(t,),
where Q(t;) denotes the initial level of Q(t) and Q(t,) denotes the recovered level of
system performance. System resilience loss up to time ¢ is measured by R(¢t). R(t) is
defined as the proportion of lost system performance Q(t) due to cascading failures
with respect to a comparative Q(¢) if there is no failure up to time t. R(¢) is formu-
lated in the following equation:

0, t<t;
R(t)=1 [ (atp-aw)at (2.8)

where 0<R(t) <1, t € [0, t,]. Smaller R(¢) indicates less resilience loss.

The new resilience metric takes into account the time that the system stays in each
stage since system resilience changes, for instance, the stage that cascading failures
occur and system performance decreases. This system resilience metric is related to the
measurement of a specific system performance, Q(t). Because system performance can
be measured from different perspectives, the considered system performance should be
reflected from system resilience measurement. In the end, this resilience metric is quan-
titative and normalized between [0, 1], which is important to make resilience of differ-
ent systems comparable and make system resilience to be understandable. Thus, this
metric can be applied to different types of systems for resilience analysis. In this sec-
tion, the amount of network load is adopted as Q(f) to calculate resilience loss R(t)
with respect to system load demand and supply capability.

Four different restoration strategies are adopted to recover the system when
cascading failures occur. They are introduced as follows,

(1) Random repair strategy (RR): RR is the default restoration strategy and it is ap-
plied for comparison purposes. The failed network nodes, where repair activity
has not yet started, are selected to be repaired at each round of inspection based
on repair proportion R,. It denotes the proportion of failed components, whose
repairing activities have not yet begun, that can start to be repaired.
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(2) High-degree first repair strategy (HDFR): HDFR is targeted for the repair order as-
signed according to the degree of failed nodes. Failed components, of which re-
pairing has not yet started, are repaired in descending order of node degree, that
is, network nodes with higher node degrees are repaired with higher priority.

(3) Short-time first repair strategy (STFR): STFR involves the repair order assigned
based on the required repair time of failed nodes. The restoration prioritizes the
failed nodes that require shorter repair time.

(4) High-load first repair strategy (HLFR): HLFR strategy prioritizes repair based on
the amount of load carried by the failed nodes. Failed nodes where repair activ-
ity has not yet started at inspection are repaired in descending order of the
amount of node load.

It requires an exact order of repair actions since more than one new node failures
might exist at the inspection. Ties, which occur when new failed nodes have the
same condition (i.e., the same node degree, the same required repair time or the
same load), are broken by the first fail first repair policy. The repair activity of
failed nodes, once started, will not stop until they are completed. For simplicity, it
is assumed that the restoration resources are available to do so. As a result, the
number of new repair activities of failed nodes, which get started at the inspec-
tion, is decided by the repair proportion R, and the total number of failed nodes,
whose repair activity has not started yet.

2.3.3 Numerical examples

In this section, the impacts of two network dependence characteristics (CCT and
D-size) and load dynamics on restoration effects regarding system resiliency are
investigated. In the numerical examples performed on ER random networks, the
repair proportion R, is set to be 0.7,that is, the proportion of failed nodes whose
repair activities have not yet started can be selected to start repairing is 0.7 at in-
spection. The simulation process includes failure propagation and restoration im-
plementation. For generalization, multiple simulations are conducted under the same
condition to calculate the average of resilience loss and other measurements, which
are collected since failures happen until network efficiency is recovered to 95% of its
initial level. The required repair time of each failed node is randomly selected be-
tween 1 to 3 time units, that is, time steps in the simulation. The time from failures
occur to restoring the system to the predetermined level, T, is represented by the
total number of iterations of simulated failure propagation during the process.
Simulation iteration represents a fixed duration of time.

Cascading failures are triggered by randomly selecting failures on network
nodes. The triggering mechanism depicts random failures of system components.
Different numbers of initially failed nodes (Nrem) are considered in this work, which
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are 9, 15, 21, 27, 33, 39, 45, 51, 57, and 63. To minimize random errors, simulation re-
sults for a specific Nrem correspond to the average of results over many realizations
of randomly selecting nodes to fail. Numeric examples are conducted on ER network
models. The ER networks used in this work contain 500 nodes and average node de-
gree K of 11.92. Note that all the following results from ER networks are averaged over
90 realizations.

2.3.3.1 Test on random repair strategy

First, RR strategy is performed on ER networks. The numerical results of average
resilience loss and G are illustrated in Figure 2.7. Scenarios for different CCT and
D-size are considered, i.e., CCT = 0.5, 0.7, 0.9, D-size = 2, 4, 6, 8, 10, respectively.
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Figure 2.7: Average results of resilience loss and G as a function of Nrem [44].

Resilience loss increases as Nrem increases no matter the value of CCT or D-size.
The incremental speed of resilience loss increases noticeably when Nrem surpasses
a threshold. It indicates that the effectiveness of RR strategy on reducing resilience
loss decreases when Nrem is large enough. G declines sharply as Nrem increases ini-
tially, while the rate of decline decreases when Nrem exceeds a threshold. Note that
the thresholds of Nrem regarding the trends of resilience loss and G are almost the
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same. It means that system connectivity stays the same after network efficiency is
recovered to the predetermined level, although resilience loss increases as Nrem
increases.

Table 2.2 presents the average results of resilience loss and T over different
Nrem. Based on Table 2.2, weak dependency strength corresponding to big CCT
can reduce resilience loss. T decreases as CCT increases or D-size decreases. It
can be an indication that stronger dependence characteristics (either stronger de-
pendency strength or larger scale of dependence cluster) impair restoration ef-
fects against cascading failures.

Table 2.2: Average results of resilience loss and T for different Nrem [44].

Resilience D-size Aver- T D-size Aver-
toss (%) > 4 6 8 10 °%° 2 4 6 8 10 °%°
CCT=0.5 14.8 16.0 16.1 16.1 15.8 15.8 CCT=0.5 10.4 17.2 18.4 19.6 20.1 17.1
CCT=0.7 13.0 13.5 13.4 13.6 13.7 13.4 CCT=0.7 71 76 79 7.9 7.5 7.6
CCT=0.9 13.3 13.7 13.5 13.1 13.5 13.4 C(T=09 76 75 7.6 7.1 7.8 7.5
Average 13.7 14.4 14.3 14.3 14.3 14.2 Average 8.4 10.8 11.3 11.5 11.8 10.8

2.3.3.2 Test on high-degree first repair strategy

Average results of resilience loss, G and T versus Nrem for the HDFR strategy are
presented in Figure 2.8. According to Figure 2.8, both resilience loss and T increase
when Nrem increases, while G decreases as Nrem increases. Table 2.3 shows the av-
erage results of resilience loss and T. It should be noted that different D-size does
not cause a notable difference regarding three measurements under HDFR strategy,
that is, there is a significant overlap between the plotted curves obtained from dif-
ferent D-size.

Similar to what was observed previously, the biggest resilience loss and the largest
T are obtained with the smallest CCT. It means that weak dependency strength denoted
by large CCT contributes to high network resilience against cascading failures.

2.3.3.3 Test on short-time first repair strategy

Average resilience loss, G and T with different number of Nrem under STFR strategy
are presented in Figure 2.9. Different D-size and CCT are considered separately.

The results in Figure 2.9 show the remarkable impacts of CCT. Although the
changing trends of resilience loss, G and T as Nrem increases are consistent with
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Figure 2.8: Average results of resilience loss, G and T as a function of Nrem [44].

Table 2.3: Average resilience loss and T for different Nrem [44].

Resilience D-size Average T D-size Average
loss (%) 2 4 6 8 10 2 4 6 8 10

CCT=0.5 9.0 9.3 9.2 9.1 8.8 9.1 CCT=0.5 2.3 2.4 2.4 2.4 23 2.4
CCT=0.7 8.6 8.7 88 8.6 8.6 8.7 CCT=0.7 23 23 23 23 23 2.3
CCT=0.9 8.7 8.6 87 8.7 87 8.7 CCT=0.9 23 23 23 23 23 2.3
Average 8.8 89 8.9 8.8 8.7 8.8 Average 23 23 23 23 23 2.3

what was observed, it is clear that larger CCT contributes to larger resilience loss
and longer T.

The results in Table 2.4 illustrate that both resilience loss and T can be reduced
by increasing CCT, that is, weakening dependency strength among network nodes.
Besides, resilience loss, G and T possess the similar relationship with Nrem as ob-
served above. Resilience loss and T increase as Nrem increases, whereas G decreases
as Nrem increases.
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Figure 2.9: Average results of resilience loss, G and T as a function of Nrem. Scenarios with CCT
and D-size are considered (CCT= 0.5, 0.7, 0.9, D-size = 2, 4, 6, 8, 10) [44].
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Table 2.4: Average resilience loss and T for different Nrem [44].

Resilience D-size Aver- T D-size Aver-

0,
loss (%) 2 & 6 8 10 8¢ 2 4 6 8 10 8¢

CCr=0.5 11.5 12.5 12.8 12.0 12.1 12.2 CCT=0.5 9.2 17.1 17.8 15.4 152 14.9

cCr=0.7 10.3 10.6 11.0 10.8 10.4 10.6 CCT=0.7 63 7.2 78 7.5 66 7.1

CCr=0.9 10.3 10.8 10.5 10.7 9.7 10.4 CCT=0.9 6 6.8 6.4 7 56 6.4

Average 10.7 11.3 11.4 11.2 10.7 11.1 Average 7.2 10.4 10.7 10.0 9.1 9.5

2.3.3.4 Test on high-load first repair strategy

Finally, HLFR strategy is applied regarding mixed cascading failures. The numerical
results of average G and T under HLFR strategy are presented in Figure 2.10. The
changing trends of G and T in Figure 2.10 are similar to what was previously pre-
sented in Figure 2.9 G decreases while T increases as Nrem increases. We can also
observe the thresholds regarding the changing rate of G and T once Nrem exceeds.

CCT=0.5 CCT=0.7 CCT=0.9
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Figure 2.10: Average results of G and T as a function of Nrem under different CCT and D-size [44].
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According to Table 2.5, average resilience loss continues to decrease when CCT
increases, that is, weaken dependency strength can help to reduce system load loss
caused by cascading failures. It is consistent with the results obtained in above
cases.

Table 2.5: Average of resilience loss and T for different Nrem [44].

Resilience D-size Average T D-size Average
loss (%) 2 4 6 8 10 2 4 6 8 10

CCT=0.5 9.1 9.2 9.1 9.0 8.9 9.1 CCT=0.5 2.4 2.4 2.4 2.4 2.4 2.4
CCT=0.7 8.8 8.6 8.6 8.8 8.7 8.7 CCT=0.7 2.4 23 23 23 23 2.3
CCT=0.9 8.4 8.8 8.6 8.6 8.6 8.6 C(T=0.9 2.3 23 23 23 23 2.3
Average 8.8 89 8.8 8.8 8.7 8.8 Average 2.4 23 23 23 23 2.3

Figure 2.11 presents average resilience loss, G and T for different D-size (D-size = 2,
4, 6, 8, 10) under four restoration strategies. The biggest resilience loss is incurred
by RR strategy, while the smallest resilience loss and the shortest T are achieved by
conducting HDFR strategy or HLFR strategy. The largest G is achieved by adopting
STFR strategy, whereas the corresponding T and resilience loss is less desirable
compared with that under HDFR strategy or HLFR strategy. In addition, resilience
loss and T under RR strategy or STFR strategy are the most undesirable when CCT =
0.5. It indicates that the restoration effects of these two strategies are weakened by
strong dependency strength. It should be mentioned again that the restoration pro-
cess is stopped when network efficiency is recovered to 95% of its initial value.

2.4 Conclusion

In this chapter, we investigated the mixed cascading failures considering the com-
bined impacts of network load dynamics and network dependency. The new model
provides advantages to properly simulate the cascades aggregated by the important
two factors. Statistical distribution is applied to model dependence clusters of net-
work nodes to describe network dependency. The results show that the robustness of
network system with dependent nodes under mixed cascading failures becomes poor.
Network deteriorates rapidly in a form of a first-order phase transition with a criti-
cal number of nodes initially breakdown. A larger average node degree contributes to
stronger network robustness which is helpful to maintain network connectivity when
cascading failures occur. While a larger mean size of dependence clusters could
cause more harm.
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Figure 2.11: Average resilience loss, G and T over D-size versus Nrem for three CCT under four
restoration strategies [44].

Furthermore, the impacts of system dependency and their interactions with the
effectiveness of resilience-based restoration strategies are explored. Network resil-
ience loss metric is proposed and applied to perform a comprehensive evaluation.
Based on the results, strong dependency strength impairs system resilience by ag-
gravating the influence of failed components. While the mean size of dependence
clusters, indicating dependence scale, does not show a monotonic impact on resto-
ration effects. Restoration prioritization strategy should be selected according to the
specific preference.

The proposed model for mixed cascading failures can be used as a basis for ana-
lyzing cascading failures and their impacts on network performance. It helps to under-
stand failure propagation in network systems and evaluate network robustness. The
results provide insights for integrating restoration effects with system dependency im-
pacts to select restoration strategy for mitigating the influence of cascading failures.

In future studies, system failures originating from network links, which exists
in some real-world systems, can be analyzed. The study of mixed cascading failures
triggered by extreme events, such as intentional attacks and extreme weather, is an-
other direction. Budget constraints for resilience-based restoration optimization can
also be incorporated for future research.
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Jezdimir Knezevic

3 MIRCE Science: a mathematical scheme
for predicting impacts of reliability
engineering on the time evolution
of physical systems

Abstract: The main objective of this chapter is to introduce the reliability engineer-
ing community to the innovative mathematical scheme contained in MIRCE Science
for describing and predicting the time evolution of physical systems. Thus, the im-
pact of reliability engineering decisions on complex interactions between failure
events and maintenance actions that drive the behavior of physical systems can be
quantified and modified at the design stage, rather than implementing expensive
and time-consuming modifications driven by in-service statistics.

The concept of the MIRCE Functionability Equation developed by [1] is intro-
duced in this chapter as a new analytical prerequisite for the prediction of expected
work done by functionable systems. Hence, it becomes possible to perform quanti-
tative trade-off between feasible reliability and maintenance options to select the
compromising solution that would yield the greatest benefit measured through the
work done.

To illustrate the advantages of applying MIRCE Science to the reliability engi-
neering decision-making process a numerical example is provided, where the trade-
off between reliability improvements by increasing the expected time to failure by
50% or decreasing maintenance time by 50% is addressed. The challenges related
to the applicability of MIRCE Science to reliability engineering are also discussed in
the chapter.

Keywords: MIRCE Science, MIRCE Functionability Equation, reliability engineering
predictions, maintenance engineering predictions, predictions of the expected work,
normalization of system engineering design

Dedication: The body of knowledge presented in this chapter resulted from the research performed
by the author after hearing the following statement by Jack Hessburg, the Chief Mechanic of the
Boeing New Airplanes [1990-1999], “l as a designer have to fill my customer in as well, | have to
decide where I’m going to put economic redundancy into my design, because it costs money. If you
have the full answer to that, would you please see me after this meeting! There’s a Nobel Prize in it.
We have really not developed the discipline where we know how to normalise that, yet.” [1]

Jezdimir Knezevic, MIRCE Akademy, Woodbury Park, Exeter, UK
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3.1 Introduction

The philosophy of MIRCE Science is based on the premise that the purpose of the
existence of any functionable system is to do a work. The work is considered to be
done when the expected measurable function is performed through time. The best
way to achieve that is to increase the revenue generating work done by a function-
able system, while reducing the resources consumed for it. One way toward that tar-
get is to improve the reliability of consisting parts by using appropriate engineering
and production methods. Another way is to reduce maintenance time by applying
appropriate condition monitoring and management technologies. Although there
are infinite number of combinations between the amount of improvements in reli-
ability and reduction in maintenance time, it is safe to conclude that the work done
is driven by their combined impact. Their impact on the amount of work done by a
functionable system during its operational life could quantify through the following
two approaches:

— Measuring it during the operation process

— Predicting it during the planning process

Measuring the work done is a rather straightforward process where the operational
hours are counted together with resources consumed.! However, possessing the data
regarding the past performance of functionable systems does not have any impact on
the past revenue, reputation, loyalty, and other measures of a functionable system’s
effectiveness. On the other hand, the ability to predict the future performance, at the
planning stage, gives an opportunity for any changes necessary to create function-
able systems with desirable performance to be made, within the given budget. In re-
turn it will generate the expected return on their investment (e.g., profit, reputation,
loyalty, public benefit, and similar]. However, to achieve that, it is necessary to have
a mathematical model” that would facilitate that, as mathematics is the only body of
knowledge that enables quantitative predictions to be made in all natural sciences,
from quantum mechanics (the motions of subatomic particles) to astrophysics (the
motion of spacecraft).

Although, reliability and maintenance are well-recognized disciplines in their
own rights, best to the author’s knowledge there is no body of knowledge for pre-
dicting their combined impact on the work done and resources consumed, in a
quantitative and comparative manner.

1 Boeing 747, registration number N747PA, which belonged to Pan Am airways, have delivered the
work of 80,000 flying hours and received 806,000 maintenance man-hours, during the 22 years of
in-service life

2 Newton, Maxwell, Lagrange, Boltzmann and other well know and applied equations for predict-
ing the physical behaviour of natural world.

printed on 2/14/2023 7:32 AMvia . All use subject to https://ww.ebsco. confterms-of-use



EBSCChost -

3 MIRCE Science: a mathematical scheme for predicting impacts of reliability =— 49

The main objective of this chapter is to introduce reliability and maintenance
engineers to MIRCE Science, a body of knowledge that enables quantitative predic-
tion of the complex interactions between reliability and maintenance on the work
done and resources required [1]. Hence, by making use of the MIRCE Functionability
Equation it is possible to perform quantitative trade-off between feasible reliability and
maintenance options to select the compromising solution that would yield greater pro-
ductivity measured through the work done.

3.2 Brief overview of MIRCE Science

According to MIRCE Science, at any instant of calendar time, a given functionable

system could be in one of the following two macrostates [1]:

— Positive Functionability State (PFS), a generic name for a state in which a func-
tionable system is able to deliver the expected measurable function(s).

— Negative Functionability State (NFS), a generic name for a state in which a func-
tionable system is unable to deliver the expected measurable function(s), result-
ing from any reason whatsoever.

However, components within a system could be in many microstates. For example:

— A component can be in a passive state, that is, it is operational (not failed) but
not actually working either because it was set to be a backup for another compo-
nent or because of other reasons. In the case of the engine failure a gearbox and
many other parts will become passive.

— A component can fail but this failure is undetected. This can be the state of the
fire extinguisher in a corridor. Such a state differs from the common failed state
because restoration will not take place until the failure is detected.

— A component may be operational under a high load. This means that it may
have different stresses, probably narrower, than in normal operation.

— A component may fail and the failure detected but some resources needed for its
repair, such as spare parts or a crane needed to lift it, which are not available.
Again this is a different state because the commencing of repair depends on the
state of other resources, not on detection.

The number of microstates in which components could fine themselves states is ba-

sically unlimited and truly depends on the engineering grasp of the operating con-

ditions of the component. According to [2], the possible states of a component/

system can be determined in accordance with the following two criteria:

— A different state will be determined if the operation of the component or the sys-
tem alters under this state.
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— A new state will be defined if the future behavior of the component or the system
will be altered.

It is necessary to stress that in some cases the physical properties of a component
could determine its state, rather than the function it performs. For example, sup-
pose that a door is colored in bright yellow paint. Potentially the paint may deterio-
rate until the door becomes black. Are these two separate states: “Yellow” and
“Black”? This is on the top of other states “Door does not open,” “Door does not
close,” “Door makes noises when moved.” The answer depends on the operating
conditions. For example, if the door is used at night with no lights around than
there is a chance that users carrying equipment would bump into the door, thinking
it is open, and consequently damages the equipment. Thus, as the color of the door
may affect the future operation of the whole system, not the operation of the door
itself, then the color should be identified as a state.

In MIRCE Science work done by a functionable system is uniquely defined by
the trajectory generated by its motion through MIRCE Space.’ That motion is driven
by functionability actions, which are classified as:

— Positive Functionability Action (PFA) is a generic name for any natural process
or human activity that compels a system to move to a PFS. Typical examples are:
servicing, lubrication, visual inspection, repair, replacement, final repair, examina-
tion, partial restoration, inspection, storage, modification, transportation, sparing,
cannibalization, refurbishment, health monitoring, restoration, packaging, diagnos-
tics, and similar.

— Negative Functionability Action (NFA) is a generic name for any natural process
or human activity that compels a system to move to a NFS. Typical examples are:
thermal ageing, actinic degradation, acid reaction, bird strike, warping, abrasive
wear, suncups formation on the blue ice runway, fatigue, pitting, thermal buck-
ling, photo-oxidation, production errors, strong wind, maintenance error, hail
damage, lightening strike, COVID-19, quality problems, hard landing, and sand
storm.

The time evolution of a functionable system through MIRCE Space is physically man-

ifested through the occurrences of functionahility events, which are classified as:

— Positive Functionability Event (PFE), a generic name for any physically observ-
able occurrence in the calendar time that signifies the transition of a function-
able system from a NFS to a PFS.

3 MIRCE Space is a conceptual 3-dimensional space containing infinite set of possible discrete
functionability states that a functionable system could be found in, at any instant of the calendar
time, and corresponding probabilities [1].
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- Negative Functionability Event (NFE), a generic name for any physically observ-
able occurrence in the calendar time that signifies the transition of a function-
able system from a PFS to a NFS.

Consequently, the concept of the time evolution in MIRCE Science is conceptualized
as the motion of a functionable system through functionality states, resulting from
any functionability actions whatsoever and the actions required to generate any
functionability motion.

3.3 Mathematical principles of MIRCE Science

The ability to “normalize” all competing options of a functionable system enables
comparisons to be made between them and finally select the best one, in accor-
dance with a given criterion. Hence, MIRCE Science is a body of knowledge that
enables quantitative assessment of the impact of the multidimensional interac-
tions between:
— consisting components ( mechanical, electrical, electronics, and so forth);
— system architecture (active and passive redundancies);
— natural environment (temperature, wind, humidity, fog, and many others);
— human rules regarding:
— operation process (levels of stress, frequencies of use and similar),
— maintenance policies: preventive, condition based, opportunistic, and so on,
— support strategies: in-house support, outsource, combined.

According to the MIRCE Science philosophia® positive work is done when a function-
able system is delivering a functionality performance, which means that it must be in
positive a functionability state. Thus, work done in proportion to the cumulative time
that a system spends in PFS during a stated period of calendar time T.

According to Knezevic [1], the expected positive work to be done by a function-
able system during a given interval of calendar time T, PFWs(T), measured in calen-
dar hours, Hr, can be calculated by making use of the following equation:

T
PWEL(T) = J ys(6)dt  [HR] G1)
0

where y;(t) is MIRCE Functionability Equation® [3], which quantifies the probability
of the event {system is being in a PFS at instant of calendar time t}, thus:

4 https://www.academia.edu/8357448/Mirce Functionability Equation
5 MIRCE Akademy, Woodbury Park, Exeter, UK
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ys(t) = P{PFSs(t)} = i i O Y(t)-Fi(t)], t>=0 (3.2

where OL"(t) = P(TPE." ' <t) and F.(t) = P(TNE. < t). It is necessary to point out that
0, 0(0) =1, in accordance with the first axiom of MIRCE Science [1].

The infinite sum of positive and negative functions represents a mathematical
scheme that in MIRCE Science defines the sequential occurrences of the function-
ability events in the direction of the calendar time, for each feasible variation of the
functionable system considered. In the language of mathematics these are systems
of the convolution integrals. Thus, the sequential positive functionability functions,
0'(t), which defines the probability that the 0'(¢) in the life of a functionable sys-
tem, will take place before or at the instant of calendar time ¢, is defined by the fol-
lowing convolution integrals [1]:

0.(t)=P(TPE. < t)
= P(TNE: + TPE; ; <t)
=P(TNE. <xn TPEs; <t-X)
= P(TNE. <x) x P(TPEs ; <t —x)

(3.3)

t
F;(x)os,i(t—x)dx=JF;(x)dOs,i(t—x), i=1,2,...,00, t=0
0

Il
O~

In order for the ith sequential PFE! to take place before, or at the instant of calendar
time t, it is necessary that the previous functionability event, which in this case is
NFE!, take place sometime before time ¢, denoted by x in the above expression.
Then, the sequential PFE; has to take place during the remaining interval of calen-
dar time, which in this case is denoted with ¢ — x.

The process of defining the negative sequential distribution Function, F;(t),
which defines the probability that the ith sequential NFEs of a functionable system
will take place before or at an instant of calendar time t, follows the same mathe-
matical principle. Thus, the sequential negative functionability functions are fully
defined in the following way

Fi(t)=P(TNE. <t)
=P(TPE."' + TNE, ;<t)
=P(TPE. "' <xn TNE; ; <t -x)
(3.4)
=P(TPE."! <x) x P(TNEs ; < t — X)
t t
=JOQ‘I(X)fS,i(t—x)dx=JOL‘I(X)dFS,i(t—x), i=1,2,...,00, t>0
0 0
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This multidimensional set of convolution integrals defines the motion of a func-
tionable system through MIRCE Space, depicting and passing through each sequen-
tial functionability state in the direction of calendar time, generating a trajectory
unique to each functionable system [6]. Thus, the same set of generic equations,
when applied to different operational and maintenance policies generate different
trajectories of the motion through MIRCE Space, which means different function-
ability performance, namely different work done and different resources consumed.
Hence, [1] has created a generic platform on which each feasible plan for the opera-
tion and maintenance policies and strategies would generate its own future “trajec-
tory” for a system under consideration.

3.4 Application of MIRCE Science to reliability
engineering

To illustrate the applicability of MIRCE Science to the reliability engineering design
process the quantitative assessment of the combined impact of reliability and main-
tenance on the performance of a functionable system, a hypothetical example will
be used.

The simplest possible functionable system consists of one component that ex-
ists in two functionable states, namely PFS and NFS. Even further, a single positive
or negative action causes the occurrences of positive and negative events at which
the functionable system changes its functionable states.

,» Figure 3.1: Reliability block diagram for a hypothetical system whose failure
will occur if a component A fails.

It is necessary to stress that this example is chosen, not because the real functionable
systems consist of a single component, but because it is extremely useful for the un-
derstanding of the mathematical scheme that defines the motion of a functionable
system through MIRCE Space. This knowledge, in turn, quantifies its expected func-
tionability performance, namely the expected work done and corresponding resour-
ces consumed.

To demonstrate the applicability of MIRCE Science mathematical scheme to the
quantitative assessment of the combined impact of reliability engineering and main-
tenance management decisions on the performance of a functionable system the fol-
lowing three options of the future system are addressed:

Option 1: Basic reliability engineering design: The functionable system under
consideration is expected to experience an occurrence of an NFE during a continu-
ous operation with the expected value of E[TNEsg] = 1,080 Hr. What is the amount of
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a positive work expected to be delivered during a calendar year of continuous oper-

ation, without performing any maintenance action?

Option 2: Adding maintenance actions: What would be the additional work
done if the system is designed in the way that maintenance actions could be per-
formed after occurrences of failures? Assume that the design-in maintenance ac-
tion that returns a functionable system to PFS has the expected value of E[TPEg] =
168 Hr.

Option 3: Lifelong engineering interactions: Assuming that options 1 and 2
are not satisfying system engineering requirements, an additional amount of money
has been allocated to the project. Contributing engineering departments have been
asked to make the proposal for the increase of the expected work done, for a given
extra budget. The following two proposals were made:

— Option 3.1: The reliability engineering department submitted a proposal in which
they were stating that by investing the additional funds allocated into a new tech-
nology in the manufacturing process it is possible to extend the basic design ex-
pected life of a component A by 50%.

— Option 3.2: The maintenance engineering department submitted a proposal in
which they were stating that by investing the additional funds allocated into
new testing and diagnostic equipment it is possible to reduce the duration of a
maintenance task defined for a component A in option 2 by 50%.

Which option should be adopted and why?

Undoubtedly, the ability to accurately predict the answer to the above ques-
tions, at the early stages of the design of a functionable system, is invaluable for
decision-makers. The engineering solutions and management methods applied in
the design office govern the operational effectiveness of future systems, which
should be optimized within the given budget, to generate the maximum return on
investment like: profit, reputation, loyalty, and public benefit.

3.5 MIRCE Science based mathematical analysis
of design options

Option 1

Based on the information available the only possible conclusion regarding the prob-
ability distribution of the TNE of a component A is that it is fully defined by the ex-
ponential distribution, which is uniquely defined by the expected value, which in
this case is equal to scale parameter Ay = E[TNEg] = 1,080 Hr. The expected positive
functionability work from this design option could be determined by obtaining the
numerical solution to eq. (3.1).
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A generic expression for an exponentially distributed cumulative distribution
function of a random variable TNE; is Fs ;(t) = P(NFEs ;<t) =1—e[— (t/Ay)], i=1,00.
Based on the data available, the probability of the first NFE of a system, O'(t), tak-
ing place before of at a given instant of time ¢ is

FL(t)=P(TPEs,o + NFEs  <t)

t
Joso X)dFs (¢~ x) = Fs 1(6)
0
1-

e[~ (t/1080)], O<t<oo
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Figure 3.2: Cumulative distribution function of the time to the first negative functionability event
(NFE) of a system considered, Fs 1(t) = F2(t).

In this specific case, where it is decided that not to take any action after the occur-
rence of the first NFE, MIRCE Functionability Equation, shown in Figure 3.3, is de-
fined as

=3 (05 (6) - Fy()] = 05 (¢) - F5(6) =1~ Fi(¢) =e{ - (¢/1,080)]
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Figure 3.3: MIRCE Functionability Equation for the design option 1.

Finally, it is possible to derive the expression for the expected work done, by solv-
ing the following integral expression: PFW(T) = f(,T [e(—t/Ay)]dt. This integral could
be solved by the substitution method, as shown below:

1 1 1
u= — (l4—N>t—>du: — <A—N>dt—> dt= —mdu: —(AN)du

AN

T
fort=0 —u=0 t=T—>u:—<—>

(&)

PFW(T) = J (6]~ Ay)du
0

= Ay j [e)du = - A[e"]|, (ﬁ

T

= —Aye (E) +[Aye™?]

1—e7<’%)

:AN
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For the planned continuous operation of the functionable system during a calendar
year, T=24 x 365=8,760 Hr. Hence, the amount of expected positive functionability
work to be done by the design option considered is:

PFW(8760) = 1080 x [(1 — e(—(8760,/1080))] = 1079.68 Hr

In summary, a functionable system defined with the available data is expected to
deliver 1,079.68 h of work during the available 8,760 calendar hours, as shown in
Figure 3.4.
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Figure 3.4: Expected work done by option 1 of the system considered (bold black line) during
the annual calendar hours available (broken line).

Option 2

Following the logic used in the analysis of option 1, in this particular example, the
exponential theoretical distribution with the expected value of E[TPEs] = Ap =168 Hr
is used to describe the motion of a system though PFS. Thus, according to the data
available, the cumulative distribution function for the time of occurrence of iy, PFE is
defined as Osi(t)=1- exp(—t/Ap),i=1,00. Thus, the MIRCE Functionability Equa-
tion (eq. (3.2)) becomes fully defined by the set of convolution integrals which are of
the form of the Gamma probability distribution, as the convoluting functions are
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defined by the identical exponentially distributed random variables, TNEs ; and TPEg ;
in the following way:

(1/Ap)(t/Ap)~e(~t/4P)
(i-1)!

0.(t)=P(TPE. <t)=

]dt,izl,Z,oo, t>0

(1/Ax)(t/Ay) el t/4N)
(i-1)!

Fi(t)=P(TNE. <t) =

}dt,iZLZ,oo, t>0

Dubi [5], has proven that a generic expression for the MIRCE Functionability Equa-
tion (eq. (3.2)) for equally exponentially distributed time to negative and PFEs, as
defined above, is equal to

ys(t) =

Ap+A
Ay . Ap o ( XPANN>t (3.5)
Ap+AN AP+AN

By substituting the values for Ay and Ap in eq. (3.5) the trajectory of the system being
in PFS and doing the expected work through evolutionary time is obtained and for
the example used is plotted in Figure 3.5.
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Figure 3.5: The probability of a system being in PFS during a calendar year of operation.

The amount of the expected positive work to be done by the system defined by op-
tion 2 could be calculated by substituting the function y(t) into eq. (3.1), thus:

r T A A ~ (AP+AN>[
PFW(T) = Jy(t)dt: J i +N o +” ie ApAy }dt
o ()
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The analytical solution to the above integral could be obtained by making use of the
following substitution, thus:
Finally,

~ (AP+AN>T
ApAy
Ay Ap ApAy
PFW(T) = - d
( ) J |:AP+AN+AP+ANe:|< AP+AN> u
0

Ap+AN T
~ \ApAy

_ AyAp J Ay Ap (3.6)
= _ + e'|du
Ap+ Ay Ap+Ay Ap+Ay
0
Ap+A
AvAp | T Ap - ( XPAN”) r

- - 1-
Ap+Ay Ap Ap+An ¢

After substituting the values for the parameters in the above expression, the ex-
pected positive functionability work will be 7,600.34 Hr, as shown in Figure 3.6.

Thus, by designing a system in the way that it is possible to return it in PFS
after the occurrence of NFE by performing specific maintenance activities, the ex-
pected work done by a system will increase by 6,520.66 Hr, in respect to the ex-
pected work done by option 1.
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Figure 3.6: Expected work done by option 2 of the system considered (bold black line) during
the annual calendar hours available (broken line).
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Option 3

The quantitative impact on the future work done by a system considered resulting

from the recommendation made by the reliability engineering and maintenance en-

gineering departments could be obtained by applying the MIRCE Science mathemat-

ical scheme presented in this chapter.

— Option 3.1: By implementing proposed changes in design, originated by the reli-
ability engineering team, the expected time to the occurrence of NFE, will increase
from 1,080 to 1,620 Hr, while maintaining the same probability distribution for

TPES,i, thus:
AyA T A '(AN*AP>
NAP P ApxAN
PFW(8760) = — - 1-
(876 ) Ap +AN Ap Ap +AN €

_1620x168[ 8760 168 ~ - (Je20£168) 5760

T 1620+168 168 1620+ 168

=7951.21 Hr
%00, —
8000

7000

6000 /
5000 /

4000 /

3000 /

2000 /

1000 /

0 1000 2000 3000 4000 5000 6000 7000 8000

Calendar time [Hr]

PFW(T) [Hr]

Figure 3.7: Expected work done by option 3.1 of the system considered (bold black line) during the
annual calendar hours available (broken line).

— Option 3.2: As a result of improved testing and diagnostics equipment, proposed by

the maintenance engineering department the expected time in NFS will be reduced
to Ap = 84 Hr, while maintaining the same probability distribution for TNEg ;, hence:
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AyA T A -(A—NM”)T
NAPpP g ApxAy
PFW(8, = - 1—
(8 760) AP+AN Ap Ap +AN €
~1,080x84[ 8,760 84 - (108054)8760
~ 1,080+84 84  1,080+84
=8,133.46 Hr
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Figure 3.8: Expected work done by option 3.2 of the system considered (bold black line) during
the annual calendar hours available (broken line).

Based on the predicted expected work done by the system under consideration, by
applying the MIRCE Science equations the final solution to be recommended for the
adoption for the future system is option 3.2. This feasible design solution provides
additional work of 351 Hr in respect to option 3.1 (improved reliability) and 533 Hr
with respect to option 2.

The impact of all feasible solutions presented above on revenue, cost, and profit
could be easily predicted by making use of the MIRCE Profitability Equation pre-
sented in [4].
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3.6 MIRCE Science based physical analysis
of design options

The mathematical analysis of the four feasible design options, considered in this
chapter, has shown that is expected that option 3.2 will provided the highest amount
of work during the year of operation, with the same monetary value of resources in-
vestment in design as the other three. This conclusion was made by quantitatively
evaluating the MIRCE Functionability Equation for each design option using the avail-
able input data.

From a mathematical point of view the obtained results are correct as none of the
mathematical equations violate any mathematical laws. However, as these are engi-
neering design options, it is the duty of design engineers and reliability analysts to
select the input data into mathematical predictions. This is primarily related to the
selection of mathematical models that define physical mechanisms that generate the
motion of functionable systems through functionability states, as the MIRCE Func-
tionability Equation is presented in a generic form, suitable for any application. How-
ever, the specific probability functions have to be selected by the designers of specific
systems.

In the above example, exponential probability distributions are selected for ran-
dom variables, TNEi and TPEi, purely for the ease of the calculation of correspond-
ing convolution integrals (egs. (3.3) and (3.4)).

From a reliability point of view the mathematical assumption made had the fol-
lowing physical consequences, thus component A cannot:

— experience any manufacturing, transportation and installation actions that would
generate a NFE;

— experience any time or usage related degradation mechanisms like corrosion, fa-
tigue, thermal deformation, creep, wear, and similar;

— experience any maintenance or storage induced action that would generate a

NFE;

— be exposed to seasonal, operational, or geographical variability.

From a maintenance point of view the mathematical assumption made had the fol-

lowing physical consequences, no maintenance action applied to the component A

can have a fix duration of time required for its successful completion like:

— 24 for a paint to dry,

— 12 h for a physical/chemical analysis used as a part of the troubleshooting
process,

— 7 days contractual provisioning of spare parts.

The above statements of reliability and maintenance are a physical reality known
and experienced by engineers, managers, technicians and others involved with the

printed on 2/14/2023 7:32 AMvia . All use subject to https://ww.ebsco. confterms-of-use



EBSCChost -

3 MIRCE Science: a mathematical scheme for predicting impacts of reliability =— 63

operation process of functionable systems. Based on the above analysis of the ob-

servable physical reality excluded by mathematical assumptions of exponentially

distributed times of the evolution of functionability of a system through MIRCE

Space, [1] presented in the numerical example used in this paper, the following two

points must be made:

1. Equations (3.1) and (3.2) are generic expressions applicable to any functionable
system, operating in any natural environment, exposed to any human imposed
rules. In order to be utilized during the design process it is necessary that reli-
ability and maintenance professionals involved to identify mathematical laws
that adequately described the physical reality of their systems and than seek a
method for evaluation of convolution integrals defined by egs. (3.3) and (3.4).

2. Equations (3.5) and (3.6) provide accurate predictions of the expected work to
be done during the in-service lives of functionable systems given that opera-
tional and maintenance limitations, some of which are listed above, and many
others, are not applicable to their systems, otherwise the predictions would be
incorrect.

3.7 A few words more about quantitative evaluation
of MIRCE Functionability Equation and work done

The numerical example used in this chapter is related to a system that consists of a
single component, where both positive and NFAs are mathematically represented
by corresponding exponential probability distributions, for a very simple reason. This
combination is the only case for which an explicit closed mathematical solution exists.

In view of the fact that realistic systems involve more than a single component
with more than one functionability event generating mechanisms the possibility of
finding an analytical solution for multidimensional convolution integrals defined
by egs. (3.3) and (3.4) are seldom possible due to the inability of mathematics to
deal with the large number of convolution functions and their interactions. These
types of problems are not specifically related to MIRCE Science, they are common to
all scientific disciplines of this nature, as it is a known mathematical fact that the
integral equations do not have analytical solutions [5].

The most suitable way forward for any real functionable systems, of any com-
plexity of operational reality, is to apply the Monte Carlo method as the only viable
approach with which solutions for the MIRCE Functionability Equation and thereby
for the system performance may be obtained. It is applicable to systems with multi-
ple interacting components, with aging mechanisms and any operation, mainte-
nance and support rules. Thus, the Monte Carlo method provides the performance
function of a system for any given scenario and with any form of resources, but it is
beyond the scope of this chapter.
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3.8 Conclusions

The main objective of this chapter was to introduce the reliability engineering com-
munity to the innovative mathematical scheme contained in MIRCE Science for de-
scribing and predicting the time evolution of physical systems. Thus, the impact of
reliability engineering decisions on complex interactions between failure events
and maintenance actions that drive the behavior of physical systems can be quanti-
fied and modified at the design stage, rather than implementing expensive and
time-consuming modifications driven by in-service statistics.

The concept of the MIRCE Functionability Equation developed by Knezevic [1] is
introduced in this chapter as an analytical prerequisite for the prediction of ex-
pected work done by functionable systems. Hence, it becomes possible to perform
quantitative trade-off between feasible reliability and maintenance options to select
the compromising solution that would yield greatest benefit measured through the
work done.

To illustrate the advantages of applying MIRCE Science to reliability engineer-
ing decision-making process a numerical example is provided, where the trade-off
between reliability improvements by increasing the expected time to failure by 50%
or decreasing maintenance time by 50% is addressed.

The challenges related to the applicability of MIRCE Science to reliability engi-
neering, mainly driven by the mathematical inability to analytically deal with multi-
dimensional convolution integrals, are highlighted in the chapter and the use of the
Monte Carlo method is recommended.
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4 On the reliability structures with two
common failure criteria and a single
change point

Abstract: In this chapter, we study consecutive-type systems with two common failure
criteria and a single change point. The aforementioned reliability structures consist of
n independent components, of which the first n; units are identically distributed with
common reliability p;, while the remaining ones share a different functioning probabil-
ity p,. The general setup of the proposed structures is presented in detail, while explicit
expressions for the reliability and mean time to failure of the aforementioned models
are provided. An extensive numerical experimentation is accomplished for investigat-
ing the behavior of the underlying structures with a single change point for different
values of the design parameters.

Keywords: Consecutive-type systems, two common failure criteria, change point,
mean time to failure, reliability function

4.1 Introduction

In the field of reliability engineering, an enthralling issue calls for suitable structural de-
signs, which are strongly connected to real-life problems or existing contrivances. A spe-
cific group of reliability models, which seems to reel in the scientists during the last
decades, is the family of consecutive-type structures. Given the abundance of their practi-
cal implementations in engineering and statistical modelling, the so-called consecutive-
type systems comprise an engrossing scope of practical interest and research activity.
The general framework of constructing a consecutive-type structure relies on n
linearly or circularly arranged units. The resulting structure stops its operation,
whenever a pre-specified stopping rule (or even more) is satisfied. A great variety of
such systems has been already introduced in the literature. For example, a consecu-
tive-k-out-of-n: F structure consists of n linearly ordered components and fails if
and only if at least k consecutive components fail [7,, 27, 28] or [13]. Additionally,
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the so-called r-within-consecutive-k-out-of-n: F structure, which was established by
[20], fails if and only if there exist k consecutive components which include among
them, at least r failed units [11, 16, 17, 22, 29]. A quite different modification of the
common consecutive-k-out-of-n: F system is known as the m-consecutive-k-out-of-n:
F system; it consists of n linearly ordered components such that the system fails if
and only if there are at least m nonoverlapping runs of k consecutive failed units
[9, 11, 15]. For some recent contributions on the field of consecutive-type structures,
interested readers are referred to refs. [6, 12, 25].

On the other hand, some applications are related to two different criteria and
several reliability structures have been established and studied in the literature. For
instance, the (n,f, k) structure proposed by Chang et al. [1] fails if, and only if, there
exist at least f failed units or at least k consecutive failed units. Several reliability
characteristics of the so-called [n, f, k] systems are studied in detail by Triantafyllou
[26] and Zuo et al. [30]. Among others, the <n,f, k> structure (see, e.g. [5, 23]) and the
constrained [k, d]-out-of-n: F system [10, 24] are well-known consecutive-type reliability
systems with two failure criteria. For a precise overview on the consecutive-type sys-
tems, we refer to the detailed reviews offered by Zao et al. [3] and Triantafyllou [21] and
the well-documented monographs provided by Chang et al. [2] and Kuo and Zuo [14]. A
detailed presentation of several reliability advances in various fields of engineering
and physical sciences is also offered by Ram [19].

Throughout the lines of the present chapter, we study reliability structures with
a single change point, for example, we focus on systems with two common failure
criteria and two different types of units. More specifically, the (n, f, k] structure with
a single change point is introduced. The general setup of the proposed reliability
system is presented in Section 4.2, while explicit expressions for some reliability
characteristics of it are provided in Section 4.3. A detailed numerical experimenta-
tion given in Section 4.4 offers some evidence for the performance of the (n, f, k)
structure with a single change point. Finally, Section 4.5 summarizes the contribu-
tion of this chapter, while some practical concluding remarks are also highlighted.

4.2 The general setup of (n, f, k) structures
with a single change point

Let us first consider an (n, f, k) system consisting of n independent and linearly or-
dered units. As already mentioned, the particular structure fails if and only if there
exist at least f failed components or at least k consecutive failed components. We
next assume that the first n, components of the (n, f, k) system share a common reli-
ability p; (components of Type A, hereafter), while the remaining ones, namely the
rest n, =n - n; units have a common reliability p, (components of Type B, hereafter),
where p,#p;. The location of the (n; +1)th unit could be thought as a change point
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of the system and consequently the structure described above, is called [n, f, k) sys-
tem with a single change point. It is straightforward that in case of p, =p; =p, the
aforementioned structure reduces to the traditional [n, f, k) system introduced by
Ram [1]. It is worth mentioning that reliability structures with one or more change
points have been already introduced in the literature [8, 18].

Figure 4.1 represents the proposed (n, f, k] system with a single change point.

- -0 -..-
[ —

ny units of Type A n, units of Type B

Figure 4.1: The (n, f, k) system with a single change point.

The components of type A are represented by the symbol W and share the same reli-
ability p;, while the rest units of type B appear as d and have reliability p,. The re-
sulting structure fails whenever at least f components fail or at least k consecutive
units stop their operation. Note that the abovementioned failure criteria could be
reached by the aid of components either exclusively of the same type or even of
both types. For example, let us next consider the (n, f, k) system with a single change
point by defining the design parameters as follows:

n=10,n=5n,=5,f=3,k=2,p1=0.8,p,=0.9.

In other words, the aforementioned model contains 10 i.i.d. units, which are linearly
ordered (see Figure 4.2). The first five units share a common reliability p; = 0.8,
while the remaining five ones have a common reliability p, = 0.9. The resulting (10,
3, 2) system with a change point fails if and only if at least three units fail or at least
two consecutive components stop their operation.

0-0-0-0-0-0-0-0-0-0

5 components 5 components
of Type A of Type B

Figure 4.2: The (10, 3, 2) system with a single change point.

Whenever a group of at least three (not necessarily consecutive) components fail or
at least two consecutive units fail, the (10, 3, 2) structure with a single change point
stops its operation. It is noticeable that the abovementioned triad of failed units or
the couple of consecutive failed units could include either units of type A or units of
type B. For instance, if the last component of the first five ones and the first of the
last five units of the system fail, then the (10, 3, 2) structure with a single change
point stops its operation.
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4.3 Reliability characteristics of (n, f, k) structures
with a single change point

In this section, we investigate the behavior of the (n, f, k) structures with a single
change point. A closed expression for computing the bulk of path sets of the system
containing i units of type A and j units of type B is provided, while the reliability
function and the MTTF of the structures are also investigated.

Generally speaking, the (n, f, k) system with a single change point could be han-
dled from two different points of view. The differentiation between these two sce-
narios depends exclusively on the status of the first component of the group of
components of type B. More specifically, based on the first scenario (Scenario 1,
hereafter) the first component of type B, for example, the first d which appears in
the structure line, is supposed to be in functioning state. We next denote by 0 and 1
the failure and functioning state of each component respectively. Consequently, a
common sequence of n binary elements (under Scenario 1), containing i working
units of type A (w.c.A) and j working units of type B (w.c.B) is represented as

ny units of type A n, units of type B

0...0 _L 0...0 _1# 0...04.,0...0 -lw 0...0, 1 0...0 Jj 0...0 _L 0...0,.,0...0 L 0...0

oM oxn 2 ox XM oxm on 24y d )y Yiao My
we.A w.c.A we.A we.B we.B w.e.B we.B

Figure 4.3: The (n, f, k) system with a single change point under Scenario 1.

Note that x,, r=2,3,. . .,i denotes the total number of Os, which are located between
two successive 1s throughout the components of type A. At the same time, x; corre-
sponds to the components’ failures of type A occurred before the appearance of the
first working component of this type. In other words, the variable x,, r=2,3,. . .,i
expresses the length of run of Os in each urn between successive 1s throughout the
first n; components, while x; indicates the length of the first run of Os. It is straight-
forward that x,, r=2,3,. . .,i obey the following restrictions

i
Osx,gnl,rzl,z,...,ianderznl—i. (4.1)
r=1

Following a parallel argumentation, we denote by ys, s=1,2,. . .,j the amount of Os
between successive 1s throughout the components of type B. In other words, the
variable y;, s=1,2,. . .,j corresponds to the length of run of Os in each urn between
successive 1s throughout the n, components of type B. It is straightforward that the
following conditions ensue

j
0<ys<mys=12...jand» ys=n,-j. (4.2)
s=1
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On the other hand, the second scenario (Scenario 2, hereafter) requires that the first
component of type B located in the structure line is supposed to be in failure state.
Therefore, a binary sequence of n elements (under Scenario 2), containing i working
units of type A (w.c.A) and j working units of type B (w.c.B) is represented in the
Figure 4.4.

m units of type A my units of tpe B
0...0 1 0...0 1 0..0...0...0 1 0...0 0...0 1 0...0 1 0...0...0...0 1 0...0
—_——— v Sy = —_———— S S Y S Y —_——— v S
X o 2 X; " X N A I L Yi " v
w.e.A w.c.A w.e.A w.e.B w.c.B w.e.B

Figure 4.4: The (n, f, k) system with a single change point under Scenario 2.

Note that once again, x,, r=1,2,.. .,i,i+1andys, s=1,2,...j,j+1 are connected to
the length of runs of Os in the respective urn. Clearly, the aforementioned quantities
obey the following set of restrictions (under Scenario 2)
i+1
0<x<n,r=12,.. ,Li+1, Y x=m-i-1
r=1

and

j+1
0<ys<my, s=1,2,.. ,jj+1 Y ys=m—j-1. (4.3)

s=1

In order to study further the performance of the (n, f, k) system with a single change
point, it is crucial to determine the bulk of path sets containing i units of type A and
j units of type B for the proposed structure (ry,,», 1k (i, j), hereafter). By denoting as
Ty f, (1) (r,,l)nz’ (b 0)), the number of path sets of the (n, f, k) structure with
a single change point under Scenario 1 (Scenario 2), we readily obtain that

Tugang fule(BJ) = Ty ny k(B3 1) + Ty £ 1 (550). (4.4)

Let us first consider the Scenario 1, assuming that the (n, f, k) system with a single
change point follows the scheme appeared in Figure 4.3. In other words, we sup-
pose that the first unit of type B operates. The number of binary sequences of the
components of type A and B (under Scenario 1) which assure the operation of the re-
sulting structure equals to the amount of integer solutions of the next linear system

Xi+Xo+ - +Xjp1 =M —1 (4.5)
such that

0<xy<k-1, forA=1,2,...i+1
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and
VitYa+ - +yj=np—j (4.6)

such that
0<yg<k-1, for 6=1,2,.. .,j,

whilei+j>n-f+1.
The number of integer solutions of the linear egs. (4.5) and (4.6) is given by ([4]

p. 138)
(’:}) i+1( 1),2 <”1—r(ki—1) ’r) ( . )
1

and

V=<jil21)+i(_1)rz(nz—r(k—l)—r—1> “5)

r=1 j-1

respectively. Denoting by [a] the integer part of a real number g, it is evident that in
case of i > [(n; —1)/k] — 1 the outer sum of eq. (4.7) becomes zero. Actually, the same
conclusion could be drawn for the outer sum of eq. (4.8) if j> [(n, —j)/k]. Addition-
ally, note that in the inner sum appeared in formulae (4.7) and (4.8), the summation
is extended over all r-combinations of the available indices. Consequently, the num-
ber of integer solutions of the linear egs. (4.5) and (4.6) could be viewed as

min(i+1,[(ny —i)/k]) i+l n—rk
= Y (—1)’< )( g > 4.9)
r=0 r l

min(j, (5 ~)/K) N\ /o k-1
v Y (- AT . (4.10)
r=0 r )_1

Based on the above formulae, the number of path sets of the (n, f, k) system with a
single change point under Scenario 1 is expressed as

and

rnl,nz,f,k(i’j’ )=Q-V

or equivalently

min(i+1,[(ny ~i)/k]) i+1\/n -rk min(j, (n -j)/k]) i\ [na-rk-1
rnl,nz,f,k(i’j’l): Z (_1)1’ . ) Z (_1)r . :
r=0 r l =0 r ]—1

(4.11)
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Employing analogous arguments as those mentioned previously, we shall next deal
with the so-called Scenario 2. We now assume that the (n, f, k) system with a single
change point follows the scheme appeared in Figure 4.4. In other words, we sup-
pose that the first component of type B has failed. The amount of binary sequences
of the components of type A and B (under Scenario 2) which ensure the operation of
the resulting structure equals to the amount of integer solutions of the next linear
system

Xi+Xo+ - + X =N —1—Xj;1 (4.12)
such that

O<xy<k-1,forA=1,2,...,i
and

Ya+y3+ o +Yi1=m—j-) (4.13)
such that

O0<yg<k-1,for 0=23,...j,

whilei+j>n-f+1, xj;1+y1<k-1, x;;1>0,y;>0.
The amount of integer solutions of eqs. (4.12) and (4.13) is given by ( [4] p. 138)

W:i(_l)r<i><n1—Xi;1_—1rk—1> (4.14)
r=0

_ J AT\ [ m2-yi-rk-1
Z—;(—l) (r)< i1 ) (4.15)

respectively, for all x;,1,y; such that x;,1+y;<k-1. It is evident that in case of
i>[(n—i-x+1)/k], the outer sum of eq. (4.14) becomes zero. Actually, the same
conclusion could be drawn for the outer sum of eq. (4.15) if j > [(n, - j—y1)/k]. Addi-
tionally, note that in the inner sum appeared in formulae (4.14) and (4.15), the summa-
tion is extended over all r-combinations of the available indices. Consequently, the
number of integer solutions of the linear eqs. (4.12) and (4.13) could be rewritten as

min(i, [(ng —i-x;, 1)/k]) i =X —rk—1
W= 3 (_1)f< >< P > (4.16)

and

P r i-1

and

min(j, [(ny —j-y1)/k] i
J\ [ m-yi-rk-1
7 Z _1y 4.17
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for all x;,1,y; such that x;.1+y; <k-1. Due to the above formulae, the amount of
path sets of the (n, f, k) structure with a single change point under Scenario 2 is
given as

Ty f k(515 0) = Z w.z

Xip1+y1sk-1

or equivalently

k=2 k—x—1min(i, [(ny —i-x; . 1)/k]) i n—Xxj.1—-rk—-1
Tk (5150)= > > > (—1>r( )( _ )

x=0 y=1 r=0 r 1—-1

min(j, [(ny -j-y1)/k| j -y -rk-1
r=0 r ]_1

It is now straightforward that combining formulae (4.4), (4.11), and (4.18), the number
of path sets of the [n, f, k) system with a single change point is readily determined.

Note that a parallel argumentation, as the one applied previously, has been im-
plemented by Eryilmaz [8] for a different reliability structure, which is known as
consecutive-k-out-of-n. Generally speaking, having at hand the amount of path sets
of the model including i units of type A and j units of type B, we could readily derive
closed formulae for computing the reliability function and the mean time to failure
(MTTF) of the (n, f, k] system with a single change point. In order to obtain the de-
sired expressions, we need to clear up whether the amount of units of each type is
pre-specified or it is randomly determined. Under the assumption that the amount
of units of each type is fixed, for example, the design parameters n;, n, are preor-
dained, the reliability function of the (n, f, k] model with a single change point is
given as

(4.18)

m m

Rupmyfk(P1s02) = > > Fagonoofo e (67) (1= p1)"™ 7' Ph(1-p2)™ 7, (4.19)

i=0 j=min(n-f+1-i,ny)

where 7y, n, r.k(i,j) represents the bulk of path sets of the structure containing i
units of type A and j units of type B. In such a framework, the (n, f, k) systems with
a single change point dispose a fixed number of components of each type and their
MTTF can be represented as (i+j>n—-f+1)

m ] oo

MTTFy, .k (FLF2) = ) > Tog, o ok (0 j)J Fi(tF™ (OB (6)F,2 7 (t)dt,

i=0 j=min(n—f +1-i,ny) 0

(4.20)

where Fy(t) =1-Fy(t) and F,(t) =1- F(t) correspond to the reliability (survival) func-
tion of units of type A and type B correspondingly.
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On the other hand, if the amount of units of each type is random, it is evident
that the reliability function of the (n, f, k) structure with a single change point could
be determined by implementing suitable conditioning arguments. More specifically,
we first introduce the random variable N;, which expresses the number of units of
type A (0 <N; <n). Denoting by f(n;) = P(N; = n;) the probability mass function of Nj,
we express the reliability of the (n, f, k) system with a single change point, given
that the amount of units of each type is now random, as

n
Rufi (P102) = Y Rupneny pk(P102) f(). (4.21)

n =0

Moreover, the MTTF of the (n, f, k) structure with a single change point consisting of
random number of units of each type, can be readily viewed as

n
MTTF, £ k(F1, F2) = > MTTFy n_ny 1 i (F1 F2) f(m). (4.22)

n;=0

4.4 Numerical results

In this section, we accomplish a numerical experimentation to evaluate the perfor-
mance of the (n, f, k) structure with a single change point. The computations are
carried out via the theoretical results discussed in Section 4.3. We first illustrate the
reliability function of the aforementioned structure under several designs, namely
for different values of the design parameters n, ny, n,, f, k, p1, and p-.

Table 4.1: Reliability of the (n, f, k) system with a single change point for

fixed ny, n,.
n k) (nq, n3) (p1, p2) Rn1, n2, 1, k (p1, p2)
7 (3,2 (5,2) (0.93,0.95) 0.973968
(0.91,0.95) 0.960409
(4,3) (0.93,0.95) 0.976352
(0.91,0.95) 0.965918
(3,4) (0.93,0.95) 0.978725
(0.91,0.95) 0.971369
(2,5) (0.93,0.95) 0.981090
(0.91,0.95) 0.976805
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Table 4.1 (continued)

n ((A] (n4, ny) (p1, p2) Ro1, n2, £ k (p1, P2)
(4,2) (5,2) (0.93,0.95) 0.975921
(0.91,0.95) 0.963563

(4,3) (0.93,0.95) 0.978092

(0.91,0.95) 0.968520

(3,4) (0.93,0.95) 0.980267

(0.91,0.95) 0.973494

2,5 (0.93,0.95) 0.982444

(0.91,0.95) 0.978478

8 (3,2) (6,2) (0.93,0.95) 0.967599
(0.91,0.95) 0.950047

(5,3) (0.93,0.95) 0.970129

(0.91,0.95) 0.955955

(4,4) (0.93,0.95) 0.972633

(0.91,0.95) 0.961743

(3,5) (0.93,0.95) 0.975115

(0.91,0.95) 0.967441

(2,6) (0.93,0.95) 0.977580

(0.91,0.95) 0.973085

(4,2) (6,2) (0.93,0.95) 0.971381
(0.91,0.95) 0.956251

(5,3) (0.93,0.95) 0.973549

(0.91,0.95) 0.961191

(4,4) (0.93,0.95) 0.975720

(0.91,0.95) 0.966149

(3,5) (0.93,0.95) 0.977895

(0.91,0.95) 0.971123

(2,6) (0.93,0.95) 0.980072

(0.91,0.95) 0.976109
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Table 4.1 (continued)

n k) (n4, ny) (p1, p2) Rn1, nz, £ k (P15 P2)
9 (3,2 7,2 (0.93,0.95) 0.960426
(0.91,0.95) 0.938332

(6,3) (0.93,0.95) 0.963136

(0.91,0.95) 0.944724

(5,4) (0.93,0.95) 0.965809

(0.91,0.95) 0.950954

(4,5) (0.93,0.95) 0.968449

(0.91,0.95) 0.957041

(3,6) (0.93,0.95) 0.971058

(0.91,0.95) 0.963012

2,7) (0.93,0.95) 0.973641

(0.91,0.95) 0.968898

(4,2) 7,2 (0.93,0.95) 0.966789
(0.91,0.95) 0.948846

(6,3) (0.93,0.95) 0.968961

(0.91,0.95) 0.953792

(5,4) (0.93,0.95) 0.971135

(0.91,0.95) 0.958751

(4,5) (0.93,0.95) 0.973311

(0.91,0.95) 0.963722

(3,6) (0.93,0.95) 0.975489

(0.91,0.95) 0.968707

2,7) (0.93,0.95) 0.977670

(0.91,0.95) 0.973701

10 (3,2) 7,3 (0.93,0.95) 0.955291
(0.91,0.95) 0.932106

(6,4) (0.93,0.95) 0.958160

(0.91,0.95) 0.938840

(5,5 (0.93,0.95) 0.960987
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Table 4.1 (continued)

n ((A] (n4, ny) (p1, p2) Ro1, n2, £ k (p1, P2)
(0.91,0.95) 0.945400

(4,6) (0.93,0.95) 0.963774

(0.91,0.95) 0.951801

(3,7) (0.93,0.95) 0.966524

(0.91,0.95) 0.958066

(4,2) (7,3) (0.93,0.95) 0.964289
(0.91,0.95) 0.946244

(6,4) (0.93,0.95) 0.966474

(0.91,0.95) 0.951230

(5,5) (0.93,0.95) 0.968659

(0.91,0.95) 0.956221

(4,6) (0.93,0.95) 0.970846

(0.91,0.95) 0.961219

(3,7 (0.93,0.95) 0.973033

(0.91,0.95) 0.966225

Based on Table 4.1, one may readily observe the following concluding remarks:

— The reliability of the (n, f, k) structure with a single change point increases as
the probability p,; increases.

— The reliability of the (n, f, k) structure with a single change point grows as the
probability p, grows.

— The reliability of the (n, f, k) structure with a single change point grows as the
parameter f grows.

— The reliability of the (n, f, k) structure with a single change point grows as the
parameter n decreases.

Note that the practical guidelines mentioned above hold true under the assumption
that the remaining design parameters remain unchangeable.

We next carry out a numerical experimentation with respect to the MTTF of the
(n, f, k) structure with a single change point. Based on eq. (4.20), we perform several
numerical computations for revealing the behavior of MTTF of the resulting reliabil-
ity structure. In order to make the integral expression more convenient, we next con-
sider that the components of both types provide proportional hazard rates (Model I,
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hereafter). In other words, denoting by H the baseline distribution for all components
with corresponding hazard rate A(t), then the reliability function of components of
type A and type B is given as

Fy(t)=H%(t) and F,(t) = H%(t)

respectively, where 6;,6, >0, t>0. Moreover, it is straightforward that the hazard
rates of the components of type A and type B are expressed as 6;-A(t) and 6, - A(t)
correspondingly. Recalling eq. (4.20), the MTTF of the (n, f, k) structure with a single
change point under Model I is rewritten as

MTTEy, . 1.k (F1, Fo)

m

B i > k(i) J: HY () (1B (0)"™ T H (6) (1 - H2 (1) .

i=0 j=min(n-f+1-i,ny)

We next apply the well-known binomial theorem and the MTTF of the underlying
structure can now be expressed as

MTTFnl,nz,f,k(FlaFZ)

n n, ny—iny-j 1-i 27
= Z Z Tnpnz,f,k(i’j) Z Z (_l)}Hv(n 1) <n ]>

i=0j=min(n-f+1-i,ny) u=0v=0

[ (FI(£)) P10+ 82040) gy (4.23)
0

Once the distribution function H is specified, the MTTF of the (n, f, k) structure
with a single change point is readily determined by the aid of (4.23). For instance,
let us next consider the exponential distribution with parameter 6, for example,
the baseline distribution function is given as H(t) =e~%, 8> 0, t>0. Consequently,
the MTTF of the resulting structure can be computed by the aid of the following
formula

MTTFy,;, ny. 1,k (F1, F2)
:f: i nlz:mi: PHrY Ty, np f k(1) m -l -] )
0(6:1(u+1)+62(v+)))

i=0j=min(n-f+1-i,ny) u=0v= )2 %

(4.24)
Based on eq. (4.24), we next compute the MTTF of the (n, f, k) structure with a single

change point under Model I with exponential baseline distribution. Table 4.2 presents
the corresponding numerical results for several designs.
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Table 4.2: Mean time to failure of the (n, f, k) system with a single change

point for fixed n, n,.

n (ny, ny) (f, k) (0,1, 65, 6) MTTF
10 (5,5) (4,3) (0.3,0.1,0.2) 12.1866
(6,3) 17.3064

(6,2) 9.90844

(4,3) (0.3,0.1, 0.5) 4.87464

(6,3) 6.92256

(6,2) 3.96377

(6,4) (4,3) (0.3,0.1,0.2) 10.9963

(6,3) 15.6038

6,2) 8.98593

(4,3) (0.3,0.1, 0.5) 4.39852

(6,3) 6.24151

(6,2) 3.59437

7,3) (4,3) (0.3,0.1,0.2) 10.0007

(6,3) 14.2945

6,2) 8.26426

(4,3) (0.3,0.1, 0.5) 4.00027

(6,3) 5.71780

(6,2) 3.30570

20 (10,10) (8,6) (0.1,0.2,0.1) 33.8475
(10,6) 45.7564

(10,4) 40.7474

(8,6) (0.1,0.2,0.3) 11.2825

(10,6) 15.2521

(10,4) 13.5825

(12,8) (8,6) (0.1,0.2,0.1) 36.3496

(10,6) 49.1463

(10,4) 43.7658

(8,6) (0.1,0.2,0.3) 12.1165
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Table 4.2 (continued)

n (nq, ny) (f, k) (0,4, 65, 6) MTTF
(10,6) 16.3821

(10,4) 14.5886

(14,6) (8,6) (0.1,0.2,0.1) 39.1498

(10,6) 52.9792

(10,4) 47.3841

(8,6) (0.1, 0.2,0.3) 13.0499

(10,6) 17.6597

(10,4) 15.7947

The baseline distribution is assumed to be the exponential with parameter 6.

It is of some practical interest to construct several figures in order to shed
light on the behavior of the reliability function of the (n, f, k) system with a single
change point. Each figure depicts reliability values of the underlying structure
versus two different design parameters under the assumption that the remaining
ones are pre-specified. Figures 4.5 and 4.6 illustrate the reliability function of
the (10, 3, 2) system with a single change point for several probability values p;
and p».

Figure 4.5: Reliability of the (n, f, k) system Figure 4.6: Reliability of the (n, f, k) system with
with a single point versus a single change point versus
P P2 (Mm=3,n,=7,f=3,k=2). p1 P2 (11=7, =3, f=3, k=2).
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Based on Figures 4.5 and 4.6, one may readily conclude the following:

— The reliability of the (10, 3, 2) system with a single change point increases with
respect of p;.

— The reliability of the (10, 3, 2) system with a single change point increases with
respect of p,.

It is of some interest to focus on the impact of the design parameters n; and n, on
the global performance of the (n, f, k) system with a single change point. Since pa-
rameters n, and n, correspond to the amount of units of type A and B respectively, it
is crucial to set up an optimal framework with respect to the number of units of
each type which is involved to the resulting structure.

Figure 4.7: Reliability of the (n, f, k) system Figure 4.8: Reliability of the (n, f, k) system
with a single point versus ny, n, (p;=0.8, with a single change point versus
p>=0.9,f=3,k=2). ny, ny (p1=0.9, p,=0.8, f=3, k=2).

For pre-specified f, k, p;, and p», Figures 4.7 and 4.8 reveal that the (n, f, k) system
with a single change point maximizes its attribution for moderate values of design
parameters n; and n,. At the same time, based on Figures 4.7 and 4.8, one may eas-
ily observe that large values of parameters n; and n, lead to deterioration of the per-
formance of the structure.

The following figures depict the impact of design parameters f and k on the
reliability values of the (n, f, k) system with a single change point. According to
Figures 4.9 and 4.10, we conclude that as the parameter f increases, the reliability
of the resulting structure increases too. Additionally, the same remark could be
confirmed for the influence of parameter k on the behavior of the (n, f, k) system
with a single change point.

printed on 2/14/2023 7:32 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

4 On the reliability structures with two common failure criteria —— 81

Figure 4.9: Reliability of the (n, f, k) system Figure 4.10: Reliability of the (n, f, k) system
with a single point versus f, k (p;=0.8, with a single point versus f, k (p1=10.9, p,=0.8,
p>=0.9, n; =10, n, =10). n,=10, n,=8).

4.5 Discussion

In this chapter, the (n, f, k) system with a single change point is introduced. Some
reliability characteristics of the proposed structure are studied, and the correspond-
ing closed formulae are also delivered. The performance of the (n, f, k) system with
a single change point is evaluated by the aid of its reliability function and MTTF.
Based on the practical guidelines and remarks, which have been pointed out in
Section 4.4, one may choose the appropriate set of design parameters in order to
optimize the performance of the resulting (n, f, k) system with a single change
point. A parallel reliability study of well-known structures with a single change
point seems to be an intriguing issue for further investigation.
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Qisi Liu, Liudong Xing, Guilin Zhao
5 Invulnerability and survivability modeling
and analysis of cloud storage systems

Abstract: In this chapter, we present mathematical modeling and analysis of invulner-
ability and survivability for cloud storage systems, in particular, the cloud-RAID (redun-
dant array of independent disks) storage system. The invulnerability corresponds to the
system’s capability of operating correctly while being immune to cyberattacks. The sur-
vivability corresponds to the system’s capability of operating correctly despite the oc-
currence of malicious cyberattacks and physical disk failures. The semi-Markov process
(SMP) is applied to model and analyze invulnerability and survivability at the disk
level. Multivalued decision diagrams and combinatorics are applied to assess these per-
formance metrics at the cloud storage system level. The presented methodology is
flexible in handling diverse distribution types of state transition time. Influences
of different model parameters on the disk-level and system-level performance are
demonstrated through an in-depth case study on a cloud-RAID-5 system.

Keywords: Cloud storage, combinatorics, cyberattack, disk fault, invulnerability,
multivalued decision diagram, semi-Markov process, survivability

5.1 Introduction

Individual disks are subject to incidental failures due to factors such as defects and
aging/wear-out, posing reliability risks to the cloud storage system. The cloud stor-
age system, and in general, the modern technological systems are also vulnerable
to cyberattacks [1-6]. As a specific example, denial-of-service (DoS) attacks can be
launched using sound waves (without using any internet connection), which may
outage the service and even cause permanent damages or pose life-threatening dan-
gers to hardware components like medical devices [7]. This chapter presents the
mathematical modeling and analysis of invulnerability and survivability for cloud
storage systems, in particular, the cloud-RAID (redundant array of independent
disks) storage system considering effects of both disk physical failures and mali-
cious cyberattacks. The invulnerability refers to the system’s capability of operating
correctly while being immune to malicious attacks. The survivability refers to the
system’s capability of performing the intended function despite the occurrence of
malicious cyberattacks or accidental physical failures [8].

Qisi Liu, Liudong Xing, Guilin Zhao, Department of Electrical and Computer Engineering, Univer-
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Considerable research efforts have been dedicated to the quantitative reliability
modeling and evaluation of cloud storage systems. These works were mainly concerned
with the behavior of cloud storage systems in the presence of random physical failures,
without considering the effects of cyberattacks. For example, Iliadis et al. studied the
reliability of geo-replicated cloud storage systems, taking into account different band-
widths within a site and between sites [9]. Liu and Xing modeled the reliability of a
cloud-RAID-6 storage system, using a hybrid analytical method [10]. Mandava and
Xing investigated the reliability modeling and optimization for cloud-RAID storage sys-
tems, subject to fault-level coverage [11] and element-level coverage [12]. Nachiappan
et al. examined two types of data reliability techniques (replication and erasure coding)
for cloud storage systems in the big data application [13]. Zhang et al. proposed a Mar-
kov decision-process modeling framework to analyze the reliability of cloud storage
systems [14].

A limited body of research has also been dedicated to the quantitative security
modeling and analysis, considering effects from cyberattacks. For example, Xing and
Levitin suggested a probabilistic modeling method to evaluate data security and reli-
ability for a cloud system using the data partition policy against co-resident attacks [15].
In [16], Levitin et al. extended the method of [15] for cloud systems, using a combined
data partition and replication policy. Liu et al. analyzed the security risk occurrence
probability for a system, subject to cyberattacks with multiple sequence-dependent
hazardous actions [17]. Liu and Xing proposed a continuous-time Markov chain-based
approach to assess the invulnerability and survivability of cloud-RAID systems consid-
ering both cyberattacks and physical failures [18]. However, the method of [18] is only
limited to the exponential state transition time distribution, that is, the state transi-
tion time occupies the memoryless property. In other words, the storage disks do not
age with time, which is often not true in practice.

In this chapter, a semi-Markov process (SMP)-based approach is presented to
model and evaluate the performance of each disk in the form of different state proba-
bilities, invulnerability, and survivability. The SMP-based approach is applicable to
any type of state transition time distribution. Based on the disk-level performance
analysis, multivalued decision diagrams (MDD) and combinatorics-based methods
are presented to assess the invulnerability and survivability of the entire cloud-RAID
storage system. Influences of several parameters modeling the attack, failure, and re-
covery behaviors of disks on the disk and system performance are also examined.

The rest of this chapter has the following structure: Section 5.2 describes an ex-
ample of the cloud-RAID-5 system, which is used to demonstrate the methodology
and parameter effects in the subsequent sections. Section 5.3 presents the SMP-
based approach for the disk-level performance analysis. Section 5.4 presents the
MDD and combinatorics-based methods for the system-level performance analysis.
Section 5.5 investigates impacts of several model parameters on the disk state prob-
abilities and the entire system performance. Section 5.6 concludes this chapter and
points out a few future research directions.
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5.2 Example cloud-RAID-5

A cloud-RAID-5 storage system containing four storage disks [18] is used as an ex-
ample to illustrate the presented invulnerability and survivability analysis method.
Figure 5.1 shows the general structure of this example system that uses the distrib-
uted single parity code to achieve disk fault tolerance (in the case of one disk mal-
functioning or being attacked, the entire system can continue to function).

N
S \ \

s \ &
Clou Cloud Disk 2 Cll:iﬁk 3 Cloud Disk 4

Clou
customers

Figure 5.1: An example cloud-RAID-5 system.

Specifically, data are decomposed into blocks or stripes (A1, A2, A3, etc.) and are
distributed to four disks in the array. Different disks may come from different pro-
viders or cloud data centers. The parity block (Ap, Bp, Cp, Dp) of corresponding
data blocks on the same row is stored across the four disks. In the event of one disk
having the service outage, the stripes stored in the affected disk can be restored
using the remaining data stripes and the parity stripe, for example, via performing
the exclusive OR operation when the even parity is adopted.

5.3 Disk-level modeling and analysis
5.3.1 The SMP modeling
Figure 5.2 illustrates the state transition diagram in the SMP solution method. A

disk may assume four different states during its lifetime: good state 0, degradation
state 1, vulnerable state 2, and complete failure state 3.
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Figure 5.2: SMP model of a single disk.

Initially, the disk is in the good state O, where both reliability and security at-
tributes hold, and data can be accessed correctly. From state 0, the disk can transit
to state 1 due to a media or recoverable error; or to state 3 due to unrecoverable
hardware failure or some security threats (e.g., data deletion/tempering through inse-
cure APIs). Under state 1, the disk can go back to state O if the media error can be
restored by the self-recovery mechanism of the disk; or the disk transits to state 3 if
the restoration effort fails and the data get lost permanently. From state 0, the disk
may also transit to the vulnerable state 2 due to cyberattacks like distributed denial-of
-service (DDoS) attacks or events (like the Black Friday virtual shopping) that cause
explosive visits to servers. Under state 2, the disk still works but with some latency.
From state 2, the disk may transit back to state O by performing certain timely contin-
gency strategies; or transit to state 3 if no timely remedial actions are taken (i.e.,
being defenseless) or the DDoS attack size increases. In the case of the disk in state 3
being caused by DDoS attacks, the disk failure/inaccessibility may be fully restored,
bringing the disk back to state O via, for example, getting adequate spare bandwidth
for volumetric attacks, utilizing some attack mitigation service, or implementing some
incident response plan [19].

All the state transition times are characterized by general cumulative distribu-
tion functions (CDF), for example, Fj;(t) for the transition time from state i to state j
(i, j =0, 1, 2, 3). In the subsequent illustrative analysis, the Weibull distribution is
chosen due to its wide application in reliability engineering and its flexibility in rep-
resenting diverse failure rate behaviors [20, 21]. The Weibull distribution has the
CDF of Fj (t, @i, ﬁi]-) =1- exp(— (t/ a,-,-)ﬁ i ), where (aj;, B;) are scale and shape pa-
rameters, respectively. In the case of Bi]- =1, it becomes the exponential distribution;
in the case of Bii =2, it becomes the Rayleigh distribution.
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5.3.2 The SMP steady-state analysis

The steady-state analysis of an SMP model can be conducted in four stages [17, 22, 23]:

Stage 1: Define the one-step transition probability matrix K(f) (also known as the
kernel matrix) of the SMP’s embedded Markov chain (EMC) [23]. Each element in the
matrix k(t) represents the probability that the disk just entered state i, the next
transition takes place in time ¢, and the subsequent state is state j. All the elements
on the same row of K(t) always sum to 1. In eq. (5.1) we illustrate the matrix K(¢) for
the SMP model of Figure 5.2, where the non-zero elements are defined in egs. (5.2)—
(5.9). The integrals involved in egs. (5.2)-(5.9) are evaluated using Wolfram Mathe-
matics and MATLAB in this work.

ko1 (t) = JFOZ(X)Foa(X)dFm(X)
0

t t . ﬁ01+ " ﬁ02+ o\ Boz
kOZ(t) = JFOI(X)F03(X)dF02(X)= &JXBOZ—167 [(m> (0102) <a03) :|d
0
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¢ ¢ A ﬁ01+ M ﬁ02+ " /903]
ko3(t):JF01(X)F02(X)dFo3(X):&["ﬂog_le [(am) (aoz) <a03) dx (5.9)
0 0

This work focuses only on the SMP steady-state analysis, where the kernel matrix is
evaluated as K(oo), as shown in the following equation:

0 koi(oo)  koa(eo)  koz(eo)

ki (o0) 0 0 ki3(o0)
K(co) = Koo (00) 0 0 Koy (00 (5.10)
k30(o) 0 0 0

Stage 2: Solve the steady-state equations of the EMC, that is, v=v-K(eo) and
v-el =1, with the steady-state probability vector v=[vo v; v, v3] and e=[1111]
to obtain the steady-state probabilities v;. Wolfram Mathematica is applied in
this work to obtain values of v; (i = 0, 1, 2, 3).

Stage 3: Evaluate the sojourn time T; in each system state i (i = 0, 1, 2, 3). For the SMP
model of Figure 5.2, the sojourn time T; can be evaluated using egs. (5.11)—(5.14) [23]:

oo

To= | FoiFoaFosdt = ]Qe {(“L“)ﬁm ' (ﬁ)ﬁoz ' (ﬁ)ﬁog] dt (5.11)
0 0

T, = NFIOFBdt: Te [<ﬁ>ﬁl° ' (%fw} dt (5.12)
0 0

T,= mFZOFBdt: Te [(ﬁ)ﬁm ' %)%] dt (5.13)
0 0

T3 = TFgo(t)dt (5.14)
0

Stage 4: Evaluate the steady-state probability P;(i=0, 1, 2, 3) of the SMP model
using the following equation [23]:

Vi Ti

Pz L
l Zi€{0,1,2,3} viT;

(5.15)

where the steady-state probability v; in the EMC is obtained in stage 2 and the so-
journ time Tj at state j is obtained in stage 3.
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With the steady-state probabilities P; (i = 0, 1, 2, 3) for the SMP model, the disk
survivability is evaluated as S=1- P; = Py + P; + P,; the disk invulnerability is evalu-
atedasI=1-P,-P3;=Py+P;.

5.4 Cloud-RAID system-level modeling and analysis

The cloud-RAID storage system is a multistate system, where each disk is a multistate
component with four states, as defined in Section 5.3.1. We analyze the system-level
survivability and invulnerability of the cloud-RAID system with heterogeneous and
homogeneous disks in this section.

5.4.1 Heterogeneous disks

The MDD model [24, 25] is applied to evaluate the system-level survivability and
invulnerability of the cloud-RAID system with heterogeneous disks.

Figure 5.3 illustrates an MDD node modeling a disk, w (w = 1, 2, 3, 4), where
each edge models a different state of the disk (edge j models state j). Each edge j is
associated with the occurrence probability of the corresponding state, denoted by
Py (j=0,1, 2, 3).

0 1 2 3 Figure 5.3: An MDD non-sink node modeling disk w.

The entire cloud-RAID-5 can be in one of the following four states: good (state 0),
degraded (state 1), vulnerable (state 2), and failed (state 3). Specifically, the system
occupies the failed state when at least two out of the four disks are failed (i.e., in
disk state 3). Thus, under state 3, the entire system is essentially a 2-out-of-4: F sys-
tem and can be modeled using the MDD in the lattice structure of Figure 5.4.

In Figure 5.4, sink nodes “1” and “0” model the system being in or not in the
failed state, respectively. Based on the MDD model, Pyys_3(t) (the system failed state
probability) can be evaluated by adding probabilities of all paths from root node 1
to sink node “1”, as follows:

Pyys-3(t) = P3Py + (1 P13)P53P33 + (1= P13) (1~ P3)P33Py3 + P13(1 - P3) P33
+ (1 —P13)P23(1 —P33)P43 +P13(1 —P23)(1 —P33)P43 (516)
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Figure 5.4: MDD for the failed state
of the cloud-RAID-5.

where P, is the probability of disk w occupying state j (w =1, 2, 3, 4, and j = 0,
1,2, 3).

As another example, consider the good state of the cloud-RAID-5 system. The
system occupies the good state O when at least three out of the four disks are good
(i.e., in disk state 0). Thus, under state 0, the entire system is essentially a 3-out-of-4:
G system and can be modeled using the MDD in the lattice structure of Figure 5.5.

Figure 5.5: MDD for the good state of the cloud-RAID-5.

Based on the MDD model in Figure 5.5, Pys_o(t) (the system good state probability)
can be evaluated by adding probabilities of all paths from root node 1 to sink node
“1”, as follows:

Psys—0(t) =Pio Pao P30 +Pio Pao (1— P30)Puo+ Pio (1— Py)P30 Pago
+(1- Pio) Py P30 Puo (5.17)

EBSCChost - printed on 2/14/2023 7:32 AMvia . All use subject to https://ww.ebsco.conltermns-of -use



EBSCChost -

5 Invulnerability and survivability modeling and analysis of cloud storage systems =— 93

5.4.2 Homogeneous disks

For homogeneous cloud-RAID-5, all the disks in the array have the same state prob-
abilities, that is, Py; = P;. In this case, combinatorics can be applied to evaluate the
different system state probabilities. Specifically, based on the state definitions in
Section 5.4.1, the system’s failed state and good state probabilities can be evaluated
using egs. (5.18) and (5.19), respectively:

Pyys—3(t) = C2(P3)*(1- P3)* + C3 (P3)’(1- P3) + Cii(P3)" (5.18)
Pys_0=C;(Po)’(1-Po) + C;(Po)" (5.19)

The entire cloud-RAID-5 is vulnerable (in state 2) when at least two out of the four disks
are vulnerable (i.e., in disk state 2) and no two disks are failed (i.e., in disk state 3) at
the same time. Specific combinations under state 2 include (1) two disks are vulnerable
(state 2) and the other two disks are good (state 0) or degraded (state 1); (2) two disks
are vulnerable, one disk is failed (state 3), and one disk is either good or degraded; (3)
three disks are vulnerable and the remaining one disk is good, or degraded, or failed;
(4) all the four disks are vulnerable (in state 2). The evaluation expression for the sys-
tem vulnerable state probability based on combinatorics is given as follows:

Pys—2=C2(P,)*(Py + Py)* + C2CL(P2)°P3(Po + P1) + Co (P,)>(1-P,) + C/(Py)*  (5.20)
Any state other than the good (state 0), vulnerable (state 2) and failed (state 3) states
is regarded as the degraded state (state 1). Thus, the system degraded state probabil-

ity can be simply derived as follows:

Psys:1: [1_Psys:0_Psys:2_Psys:3] (5-21)

5.4.3 Survivability and invulnerability analysis
With the system state probabilities evaluated using either MDDs or combinatorics

(particularly egs. (5.18)-(5.21)), the survivability and invulnerability of the cloud-
RAID-5 system can be obtained as in egs. (5.22) and (5.23), respectively:

Ssys = [Psys:o +Psys:1+Psys:2} = [1_Psys:3] (5.22)

Isys = [Psys=0 +Psys:l] = [1_Psys=2_Psys=3] (5-23)
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5.5 Analysis results

In this section, we examine effects of different state transition time distribution parame-
ters on the disk performance and, further, on the entire system performance. Specifi-
cally, we study effects of the Weibull distribution parameters (a« or ) of transitions Fo,,
Fx, and F5p on the disk steady-state probabilities, as well as on the entire system sur-
vivability and invulnerability. Different parameter values of Fy, reflect different DDoS
attack behaviors that may rely on factors like different habits of hackers or different tar-
geted countries [26]. Parameters of F»; reflect different behaviors of failing to defend the
disk against the DDoS attacks. Parameters of F3, model the disk recovery capability.

Based on statistics and survey reports from refs. [26-28], Table 5.1 presents
baseline values of model parameters for the study.

Table 5.1: Default values of parameters, unless otherwise specified.

CDF Distribution Parameter values
Fox Exponential ®01=9.25, Bp;=1

For Rayleigh %02 =0.28, B,,=2
Fos Exponential 003 =6.94, By3=1

Fio Weibull 010 =0.69, B1,=0.9
Fis Rayleigh o13=4.629, By3=2
Fo Weibull 020 =0.86, B,,=0.74
Fs Weibull 023 =037, By3=1.5
Fso Exponential 030 =0.24, B3y=1

5.5.1 Effects of scale parameter a

Figures 5.6, 5.8, and 5.10 summarize the steady-state probabilities of different disk
states under changing values of scale parameters, ag,, a3, and asg, respectively.
Figures 5.7, 5.9, and 5.11 summarize the entire system survivability and invulnera-
bility under changing values of these scale parameters.

As observed from Figure 5.6, when ag, (modeling transition time from the good
state to the vulnerable state due to DDoS attacks) changes from 0.28 to 10 h, the
disk good state probability (Py) has an increasing trend. This is intuitive, since the in-
creasing ag, corresponds to weaker DDoS attack strength. Correspondingly, the disk
survivahility (S =1 - P3) also increases with ag,. Consequently, the entire system surviv-
ability Sys—0» and invulnerability Iss_ o, increase quickly as a, increases, as shown
in Figure 5.7.
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Figure 5.6: Steady-state probabilities of each disk state with changing aq,.
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Figure 5.7: System survivability and invulnerability with changing ao,.

95

As observed from Figure 5.8, when a»; (modeling transition time from the vulnera-
ble state to the failed state) changes from 0.37 to 10 h, the disk vulnerability state prob-
ability (P,) increases while the disk failure state probability (P;) decreases since it takes
a longer time for the disk to leave state 2. Thus, the disk survivability (S=1-P;3) in-
creases with a,3. Consequently, the entire system survivability Sgys_»3 shows an in-
creasing trend. However, the system invulnerability Isys_ 23 =1— Pgys-2 — Psys—3 shows
a decreasing trend, as increasing a,; increases the disk vulnerable state probability P,

more significantly as shown in Figure 5.9.
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Figure 5.8: Steady-state probabilities of each disk state with changing a-s.
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Figure 5.9: System survivability and invulnerability with changing a,s.

As observed from Figure 5.10, when a3y (modeling transition time from the
failed state to the good state) changes from 0.37 to 10 h, the disk failed state proba-
bility (P3) increases quickly while the disk good state probability (Py) decreases
since it takes a longer time for the disk to leave state 3. Thus, the disk survivability
(S=1-P;3) decreases quickly with azg. Consequently, the entire system survivability
Ssys-30 and invulnerability Iss_30 both decrease significantly as azo increases, as

shown in Figure 5.11.
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Figure 5.10: Steady-state probabilities of each disk state with changing aso.
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Figure 5.11: System survivability and invulnerability with changing as.

5.5.2 Effects of shape parameter 8
Different values of the shape parameter 8 model different failure rate behaviors [20, 21].

Specifically, when =1, a constant failure rate is modeled; when <1, a decreasing
failure rate is modeled; when 8 > 1, an increasing failure rate is modeled. In this study,
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values of (0.1, 0.5, 1, 1.5, and 2) are chosen to investigate the impact of the shape
parameter.

Figures 5.12, 5.14, and 5.16 summarize the steady-state probabilities of different
disk states under changing values of shape parameters f,, B,;, and f5,, respec-
tively. Figures 5.13, 5.15, and 5.17 summarize the entire system survivability and
invulnerability under changing values of these shape parameters.
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Figure 5.12: Steady-state probabilities of each disk state with changing ;.
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Figure 5.13: System survivability and invulnerability with changing B,.
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As observed from Figure 5.12, when f, varies from 0.1 to 2, the good-state proba-
bility Py drops quickly from 0.75 to 0.377, while the state 2 probability increases (fur-
ther, the probability of its subsequent state 3 also increases), since the rate of
leaving state O is increasing. Consequently, both system invulnerability s, and
survivability S5, show a decreasing trend, as shown in Figure 5.13.
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Figure 5.14: Steady-state probabilities of each disk state with changing 8,5.
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Figure 5.15: System survivability and invulnerability with changing ;.
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Figure 5.14 plots the disk steady-state probabilities when f,; varies. As 8,5 varies
from 0.1 to 2, the vulnerable state probability P, decreases while the state 3 proba-
bility increases since the rate of leaving state 2 is increasing. Consequently, as
observed from Figure 5.15, the system survivability Ss_,3 decreases slightly while
the system invulnerability Is,s >3 shows an increasing trend due to the interaction be-
tween P, and Ps.
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Figure 5.16: Steady-state probabilities of each disk state with changing ;.
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Figure 5.17: System survivability and invulnerability with changing ;.
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Figure 5.16 illustrates each disk’s steady-state probabilities when f3;, varies. As
B5, varies from 0.1 to 2, the failed state probability P; decreases significantly while
the state O probability increases since the rate of leaving state 3 is increasing. Thus,
the disk survivability (S =1-P5) increases quickly with 8;,. Consequently, as shown
in Figure 5.17, the system survivability Sgs_30 and invulnerability Iy _30 both in-
crease quickly.

5.6 Conclusion and future work

In this chapter, the survivability and invulnerability at both the disk level and the
cloud-RAID system level are modeled and evaluated. The proposed methodology
encompasses an SMP-based method for the disk steady-state probability analysis,
and an MDD-based method (for heterogeneous disks) as well as a combinatorics-
based method (for homogeneous disks) for the system-level state probability analysis.
The methodology is not limited by the distribution type of the state transition time.
Impacts of several model parameters (representing the attack, defense, and recovery
capability of the disk) are investigated in detail using numerical results from ana-
lyzing a cloud-RAID-5 system. The proposed methodology can be applied in the
solution to the disk allocation problem, which determines the combination of cloud
disks (from different vendors) that maximizes the cloud-RAID system survivability or
invulnerability.

The proposed methodology is applicable to only the steady-state or asymptotic
state probability analysis. In the future, we are interested in extending the method-
ology to the time-dependent state probability evaluation. We are also interested in
considering the sequential attack events modeled in [17] for the survivability and
invulnerability analysis of cloud storage systems.
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6 Reliability evaluation of multistate
systems with common bus performance
sharing considering performance excess

Abstract: In a multistate system (MSS) with common bus performance sharing, the
residual performance of any subunit can be shared to other subunits with insufficient
performance by the common bus with stochastic sharing capacity. This study extends
the reliability evaluation model by considering both the minimum and maximum
requirements of elements, which should not only meet the random minimum re-
quirements of each single element but also require that there should be no excess per-
formance. The reliability of the MSS is estimated by using the universal generating
function technique. Numerical example is presented to illustrate the procedures.

Keywords: Performance excess, multistate system, probability mass function, com-
mon bus

6.1 Introduction

A system is usually composed of some components with different functions. Under
certain environmental conditions, these components work with different functional
intensities to accomplish the expected tasks of the system. This functional intensity
is called system performance. A system with multiple functional states is called as a
multistate system (MSS) [1, 2]. In order to meet the common needs of the whole sys-
tem, it was proposed that the performance of MSS can be shared by the common
bus system, where a multistate unit (MSU) with finite performance intensity trans-
mits performance through the sharing mechanism [3]. In the systems of practice
such as heating, integrated circuit, power grid, and communication and production
systems, the demand and the corresponding performance of each component are
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stochastic [4-8]. If the performance of a unit is surplus after meeting its own de-
mand, then the common bus can transmit the excess performance to other units
that cannot meet their demand by their own performances to improve the reliability
of the system [9-11]. The stochastic capacity of the transmission system decides its
performance that can be transmitted.

In the reliability assessment of traditional MSS in which performance can be
shared by the common bus system, reliability of MSS is expressed as the probability of
meeting the requirements of all components [4, 12-14]. For example, Peng et al. [15]
investigated the reliability of a system with a performance group of limited size. Based
on Peng et al. [15], Qiu and Ming [16] extended the MSS reliability evaluation model
from the aspect of system transmission loss. On the basis of predecessors, Wu et al. [17]
considered the sharing model of maximum redistribution and enriched the sharing
model of MSS. Some studies further applied MSS reliability analysis and modeling into
practice. For example, Xiao and Cao [22] considered the power sharing between differ-
ent regions and modeled the reliability of the grid. A general grid reliability evaluation
algorithm was proposed to optimize the optimal performance redundancy of the grid.
The voltage reliability of integrated circuits was analyzed by Jiao et al. [23], according
to the finite element method.

However, no previous reliability study considered the performance excess. In
the practice application of MSS with performance sharing mechanism, the system
or component may collapse due to the excess performance [18-21, 24]. For example,
in integrated circuits, excessive voltages of electronic components will damage the
components and further affect the reliability of integrated circuit; in heating sys-
tems, overheat will damage the components and may further lead to the breakdown
of the whole system as well as the external cost of environmental pollution. The
similar phenomenon occurs in some systems in electric power industry such as the
renewable energy power generation system that is connected to multiple regions. In
such systems, power generation and demand in each region are varied, so that
when excess power is generated and cannot be absorbed in time, either the equip-
ment in this system or supplied by this system will be damaged due to excessive
voltage, or there will be high-energy storage cost to prevent this damage. Thus, ig-
noring performance excess can lead to overestimation of the reliability for systems
with performance sharing mechanism.

To address the effect of performance excess in MSS reliability analysis, this
chapter extends the MSS reliability model considering common bus performance
sharing mechanism. In the extended model, not only the system reliability needs to
meet the random minimum demand of a single element but also that the entire sys-
tem or components cannot have excess performance. The minimum and maximum
demands of elements are considered in this model at the same time, which prevents
not only the failure of the system due to unsatisfied demands but also the system
from collapsing due to excessive performance.
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There are two innovative contributions of this research: First, MSS with com-
mon bus performance sharing is studied under the consideration of both the mini-
mum and maximum requirements of elements, which should not only meet the
random minimum requirements of each single element but also require that there
should be no excess performance. Second, the reliability of the MSS is assessed by
the universal generating function (UGF) technology, and the MSS reliability evalua-
tion model with universal bus performance sharing is extended.

The remaining contents of this study are arranged as follows: Section 6.2 pro-
poses an MSS model considering performance excess whose performance can be
shared by the common bus system. Section 6.3 describes the reliability assessment
procedures of the MSS based on UGF operator. Section 6.4 illustrates the proposed
model with numerical examples analysis. Section 6.5 concludes this work.

6.2 The model of an MSS with common
bus performance sharing considering
performance excess

The symbols used in this chapter are shown in Tables 6.1 and 6.2.

Table 6.1: Acronym.

UGF Universal generating function

MSU Multistate unit

MSS Multistate system

pmf Probability mass function

Table 6.2: Notation.

N Number of MSUs
Q Set of MSUs
G; Stochastic performance of MSU/i

wv; Stochastic demand for MSU/

W; Stochastic demand lower bound for MSU/
V; Stochastic demand upper bound for MSUi
C Stochastic transfer capability for common bus performance sharing system
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Table 6.2 (continued)

1

Stochastic performance defect for MSU/

S

Stochastic residual performance for MSU/

)

The remaining overall performance of MSS in the absence of performance sharing

The insufficient overall performance of MSS in the absence of performance sharing

D
D
T

A stochastic number of reallocation performance

R

The probability that a common bus system has neither surplus nor deficit is also called
the reliability of the system:R= Pr{D=0n5=0}

u;(2)

The pmf of MSUi’s stochastic performance is expressed by using UGF

w;i(2)

The pmf of stochastic demand for MSUi is expressed by using UGF

A,‘(Z)

The pmf of performance insufficiency and performance surplus for MSU/ is expressed by
using UGF

The pmf of performance insufficiency and performance surplus for subset Q of MSUs is
expressed by using UGF

The pmf of excess performance is expressed by using UGF after the performance of MSS
fully shared

The pmf of insufficient performance is expressed by using UGF after the performance of
MSS fully shared

Ele]

Expectancy of event e

8i

A collection of possible performance values for G;

Gin

hth performance value for G;

Pin

The probability of G; =g,

Wv;

A collection of possible demand values for WV;

[Wik, Vik]

kth demand value for WV;

Gik

The probability of WV; = [wjy, vi]

A collection of possible capacity values for C

C

Ith capacity value for C

B

The probability of C=¢;

The integrated operator expressed by using UGF

PeD

Penalty deficiency

BPes

Excess penalty
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The system considered consists of N MSUs. Each unit i has a stochastic dis-
crete performance G; and the corresponding probability. Every MSU has to satisfy
its stochastic demand threshold WV; that contains a lower bound W; and an upper
bound V;, that is, WV; = [W;, Vi]; there is a probability of WV; being a preset value.
The common bus system connects all MSUs in series. MSUs with sufficient perfor-
mance can redistribute the surplus performance to other MSUs with insufficient
performance through the system. The system has a stochastic transmission capac-
ity C and corresponding probability. Through a performance redistribution (trans-
port) system, MSUs with insufficient performance can obtain the surplus performance
of other MSUs. After performance sharing redistribution, the system fails if any one or
more of the following three events occur: (1) the system has excess performance; (2)
at least one requirement of individual performance is not satisfied. An illustration for
the system is shown in Figure 6.1.

¥ vy WV, L

Gy Gz
UNITZ > UNITZ2 > — eee UNITN

|
»

y
|

~ SR
R

~ S
D)

Figure 6.1: An illustrative system considering performance excess.

In order to facilitate the modeling process, we firstly assume that there is no perfor-
mance sharing in the MSS, and then estimate the performance deficit and surplus of
MSS without performance sharing transmission. In this case, the total system per-
formance surplus over the demand lower bound can be calculated as the larger one

between zero and the performance of the MSS subtracting the lower bound of the
demand, which is

N N
Sw= le,~= Zl max (G; - W;, 0), (6.1)
i= i=

and the total deficiency of the system performance over the demand lower bound
can be calculated as the larger one between the demand lower bound subtracting
the total system performance and zero, which is

N N
Dy=> Di=>» max(W;-G;0). (6.2)
i=1

i=1

Similarly, the total residual of the MSS performance over demand upper bound is
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N N
Sy=Y Si=)» max(G;-V;0), (6.3)
i=1 i=1
and the total deficiency of the MSS performance over demand upper bound is
N N
Dy=) Di=>» max(Vi-G;0). (6.4)
i-1 i-1

Then under the common bus system of performance transmission, the performance
that will be shared to replenish those components with performances lower than
demand lower bound is

N N
Tw = min(Sw, Dw, C) = min (Z max(G; - W;, 0), Z max(W; - G;,0), C). (6.5)

i=1 i=1

Similarly, the performance that can be drawn from components with performance
bigger than demand upper bound is
N N
Ty = min(Sy, Dy, C) = min (Z max(G; - V;,0), » _max(V; - G;, 0), c) . (6.6)

i=1 i=1

Note that S and D are random variables statistically dependent on each other, but
independent from C.

From eq. (6.5), the system performance deficiency comparing with demand lower
bound after sharing is

l)::l)mr—-]}V::l)—-rnin(Smul)m/,C):: nlaX(O,l)mf— nlhl(va,C))

N N
=max (0, Z max(W; - G;, 0) - min (Z max(G; — W;, 0), C)) .
i=1

i=1

(6.7)

Similarly, the system performance surplus comparing with demand upper bounds
after sharing is

§$=Sy - Ty =Sy — min(Sy, Dy, C) = max(0, Dy — min(Sy, D))

N N (6,8)
= max (0, Z max(W; - G;,0) - min (Z max(G; - W;, 0), C))

i=1 i=1

Finally, the reliability of the MSS will be estimated as the probability of neither per-
formance deficiency nor performance excess, that is
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R= Pr{ﬁ=00.§:0}

max(O, imax(Wi—Gi,O m1n<£: x(Gi— W;,0), C)) =0 (6.9)
=Pr ) - .

n max(O ZmaX(W G;,0) - (gj (Gi—Wi,O),C>) =0

6.3 Reliability of the MSS based on UGF
6.3.1 UGF operator

Universal general generating function represents the probability distribution of sto-
chastic variable Y;, whose polynomial form is expressed as

ki
ui(z) = Z a; p2Z'bh. (6.10)
h=1

The number of possible values of the variable Y; is k;, and probability that Y; occu-
pies y; p is a; p, where 0 <h<k;, thatis, a; , = Pr{Yi=y;n}.

To acquire the probability of n independent stochastic variables ¢(Yy, ...Yy)
by using UGF, a combination operator is used as shown in the following equation:

U(z) = ®ui(z), u2(2), ..., un(2))

®
Ky kn
= ® <Z alhlzylhl, ey Z anhnZynhn>
4 hl—l hy=n
_ Z Z Z Ha]h P 1h1 lehn)
hi=1hy=1  hp=1j= (6.11)

where multiplicity U(z) means the whole probable contradictory composes, realized
by combining the probability of each combination with the function value of this
combination (Y3, ..., Yy).

6.3.2 Reliability evaluation procedures
It is assumed that the stochastic realization of G; occupies value from the set
g = {g,-,l, 82 - 8iH }, and the stochastic demand WV; = [W;V;] occupies value from

the set wv; = [w;, vi| = {[Wi1,vi1), Wi2,vials - - [Wik;»Vik,] }- Then, using UGF tech-
nique, we can have the following equations.
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The pmf of G; is represented as
Hi
ui(z)= > pinzsit, (6.12)
h=1

where Din= PI‘{Gi :gi,h}.
And the pmf of WV; = [W;V;] is represented as

Ki
wiz)=) gzl (6.13)
k=1

where g; x = P{WV; = [W;, Vi] = [Wj x, Vi k] }.
The stochastic transmission capacity C occupies value from the set c={cy, ¢, - - cr},
which is represented as

L
n(z)=>Y Bz, (6.14)
=1

where 8, = Pr{C=¢}.

In this model, each combination of states and demands of entire MSUs produ-
ces the outcome of deficient performance D and residual performance S, respec-
tively. A new UGF operator must be adopted to calculate the probability of the
dependent variables S and D. This UGF operator can correspond to the probability
of MSUs’ state combination to the situation of surplus S and deficiency D. First,
the UGF operator corresponding to the probability of S; and D; for each MSU needs
to be obtained, and on this basis, the new UGF operator can be obtained. Equa-
tions (6.12) and (6.13) have obtained the UGF operators of G; and WV;, respectively.
The UGF operator of S; and D; can be obtained by using the following combination
operator X):

4

Ai(z) =ui(z) ® wi(z)
4
H K
= E Di nGi k2™ 008 n =Wy i) min(0, Wy g =8 p )smin(0.g; p =vi o) min(0.v; j -8, )

]
= iy Sty Gy
(6.15)

3
It

The probability distribution of composite events can be represented by the follow-
ing UGF operator: 7t; p = Pr{Si=Sim N Di=d; m}. Let
FQ i J
Ug(z) = Z A e e T (6.16)
=1
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represent the probability of insufficient performance and surplus performance under
a combination of units in the set Q. To obtain the probability distribution of insuffi-
cient performance and surplus performance under the unit combinations in the set
Qui, the operators will be applied as follows:

Uqui(2) =Ua(2) @Ai(z)

Fo So fodq f s d M;
Q. f 20, f1, 50, £, Q0. f, . ) ) i
) <Zﬂ0,f2 For e ) @) > 113 2" oS map

+

f=1 m=1
Fo M
= E E o, f1T;, mZSQflb +Simyy 4, f * gy SQ. £y Simyy 400f + Gimyy
f=1m=1
Fouyi

- ﬂQul_,fZSQui,f1b>d0ui,flb;SQui,fub’dQui,fub_
1 (6.17)

-
Il

Thus, a recursive procedure is obtained and the probability of system performance
deficiency and excess can be expressed by the UGF operator, as follows:

(a) Assign Ug(z)=Uy(z) =2"*0.

(b) Fori=1,2,...,N, again acquire Uq;(z) = Ug(z) ® Ai(z) and appoint Q=Quii,

According to this procedure, the UGF operator for the probability of system perfor-
mance deficiency and excess can be expressed as follows:
Fa
Un(z)= > ma p28 50 ™t A (6.18)
f=1

Then, given n(z) as the probability distribution of transmission capacity C, we can
obtain the final system fJA(z) by expressing the probability distribution of perfor-
mance excess and performance deficiency after performance sharing, which is consis-
tent with eq. (6.4). The form of the corresponding combination operator is

_ Fp . L
Ua(z) =Us(2) Q(;) n(z)= (Z nA)fZSAxflb’dA,flb’ A,fubﬂA,fub) (;9 (Z ﬁlzCl)
1=1

f=1

L max(O,dA)flb - min<SA,flb’Cl)) ;max (O,SA)f b~ min (dA)f b’cl))
Z ia Bz ! !

=11=1

F 3 oA
> qpzr. (6.19)
f=1

M

-

The reliability of MSS is the probability of Eif =0n35;=0 (the probability that both
performance excess and performance deficiency are zero), namely, the coefficient
gr of g7 z°%in the UGF formula (6.19).
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6.4 Numerical examples

Consider a heating system that consists of two independent MSUs. The stochastic
performance of the first unit is g, ={4,6,0}, p1={0.6,0.2,0.2}; and the stochastic
performance of the second unit is g, ={2,0}, p,={0.9,0.1}. The stochastic demand
of the first unit is wvy = {[4,5], [2,3]}, ¢1={0.3,0.7}, while the stochastic demand for
the second unit is wv, ={[2,3],[0,1]}, g.={0.4,0.6}. The heating transmission ca-
pacity is ¢={4,1,0}, f={0.8,0.1,0.1}. The pmf values are shown in Tables 6.3-6.5.

Table 6.3: The pmf values of
performances for units 1 and 2.

i 1 2

biin  Gih Pin  Gin
1 0.6 4 0.9 2
2 0.2 6 0.1 0
3 0.2 0 - -

Table 6.4: The pmf values of
demands for locations 1 and 2.

i 1 2

Gi,k  WVih Qik  WVin
1 03 [4,5] 0.4 [2,3]
2 07 [2,3] 0.6 [0,1]

Table 6.5: The pmf values of the
capacity for the performance
sharing system.

B, 4 B, 4] B, C
0.8 4 0.1 1 0.1 0
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UGF operator corresponding to unit 1 is
U (2)=0.62°+0.22" +0.22°, wy(2) =03z +0.7223.
UGF operator corresponding to unit 2 is
Uy(2)=0922+0.12°  w,(z)=0.4z%% + 0.6z,
UGF operator corresponding to the capacity for the performance sharing system is
n(z)=(0.82* + 0.1z + 0.1°).

For uy(z) and w;(z), the combination operator (%) is used to acquire the pmf of S; and
D, through the UGF: <

A(z)=ui(z) %) wi(z)

= (0.62°+022 +0.22°) ® (0.37% + 07227

4

=0.182>%19+0.422%°%° + 0.062 %% + 0.142> %10 + 0.062>4*° + 0142 %%
=0.422%970 4+ 0.322% 90 + 0.062* %1 + 0.142%%%7 1+ 0.062" >,

For u,(z) and w,(z), the combination operator (%) is used to obtain the pmf of D, and
S, expressed by the UGF: <

A (z) =ux(2) @ w>(2)
=(0.92°+0.12°) ® (0,42[2)3J +0.620 1])

=0.362"%%" +0.542 90 + 0.042% %% +0.062 %

= 0.5422,01,1,0 + 0.4220,0:0,1 + 0-0420)2;0,3.

the pmf of D and S expressed by the UGF is acquired through the following recursive
process:

Uy (2) =Ugp(2) (? A (z) =AM (2)

=0.4224939 40322910 +0.062* 9% +0.142%%*3 + 0.062* 4>,
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Ua(2) =Up,2)(2) = Upy (2) @ Aa(2)
+
= (0.422%9%0+ 0322210 + 0.062% % + 0.142>%%7 + 0.062% ")

®(0.542> 910 1+0.422% %01 + 0.042%%03)

)

22,6825 040 4172824020 4 3247201 4 75672213 1 32472415 + 17 642031
=107 | +13.442% 0014 25220002 4 5 8870 20.4 4 9 5770.4:0.6 1 1 6874233 41,2872 213
+0.2420204 + 0.562%40:6 + 02420608
10-2 16.682> 001 +17.28240:2.0 + 17,6424 031 + 22,6825 0 0 4 8.847% 213 + 3.242% 415 }

+ 1.6824’ 23,3 + 2_5220,0:0,2 + 6.1220’2:'0:'4 + 3.0820’4:0’6 + 0_2420,6;0,8

Then the combined operator ) is used for Uy(z) and n(z) to obtain system UGF
after performance sharing, as sfiown below:

Ua(z) = UA(Z)CZJU(Z)

02 [16.682% 011 +17.282% 020 +17.642" 031 + 22,6825 00 + 8.842% 213 + 3.2422'4“]
=10"
¢

| +1.682%233 125220002 1 61250204 1. 30820406 1. 0,2420.6:0.8
(0.82* +0.1z' +0.12°)

[13.3442°%° +1.6682°° + 1.6682%" +13.8242°2 + 1.7282%2 + 1.7282%
+14.1122°2 + 1.7642°2 + 1.7642°3 + 18.1442%% + 2.2682%% +2.2682%*
+7.0722%0 +0.884210 + 0.8842%1 +2.5922%0 + 0.3242%° + 0.3242%!
+1.3442%° +0.1682"2 + 0.1682%> + 2.0162%° + 0.252z%0 + 0.2522%0
+4.8962%° + 0.6122%° + 0.6122%° + 2.46424° + 0.3082*° + 0.3082*4°
| +0.1922%0 + 0.024250 + 0.02425°

[ (13344 +1.668 +7.072 + 1.344 +2.016 + 0.252 + 0.252)z%° + 1.6682°"

|t (13.824 +1.728 + 1.728 + 14.112 + 1.764)2°2 + 1.7642°3 + (18.144 + 2.268 + 2.268)z%*
=10~

+0.8842%0 +0.1682" + (2.592 + 4.896 + 0.612 + 0.612)z%° + 0.8842z%! + 0.1682%>

L + (2464 + 0.308 + 0.308)z*° + (0.192 + 0.024 + 0.024)z5°
=0.259482°° 1 0.016682% + 0.331562%2 + 0.017642°" + 0.22682%* + 0.008842"° + 0.00168z'
+0.087122%° + 0.008842%! + 0.001682%> + 0.03082*° + 0.00242%°.

The coefficient of z°° indicates that the MSS has no deficiency and no excess after

sharing. The coefficient in the term z%° represented that the probability is 0.25948,
which implies that the system reliability R = 0.25948.
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6.5 Conclusion and future work

In this chapter, the reliability of MSS with common bus performance sharing is gen-
eralized to consider both performance deficiency and performance excess. A reli-
ability and expected loss assessment algorithm for the MSS is proposed based on
the UGF technology. Finally, a numerical experiment is shown to elucidate the pro-
cedure. The research on location optimization of MSUs to improve system reliability
will be continued in the future.
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7 A fast universal algorithm for finding
minimal cut-sets in networks with
arbitrary structure

Abstract: This contribution presents a newly developed fast algorithm enumerating
all minimal cut-sets that separate two distinguished nodes in a graph-modeled net-
work in which both links and nodes are failure-prone. Prior to running the algorithm,
the tree of acyclic paths connecting the given pair of nodes has to be constructed
(this is not a drawback because many existing algorithms for cut-sets enumeration
use this tree in order to eliminate “stub” edges or subgraphs through which no acyclic
path passes). Subsequently, the algorithm scans the acyclic paths tree in a bottom-up
manner generating successive cut-sets and verifying if they are non-redundant, that
is, do not include previously generated cut-sets. Owing to the original verification
method, redundant cut-sets are eliminated without being compared to previously
found nonredundant ones. Another strong point of the algorithm is that it only oper-
ates on the tree of acyclic paths, that is, no other analysis of a network’s topology is
performed. It can be applied to networks with both directed and undirected links,
and the cut-sets can be composed of both links and nodes. Many algorithms for find-
ing minimal cut-sets assume that all the links are either directed or undirected and/or
the nodes are perfectly reliable, which is quite restricting from the practical point of
view. The presented algorithm is free from these limitations. Also, the unique cut-sets
generation technique makes it significantly faster than many known methods, as con-
firmed by theoretical analysis and experiments carried out on example networks.

Keywords: Graph-structured network, acyclic path, minimal cut-set, structure func-
tion, nonredundant product, cut-sets enumeration

7.1 Introduction

This work presents a recently developed fast algorithm that enumerates all minimal s-¢
cut-sets that separate the source node from the sink node in a graph-structured net-
work with directed and undirected links. An s-t cut-set is such a set of network ele-
ments that there is no connection from the source to the sink node if all elements of
this set are removed or failed. A cut-set is minimal if no its subset is a cut-set. Unlike
most known algorithms for that purpose that analyze the network structure itself, the
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one presented herein scans the tree of acyclic paths connecting the source with the
sink node, and finds successive minimal cut-sets in the process. Thus, for its operation,
the algorithm needs the acyclic paths tree of a network under consideration. This tree
is easily constructed using the breadth-first search or depth-first search procedure. It
should be noted that this is not an excessive requirement, because many existing meth-
ods for minimal cut-sets enumeration start from finding the acyclic paths in order to
detect and delete “stub” edges or subgraphs through which no acyclic path passes. Let
us note that, in reliability terms, the acyclic paths connecting two nodes of a network
are the minimal path-sets of the system that are operable if there is a connection from
the source to the sink node. Also, a minimal cut-set only contains elements of minimal
path-sets (for that matter, it must contain at least one element of each minimal path-
set), hence a network element not belonging to any minimal path-set does not belong
to any minimal cut-set, either. Such an element is sometimes called irrelevant, while a
relevant element is one that belongs to at least one minimal path-set.

The general idea of the algorithm is to scan the acyclic paths tree from bottom to
top, generate new cut-sets by appropriately combining the previously found minimal
cut-sets, and check if the newly generated cut-sets are minimal. The efficiency of the
algorithm is due to the fact that it only generates a small number of non-minimal cut-
sets, and the minimality check involves a fairly small number of comparisons with al-
ready found minimal cut-sets. Apart from being highly efficient, the algorithm is also
universal in the sense that it assumes that both links and nodes can be elements of
path-sets or cut-sets, which, in reliability terms, means that both links and nodes can
fail. This is important for two reasons. First, most algorithms for minimal cut-sets enu-
meration do not take node failures into account (cf. [1-3, 7, 10, 11, 14), hence the one
presented here is one of those filling the gap. Second, in real networks, node failures
are often more harmful than link failures (e.g., router or switch failures in computer net-
works); therefore, they should be reckoned with when network reliability analysis is car-
ried out. Still, algorithms for identifying cut-sets composed of nodes or including them
can be found, for example, in [5, 8, 10]. Last but not the least, the algorithm can be ap-
plied to networks with both directed and undirected links. This feature further adds to
its universality, especially in view of the fact that most known methods for minimal cut-
sets enumeration are designed for networks with undirected links. However, there exist
methods focused on networks with directed links alone, such as those presented in [7].

7.2 Notation, definitions, and preliminaries

If not explicitly stated, for explanations to some definitions refer to Figure 7.2.

n — the number of relevant components in the network

e; — the ith relevant component, i=1, . . ., n; for convenience, we will equate the
components with their indices, that is, we will refer to e; as “the component i”
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y; — the Boolean variable representing the state of e;; y;=1 if ¢; is failed, y; =0 if ¢;
is operable

0, T — the source and the terminal node

®(yy, . . ., Vo) — the network’s structure function, that is, a Boolean function ex-
pressing the state of connection between ¢ and 1; ®=0 if there exists a path from o
to T composed of operable elements, ®=1 if such a path does not exist

T,,- — the tree of acyclic paths fromo to T

t-anodein T,

t, . . ., tyy — the multi-child nodes of T, ; ordered so that t; is the root node and
the multi-child nodes located directly below t;, have consecutive indices

k* — the largest k such that there is a multi-child node below t;; k*=3 in Figure 7.2

c(k) — the number of child nodes of t;, for example, c(2)=2

A(k) — the number of leaf nodes below ¢, for example, A(2)=3

S(k,j) — the jth section outgoing from a multi-child node t, that is, the set of
elements between t; (excluded) and the nearest multi-child (included) or leaf (ex-
cluded) node located below t;; sections outgoing from the same node are numbered
from left to right, for example, S(2,1)={3,C,6,D,8} and S(2,2)={5,E} are the first and
the second section outgoing from t,

u(k,j) — a number defined as follows: u(k,j)=h if the lowest element in S(k,j) is
the multi-child node t,, otherwise u(k,j)=0 (the lowest element in S(k,j) is a link to a
leaf node), for example, u(2,1)=0 and u(2,2)=4

W; — a Boolean sum associated with S(kj), defined as follows:

Wij= (Vies (oj) ¥i) V Quiie) (7.1)

wherej=1, ...,c(k) and @y = 0 if u(k,j)=0
@y - the Boolean expression obtained by multiplying ¥y 1, . . ., Wi ), that is,
q)k = /\;(zkl) \‘Ijk,j (72)
T, p — Boolean products of variables from the set {yy, . . ., yu}

€, ¢ — weak and strong inclusion relations between n and p; n<p if p has all the
variables of 77, orr C pifrr C pandn#p

E(m) — the set of elements corresponding to the variables of product m, for exam-
ple, E(m)={1,2,4} if t=y,y,y,

@(E) — the product corresponding to the set of elements E, for example,
@(E)=y1y2y, if E={1,2,4}

In the paper, we will frequently use the terms “redundant” and “nonredundant”
in reference to the products composing a Boolean sum. Let @ be a sum of different
Boolean products and let p be a component of @. If @ contains another component 7t
such that ncp, then p will be called redundant in @, that is, ® = @ - p, where @ - p
denotes @ without the component p. If no such component n exists then p will be
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called nonredundant in ®. Clearly, ® = ®*, where ®* is obtained by deleting all re-
dundant products from ®.

Let us note that the definitions of ¥\ ; and @y are recursive, that is, @y is com-
puted using @, for j=1, . . ., c(k). Clearly, if k=k*, then u(k,j)=0 for j=1, . . ., c(k),
which provides the initial values for the recursive computations. Also note that the
definitions of y; and @ are “failure oriented,” since 1 is the value assigned to a failed
component or network, while it is more common to associate O with a failed object.
However, these definitions allow simply expressing @ in terms of minimal cut-sets.
It is a well-known fact in reliability theory (see [3]) that:

O(y1, - >Yn) =V j=1.v Nieg; Vi (7.3)

where v is the number of all minimal cut-sets of a coherent system (see [3] for defini-
tion), and C; denotes the jth minimal cut-set. It is easy to check that networks con-
sidered in this paper are coherent systems, if relevant components alone are taken
into account. In consequence, representing @ as the Boolean sum of minimal prod-
ucts of the variables yj, . . ., y, is equivalent to finding the minimal cut-sets of the
analyzed system. These cut-sets are simply the sets of indices of the variables com-
prising individual products.

In order to better explain the definitions of S(k.j), u(k.j), W , @k, and the algo-
rithm for the minimal cut-sets enumeration presented in the next section, we will use
a small exemplary network whose structure and tree of acyclic paths from source
node A to terminal node F are presented in Figures 7.1 and 7.2. The multi-child nodes
t, by, t3, ts4, ts, tg are distinguished with circles. The last fragment of the only acyclic
path not ending in F (i.e., ABEDC) is deleted from the tree.

Let us consider the node t;. In Figure 7.2, we see that ¢(3)=2, S(3,1)={3,B,5,E},
S(3,2)={6,D}, u(3,1)=5, u(3,2)=6, ¥s1=y;V Vg VVsV Vg VD5, ¥3,=V, V yp V D,
and ®3=V¥3; AW¥s;,. Further, for k=5 we have: c¢(5)=2, 5(5,1)={7,D,8}, S(5,2)={9}, u
(5,)=0, u(5,2)=0, ¥51=V, V Vp V Vg, ¥s52=Y,, and @s=¥s; A¥s,. The analogous
equalities hold for k=6.

Figure 7.1: The structure of an example network with
c 6 D directed and undirected links.

In order to avoid unnecessary expansion of the acyclic paths tree, which could re-
sult in a significant increase in computing time, our considerations will be limited
only to networks without one-element cut-sets. Networks with one-element cut-sets
can be regarded as series systems composed of modules, where each module is a
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F D £ ¢

8
9
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Figure 7.2: The acyclic paths tree of the network in Figure 7.1.

single element or a subnetwork without one-element cut-sets. For example, the
links AB and EF, and the nodes A, B, E, F, and I are all the one-element cut-sets of
the network in Figure 7.3. Minimal cut-sets of such a network are obtained by sim-
ply collecting the minimal cut-sets of individual modules.

C G

D H

Figure 7.3: An example of a network with one-element cut-sets. A and | are the source and the
terminal nodes respectively.
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7.3 Computing @, as a sum of non-redundant
products

As follows from (7.1) and (7.2), @, is obtained by multiplying c(k) Boolean sums,
where each sum is composed of a number of single variables and @, . If k>k* then
@, is obtained by multiplying c(k) sums of single variables, hence is ®; a sum of
products. For example, @, =(y; V Vp V V5)Vo=V7V9 V VpVo V VgVs. Thus, by induc-
tion, @y is also a sum of products for k decreasing from k* to 1. The products in @;
correspond to cut-sets in T, , separating f; (and all nodes above ;) from the leaf
nodes located below t;. Indeed, the variables of each product in @, correspond to a
set obtained by selecting one element from each path connecting t; with a leaf
node. If the variables of at least one product in @, are all ones, then each path from
t, to a leaf node contains a failed element, which means that ¢, is separated from
the leaf nodes located below t;.

We will now show that the non-redundant products composing ®;, which can
be obtained recursively by computing @, for k decreasing from m to 1, correspond
to minimal cut-sets separating each path in G from o to T. First, we prove the follow-
ing auxiliary lemma:

Lemma 7.1: If I'is a cut-set in T, . that separates t, from the leaf nodes located below
t, then @y contains a product 7, such that E(m)<I.

Proof. By assumption, I' contains one or more elements of each path from ¢, to a
leaf node. Let [ be obtained by selecting one component of T' from each such path.
Clearly, I'cI. The definition of @, yields that the product m=¢(I"”) is a component of
@,. The proof is completed by noting that E(r)=C’cC.

Using the above lemma, we will prove the following theorem:

Theorem 7.1: I'is a minimal cut-set in T, , separating t, from the leaf nodes located
below t, if and only if ¢(I') is a nonredundant product in @.

Proof. For brevity, we will write “cut-set” instead of “cut-set separating t;
from . . ..” The following implications hold:

I' is a minimal cut-set = I' is a cut-set = @, contains a product m such that
E(m)<SI = E(n) is a cut-set and E(m)=T

The second of the above implications is a consequence of Lemma 1. The third
one is true, because I', being minimal, cannot include a cut-set other than itself.
Note that m=@(T). Further, we have the following implications:

m C = E(n’) CE(m)=T = n’is not a product in ®
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The last statement holds, as otherwise, E(r”) would be a cut-set and a proper subset
of I', which is impossible due to minimality of I'. In view of the above implications,
n=@(T) is a nonredundant product in @, which ends the first part of the proof.

For the proof of the second part, let us assume that (') is a nonredundant
product in @,. It follows that T is a cut-set. Suppose that I is not minimal and I is a
minimal cut-set such that I"cI. As follows from the just proved first part of the
lemma, @(I”) is a (nonredundant) product in @,. Obviously, ¢(I")c(T), hence ¢(T)
is redundant in ®,. This contradicts the initial assumption; hence I' is a minimal
cut-set. The whole proof is thus completed.

Corollary: It follows immediately that the nonredundant products composing @; are
in one-to-one correspondence with the minimal cut-sets separating each path in G
fromaotor.

For further considerations, we will need the following additional notation:
II; », — the hth acyclic path from ¢, to a leaf-node, 1< h < A(k)
Bi,n() — the lowest element of T in Iy 1, 1<h<A(k)
H - asubset of {1, . . ., A(k)}
d(j) — the number of paths from ¢, to leaf nodes, passing through the jth child node
of t, 1 <j < c(k); note that d(1) + - - - +d(c(k)) =A(k)

We will also need the following lemma:

Lemma 7.2: I'is a minimal cut-set intersecting each path Il , h€ H, if and only if the
following two conditions hold:

DT n Iy ,#< foreachIly y h € H

2) for each e €T, there exists h€ H such that T n Il = {e}

Proof. The first condition yields that I' is a cut-set intersecting each path II; 5, h€ H.
The second one states that for each e€T, we can find h€H such that [T \{e}] N Iy,
= @, that is, T \{e} has no common elements with II; . This means that every proper
subset of I' does not intersect at least one path IIy , h € H, therefore I' is a minimal
cut-set.

The next theorem provides a quick way to check if rt; /A m, is redundant in ¥ ; A
... AWy AWy, Where m; and 1, are nonredundant products in Wiy A ... AWy
and Wy ;,; respectively. It will be used in the algorithm computing @, according to
formula (7.2).

Theorem 7.2: Let I be a cut-set intersecting each path II; ,, hN€H, and let " = U g
{Bin(I)}. Further, let I’ be obtained from I by removing each element e such that
every Iy, h€ H, that contains e also contains another element of I". Then I'” is a min-
imal cut-set.

printed on 2/14/2023 7:32 AMvia . All use subject to https://ww.ebsco. confterms-of-use



EBSCChost -

126 —— Jacek Malinowski

Proof. T’ is a cut-set because, as follows from its definition, I’ contains (at least)
one element of each path II; 5, h€H. Let us note that a path from ¢, to a leaf node
may contain multiple elements of I"’. For example, if k=2 and I'={5,6,7,8}, then I’=
{6,7,8} and II, 5 contains all elements of I". Clearly, if I’cT, then T is not minimal.
Furthermore, if eEI” and each path containing e contains another element of I”,
then I'"\{e} is still a cut-set, because it contains (at least) one element of every path
IIx. 5, h€ H. Removing all such elements of I’, we obtain I’ that satisfies both condi-
tions of Lemma 7.2. Thus, I’ is a minimal cut-set.

Corollary: Let m; and m, be nonredundant products in ¥i; N\ ... A¥; and Wi
respectively, 1<jsc(k)-1. Let also H={1, . . ., d(1) + ...+ d(j + V)}. If '=E(m;/\ 1) is a
proper superset of I" = U peg {Bin()} then I is not a minimal cut-set intersecting
each path IT,, hE€H, that is, m/\m, is redundant in ¥i; /N ... NW; A\ ¥ More-
over, I’’’ (obtained from I, as per Theorem 7.2) is a minimal cut-set, hence, if I'=I""
then m,/\m, is a non-redundant product.

For clarity, let us illustrate the above redundancy condition. Let k=3, j=1, m;=ys,
7 = Y4¥s. We have: ¢(3)=2, d(1)=2, d(2)=2, H={1, . . ., 4}, m;/\ 11 = Y5y4Ys, B3.1(m1 /\113)
=8, Bsa(m/\m)=5, B33(m/\m)=5, B34(m/\m)=8. Since I' = E(m/\mp) = {4,5,8}
and I’ = U yey Bsn(m /A1) = {5,8}, the product ysy.ys is redundant in W5, N\¥;,
which is equal to @s.

It should be noted that if I is a proper subset of I (as in the above example), then it
is not necessary to find I’ in order to check whether I is (or is not) a minimal cut-set.
However, if I’=T', we need I'” to ascertain if I is minimal. The analysis of several simple
networks showed that I’ is a minimal cut-set provided I = E(m; /A1) (H and I are not
chosen arbitrarily). However, it remains an open problem whether this is true, in gen-
eral. Clearly, the check if I is minimal (i.e., ¢(I) is nonredundant) would be quicker, if it
were not necessary to compute I'” in the case when I"’=I.

We end this section with a theorem that allows quick elimination of a signifi-
cant number of redundant products, without the need to check them for redun-
dancy, as in Theorem 7.2.

Theorem 7.3: Let m and m; be nonredundant in ¥i; /\ ... \¥; and let p and p; be
non-redundant in ¥y j.1, where n=m, p=py, Isj<c(k)-1. If m=p then m is nonredundant,
while m;p and nip; are redundant in Wiy N ... A\Wy; /\ Wi j.1. Further, if either mcp or
pcm, then either p or it is nonredundant, while either mp or nip, is redundant in ¥y, /\
[ /\lzyk,]‘ /\l]/k’jH,

Proof. Theorem 7.3 follows immediately from the fact that mp < p = mp if
nEp and mp; <t = np if pEm.
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7.4 The cut-set enumeration algorithm

The following algorithm, constructed on the basis of Theorems 7.2 and 7.3, com-
putes @; as a Boolean sum of non-redundant products.

Algorithm 7.1
For k=m down to k=1 do
For j=1to c(k) - 1do{
Assign 0 to Wi 1 A, . . AWijirs
If n=p for min ¥ ;/\. . .AW¥;and p in Wy ., remove 1 and p from the respec-
tive sums
and add mto Wi A, . AW s
If mcp or pcm for min ¥ 1A, . . AWy and p in ¥y j,1, move p or n from the
respective
sum to Wi Ao AW s
For each min Wi ; A\. . .AWy;and p in Wy, check if np satisfies the nonredundancy
condition from Corollary to Theorem 7.2 and, if so, add mip to Wy 1 /\. . AWy s
}
Assign Wi 1 AL o A Wg ) to O

As follows from Theorem 7.1, the Boolean sum, ®@; computed in the last cycle of the
external for-loop is composed of nonredundant products corresponding to the minimal
cut-sets separating ¢; from all the leaf nodes located below ¢;. This means that ®=®;
and the components of @ correspond to the minimal cut-sets separating ¢ from T in the
considered network.

7.5 An illustrative example

Algorithm 7.1 will now be applied to the network in Figure 7.1, whose tree of acyclic
paths is shown in Figure 7.2. In order to avoid complex expressions, it will be as-
sumed that either all the nodes or all the links are failure-free, that is, the cut-sets
only consist of either links or nodes, respectively. In the first case (failure-free nodes),
it holds thaty, =. . . = yr =0, and the following results are obtained:

D =W, 1W6,2= (V4 VY5 VY9)Ys=Yays V ¥sys V Yoys

G5 =Ws,1Ws,, =Py =W4,1¥s,2=(y7 V¥8)Y9 =Y7¥o V ¥8Y9

D3=W¥;31¥3,=(y3 VsV Ds)(ys vV Dg)
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= (V3 VY5 Vy7¥s V¥sys)(Ve V Yays V Ysys V Yos)
=ysys V YsYo V (V3 VY5 V ¥7¥9) (Ve V YuYs)
=YsYs V' YaYo V ¥3Ye V Y3YaYs V VsYe V YsyaYst V V1YoV V Y1YoyuYs#
=Ys5Ys V ¥sYo V ¥3Ye V ¥3Y4Ys V Y5Ye V Y7V9Ve6
Dy =W¥51W22=(y3 Vye Vys)(ys V Ds)
=(¥3 VY6 Vs) (Vs Vy7¥o V Ysys)
=YsYo V (V3 VY6 V¥8)(¥s V ¥7¥9)
=YsYo V ¥3Vs5 V V3V1¥o V YeYs V VeY7Yo V YsVs V YsY7YVo#
=Y8Yo VY3Y5 VY3¥7¥o V Ye¥s V Ye¥7Yo V ¥8¥s
O =¥, 1¥1,2=(1VDP2)(y2 VP3)
=Ys¥o V ¥sys V ¥e¥7¥o V ¥sYe V (1 V ¥3¥s V ¥3¥7¥9) (V2 V ¥3Ye V ¥3YaYs)
=YsY9 V ¥s¥s V Ye¥7Vo V VsVe V V1V2 V V1¥3Ye V Y1V3YaYs V Y3YsYa2 V Y3YsYe#F
V Y3YsYaYsit V Y3Y7yoya V Y3ViYoYe# V V3YrYoYaYsit
=Y8Yo V ¥s5Ys8 VYsY7Yo VYs¥e V Y1¥2 V Y1¥3Ye V Y1Y3YuYs V Y3YsYa V Y3Y7YoY2
The products marked with hashes are redundant and have to be deleted. Conse-
quently, if the nodes are failure-free, the network in Figure 7.1 has the following
minimal cut-sets: {8,9}, {5,8}, {6,7,9}, {5,6}, {1,2}, {1,3,6}, {1,3,4,8}, {2,3,5}, {2,3,7,9}.

In the second case (failure free links), we have y; =. .. = yo = 0, and the algo-
rithm produces the following results:

De=(y4VysVYsVYEVY9)ys= (Vg Vyp)0=0

D5 =Dy =(y; Vyp VY9)ys=(yp)0=0

D3=(y3VysVysVYeVDs)(ys Vyp V DPs)= (v V YE)Yp=YBYD V YEVD

Dy=(y3VYycVYsVypVys)(ys VYEV @u)=(ycV Yp)YE=YcYE V YDYE

@y =(y1 VysV D) (y2VycV Ds)=(ysVYcye Vyoye) (Ve V YYD V YEYD) =
=YBYD V' YcYE V YDYE V YBYC

Consequently, if the links are failure-free, the network in Figure 7.1 has the following
minimal cut-sets: {B,D}, {C,E}, {D,E}, {B,C}. Obviously, the considered network also
has one-element minimal cut-sets {A} and {E}, not enumerated by the algorithm.

If both link and node failures were taken into account, the algorithm would pro-
ceed in the same way as presented above; however, the computations would be
more complex. Nevertheless, the reader is encouraged to attempt them.
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7.6 Conclusions and further research

Using the network presented in Figure 7.1, Algorithm 7.1 was compared to other
methods for generating minimal cut-sets, published in the relevant literature, for
example, Abel and Bicker [1], Arunkumar and Lee [2], or Beichelt [3], as well as
those published more recently, for example, Ross [8, 9], Yeh [14]. In all those tests,
Algorithm 7.1 proved to be no less efficient than its counterparts. Besides, Algo-
rithm 7.1 can be applied, without adjustments, to directed, partly directed, or undi-
rected graphs. Moreover, it can generate cut-sets including both nodes and links,
while many existing methods are limited to cut-sets composed of links alone. Thus,
they do not take node failures into account, which is unacceptable from the practi-
cal point of view. Admittedly, the tree of loop-free paths has to be constructed be-
fore Algorithm 7.1 is put to operation, but these paths have to be known, in order to
eliminate “stub” subgraphs through which no loop-free path passes and whose
components are irrelevant for the functioning of a network. Often, the construction
of the acyclic paths tree is necessary when both minimal path-sets and minimal cut-
sets are to be found, if a more detailed reliability analysis of a network has to be
carried out.

As far as future development of the presented method is concerned, its applicabil-
ity should be extended to networks with weighted elements, so that the cut-sets can be
generated according to non-decreasing weights, as in Yeh [12]. Such ordering of mini-
mal cut-sets is required by algorithms for finding the so-called d-cut-sets limiting the
maximum throughput in flow networks. One should also try to modify Algorithm 7.1 so
that it only finds minimal cut-sets with a limited number of elements, which is desir-
able for practical reasons. Further, it seems worthwhile to adapt Algorithm 7.1 to spe-
cial types of networks, such as electrical grids considered in Che [4], or k-out-of-n
networks, where a node requires a given number of inputs so that it can generate an
output, analyzed in Yeh [13]. Last but not the least, the author will endeavor to prove
the hypothesis formulated at the end of Section 7.3, allowing the acceleration of non-
redundancy checks of products obtained in the course of Algorithm 7.1.
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8 Switching-algebraic symbolic analysis
of the reliability of non-repairable coherent
multistate systems

Abstract: This chapter presents a switching-algebraic analysis of non-repairable coher-
ent multistate systems (MSSs) with independent non-identical multistate components.
We adapt various switching-algebraic binary concepts and tools such as probability-
ready expressions (PREs), Boolean quotients, the Boole-Shannon expansion, and the
Karnaugh map to the multistate case. This chapter analyzes a multistate reliability sys-
tem without explicit utilization of the algebraic techniques of multiple-valued logic or
those of multivalued discrete-function theory. The analysis required is achieved via the
evaluation of each of the multiple non-zero levels of the system output as a binary or
propositional function of the system multivalued inputs. The formula of each of these
levels is then written as a PRE, thereby allowing its immediate conversion, on a one-to-
one basis, into a probability value. The symbolic reliability analysis of two small coher-
ent MSSs is completed successfully herein, yielding results that have been checked
symbolically, and can also be shown to agree numerically with those obtained earlier.
The algebraic techniques used are supplemented by illustrative visualization via multi-
valued Karnaugh maps. Emphasis is placed on the generalization of concepts of coher-
ent binary systems to those of coherent multistate ones, rather than innovating new
unfamiliar stand-alone concepts for these latter systems.

Keywords: System reliability, probability-ready expression, multistate system, mul-
tiple-valued logic, minimal upper vector, maximal lower vector

8.1 Introduction

There are many standard research techniques for the reliability analysis of multi-
state systems (MSSs) [1], most of which rely on the utilization of discrete non-binary
functions [2-4] or multiple-valued logic [5-24]. The main theme of this chapter is
that instead of tightening or narrowing the paradigms of discrete functions or multi-
valued logic to fit the multistate reliability problem, one could generalize or enlarge
the switching-algebraic reliability analysis to suit the multistate case. The starting
point in our scheme pertains to reliability per se, and hence the adaptation to the

Ali Muhammad Rushdi, Fares Ahmad Ghaleb, Department of Electrical and Computer Engineering,
Faculty of Engineering, King Abdulaziz University, P. O. Box 80200, Jeddah, 21589, Kingdom of
Saudi Arabia
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multistate case is straightforward. By contrast, the starting point in the standard
analysis does not relate directly to reliability, or even to probability, and has to aug-
ment its course of action with some probability techniques, which might be lacking
in efficiency.

This chapter extends algebraic techniques and tools of switching algebra or bi-
nary logic to ones of multiple-valued logic, so as to evaluate each of the multiple
non-zero levels of the system output as an individual binary or propositional function
of the system multivalued inputs. The formula of each of these levels is then written
as a probability-ready expression (PRE), thereby allowing its immediate conversion,
on a one-to-one basis, into a probability or expected value. The proposed analysis
will be seen to be particularly simple when the MSS is binary-imaged, that is, when
its success at each specific level is dependent only on component successes at the
same level [24-31]. However, the proposed analysis is still valid (albeit with increas-
ing complexity) for systems that are not binary-imaged. This chapter strives to pro-
vide a pedagogically oriented treatment that establishes a clear and insightful
interrelationship between binary modeling and MSS modeling by stressing that
multivalued concepts are natural and simple extensions of two-valued ones. Vi-
sual insight secured through the use of Karnaugh maps aids in the comprehension
of coherent-system concepts, whether they are binary and multi-state. A notable
achievement for the multistate case is the clarification of the subtle relation be-
tween a minimal upper vector (MUV) at a certain level and a prime implicant of
success (minimal path) at that level, or the dual relation between a maximal
lower vector (MLV) at a certain level and a prime implicant of failure (minimal
cutset) at that level. Many authors [1, 26] consider that the MUVs and MLVs play
the role of (or are synonymous to) minimal paths and minimal cutsets, respec-
tively. However, a minimal path constitutes all the upper vectors extending (in-
clusively) from a particular MUV to the all-highest vector, while a minimal cutset
comprises all the lower vectors extending (inclusively) from the all-0 vector to a
particular MLV.

The organization of the remainder of this chapter is as follows. Section 8.2
presents important assumptions, notation and nomenclature. Section 8.3 introduces
the concept of Boolean quotient in a multivalued context. Section 8.4 extends the
concept of a PRE from the binary to the multistate case. Section 8.5 provides a quick
review of the concept of the Boole-Shannon expansion, again with an emphasis on
its interpretation in a multivalued sense. In Sections 8.6 and 8.7, the chapter presents
its main contribution through the multivalued analysis of two specific (albeit stan-
dard) MSSs. Section 8.6 deals with a non-homogeneous two-component system that
is not binary-imaged, while Section 8.7 handles a homogenous binary-imaged three-
component system. Section 8.8 concludes the chapter.
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8.2 Assumptions, notation, and nomenclature
8.2.1 Assumptions

— The model considered is one of a MSS with multistate components, specified by
the structure or success function S(X) [1]

S0, 1, ..., m}x{0,1,..., m}x---x{0, 1,..., my} — {0, 1,..., M}. (8.1)

— The system is generally non-homogeneous, that is, the number of system states
(M+1) and the numbers of component states (m;+1), (my+1), ..., (my+1)
might differ. When these numbers have a common value the system reduces to a
homogeneous one.

— The system is a non-repairable one with statistically independent non-identical
(heterogeneous) components.

— The system is a coherent one enjoying the properties of causality, monotonicity,
and component relevancy [21, 22, 28—-31].

— The system is not necessarily binary-imaged or dominant [27].

8.2.2 Notation

Symbol Description

Xk A multivalued input variable representing component k (1<k<n), where
X €{0, 1, ..., m}, and my>1is the highest value of Xi.

Xe{j}  Abinary variable representing instantj of X
Xliy={Xe =1},
thatis, Xg{j} =1if Xy =j and Xc{j} = 0 if X,#j. The instances Xi{,} for { 0 <j<my} form an
orthonormal set, namely, for {1<k<n}
V?:ko Xljt=1 (8.2a)

Xi(j1) X(j2) =0 for jai#,. (8.2b)

Orthonormality is very useful in constructing inverses or complements. The complement
of the union of certain instances is the union of the complementary instances. In
particular, the complement of Xy { >j} =X {j, j+1, ..., my}is given by

Xk{ <j} =Xk{0, 1, N ]—1}
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(continued)

Symbol Description

Xe{>j} Anuppervalue of X {0<j<my}:

Xl 2/} =X, j+1 o miy = VK X i} =XV X+ 1 VeV X {mi ) (8.3)

The value X, { >0} is identically equal to 1. The set X, { >/} for {1<j<my} is neither
independent nor disjoint. It is difficult to manipulate, but it is convenient for translating a
verbal or map description of a coherent component into a mathematical form when
viewing component success at level j. The complement of X, { >} is

X <j}=X{0, 1, ..., j-1} =X O} VX {1} V- VX f -1} =X fk<(i-1)}.  (8.4)

A lower value of Xi {0 <j<my}:

X{ <} =X40, 1., jy = Vi_y Xeli}=X{0} VX {1} V- VX -1} VX{j}.  (85)
The value X, { <m} is identically 1. The set X, { <j} for {0<j<(mx—1)}is neither
independent nor disjoint, and hence it is not convenient for mathematical manipulation
though it is suitable for expressing component failure at level (j+1). Instances, upper
values, and lower values are related by

Xdit =X 2/} Xl < G+ D} =Xe{ 2/} Xi{ 2 (1 + 1)}

. . A . (8.6)
=X <]} X > =D} =X{ </} Xi{ < (-1}

A multivalued output variable representing the system, where
Se{0, 1, ..., M}, (8.7)

and M>1is the highest value attained by the system. The system is called homogeneous
if M=my=my=--- =m,. The function S(X) is usually called the system success or the
structure function. It is conveniently represented by a multivalued Karnaugh map (MVKM)
[18, 19, 21, 22, 28-31]. Its complement §(X) is called the system failure, and is also a
multivalued variable of (M + 1) values. The sum S(X)) is identically equal to M.

S{}

A binary variable representing instant j of S
s{it={s(x)=j}, (8.8)

that is, S{j} =1if S(X) =/, and S(X) =0 if S(X)#j. The instances S{j} for {0 <j<M} form
an orthonormal set, that is

Vi, Stit=1, (8.9)

S{ii} S{j2}=0 for 12, (8.10)

which means that one, and only one, of the (M +1) instances of S has the value 1, while
the other instances are all 0’s.

An upper value of S

S{=/}=S{j, j+1, ..., My= Y S{i}. (8.11)
i=j
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(continued)

Symbol Description

S{<j} AlowervalueofS
S{<j}=5{0,1,..., j} = _005{,'}. (8.12)
i=
Instances, upper values, and lower values of S are related by

S{it=5{zj} S{<(i+1}=5{=j} S{=(/+1}=5{<j} S{> (-1} (8.13)

8.2.3 Nomenclature

8.2.3.1 Avector X

— A specific value of the input arguments X=[X; X, -- -X,,]T of the multivalued
structure function S;

— A particular cell of the MVKM of S or the binary Karnaugh map of any of its in-
stances S{j}, upper values S{ >}, or lower values S{ <j}.

8.2.3.2 An upper vector for level j > 0

— A particular value of X such that S(X) >j, {j=1, 2, ..., M};

- Atrue vector for S{ >j}, thatis, a vector such that S{>j} =1, {j=1, 2, ..., M};

- A map cell for system success at level j, {j=1, 2, ..., M}.

8.2.3.3 A minimal upper vector at level j>0, denoted 6;;

An upper vector X for level j such that S(Y)<j, {j=1, 2,..., M} for any vector

Y <X. Such a vector is a member of the set of MUVs at level j > 0, denoted by 6(j).

8.2.3.4 An upper prime implicant at level j> 0, denoted P;

— The set of upper vectors X for level j {1<j<M} such that
9]',' <X<U.

— Theloop P;; in the S{ >j} map whose cells are not lower than 6j;
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P]'i: /n\ Xk{Zeji(k)}, (8~14)

S{ 2]} = vpji. (8.15)

8.2.3.5 The all-highest vector U

U:[m1 m, --- mn]

The vector where each input argument attains its highest value

This vector belongs to each of the upper prime implicants at all levels, that is, to
P;; for all i and all j > 0. Due to causality, the structure function must attain its maxi-
mum when X= U, that is, S(U)=M.

8.2.3.6 A lower vector for level j <M

— A particular value of X such that S(X) <j, {j=0, 1,..., (M-1)};

— A true vector for system failure S{ <j},that is, a vector such that S{<j}=1,
{i=0,1,..., M-1)}

- Afalsevector for S{>j}=S{>(j+1)}, j=0, 1,..., (M-1)}

— A map cell for system failure at levelj {j=1, 2, ..., M}.

8.2.3.7 A maximal lower vector at level j < M, denoted oj;
A lower vector X for level j such that S{Y} >j, {j=1, 2, ..., M} for any vector Y > X.
Such a vector is a member of the set of MLVs at level j < M, denoted by o(j).

8.2.3.8 A lower prime implicant at level j <M, denoted Q;

— The set of lower vectors X for level j {0<j<(M-1)} such that

LSXSO'ji.

— Theloop in the S{ <j} map whose cells are not higher than oj;
n
Qji= k/}IXk{ <0;i(k)},

S{ S]} = \1/ Qﬁ. (8.17)
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8.2.3.9 The all-lowest vector L

The vector where each input argument attains its lowest value
L=[0o o --- o] (8.18)

This vector belongs to all lower prime implicants at all levels, that is, to Q;; for all i and
all j {j < M}. Due to causality, the structure function attains its minimum when
X=L,that is, S(L)=0.

8.2.3.10 The expected value of a certain instance S{;}

The expected value of a certain instance S{j} of S, {j=0, 1, ..., M}

E{S{j}} =E{S{=j}} ~E{S{= G+ D)}} =E{S{<j}} - E{S{< (G- D}}, (8.19a)

where

E{S{>(M+1)}} =0, (8.19b)
E{S{<(-1)}}=0, (8.19¢)
E{S{20}}=1, (8.19d)
E{S{<M}}=1. (8.19)

The availability of two formulas for E{S{j}} allows us to select the formula that is
better in some sense (easier to derive, more compact to express, etc.). Otherwise, we
might evaluate both formulas and check that they agree. Both sets of formulas
{(8.19a), (8.19b), (8.19d)} and formulas {(8.19a), (8.19¢c), (8.19¢)} confirm the arith-
metic normality property
M
> E{S{j}}=1. (8.20)
=0

j=

8.2.3.11 The probability transform

The expectation E{..} of any logic expression (binary or multivalued) might be ob-
tained through a probability-transform operation [32, 33]. An expression for E{S} is
a multi-affine function in its arguments (an algebraic function depicting a straight
line relation in each of the arguments), and this expression has the same “truth
table” as that of the logic function S [33]. Despite the different mathematical natures
of S and E{S}, they are both of a multi-affine structure, and they have “truth tables”
of exactly the same entries.
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8.2.3.12 Multistate interpretation of binary systems

For a binary system (M =1), there is a single level other than level 0, namely level 1. In
this case, success at level 1is S{ >1} =S{1}, while failure at level 1is S{ <1} =S{0}.In
the binary case, there is no need to refer to level 1 since it is the only non-zero level and
is implicitly understood by default, and we simply refer to system success and system
failure S instead of S{1} and S{0}.

8.3 Boolean quotients

The concept of a Boolean quotient is an important switching-algebraic concept that
can be conveniently viewed in a multivalued context [29]. Given a two-valued Bool-
ean function (a switching function) f and a term t, the Boolean quotient of f with
respect to ¢, denoted by (f/t), is defined to be the function formed from f by impos-
ing the constraint {t = 1} explicitly [33, 34], namely

flt=[fli-r- (8.21)

In the multivalued context, the term ¢ is a product (ANDing) of literals. Each of the
multivalued variables is either absent or present in the form of a particular literal,
which might be a single instance or the ORing of several instances. A fundamental
property of the Boolean quotient states that a term ANDed with a function is equal
to the term ANDed with the Boolean quotient of the function with respect to the
term, namely

tAf=tA(f/t). (8.22)

If the term ¢ is a factor of the function f (i.e., = tAg, t Af=f), then (8.22) takes the
simpler form

F=tA(f/t). (8.23)

We denote a Boolean quotient by an inclined slash (f/t). However, it is possible to
denote it by a vertical bar (f|t) to stress the equivalent meaning (borrowed from con-
ditional probability) of f conditioned by t or given t [29].

8.4 Probability-ready expressions

The concept of a PRE is well known in the two-valued logical domain [33], and it is
still valid for the multivalued logical domain [28-31]. A PRE is a random expression
that can be directly transformed, on a one-to-one basis, to its statistical expectation
(its probability of being equal to 1) by replacing all logic variables by their statistical
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expectations, and also replacing logical multiplication and addition (ANDing and

ORing) by their arithmetic counterparts. A logic expression is a PRE if

a) all ORed products (terms formed by ANDing) are disjoint (mutually exclusive),
and

b) all ANDed sums (alterms formed via ORing) are statistically independent.

Condition (a) is satisfied if for every pair of ORed terms, there is at least a single
opposition, that is, there is at least one variable that appears with a certain set of
instances in one term and appears with a complementary set of instances in the
other. Condition (b) is satisfied if for every pair of ANDed alterms (sums of disjunc-
tions of literals), one alterm involves variables describing a certain set of compo-
nents, while the other alterm depends on variables describing a set of different
components (under the assumption of independence of components). While there
are many methods to introduce characteristic (a) of orthogonality (disjointness) into
a Boolean expression [29-33], there is no way to induce characteristic (b) of statisti-
cal independence. The best that one can do is to observe statistical independence
when it exists, and then be careful not to destroy or spoil it, but instead try to take
advantage of it. Since we have the freedom of handling a problem from a success or
a failure perspective, a choice should be made as to which of the two perspectives
can more readily produce a more-compact PRE form. It is better to look at success
for a system of no or poor redundancy (a series or almost-series system), and to
view failure for a system of full or significant redundancy (a parallel or almost-
parallel system) [33].

The introduction of orthogonality might be achieved as follows. We now as-
sume that neither of the two terms A and in the sum (A Vv B) subsumes the other
(A v B#A and A v B#B) and the two terms are not disjoint (A A B+0). We further as-
sume that the literals Yy (1<k<e) belong to A but do not belong to B. Then, we
write (A V B) as [30]

AVB=AVB (Y1 VYV, VY Y,Y3V .- VYiYs- - Yo qYe). (8.24)

Each literal Yy in (8.24) stands for a disjunction of certain instances of some variable
Xjyand hence Y, is a disjunction of the complementary instances of the same vari-
able. As a result of (8.24), the first term A remains intact, while the second term B is
replaced by e terms which are each disjoint with A and are also disjoint among
themselves. This means that one has a choice of either disjointing B with A in A V B,
or disjointing A with B in B Vv A. The usual (greedy) practice that is likely to yield
good results is to order the terms in a given disjunction so that those with fewer
literals appear earlier.
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8.5 The Boole-Shannon expansion

The most effective way for converting a Boolean formula into a PRE form is the
Boole—Shannon expansion, which takes the following form in the two-valued case
[28-31, 33, 35]

fFX) =X A F(X[0:) V (Xi Af(X[17)). (8.25)

This Boole-Shannon expansion expresses a (two-valued) Boolean function f(X) in
terms of its two subfunctions f(X|0;) and f(X|1;). These subfunctions are equal to the
Boolean quotients f(X)/X; and f(X)/Xi, and hence are obtained by restricting X; in the
expression of f(X) to 0 and 1, respectively. If f(X) is a function of n variables, the two
subfunctions f(X|0;) and f(X|1;) are functions of most (n - 1) variables. A multivalued
extension of (8.25) is

S(X)=Xi{0} A (S(X)/Xi{0}) v Xi{1} A (S(X)/Xi{1}) Vv Xi{2}
ANSX)/Xi{2}) v -+ v Xifmi} A (S(X)/Xi{mi}). Xi{2} (8.26)
ANSX)/Xi{2}) v -+ v Xi{mi} A (S(X)/Xi{mi}).
A formal proof of (8.31) is achieved by “perfect induction” [30]. The expansion (8.26)

might be viewed as a justification of the construction of the MVKM used herein. This
expansion transforms directly, on a one-to-one basis, to the probability domain as

E{S(X)} = E{Xi{O} }*E{S(X)/Xi{0}}
+E{Xi{1} E{S(X)/Xi{1}} + E{Xi{2}}
“E{S(X)/Xi{2}} + -+ + E{Xi{m} *E{S(X) /Xi{mi} }.
(8.27)

Equation (8.27) might be viewed as a restatement of the total probability theorem,
provided we interpret the expectation of a Boolean quotient as a conditional proba-
bility [33, 36]. It is the basis of multivalued decision diagrams, that are optimally
employed for the reliability analysis of MSSs [30], and that constitute the multival-
ued counterpart of the binary decision diagrams [35].

8.6 A non-homogeneous non-binary-imaged
two-variable example

This example is taken from one of the best available textbooks on multistate reli-

ability [1], wherein the example is solved via techniques borrowed from the theory

of discrete functions [2]. The solution given by Lisnianski and Levitin [1] handles
discrete functions reasonably, but then seeks probability expressions through
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effectively using the inclusion—exclusion (IE) principle, which is notorious for its
poor computational complexity and its production of prohibitively long reliability
expressions that result in exaggerated round-off errors [37, 38]. The solution pre-
sented herein avoids the IE shortcomings through the derivation of a PRE while
still in the Boolean domain. Not only is the solution procedure much simpler and
more intuitive than any standard solution, such as the one given by Lisnianski
and Levitin [1], but the final expressions obtained are much more compact as well.
Though the current system lacks a binary image, most of its analysis herein deals
solely with binary entities such as S{ >j}, S{<j}, and S{j}. The ultimate goal of
the analysis is to obtain E{S{j}} for j=0,1, ..., M, which might be conveniently
obtained through the analysis of and S{ <j}. It is only toward the end of this sec-
tion that we deal explicitly with the multivalued S rather than with its binary
instances.

The system considered in this example is a non-homogeneous one specified by
the function table of its structure or success function S(X)

$:{0, 1, 2, 3, 4}x{0, 1, 2, 3} - {0, 1, 2, 3}. (8.28)

This function table is shown in Figure 8.1, and is conveniently identified to be in the
form of a MVKM. All entries of this map are explicitly given, but this is a superfluous
representation of this coherent structure function, since it suffices to specify either (a)

[ X 0 1 2 3 4
0 0 1 1 2 0
0 0 1 2 2 1
0 2 2 2 2 2
1 2 2 3 3 3
XZ
S(X1,X3)

Figure 8.1: Multivalued Karnaugh map (MVKM) representing the structure function of the coherent
multistate system of Section 8.6. The function is completely specified by either (a) the cells with
blue bold entries (called minimal upper vectors) or (b) the cells with red bold entries (called
maximal lower vectors). Note that the cell (0, 3) belongs to both sets in (a) and (b), and hence it is
distinguished in violet (i.e., a mixture of blue and red).

the bold entries in the cells with blue color (the MUVs), or (b) the bold entries in the
cells with red color (MLVs), where the cell (0, 3) belongs to both sets in (a) and (b).

The following set of equations is a complete non-binary-image characterization of
the system under study. They are obtained from Figures 8.2(a), 8.3(a), and 8.4(a),
respectively, and they give each binary function S{>j} (for j=3, 2, and 1), as a
function of X in general (and not necessarily in terms of X{ >j} (for j=3, 2,andl)
alone). Here, S{ >j} depicts system success at level j (upper states) in a minimal
sum-of-products form
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S{=3}=Xi{>3} X,{ >3}, (8.29a)
S{=2} =X {=1} X;,{=2} VXi{=3} Xo{ =1} VXi{ =4} Xo{ >0}, (8.29b)
S{=1}=X{=22} v Xo{=3} v Xi{=1} X,{>2}. (8.29¢)

The MUVs at levels j {j=3, 2, and 1} can be observed (as minimal cells of upper
loops) from Figures 8.2(a), 8.3(a), and 8.4(a), respectively, or deduced, through im-
mediate inspection, from egs. (8.29) as 6(3)={(3, 3)},0(2)={(1, 2), (3,1), (4, 0)},
0(1)={(2, 0),(0, 3), (1, 2))}. We reiterate that there exists a subtle difference be-
tween an MUV at a certain level and a corresponding prime implicant of success
(minimal path) at that level, despite the existence of a one-to-one relation between
them. In fact, a minimal path constitutes all the upper vectors extending (inclu-
sively) from a particular MUV to the all-highest vector.

Similarly, the following set of egs. (8.30) is another complete non-binary-image
characterization of the system under study. They are obtained either from Figures 8.2(b),
8.3(b), and 8.4(b), respectively, or by complementation and application of De Morgan’s
rules to the former eq. (8.29). The new equations give each binary function S{ < (j—1)}
(for j=3, 2, and 1), as a function of X in general (and not necessarily in terms of
X{<(j-1)} (for j=3, 2, and 1) alone) Here, S{ <j} =S{<(j-1)} depicts system fail-
ure at level j (lower states), again in a minimal sum-of-products form:

S{<3}=8{<2}=X1{<2} VXp{<2}, (8.30a)
S{<2}=S{<1}=X{<0} vXi{<2}Xo,{ <1} VXi{ <3} X,{ <0}, (8.30b)
S{<1}=8{<0}=X{<0}Xo{ <2} VXi { <1}Xo{ <1}. (8.30¢c)

The MLVs at level j {j=2, 1,and0} can be observed (as maximal cells of lower loops)
from Figures 8.2(b), 8.3(b), and 8.4(b), respectively, or deduced, through immediate
inspection, from eq. (8.30) as 0(2)={(2,3),(4,2)}, 0(1)={(0,3),(2,1),(3,0)}, 0(0) =
{(0,2),(1,1)}. We observe that there exists also a minor difference between a MLV at
a certain level and a corresponding prime implicant of failure (minimal cutset) at
that level, despite the fact that each of them uniquely specifies the other. In fact, a
minimal cutset constitutes all the lower vectors extending (inclusively) from the all-0
vector to the corresponding MLV. The fact that this system is non-binary-imaged is
reflected in that the set o(j) contains members with elements other than j and the
maximal elements m; =4 and m, =3.

Now, we replace the success expressions by PREs by using the algebraic proce-
dure in Section 8.4, or by replacing the loops in Figures 8.2(a), 8.3(a), and 8.4(a),
respectively, with non-overlapping loops. These PREs can be readily converted (on
a one-to-one basis) into expected values by replacing the logical ORing and ANDing
by arithmetic counterparts of addition and multiplication and replacing component
instances by their expected values (see Table 8.1)
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X 0 1 2 3 4
0
1
2
1 [ 1 ] 3
XZ

{a} (=3} = 5{3} = X {=3}X,{=3}

[ X 0 1 2 3 4
1T 11 ] 1] 1 1] 0
C1 1 1 ] 1 1! 1
T 1 1 1 ] 1 1) 2
RS S I R e 3
X

(b} S{<3} = ${0,1,2} = S{0} VS{1} VS{2} = S{<2} = X, {<2} VX,{<2}

Figure 8.2: Conventional Karnaugh maps (CKMs) for (a) success at level 3, and (b) failure at level 3
for the system of Section 8.6. Cells of bold entries denote the minimal upper vector at level
3: 6(3)={(3, 3)} and the maximal lower vectors at level 2: 0(2) ={(2, 3), (4, 2)}.

| X 0 1 2 3 4
170
N
T 1 [ 1 1 2
o1 ] N O |
Xl

{a} S{=2} = S{2} vS{3} = X1{=>1}X,{=2} VX1 {=3}X,{=>1}
vX{=4}x{=0}

X 0 1 2 3 4
[ i [ 1] I 0
O T O A 1
L1 2
T 3
XZ

{b} S{<2} = S{<1} = ${0,1} = S{O}vS{1}
=X{<0} VX 1{S2}X2{<1} VX1{<3}X{<0}

Figure 8.3: Conventional Karnaugh maps (CKMs) for (a) success at level 2, and (b) failure at level 2.
Cells of bold entries in (a) denote the minimal upper vectors at level 2:
6(2)={(1, 2), (3,1), (4, 0)}, and those in (b) depict the maximal lower vectors at level 1:

0(1)={(0, 3), (2,2), (3, 0)}.

SPRE{ 23} =X1{ 23} Xz{ > 3}, (8.313)
Sere{ 22} =Xi {24} VX { <4} (X {2 1}Xa{ 22} V (X { <1}

\/Xl{ > 1}X2{ < 2})X1{ > 3} Xz{ > 1}) =X1{4} \Y Xl{l, 2, 3} Xz{ > 2} \% X1{3} Xz{l},
(8.31b)
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SPRE{ > 1} :Xl{ 22} \Y Xl{ < 2}(X2{ > 3} \/Xz{ < 3}X1{ > 1}X2{ > 2}) (831C)
= Xl{ 22} \/Xl{ < Z}Xz{ 23} \/Xl{l}Xz{Z}

Next, we replace the failure expressions by PREs by using the algebraic procedure
in Section 8.4, or by replacing the loops in Figures 8.2(b), 8.3(b), and 8.4(b), respec-
tively, with non-overlapping loops. Again, these PREs can be readily converted (on
a one-to-one basis) into expected values by replacing the logical ORing and ANDing
by arithmetic counterparts of addition and multiplication and replacing component
instances by their expected values (see Table 8.1)

SPRE{SZ}ZXl{SZ} \/X1{>2} X2{£2}, (8323)
Sere{ <1} =X {0} V X1 { > 0}(Xi{ <2 Xp{ <1} V (X { >2}

VX1{ < 2}X2{ > 1})X1{ < 3}X2{ < 0}) (832b)
=X1{0} V Xl{l, Z}Xz{ < 1} V Xl{B}Xz{O},
Spre{ <0} =X1{ <1} X{ <1} vV (X1 {>1} VXi{ <1} X2{>1}) (8.320)

Xl{ < O}Xz{ Sz} =X1{ < 1}X2{ < 1} \ X1{0}X2{2}

As stated earlier, the PRE expressions (8.31) and (8.32) can be directly converted to
their expected values by replacing the AND and OR operators with the multipli-
cation and addition operators and replacing variable instances by their expecta-
tions, namely

E{Xi{j}} =Dy, (8.33)

E{Xi{2j}} =pj+DPign) + -+ +Pim=1— (Dio+DPa+ -+ +Dij-1))> (8.34)

E{Xi{ <j}}=pio+bu+ -+ +Pj=1— (Dijjs1) +Pij+2) + - ** +Dim;)- (8.35)

We obtain expectations E{S{j}} forj=0,1, ..., M, of various instances of the multi-

valued system success S, by taking differences via (8.19) of appropriate expectations
of the forms of E{S{ >j}} and E{S{ <j}}. Table 8.1 demonstrates the two possible
alternatives for achieving this purpose. Of course, the more compact alternative is
preferable.

To close this section, we note that we have so far used binary representations
only to deal with the discrete multivalued function S(X). According to discrete-
function theory [1, 2, 30], this function should be expressed in a minimal sum-of-
products form as

$=0S{>0}V1S{=1}Vv 25{>2} v3S{=>3}, (8.36)

where (A Vv B) denotes the maximum value of A and B, and the binary expressions
S{ =1}, S{ =2}, and S{ > 3} are given by their minimal sum-of-products forms in (8.29).
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| X 0 1 2 3 4
C1 1T T 0
! 1 1. 1
LT 1T 717 2
1 1 V1 o1 o1 3
XZ
{a}S (=1} =5{1,23} =S {1} vS {2}vS {3}
= X1{=2} VXo{=3} VX {=1}X,{=>2}

Xy 0 1 2 3 4
11 0
1 . 1 1
L1 2
3

Xy

{b}S{<1} = S{<0} = X1 {SOIXo{<2} VX {<1IXp{<1}.

Figure 8.4: Conventional Karnaugh maps (CKMs) for (a) success at level 1, and (b) failure at level 1.
Cells of bold entries denote the minimal upper vectors at level 1: 6(1) ={(2, 0),(0, 3), (1,2)} and
the maximal lower vectors at level 0: 0(0) ={(0, 2), (1,1)}. The vector (1, 2) is a minimal upper
vector for both levels 1and 2.

The overall minimality in (8.36) relies in the inclusion relations among these
expressions

S{=1}> S{=2}> S{=3}. (8.37)

Despite the convenience of minimality offered by (8.36), it is not adequate for pro-
ducing an expectation, since it has non-disjoint terms. A simpler and more conve-
nient expression for S(X) is the pseudo-Boolean expression [35, 39, 40]

S=15{1}+ 2 5{2} +3 {3}, (8.38)

which has the corresponding expected value (thanks to the fact that expectation of
an arithmetic sum is the arithmetic sum of expectations)

E{S}=1E{S{1}}+ 2 E{S{2}} +3 E{S{3}}. (8.39)

The expected value of S lies in the interval [0, M] =0, 3], and is a weighted sum of the
expectations of its instances, which, in turn, are expressed as in Table 8.1.
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Table 8.1: Expectation of success instances of the system in example 8.1 via two different methods.

Expectation Calculated via minimal upper vectors  Calculated via maximal lower vectors
of an instance
E{5(3}} E{S{23}} = (P13 + Pu)p2s E{S{<3}}-E{S{<2}}=1-(pxo

+p11+ P12 + (P13 + P1a) (P20 + P21 + P22)

E{s{2}} E{S{=22}} - E{S{=3}}=pu E{s{<2}} - E{S{<1}} =(p10 + pu+p12)
+(p1+ P12 +Pp13) (P22 +P23) + (P13 +P1a) (P20 + P21+ P22) = (P10
+Ppipa1— (P13 +P1)Pas + (P11 +Pp12) (P20 + Pa1) + P13P20)
=pu+ (P + P12 +P13)P2

+ (P11 + P12 — P14)P23 + P3P

E{s{1}} E{S{>1}} -E{s{>2}} E{s{<1}} -E{5{<0}}
= (P12 + P13 +P14) =p1o + (P11 + P12) (P20
+ (P10 +P1)p23 + pup2 +P21) +P13Pao ~ (P10 + Pu)
= (P14 + (P11 +pr2 +p13) (P20 + P21) + Prop22) = (P12 + P13)
(P22 +P23) + P13par) P20 +P12p + P1op23
E{s{o}} E{S{20}}-E{S{>1}} =1~ ((pn E{S{<0}}=(p10 +pu) (P20 + pn) + ProP22

+p13 +Pp1g) + (P10 + P11)P23 + PPz

X, 0 1 2 3
X,lof1]2]3]o]1]2]3]o]1]2]3]0]1]2]3
ofafafafalalalalalal2l2]2]1]2]2]0
afafafafalalafa]alal2]2]2]2]2]2]1
112211 ]2]2]2]2]2]2]2]2]2]2] 2
1a]2]2]1]a]2]2]2]2]2]2]2]2]2]3] 3
| X5 ]
S(Xy Xy Xy)

Figure 8.5: A multivalued Karnaugh map (MVKM) representing the structure function of the
coherent multistate system of Section 8.7. The function is completely specified by either

(a) the cells with blue bold entries (the minimal upper vectors), or (b) the cells with red bold entries
(the maximal lower vectors).
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X 0 1 2 3
X,lol1]2|3|o]1]2]3]o]1]2][3]0]1]2]3
0
1
2
1|3
| X3 |
(a) S {=3} =S {3}
X 0 1 2 3
Xylo|1|2(3]0o|1]|2|3]0|1]2]3|0]1]2]3
1)1 1]1]0
1)1 1011
11 1]1 1111|1112
1)1 11111121 |1]1]3
X3
(b) S {=2} =5 (2.3}
Xy 0 1 2 3
X,lol1]2|3|o]1]2]3]o]2][2][3]0]1]2]3
1fa|ajaf1ja|a|afa]afa|2|1|1][2]o0
1lafafalajala|a|a|afa]a]a]a]2]2]1
1afafafajala|a|a|afa]afa]a]afa]2
1afafafafalafafafafafa]a]afaf2]3
X3

S{=1}=5{1,2,3}

Figure 8.6: Conventional Karnaugh maps (CKMs) for the binary successes at levels 3, 2, and 1 for
the system of Section 8.7.

8.7 A homogenous binary-imaged
three-variable example

In this example, we revisit example 3 of Wood [25]. A four-valued coherent system
consists of three four-valued components. The system has the following verbal de-
scription, which implies that the system has a binary image

1. A series system (A 3-out-of-3: G system, i.e., a 1-out-of-3: F system) at level 3.

2. A 2-out-of-3: G system (A 2-out-of-3: F system) at level 2.

3. A parallel system (A 1-out-of-3: G system, i.e., a 3-out-of-3: F system) at level 1.

This verbal description translates to the algebraic description of system successes at
the respective levels, which constitutes an up binary image of the system

S{=3}=Xi{ =3} X:{ >3}X3{ >3}, (8.40a)
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S{<3}=5{<2}=5{0,1,2}

Figure 8.7: Conventional Karnaugh maps (CKMs) for the binary failures at levels 1, 2, and 3
for the system of Section 8.7.

S{=2} =X {22} X,{ 22} VXi{22}X3{ 22} VXo{ 22} X5{ > 2}, (8.40Db)
S{=1} =X {21} VXo,{ =21} VX5{>1}. (8.40¢)
The verbal description can also be converted to the following algebraic description

of system failures at the respective levels, which constitutes a down binary image of
the system

S{<3}=X1{<3} VXo{ <3} vX3{<3}, (8.41a)
S{<2} =X1{<2}X{ <2} VX1 { <2} X3{ <2} VXo{ <2} X5{ <2}, (8.41b)
S{<1}=X{ <1} X { < 2}X5{ <1}. (8.41¢c)

Equations (8.41) can be also obtained through complementation of egs. (8.40).
Equations (8.40) can be rewritten in terms of the (MUVs 6(3)={(3,3,3)},0(2) =
{(2,2,0),(2,0,2),(0,2,2)},6(1)={(1,0,0),(0,1,0),(0,0,1) }.

Note that a prime implicant of the form X;{>2}X,{ >2} (in which the variable
X5 is absent) is equivalent to X;{>2} X,{>2} X5{ >0} and hence it leads to the
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MUV (2, 2, 0). For this binary-imaged system, elements of 6(j) are vectors of or 0
components only. Equation (8.40) might be rewritten with the symbols { <3},
{ <2}, and{ <1} replaced by { <2}, {<1},and{ <0}, namely

S{<2}=X1{<2} VXo{ <2} VX5{<2}, (8.42a)
S{<1}=X{<1}X{ <1} VXi{<1}X5{ <1} VXo{ <1} X5{ <1}, (8.42b)
S{<0}=X,{<0}X>{ <0} X3{<0}. (8.43a)

Now, eq. (8.42) (with the < notation) tells us that the MLVs are 0(2)={(2,3,3),
(3,2,3),(3,3,2)},0(1)=4{(1,1,3),(1,3,1),(3,1,1)},0(0) = {(0,0,0) }. By contrast to the
case of the MUVs in which an absent variable X; stands for X;{ >0} and is expressed
by 0 in the MUV, the present case of MLUs has an absent variable X; standing for
Xi{ <3} and being expressed by 3 in the MLU. For this binary-imaged system, ele-
ments of o(j) are vectors of j or 3 components only. Figure 8.5 displays a MVKM
representing the structure function of the present coherent multistate system. The
function is completely specified by either (a) the cells with bold blue entries, which
are the MUVs, or (b) the cells with bold red entries, which are the MUVs. Figure 8.6
displays three conventional Karnaugh maps (CKMs) for the binary successes at lev-
els 3, 2, and 1, respectively, while Figure 8.7 shows CKMs for the binary failures at
levels 1, 2, and 3, respectively. Equations (8.40) can be converted to PREs via the
procedure in Section 8.4

SPRE{23}:X1{23}X2{23}X3{23}, (8.433)

SPRE{ > 2} =X1{ ZZ}Xz{ > 2} V Xl{ ZZ}Xz{ < 2}X3{ > 2} V Xl{ < Z}Xz{ 22}X3{ > 2},
(8.43Dh)
SPRE{ > 1} =X1{ > 1} \Y Xl{ < 1}(X2{ > 1} V Xz{ < 1}X3{ > 1}) (843C)

Likewise, eq. (8.42) can be converted to PREs via the procedure in Section 8.4

Sere{ <2} =X1{ <2} VXi{>2}(Xo{ <2} VXo{>2}X3{<2}), (8.44a)

Sere{ <1} =X { <1} X{ <1} VX { <1} Xo{ > 1} X3{ <1} VX { > 1} Xo{ <1} X5{ <1},
(8.44b)
SPRE{ < O} =X1{ < O}Xz{ < 0}X3{ < O}. (8.44C)

8.8 Conclusions

This chapter utilizes algebraic and map tools for the reliability characterization and
analysis of general multistate non-repairable coherent systems, with independent
non-identical components. The chapter presents switching-algebraic expressions of
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both system success and system failure at each non-zero level. These expressions
are given as minimal sum-of-products formulas or as PREs. The chapter also utilizes
a convenient map representation via the MVKM for the system structure function S,
or via M maps of binary entries and multivalued inputs representing the success/
failure at every non-zero level of the system. Further system characterizations are also
given in terms of MUVs or MUVs. Great emphasis is placed on making a minimal de-
parture from binary concepts and techniques, while taking care to clarify novel issues
that emerged due to generalizations introduced by the multistate model.

A forthcoming sequel of the present work aims to adapt Boolean-based multistate
techniques from main-stream reliability theory so as to handle a classical problem of
ecology, namely that of survivability (of a species), defined here as the probability
of successful migration of a certain organism escaping from critical source habitat
patches and seeking refuge in specific destination habitat patches via heterogeneous
deletable ecological corridors, possibly with uninhabitable stepping stones en route
[41, 42]. This problem might be reformulated in celebrated ecology contexts other than
that of migration, including those of: (a) dynamics of metapopulations, colonization,
or invasion; (b) gene flow; (c) spread of infectious diseases, epidemics, or pandemics;
and (d) energy transfer within food webs [43]. Binary solutions for this problem are
already available [41-43], but a more powerful multistate model for it is being sought.
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9 Complex system modeling method
considering failure mechanism
dependency

Abstract: The physics-of-failure (PoF) method has been more and more popular in
engineering to understand the failure mechanism (FM) of products. However, due to
lack of system modeling method and solving algorithm, the information of FM cannot
be used to evaluate system reliability. This chapter presents a system reliability evalu-
ation method with FMT (failure mechanism tree) considering physical dependency
(PDEP) such as competition, trigger, acceleration, inhibition, damage accumulation,
and parameter combination. The BDD (binary decision diagram) analytical algorithm
is developed to solve system reliability model. The operation rules of ite operators for
generating improved BDD are discussed. The flow chart of system reliability evalua-
tion method based on FMT and BDD is proposed, and is applied in the case of a train
speed control microelectronic system. Results show that the method is effective to
evaluate system reliability from the perspective of failure mechanism.

Keywords: System reliability modeling, failure physical dependency, failure mecha-
nism, failure mechanism tree, binary decision diagram

9.1 Introduction

Traditionally, reliability evaluation of complex system is usually based on system
modeling method, in which the most important task is to model the dependency be-
tween failures and different parts of the system. These dependencies include func-
tional dependency (FDEP) and physical dependency (PDEP). The former exists in the
process of realizing system function, which includes common cause failure (CCF),
load sharing effect, failure isolation effect, and so on, and can be modeled with reli-
ability block diagram (RBD), fault trees (FT), Petri Net, Bayesian network (BN), and so
on. PDEP describes the correlation between FMs, which includes failure mechanism
(FM) trigger, acceleration and accumulation effect, and so on, which are caused by
the interaction of failure physical factors.

Among traditional system reliability modeling methods, fault tree analysis (FTA)
technique is the mostly popular one used in engineering. FT can be solved by the
Markov method, Monte Carlo simulation, and binary decision diagram (BDD) method

Ying Chen, Laboratory on Reliability and Environmental Engineering Technology, School of Reliability
and System Engineering, Beihang University, e-mail: cheny@buaa.edu.cn
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[1, 2]. The Markov method suffers from the well-known space explosion problem
and requires exponential time-to-failure distribution for each component. The Monte
Carlo simulation is a statistical method used to solve real problems in many engineer-
ing fields, in particular when analytical approaches are not feasible. Many studies
concentrate on the Monte Carlo simulation method to solve FT and recently dynamic
fault tree [3-6]; however, this approach can only offer approximate results and often
involves long computational time if a higher degree of accuracy is required.

BDD method can be used for analyzing static FTs that represent the system failure
in terms of logic AND/OR combinations of component failures [7]. As an extended ver-
sion of traditional BDD, sequential BDD (SBDD) [8—11] can model a dependent be-
havior and the failure sequence of the components, such as the pAND behavior or
sequence dependence.

For the PDEPs mentioned above, Chen et al. introduced a failure mechanism
tree (FMT) analysis method [12], and the Monte Carlo simulation was used to solve
FMT. In this chapter we propose an analytical BDD algorithm to solve FMT. The ac-
curacy and efficiency of the proposed method are studied and compared with the
Monte Carlo simulation results.

9.2 Preliminaries

Independent FMs are defined as mechanisms only triggered by environmental condi-
tion, loads, and inner parameters such as structure and material parameters. They will
not be initiated, triggered, or affected by any other FMs. However, from a system
aspect, they have competition correlation [13].

Definition 9.1 (Competition): Assume that there are n independent FMs in a system,
thatis, fm;, i=1, ..., n, their failure time is t;, i=1, ..., n, then system failure time is,

¢=min{ty, ..., t, ... tn} 9.1

The probability density function (PDF) of each FM in the system is f;(t), and the cu-
mulative probability distribution function(CDF) of the system at time t can be ex-
pressed as

F(t)=P(¢<t)=1-P(¢c>1t)

=1-P(ti>t,tr>t, ...ty >t)

=1- ﬁ [1-P(t;<t)] (9.2)

i=1

=1- H {1— rfi(t)dt]

i=1 0
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The FM dependencies in this chapter are physical dependencies. Most FMs in a system
are not independent, and system failure is the result of the joint action of these FMs.

Definition 9.2 (Trigger): When an FM develops to a certain extent (trigger FM), it
may change the surrounding environment, load, structure, and material charac-
teristics, and trigger other FMs(dependent FMs), which is the trigger relationship
between FMs.

Assume that FM fm, develops independently, the failure time is ¢, A, after
time Ty, fm, develops to some extent and trigger n new FMs fm;, i=1,..,n. Assume
that the failure time of fm; is t;, i=1, ..., n, system failure time ¢ is,

¢=min{ty,, T, +t1, Tt, +ta, ..., Ty, +tn} (9.3)

If t < Ty, the system CDF, F(t) is
F(t) = Fa(1) (9.4)

where F,(t) is the CDF of fm,.
Ift>Ty, F(t)is

F(t):l—P(tma>t,Ttr+t1>t,Ttr+t2>t,...,Ttr+tn>t)

=1-[1-P(tn, <t)] f[ [1-Py(T,, +ti<t)]
1o (- Ea(0) [ [ 1= Fitt- T,) ©3)

i=1

-1- {1- J;fa(t)dt] f[ {1— J;Tt'fl.(t)dt}

i=1

where f,(t) is the PDF of fm,, F;(t) and f;(t) are the CDF and PDF of fm;, i=1, ...,n.

Definition 9.3 (Acceleration or inhibition): The acceleration or inhibition relation-
ship is that one FM accelerates or slows down the development rate of other FMs.

Take the acceleration as an example; assume that when fm,, develops to some
extent, and at time Ty, begins to accelerate fm;, i=1,..,n. Assume that if not being
accelerated, their failure time is t;, i=1,...,n. After being accelerated, they turned
into fm,’, i=1,..,n, and their development rate will be increased, the failure time
at the accelerated rate is assumed to be ;. Their failure process can be divided
into two phases, before T;, and after T;,, which have different development rates.
Tiy> i=1,..,nis the failure time after being accelerated.

For example, the failure time of fm; is

61=Tt, + Tty (9.6)
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where
T ,
Ttal = (l - i) Xty (97)
t
then
Tta .
G =T+ Ty =Teu + (1- & x b 9.8)

For the system, there are n accelerated FMs,
F(t)=P(¢<t)=1-P(¢>t)
=1 _P(Tta + Ttal >t ..., Tta + Ttom > t)

n

=1- H [1-Fo,(t-Ty)] 9.9)
i ]

where Fy,(t) and f, (t) are the CDF and PDF of fmy, i=1,...n.

Definition 9.4 (Damage accumulation or parameter combination): Dependent
FMs cause the same type of damage or same parameter degradation, thus jointly
impacting the system. This kind of relationship is damage accumulation or parame-
ter combination.

Assume that n FMs, fm;, i=1, ..., n have damage accumulation relation (the dam-
age threshold is normalized to be 1). Their failure time are t;, i=1, ..., n. If they are in-
dependent, AD; =1/t; is the unit damage of each FMs, then the total unit damage is,

n
AD = Z}ti.ADi (9.10)
i=1

where A; is the damage factor. When the total damage exceeds 1, system will fail.
Then the relation of system failure time ¢ and the damage threshold is

¢ > A-ADi=1 (9.11)
i=1

Then,

1

1
- - 9.12)
PTSI A S A
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The system CDF is

1
F(t):P{CSt}:P{m Sf} (9.13)

9.3 Failure mechanism tree

9.3.1 Definitions

FMT can be used to represent the dependencies between FMs. First, some basic
symbols of FMT are defined. Table 9.1 lists the graphical symbols of different types

of events. Table 9.2 shows the symbols of typical FM dependencies.

Table 9.1: The graphical symbols of different types of events.

Items Failure Basic events Trigger events Undefined

- D & A S

Table 9.2: Symbols of typical FM dependency.

Dependency Description

Competition Some FMs are independent of each other, system failure time is
MACO | determined by the one which reaches the failure threshold firstly

Trigger One FMs develops to a certain extent, some new FMs are triggered

Acceleration One FM accelerates the development rate of other FMs

Inhibition One FM slows down the development rate of other FMs

Damage MADA Different FMs lead to the same damage of the system, and the damage
accumulation value is accumulated

Parameter
union

Different FMs lead to the same parameter degradation, and the
parameter change is accumulated

wn
= = = 3
g 213 g
> g} — %
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9.3.2 Dependencies of FMs in FMT

Figure 9.1 shows the dependency of FMs in FMT, which includes competition, trig-
ger, acceleration, inhibition, damage accumulation, and parameter union.

The MACO gate has multiple FMs act as basic events and a single output event of
component failure, which is shown in Figure 9.1(a), The FMs are independent of each
other, they develop independently, and the one that evolves to reach its threshold
would result in the failure of a component (i.e., output of this gate).

The MACT gate has a single trigger input event, one or multiple input basic
events and one or multiple output basic event (illustrated in Figure 9.2(b)). The trig-
ger event can be FMs or an intermediate event (i.e., output of another gate). The
occurrence of the trigger event forces the input FM to initiate the output basic
events (i.e., another FM) to occur.

F :fmlf 'fm,‘\:
I o )
MACO N |/
— MACT
‘fmlk‘ /ﬂm fm};\ \
A ‘-ﬁna )
a) Competition b) Trigger
() fm (F

MACC/MINH 'MADA/MAPA|

///, \ | \ P ~

e fn) e fm) [ fim, (fim,)
c) Acceleration d) Damage accumulation
or inhibition or parameter combination

Figure 9.1: FMT of different physical dependencies.

The MACC or MINH gate has a trigger input event, one or multiple input basic events
and one or multiple output basic event (illustrated in Figure 9.1(c)). Similar with
MACT gate, the trigger event can be other FM or an intermediate event. The differ-
ence between MACC/MINH and MACT is that the former will not result in new FMs;
they only accelerate or inhibit the developing speed of existing FMs.

The MADA or MADP gate has multiple FMs as basic events and a single output
event, which is shown in Figure 9.1(d). The input FMs develop independently; how-
ever, the results of these FMs will accumulate. The difference of MADA and MADP
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gate is that the former is used when the FMs can be characterized by damage, and
the latter by performance parameters.

The output events of the gate in Figure 9.1 can be the failure mode of compo-
nents or parts and can be directly connected to a basic event of an FT.

9.4 BDD analytical algorithms for FMT

The BDD method, which is based on Shannon decomposition rule [14], has been
widely used in solving complex FT, and the basic expression is,

F=x-Fyq+X-Fxoo (9.14)

Where F is a Boolean expression, x is a Boolean variable. Fy-; and Fy-¢ is the value
of Fwhen x =1and x = 0.

F=it6(X,Fx=1,FX=0) Zite(X,Fl,Fo) (915)

Ite represents the concise if-then-else format. The BDD is constituted by rooted, di-
rected acyclic graph (DAG), which has two sink nodes, each labeled by a distinct
logic value “0” and “1,” representing the system being in an operational or a failed
state respectively. As illustrated in Figure 9.2, each non-sink node is associated with a
Boolean variable x and has two outgoing edges called 1-edge (or then-edge) and O-
edge (or else-edge) respectively. The 1-edge represents the failure of the correspond-
ing component and leads to the child node F,-;. The 0-edge represents the operation
of the component and leads to the child node F,_y. Each non-sink node in the BDD
encodes an ite expression.

B -
0-edge 1-edge
(else edge), (then edge)
Figure 9.2: Graphic representation of ite expression of
F, F. single Boolean variable.

The ite operator can describe the following three important relationships [15]:
1) Basic events

x=ite(x,1,0) (9.16)
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2) Logical “AND” relationship between events

xey=ite(x,1,0) e ite(y,1,0)

(9.17)
=ite(x, ite(y,1,0),0)
3) Logical “OR” relationship between events
x+y=ite(x,1,0) +ite(y,1,0)
(9.18)

=ite(x, 1,ite(y, 1,0))

With the ite operators, the FT logical relationship of the basic events can be easily
described. Therefore, to use BDD method to solve FMT, it is necessary to study the
ite of FMT logic relation, which is the foundation of constructing BDD.

9.4.1 Competition ite operation rules and BDD algorithm

The operation rules of ite for different PDEP logic are studied. In traditional BDD for
competition dependency, the 0-edge represents the normally operating state and is
connected to the sink nodes “0”. The 1-edge represents the failure of the corre-
sponding component, which is not connected with each other and points to the sink
nodes “1.” To integrate PDEP in BDD, all the 1-edges of non-sink nodes represent an
integral value. Therefore, symbols 0 — t are added to all 1-edges to represent the
integral lower limit of zero and the upper limit is t. The value of sink nodes “1” is
the probability of system state. In the ite expression, “1- jé ” instead of “1” is used
to represent 1-edge.

In particular, it is explained here that the 1 edge of the improved BDD in this
chapter is different from that of the traditional BDD. In this chapter, all the 1-edges
represent an integral value and different integral intervals are distinguished by dot-
ted lines and solid lines. Solid lines mean that the integral interval is 0 — ¢, and
dotted lines mean that the integral interval is changed. For clarity, some annota-
tions are used next to the 1-edge.

Firstly, for MACO, if there are multiple competing FMs fin;(i=1...n), the opera-
tion rule of the ite is to replacing the “0” in ite(fm;,1,0) with ite(fm;;,1,0) in turn
and using “1- J(; ” to represent 1-edge. eq. (9.19) is the ite obtained from competi-
tion algorithm.
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MACO{fml,fmz...,fmn}

= MACO{ite(fmy, 1,0), ite(fm,, 1,0)..., ite(fim,,1,0) } (9.19)

t t t
=ite(fm;, 1- J Jite(fmy, 1- J .ite(fimp, 1- J ,0)))
0 0 0

The BDD for competition can be constructed with eq. (9.19), which is shown in
Figure 9.3.

0—t¢

Figure 9.3: BDD model for competition dependency.

To solve the analytical algorithm of BDD model for competition, firstly, the number
of FMs, the life distribution types and distribution parameters of each FM should be
determined, then eq. (9.2) is used to calculate the CDF of the component or system.

9.4.2 Trigger ite operation rules and BDD algorithm

In the BDD for trigger, the FMs will be connected by 0-edge, and the 1-edge will not
connected with each other. Symbol “>” is used to distinguish trigger FMs and de-
pendent FMs. The FMs before the symbol are trigger FMs and the FMs after the sym-
bol are dependent FMs, which will appear after the trigger timeT;,. Then the ite can
be constructed according to the magnitude relationship between ¢t and T,.
The operation rules of the ite operator are as follows: ¢
1) Divide the 0-edge of fin, into two paths, t > T;, and ¢t < Ty,. “1— J ” is used in ite
to represent 1-edge of fm,. 0 ¢
2) When t> Ty, “0” in ite(fm;, 1,0) is replaced by ite(fm;.1,1,0), and “1- J ” is
used to represent 1-edge of fim;. r
3) When t<T,“0” in ite(fin,, 1, 0) is retained.

According to the operation rules, the ite expression for trigger is shown in eq. (9.20).
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MACT{fmg, - fmy, ..., fm,}

= MACT({ite(fimg4, 1,0) > ite(fm;,1,0), ..., ite(fm,,1,0)} (920)

t t

t
,lite(fm,, 1"~ J , ...ite(fmy,1 - J ,0))|t > T, OO0t < Ty,])
Tt

T tr

=ite(fimg, 1- J

0

The BDD for trigger can be constructed according to eq. (9.20) but it needs to follow

certain rules:

1) Paths: t>T, andt< T, they are connected with symbol <) in BDD, which indi-
cates that there is only one path exists at any time.

2) When t> Ty, 1-edge of fim; is drawn by dotted line to indicate that the new FMs
are triggered.

3) When t < Ty, 1-edge of fm, should be directly connected to sink nodes in BDD.

The BDD for trigger is shown in Figure 9.4.

Figure 9.4: BDD model for trigger dependency.

In order to solve the analytical algorithm of BDD model for trigger, it is necessary to
determine whether the dependent FMs are triggered or not by comparing ¢ and T,.
If they are triggered, the CDF are calculated by eq. (9.5) with the path of t> T;,. If
not, the CDF is calculated by eq. (9.4) with the path of t < Ty,.

9.4.3 Acceleration or inhibition ite operation rules and BDD
algorithm

In the BDD for acceleration or inhibition, the FMs are connected by 0-edges, and 1-
edges are not connected with each other. Assume fim, keeps a constant develop-
ment rate, fm;(i=1..n) will be accelerated or inhibited at Ty,, their development
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speed will change. Construct the ite according to the magnitude relationship be-

tween t and T,.

The ite operation rule for acceleration or inhibition dependency is,

1) Divide the 0-edge of mj into two paths: ¢t > Ty, and ¢t < Ty, “1- [é ?
to represent 1-edge of fin,.

2) When t>T,, firstly, “1” in ite(fm;1,0) is replaced by ite(fm;’,1,0), “0” in
ite(fm;,1,0) and ite(fm;’,1,0) is replaced by ite(fm;.1,1,0). Then “1- é“ ” is
used to represent 1-edge of fm;, “1" - f[; ” is used to represent 1-edge of fm;’.

3) When t< Ty, replace “0” in ite(fm;, 1, 0) with ite(fm;.1,1,0) and “1- é“ ” is used
to represent 1-edge of fin;.

is used in ite

According to the operation rules, the ite expression for acceleration or inhibition is
shown in eq. (9.21):

MACC/MINH{fmy, - fmy, ..., fm,}
= MACC/MINH {{ite(fmy,1,0) - ite(fimy,1,0), ..., ite(fm,,1,0)}

t t
= ite(fmy, 1 - J , [ite(fimy, ite(fm’},1" - J s oo ite(fimy, ite(fm’n, 1 - (9.21)
0 ta
t t ot
[ ,0),00)) |t > Ty, Oitel(fmy, 1 - [ s ite(fim 1 ‘ O)|t<T,])))
. Jo JO

ta

The BDD for acceleration or inhibition is constructed according to eq. (9.21), which

is shown in Figure 9.5. The rules in building BDD are as follows:

1) Paths: t>T, and t < Ty, they are connected with symbol <> in BDD, which indi-
cates that there is only one path exists at any time.

2) When t> Ty,, dashed lines are used to draw the 1-edge of fimi’ to show that the
rate of development of FM has changed.

3) When t< Ty, solid lines are used to draw the 1-edge of fm;" and they should be
directly connected to sink nodes in BDD.

The analytical algorithm of BDD for acceleration or inhibition is as follows. Firstly,
determine whether the FMs will be accelerated or inhibited or not by comparing ¢
and Ty, if they are accelerated or inhibited, the CDF is calculated by eq. (9.9) with
the path of ¢ > Ty, . If not, the CDF is calculated by eq. (9.2) with the path of t < Ty,.

9.4.4 Damage accumulation or parameter combination ite
operation rules and BDD algorithm

Take the damage accumulation effect as the example. A;-edge is used to represent
the different rate of FMs, which should be connected by A;-edge with each other.
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Figure 9.5: BDD model of acceleration or inhibition
dependency.

The ite operation rule of accumulation is replacing the “A;” in ite(fm;, A;, 0) with
ite(fm;,1,Ai41,0) Aiin turn. The subscript A; outside the brackets is used to represent
the scaling factor of m;:

MADA{fmy, fms, ..., fmy }
= MADA({ite(fm;, A1, 0), ite(fimy, A3, 0), ..., ite(fimp, An, 0) } (9.22)
= ite(fml, ite(fmz, N, ite(fmn, /\n; O)) O)AZ’ O)Al

According to eq. (9.22), the BDD for damage accumulation can be constructed,
which is shown in Figure 9.6.

0 1 Figure 9.6: BDD model for damage accumulation
dependency.
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According to eq. (9.13), AD; is the damage in unit time due to fim;, then the PDF
of unit damage due to fin; is

D,‘(l’) = %P{ADI‘ < t} = %P{1 < t}

ti
1N (9.23)
- ()
Then the PDF of damage value accumulated by two FMs can be expressed as,
D(t) = J Di(t) -Di+1(t— T)dt
0 (9.24)

=D;(t)*Di +1(t)

The continuous function value will be discretized during simulation. Assume the
convolution variables are sequence p(n) and g(n), the convolution calculation for-
mula could be modified as eq. (9.25). When the degree of discretization is accurate
enough, the resulting errors can be ignored.

N-1
c(n)=>_p(i)g(n—i)=p(n)*q(n) (9.25)
i=0

Where N and M are the length of the sequence p(i) and q(i), and c(n) is the result of
convolution sequence, with the total length of N+M-1. When the order n=0, the se-
quence g( —1i) is the reverse result of the time sequence g(i), Timing inversion causes
q(i) to flip 180 degrees with the vertical axis, and n is the amount that makes gq( - 1)
to shift. Different n will correspond to different convolution results.

The convolution result of PDF of FMs is still a kind of PDF. Integrate the PDF on
the time axis and with egs. (9.26), (9.27), the CDF after convolution can be obtained.
d;i(S;) is the area of a micro unit in the integral process,

ay(sy) = LX)+ Gae) +§ Bis1) gy (9.26)
Fix)= 3 d(S) 9.27)
=1

To solve the analytical algorithm of BDD for accumulation, first, the distribution
function of FM should be modified to the distribution form which can be convoluted
by eq. (9.23), and the system PDF is solved by eq. (9.24). Finally, the system CDF after
convolution can be obtained by integrating PDF on time axis by egs. (9.26, 9.27).

The complexity of BDD directly affects the difficulty of analysis. The following
rules can sort the failure more reasonably to some extent.
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Rule 1: Sort the priority of component failure mechanism relationship. The lower
the complexity of failure is, the higher the priority is. The complexity of failure
mechanism is: Competition > Damage accumulation or parameter combination >
Trigger > Acceleration or inhibition.

Rule 2: Sort the priority of components in the system. According to the complexity
of components, the lower the complexity of components, the higher the priority; the
complexity of components is positively related to the number of failure mechanisms
and the complexity of failure mechanisms.

According to the order of priority from high to low, Ite expressions of compo-
nents are firstly established. Then, according to the logical relationship between
components such as “AND” and ”R,” the ite expression of the system is estab-
lished according to egs. (9.17), (9.18). On this basis, the complete BDD model can
be constructed.

9.5 Practical application

DCFP (dependent competing failure process) describes two kinds of failure process:
one is soft failure caused by continuous degradation; the other is hard failure caused
by shock process. The mutually DCFP is the coupling effect between hard and soft
failures. For example, hard failure may accelerate the development of soft failure;
both soft and hard failure will cause the decrease of hard failure threshold value, and
the system will eventually fail in the process of competition between soft and hard
failures.

The train speed control system guarantees the safety of trains in the operation
of high-speed railways. The control system module can compare the current speed
of a train with the safe speed in real time to prevent the train from speeding and
ensure its safety. As shown in Figure 9.7, the input voltage has many high-voltage
pulses (electronic shock) caused by the segmented cables. Although many measures
have been taken to reduce the electrical shocks, they still exist. Some of the wire-
bonding ICs fail to operate due to the breaking of the bonding wires. There are two
FMs acting on the wire. First, the electric shock introduced from outside will lead to
instantaneous wire fracture and deteriorate the local material properties. Secondly,
the degradation FM of thermal fatigue will result in micro-crack propagation and
ultimately lead to wire fracture. The electric shock will accelerate the degradation
process, and both of the degradation process and the shock process will decrease
the shock failure threshold. The mutual DCFP effect in this practical case is ana-
lyzed in Figure 9.8.

The system is subject to the mutual dependencies between degradation and
electric shock. As described in Figure 9.8, line U indicates the degradation process
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Traction
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|
Overhead lines Wire bonding IC
Train =

Return cable o=

Figure 9.7: The electronic traction device for high-speed rail.

System failure
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Soft failure
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Hard failure @

threshold
A
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(electrical shock) Acceleration

Soft process
(Degradation of
thermal fatigue)

) 4

Figure 9.8: Dependencies between shock(hard failure) and degradation(soft failure).

due to thermal fatigue. Line @ refers to hard failure due to electric shock, and if
electric shock exceeds the threshold, hard failure will occur. Line ® is the shock-
degradation dependence process, whereby the arriving electric shocks accelerate
the degradation process by increasing degradation rate. In addition, considering
the degradation-shock dependence, lines @ and ® indicate that the threshold of
hard failure will decrease because of degradation and shock process, in other
words, they have cumulative effect, which can be expressed by linear or non-
linear cumulative rules. Finally, system failure is determined by the completion of
lines ® and @.

According to Figure 9.8, the system FMT can be constructed in Figuge 9.9.

Where M) is the degradation process, Ms is the shock process. M, represents
the degradation process after accelerated by Ms. S, H and F means soft failure, hard
failure and system failure. Ms; represents the impact of shock failure on the hard
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@

MACC | [ MADA |

@ Figure 9.9: FMT for the case.

failure threshold, Mp, represents the impact of degradation failure on the hard fail-
ure threshold.
The ite expression of Ms; and Mp, threshold accumulation effect is

MADA{Mg, Mp,}
= MADA(ite(Mg,, 1,0), ite(Mp,,1,0)) (9.28)
= ite(ite(Myg, ite(Mp,, A3, 0),,, 0))

Each time the shock comes, the hard failure accelerates the soft failure for one time,

and Mg), i=0,1,..,n indicates the degradation after ith shock, then the ite expres-
sion of the acceleration effect between Msand M g) is,

MACC{Ms - Mp}
= MACC{ite(Ms,1,0) > ite(Mp,1,0)}
1))

51
,ite(Mg’),l—J ,0)|0Ht1<>ite(Mg>,1—J Oy, Cite(ME), (9:29)
0

t

t
= il’e(Ms, 1- [
JO

tn+1
1—] )i

tn

The ite expression of the completion between hard failure and soft failure is

MACO{MADA{Mg,, My}, MACC{Ms - Mp}}

t ty
— ite(ite(M, ite(Myy Ay, ite(Ms, 1 - J ite(M©, 1 J 0)lyq Oite(M),
0 0

t

t th1
1—J ,0)], . ...<>ite(M<"),1—J O ) ,ite(Ms,l—J Jite(MY,
4 t1—ty D tn ‘tn th+1 )Al o D (9'30)

tn+1

t (5]
. 1 .
1- j 0)lo_, Oite(My, 1~ [ 0)] gy Oite(Mp, 1 [ 0l ,1)

t Jtn

According to the ite, the BDD model is established, as shown in Figure 9.10.
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Figure 9.10: BDD model of the DCFP.

Table 9.3 shows the dependencies among FMs and the parameters used when
solving the BDD. The distribution of each FM is calculated with PPoF method. The
first four acceleration processes are considered in this case.

Table 9.3: FMs dependencies and parameters.

FMs Descriptions Dependency Weibull distribution parameter
B(©) n(o)
Ms; Decrease of hard failure threshold MADA 21,231 3
due to soft failure
o Decrease of hard failure threshold 18,231 2
due to hard failure
M Degradation process before the first shock 9,231 2.7
Ma) Degradation process after the first shock MACO 8,831 2.1
M?Z) Degradation process after the second shock 8,131 2.2
M%) Degradation process after the third shock MACC 7,832 2.3
Mg“) Degradation process after the fourth shock 7,231 4.2
Ms  Shock process 2,332 1.8

The established BDD model is solved analytically and the reliability of the system is
calculated. Figure 9.11 shows the system reliability results, where the solid line
marked with black solid triangles represents that only Mg, exists in the system, the
dotted line represents that only M, exists in the system, and the solid line repre-
sents that the accumulation effect of hard failure threshold decreases due to both
M. St and M, Dt~

From Figure 9.11, when the accumulation effect is considered, the descent of
system reliability is obvious than other the two conditions. This is due to the de-
crease of failure threshold caused by both soft and hard failure process.

Figure 9.12 shows the reliability results of the system with or without the acceler-
ation effect. The solid line represents that the degradation process has no acceleration
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Figure 9.11: System reliability when consider accumulation effect or not.

effect. The dotted line, the line marked with hollow circle, the line marked with solid
triangle, the line marked with hollow diamond represent that the ith shock happens
and accelerate the degradation process. In practice, each shock may accelerate the
degradation process, but the accelerated degradation effect caused by single shock
cannot reflect in the change of the curve, so the damage threshold is set in the solu-
tion, and that is the reason why there are turning points at different times. With the
increase of shock times the reliability decreases.

Figure 9.13 shows the system reliability considering the competition effect of
soft failure and hard failure. The solid line represents that only accumulation be-
tween hard failure and soft failure are considered. The dotted line represents that
only the acceleration effect of the electronic shock on the degradation process is
considered. Hollow diamond solid line represents the reliability with DCFP effect.
Results show that the FM physical dependent effect should be considered to make
the prediction more close to the real condition.

Figure 9.14 is the reliability results calculated by analytical method and Monte
Carlo method with 500 simulation times. When the sampling times are small, the
error of Monte Carlo method is large and the reliability curve is discontinuous. The
proposed analytic algorithm is theoretically derived from the PDF and CDF of the
failure mechanism, and the failure mechanism is decoupled by repeatedly calling
the embedded function to solve the coupling relationship of the failure mechanism.
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Figure 9.12: System reliability with or without acceleration effect.
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Figure 9.13: System reliability when consider competition effect or not.
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Finally, the continuous and accurate reliability curve is obtained. Compared with
the results obtained by Monte Carlo simulation, the system reliability curve ob-
tained by analytical method is smoother. If Monte Carlo simulation times are higher
than 1,000, the two results are nearly the same.
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Figure 9.14: Comparison of analytical and Monte Carlo results.

9.6 Conclusions

This chapter introduces a BDD method to solve the problems when FM dependen-
cies are considered in the system. BDD models can be established by FMT and ite
rules, and the system reliability is obtained by solving the model. The research re-
sults can provide a way to predict the reliability in engineering practice when there
are FM dependencies.
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10 Innovative interconnected nonlinear
hybrid dynamic modeling
for time-to-event processes

Abstract: In this work, we develop an innovative large-scale nonlinear hybrid dynamic
model of survival species and its probabilistic binary states in a systematic and unified
way. The presented approach is motivated by state and parameter estimation of time-
to-event processes in biological, chemical, engineering, epidemiological, medical,
military, multiple markets, and social dynamic processes under the influence of
discrete-time intervention processes. Two conceptual computational dynamic proce-
dures are initiated. Each procedure is composed of at least six sub-components. The
developed algorithms are independent of any particular form of survival distribution
functions or data sets. The introduction of intervention process generates and provides
a measure of degree and influence of new updated options or tools in continuous-time
states of time-to-event dynamic processes. The by-product of the procedures further
leads to study the qualitative and quantitative properties of probabilistic binary state
dynamic processes. In addition, the developed modified local lagged adapted gen-
eralized method of moments (LLGMM) measures the degree of confidence, prediction,
and planning assessments. The usefulness, significance, and mserits of the developed
methods are illustrated by applying to three real data sets. Furthermore, the devel-
oped conceptual computational procedures are dynamic algorithms.

Keywords: Kaplan—Meier estimator, binary state of population, survival principle,
interconnected discrete-time dynamic algorithm, modified LLGMM
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10.1 Introduction

In survival and reliability analysis, parametric methods are often applied to esti-
mate the hazard/risk rate and survival functions [12]. A parametric approach is
based on the assumption that the underlying survival distribution belongs to some
specific family of distributions (e.g., Weibull, log-logistic, exponential). Mostly, classical
likelihood-based models, methods, and their extensions/generalizations are developed
and utilized [11, 12, 20, 23]. Moreover, the log-logistic distribution [20-23, 25] has played
a significant role in the survival data analysis.

In this work, we present an alternative approach for modeling nonlinear time-to-
event processes in biological, chemical, engineering, epidemiological, medical, mili-
tary, multiple markets, and social dynamic processes. This approach does not require
any knowledge of either a closed-form solution distribution or a class of distributions.
The presented innovative approaches leads to development of a large-scale intercon-
nected nonlinear hybrid dynamic model under the influence of time-to-event processes
(INHDMTTEP).

The human mobhility, electronic communications, technological changes, advance-
ments in engineering, medical, and social sciences have diversified and extended the
role and scope of time-to-event processes in biological, cultural, epidemiological, fi-
nancial, military, and social sciences [1-5]. It is known that sudden changes in the
hazard rate/risk at unspecified or specified times are frequently encountered in en-
gineering and medical sciences [1]. These changes could occur multiple times. As a re-
sult of this, investigators [6—8] are often interested in (a) detecting the location of the
changes, and (b) estimating the sizes of the detected changes. Based on INHDMTTEP
and employing a nonlinear transformation, a theoretical interconnected discrete-
time dynamic algorithm of time-to-event data statistic (IDATTEDS) is developed.
Using IDATTEDS, several conceptual computational parameters and state estimation
results are presented. In addition, theoretical modified LLGMM parameter and state
estimation algorithm is also outlined. Furthermore, by introducing notions of data co-
ordination, decomposition, and aggregation, conceptual computational dynamic al-
gorithm and simulation are also developed for both IDATTEDS and modified LLGMM
procedures. Finally, we apply IDATTEDS and modified LLGMM methods to three real-
world data sets to illustrate the significance and merits of the developed procedures.

The presented approaches are motivated by parameter and state estimation
problems of continuous-time time-to-event processes.

The organization of the chapter is as follows. A few basic existing concepts
and its modifications coupled with definitions, terms, and observations are out-
lined in Section 10.2. Recognizing the rapid growth, increased efficiency and speed in
communication, science and technology in the twenty-first century, we develop inter-
connected nonlinear hybrid probabilistic binary state dynamic model composed of
both continuous- and discrete-time survival state of population under the influence
of time-to-event processes in Section 10.3. In Section 10.4, a formulation of INHDMTTEP
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is outlined. Employing INHDMTTEP, we present fundamental results regarding
continuous- and discrete-time dynamic of survival species and its survival state in
Section 10.5. Moreover, an interconnected discrete-time algorithm of data statistic
(IDATTEDS) is established. Using the IDATTEDS, we develop several results concerning
parameter and state estimation problems in time-to-event processes in Section 10.6. In
addition, we develop conceptual computational modified LLGMM algorithm for
parameter and state estimation in Section 10.7. Conceptual computational data or-
ganizational and simulation schemes in the framework of IDATTEDS and modified
LLGMM methods are presented in Sections 10.8 and 10.9, respectively. We then apply
IDATTEDS and modified LLGMM procedures to three real-world data sets in Sec-
tions 10.10 and 10.11, respectively. Moreover, the simulation results of both of
these procedures are compared. Furthermore, the modified LLGMM method pro-
vides a measure for the degree of confidence, prediction, and planning assess-
ments. In addition, we compare the IDATTEDS and modified LLGMM simulation
results with existing methods, namely, maximum likelihood [11] and Kaplan—-Meier
[18] approach in Section 10.12. In Section 10.13, we present the conclusions re-
garding the role and scope of the presented deterministic process as well as fur-
ther extensions and generalizations that are in progress. In fact, a large-scale
interconnected nonlinear hybrid dynamic model under the influence of Ito-Doob
stochastic time-to-event process is also developed, and will appear elsewhere.

10.2 Basic existing concepts and its modifications
with definitions, terms, and observations

For better understanding of the development of nonlinear and non-stationary
dynamic algorithm of time-to-event data analysis, we outline a few existing fea-
tures and innovative ideas in the theory of survival analysis, as well as make
some observations. Historically, it is known [11] that the study of time-to-event
processes is centered around the medical and engineering sciences. Mostly, clas-
sical likelihood-based models, methods and its extensions/generalizations are devel-
oped and utilized [11]. The study is based on the concepts in the theory of probability
and stochastic processes. In particular, probabilistic concepts of hazard rate function
A and survival/failure probability distributions of a random time variable T form a
core of concepts. We note that for t € R, F(t) stands for cumulative probability distri-
bution of T at ¢, and S(t) is a survival function of time-to-event process. Moreover,
S(t) + F(t) =1. In the existing literature, these probabilistic functions are treated to be
evolving mutually exclusively corresponding to two mutually exclusive time-varying
events. We refer S and F as cumulative distributions of two mutually disjoint output
processes with respect to two mutually exclusive time-varying events of (determin-
istic or stochastic) dynamic process in any discipline. Moreover, S and F are referred
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as probabilistic dynamic binary states describing binary status (options/features/condi-
tion) of population under the influence of time-to-event processes. This type of (deter-
ministic or stochastic) dynamic process can be thought of as the Bernoulli-type of
probabilistic (deterministic or stochastic) process. These two output processes of the
Bernoulli-type of probabilistic (deterministic or stochastic) process , we associate with
binary states dynamic under the influence of time-to-event process. In fact, a probabi-
listic (deterministic or stochastic) binary-state dynamic process is described by one of
the following dynamic processes (binary status of population): {action, reaction},
{normal, abnormal}, {survival, failure}, {susceptible, infective}, {operational, non-
operational}, {radical, non-radical}, and so on. This exhibits abstractions or gener-
alizations of Newton’s third law of dynamic motion process {action/reaction}.

A logistic-type survival distribution function has been introduced through a ran-
dom time transformation. Moreover, the logistic distribution was introduced by rec-
ognizing the properties of the solution of logistic population dynamic model in
the literature [11, 12]. We further note that the hazard rate function satisfies the
conditions: 1> 0, and lim; .. [jé A(s)ds] = e=. This is a very restrictive assumption.

In the following, using basic tools in mathematical sciences, we initiate a Newto-
nian-type dynamic approach for probabilistic binary state of population under the in-
fluence of time-to-event processes in the sciences, technologies, and engineering.

10.3 Formulation of probabilistic binary state
dynamic model

We recognize the rapid growth and increased efficiency and speed [1, 3-5, 9, 10] in
communication, science, engineering, and technology in the twenty-first century.
Under continuous advancements in science and technology, the study of time-to-
event processes in medical and engineering sciences have been significantly im-
proved, and can be easily extended to other disciplines that are conceptually similar
but apparently different. In fact, the scientific and technological changes are play-
ing a role for extension to dynamic processes in business, economic, management,
military and social sciences [2-5, 9, 10]. It is known that classical likelihood-based
models and methods of time-to-event models are very restrictive. For example, most
of the time-to-event processes studied in the literature [11, 12] are focused on exclu-
sively either failure or survival state dynamic of time-to-event processes. In fact, in
economic/financial/social sciences, the group of human beings is interacting with a
fellow human consumer/associate or a user of similar goods/services/information/
knowledge/background/entities easily and more frequently for making a decision/
choice. Recently, by introducing the concept of network externality process and its
dynamic principle [10], the consumer group network influence has led to the defini-
tion of network externality value. Moreover, network good value is determined by a
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current market share/size. It has been further remarked that the collection of net-
work externality functions includes sub-classes of survival/failure functions with fi-
nite domain of operation. We associate two mutually exclusive time-to-events in
science and technology with respect to two mutually exclusive dynamic states oper-
ating/functioning in the sciences, engineering, and technologies to develop a dy-
namic model.

In this work, we initiate a nonlinear probabilistic binary state dynamic model
under the influence of time-to-event processes in biological, medical, business,
economic, management, military and social sciences as a binary-state probabilis-
tic dynamic process interacting or influencing simultaneously instead of mutually
exclusively (isolated manner). Let S (survival state), survival/operating/suscepti-
ble/action/normal, and F (failure state), failure/non-operating/infective/inaction/
abnormal be probabilistic binary states of dynamic process (binary status of popu-
lation) under the influence of time-to-event processes in the sciences, engineering,
financial, medical, military, technological, and social disciplines. Let us assume
that the probabilistic measures of these two dynamic states are represented by
S and F, respectively. For this purpose, we introduce a dynamic principle for a
probabilistic binary state of time-to-event process as follows:

Survival principle: A specific differential rate of survival state probability mea-
sure over an interval of time [t, t + At] of binary state of population dynamic process
is directly proportional to the product of failure state probability measure and the
length of the interval At:

%ocht,

that is,
dS= - A(t)SFdt
= —A()S(1-S)dt, (10.1)

where A is a nonnegative function of proportionality; dS stands for a differential of
survival state probability measure over an interval of length At =d¢t; dS/S denotes a
specific differential rate of survival state probability measure over the length of time
interval At; the negative sign in (10.1) signifies that survival state probability mea-
sure decreases as t increases; and 1- S represents a potential of failure measure; in
addition, 1-S characterizes instantaneous effects of the failure state probability
measure on the dynamic of survival state. Moreover, the differential of S in (10.1) is
directly proportional to the product of the variance SF of binary states probability
measure of population dynamic of time-to-event process and time At. The rate func-
tion A may depend on time and or covariate states of Bernoulli-type dynamic pro-
cess, and parameters of time-to-event process.
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The development of nonlinear survival state dynamic model (10.1) motivates to
study a very general survival state dynamic model of time-to-event process described by

dS=-SA(t,S,C)dt, S(to)=So, (10.2)

where A is a continuous function defined on R xR x B into R, and it is smooth
enough to assure the existence, uniqueness, and the non-negativity of solution pro-
cess of (10.2) with 0<S<1, whenever 0<Sy <1 and covariate C € B. Moreover, the
solution process S(t, ty, So) is increasing in Sy for each (¢, ¢)) € RxR.

In the following, we present an example that exhibits the role and scope of the
presented dynamic modeling approach.

Example 10.1: We consider the following very simple probabilistic binary state dynamic model
under the influence of time-to-event dynamic process. We consider

dS=(-B.S+as)dt, S(tg)=Sg, 0<So <1,
{ (=BsS+as) (to) =S0,0<Sp < (10.3)

dF = (—ﬁFF-FO([:)dt, F(l’o) =Fyp,0<Fp<1,

where B, as, Br and af are positive real numbers; these positive parameters satisfy the follow-
ing conditions: O<as<B and af <Br. S(t)= exp[-Bs(t—1to)]So + ‘;T;(l— exp[-Bs(t—to)]) and
F(t)=exp[-Br(t—to)|Fo + g—i(l— exp[—B(t—to)]) are solution processes of (10.3). Moreover,
0<F(t)<land 0<S(t)<1.Inaddition, F(t)+S(t) =1, provided B =B, =B and as + ar = .

Remark 10.1: Currently, we do not have any real-world data to justify the validity
of its usage. In fact, this opens a new avenue to undertake a study of time-to-event
process. We note that this example provides a theoretical illustration for the mea-
sure of sustainability/unsustainability, stability/unstability, sustainable/unsustain-
able invariant sets, and attainable/unattainable sets.

Remark 10.2: Let (¢y,So) be a given initial condition. The initial data (to,So) to-
gether with (10.1) is referred to as the initial value problem (IVP)[3]. Employing an
elementary technique, the initial value problem

dS= -A()SA-S)dt, S(to)=So, t€ [to, o), (10.4)

has a unique non-negative solution.
Moreover, the closed-form solution process of (10.4) is represented by

S(to) exp [ - JEAs) ds}

S(t) = p . (10.5)
1-S(to) +S(to) exp [ - J"[O A(s) ds]
The solution representation in (10.5) can be rewritten as
1 1
S(t) S(to) (10.6)

"1+ expH(D) -alt)]’ "1+ exp[-a(t)]’
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where H(t)=H(tp) + ffo A(s)ds and a(ty) =H(tp) — In [lg(stgf)} .
From (10.6), we further note that

1
1+ expla(to) —H(t)]

F(t) (10.7)
F in (10.7) can be referred to as a generalized logistic distribution.

In the following, we exhibit a well-known log-logistic distribution as a special
case of (10.4).

Example 10.2: Let us consider a transformation,

Y=InT=a+0X, (10.8)

where a € R,0>0, and a random variable X has the standard logistic cumulative distribution [11].
Under the transformation (10.8), (10.4) reduces to

ds— - %5(1—S)dt, S(to) = So,

with A= %, H(t)="2tand a(to) = - In {%] + IR,

The nonlinear survival state dynamic model described by (10.2) is too restrictive. It
does not address the problems of external intervention processes generated by the
usage of modern scientific, engineering, medical and technological tools/products/
procedures/etc. In order to incorporate updated tools (intervention processes) for the
betterment of services/results/benefits, dynamic model (10.2) needs to be modified.
For this purpose, we introduce a definition and modify dynamic model (10.2).

Definition 10.1: Let t; <t; <t; < - - <ty <ty;1 be a given partition (P) of a time inter-
val [to, T], and £, <oo. Let A4, A, ..., Ay be model parameters. We associate a finite
increasing sequence {tj_l}]’-‘jll of intervention process corresponding to the partition
(P) of the overall time interval [ty, T] of study. Moreover, we decompose [to, T] by
the finite sequence of subintervals {[tj 1, 1‘,-)}1’.‘:11 of [to, T]. A hazard/risk rate function
for a nonnegative random variable T that characterizes time-to-event processes is of
the following form:

A 0<t<t
A t1<t<ty
At)=4 (10.9)
Ak#—l tZtk>

where A; are positive real numbers forj € I(1,k+1), (I(1,1)={1,2, ...,1}).

From Definition 10.1, we recognize that the sudden changes in A(t) are encoun-
tered due to various types of intervention processes (internal or external) [3] introduc-
tion. It is known [3] that many real-world time-to-event dynamic processes undergo
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state adjustment processes, periodically. Due to constant changes in science, technol-
ogy, medicine, cultural, environmental, educational, financial and socio-economic
changes/behavior, continuous-time dynamic processes are frequently interrupted by
discrete-time events. This results in a modification of (10.2) under the influence of in-
tervention processes. Following the nonlinear hybrid dynamic model [3], a modified
version of a probabilistic binary state dynamic model of population (10.2) under the
influence of time-to-event process is described by

dS= -SA(t, S)dt, S(t_1)=Si.1, tetit),
{ ( ) (11) j-1 [111) (10'10)

Sj=AM S G0 S)) S(to)=So, J € I(LK),

where A is defined in (10.2), A is a Borel-measurable survival state discrete-time inter-
vention rate function; S(¢;7) =S(¢;, ti-1, Sj-1) represents the left-hand limit of survival
state function at time ¢t;. We note that system (10.10) is an interconnected nonlinear hy-
brid probabilistic binary state dynamic system composed of both continuous- and dis-
crete-time survival state of population under the influence of time-to-event processes.

Remark 10.3: The hybrid dynamic model corresponding to (10.4) is as:

{dsz —A)S(A-8)dt,  S(ti1) =Sj1,  t € [t b)), (10.11)

Sj=S(t, ti-1,Sp1), S(to) = So, jel(1k).
Imitating the procedure described in [3], the solution process of the initial value
problem (IVP) (10.11) is as follows:
1
1+ %exp [L;_l A(s) ds}

S(t, tj,l,Sj,l) = , te [l’]‘,1,tj). (10.12)

Furthermore, the solution process of the overall time-to-event dynamic process (10.11)

on [to, T] is
1
S(t, t}'_1,s]'_1) = -s , te [to, T), (1013)
-5 "
1+ 5, exp Utj_l A(s) ds}
where
1 .
Sja= T , , for jelI(1,k). (10.14)
1+ g0 T] exp i A(s)ds|
Moreover, from (10.13), we obtain
1-5(t, t-,l,S-,l)} [1—5-,1} t
lnézln%+J A(s)ds, t € [ty, T], 10.15
{ S(t, ti-1, Sj-1) Sj1 t ) fo. 7] (1015)

j-1

at time ¢.
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In the following, we develop basic theoretical results that lay down a founda-
tion for the development of an innovative approach for state and parameter estima-
tion of time-to-event dynamic processes. Most of the parameter estimation methods
in the survival analysis literature are centered around the closed-form representa-
tion of likelihood functions, whereby the entire data set has been utilized to esti-
mate the parameters on the overall interval [¢,, T] of study.

10.4 Formulation of large-scale nonlinear hybrid
dynamic model

In this section, we develop a large-scale interconnected hybrid dynamic system
composed of two subsystems. One of the systems is a hybrid dynamic population
model for number of units/species/individuals/infectives, and the other is its non-
linear hybrid probabilistic binary state dynamic model of population under the in-
fluence of time-to-event process (10.10). In the light of this, the overall large-scale
hybrid dynamic system is referred to as an INHDMTTEP.

Let x(t) be total number of units/individuals operating/alive (or survivals) at
time ¢ for t € [to, T) be described in (10.10). Let A and S be the hazard rate and sur-
vival state functions of units/patients/infectives/species/individuals described in
(10.2), respectively.

Following the argument outlined in developing dynamic models in [3, 13],
we introduce the following systems of nonlinear and non-stationary differential
equations:

dx=W(t,Sx)dn(t), x(to)=xo, tE€ [tji1¢),
X=X +J (6, S( 5 b1, )X (&5 61, X5-1), X51), (10.16)
dS=-SA(t,S)dt, t=0, S(to)=So, '

Sj = S]',l + A(tj_ ,S(tj_ s tj,1,8j71)), S(to) = So,

where S is a survival state rate function; the finite sequence of subintervals
{[tj_l,tj)}]'-‘jll is defined in Definition 10.1; A is defined in (10.2); W is a continuous
function defined on [tj1, ¢j) xR into R for j € I(1, k); J(¢, S(&; ™, tj-1, S-1)X(& > G-1, Xj-1),
Xj1) =1y W, St b1, Sp)X (875 61, Sjo1)) = 15 W1, Sjaxja); 7 and iyl are
positive constants; 7 is a function of bounded variation defined on [tj4,¢;) into
R; A is defined in (10.10).

In addition, it is assumed that (10.16) has a solution process [3]. It is denoted
by (x,S). The Flowchart 10.1 exhibits the structural and operational dynamic of

INHDMTTEP.
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N0) Sj NG Sjs1

x;i_1(t7) X; x;(t21)
j—1\% J Ww: NI J;

tj-1 G G+l

Flowchart 10.1: Structural and operational dynamic of INHDMTTEP.

Remark 10.4: In addition to the conditions on (10.16), if W and A are non-negative
functions (i.e. W,A>0), and if

0, tetint),
n(t) =
1, t=¢,

then (10.16) reduces to a partially discrete-time interconnected nonlinear hybrid dy-
namic system:
dx=0dt, x(to)=xo0, tE€ [tiatj),
X=X +J (&7, S -1, Sj0)x (&5 G, X1), X-1), (10.17)
dS= —S/\(t, S)dt, t e [tj,l, tj),
S]' = Sj_1 + A(t]f , S(t[ N/ER Sj_1)), S(to) =So.

Example 10.3: SA(t,S) =A(t)S(1-S) is an admissible function in (10.16) and (10.17).
In the following section, we derive a theoretical transformed interconnected discrete-time dynamic
algorithm for time-to-event data statistic.

10.5 Derivation of theoretical interconnected
discrete-time dynamic algorithm

Employing the interconnected hybrid dynamic model for time-to-event process de-
scribed in (10.16), we present a fundamental result regarding continuous- and dis-
crete-time dynamic of survival species and its survival state or operating objects or
thoughts. Prior to this result, we introduce a few concepts that will be utilized,
subsequently.

Definition 10.2: Let z be a function defined by z(t) = x(¢)S(t), where S and x are so-

lution processes of (10.16) for t € [to, T). Moreover, for each ¢ € [to, T), z(t) stands
for the number of survivals/operating units at ¢.
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Definition 10.3: The sequence {tj,l}}‘=1 defined in Definition 10.1 is referred to as
the conceptual data collection/observation/intervention sequence over the interval
of time [ty, T), and the sequence of subinterval {[t;_;, t,‘)}}‘:1 is called a continuous-
time hybrid system operating subinterval sequence with its right-end-point as a con-
ceptual data observation time.

Now, we are ready to present a fundamental theoretical result. The presented
result provides a foundation for the development of survival data analysis of time-to-
event processes in any field of interest that are conceptually similar but apparently
different [3].

Theorem 10.1: Let (x,S) be a solution process of (10.16), and let t;_y and t; be conse-
cutive conceptual data observation times in a given interval of time [to, T). Then the
transformed interconnected nonlinear hybrid dynamic model of survival species and
state of time-to-event dynamic process described by (10.16) is reduced to

dz=-zA(t,S)dt + SW(t,z)dn(t), z(ti1)=z-1, forte [tji1,¢),andj e I(1,k),

dS = -SA(t,S)dt, S(to) = So,

zj=2zj1 + XA, S5 41, S5-1)) + S (675 2 b1, X5-1), X5-1), 2(t0) =20,
(10.18)

and corresponding transformed discrete-time conceptual computational interconnected
dynamic algorithm

{Z(fi) =2z(tj1) = Alti-1, S(-1))2(t-1) Aty + 3, 2(to) = 2o,

. (10.19)
S(6j) = S(t-1) = A(t-1,S(6-1))S(t-1)AGj, S(to) = So, j € I(1, k),

where z is defined in Definition 10.2; y;=n; S(t7 )W(t .2 ) — 14 S(6-1) W(ti-1,2j41),
and it represents change in survivals due to either failure/censored/admitted or change-
point process; and At;=t; —ti_4 for j € I(1, k).

Proof. For t € [tj1,tj),j =1, from Definition 10.2 and the nature of S, we have

dz(t) = x()dS + S(t)dx(t)
=x(6)[ - S(OA(t, S(£))de] + S(OW (L, S(E)x)dn ()
=—Z(OA(L S(t))dt + S(W (¢, z(£))dn ). (10.20)

This establishes the continuous-time dynamic subsystem in (10.18). The proofs of the dis-
crete-time dynamic subsystem in (10.19) and iterative process (10.20) are outlined below.

From the discrete-time dynamic of population/species state x and survival state
intervention process in (10.16), we have

Zi=zj1+ Xj,lA(t[ , S(l’f NIEN S]',l)) + Sj](l’{ ,Z(l’{ s tj,l,X]',l),X]',l) (10.21)

This establishes the discrete-time dynamic subsystem in (10.18).
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Now, applying the Euler-type numerical scheme [14] to (10.20) over an interval
[t, /tj], we obtain

t:

z(t) —z(ti1) = — Ati1, S(ti1))z(6-1) Aty + Jl S(s)W(s,z(s))dn(s). (10.22)

tig

By applying the Riemann-Stieltjes integral property [24], we approximate (10.21)

and (10.22) as
z(6) = z(ti1) = = A(t-1,S(8-1))2(G-1) A+ S )W (L, 2(8)) =13 S(G-1) W (t-1,2-1)-
(10.23)
From (10.23), we have
2(t) = [1-A(tia, S(t1))AG|z(t4) +y;  forj € I(1,k), (10.24)

where y;=n; S(& )W(t,2(¢7)) — 154 S(6-1) W(ti-1,2-1) is a jump at ¢, and it repre-
sents change in survivals due to an intervention process. Applying the Euler numeri-
cal scheme to the continuous-time dynamic in (10.16) over the interval [t;_4, ;] yields

S(t)) =S(6;1) — A(ti-1, S(t1))S(61 )AL (10.25)

Equations (10.24) and (10.25) establish the discrete-time conceptual theoretical dy-
namic for joint survival state process in the context of joint continuous-time intercon-
nected nonlinear dynamic and the discrete-time intervention component processes
(10.18). Moreover, (10.24) and (10.25) exhibit the derivation of (10.19). This establishes
the proof of Theorem 10.1. Furthermore (10.19) is an approximation of the trans-
formed intervention process in (10.18).

Remark 10.5: The transformed theoretical discrete-time computational dynamic pro-
cess (10.19) provides a basis for the discrete-time conceptual computational and sim-
ulation dynamic processes. Flowchart 10.2 exhibits the structural and discrete-time
operational dynamic of interconnected discrete-time algorithm of time-to-event data
statistic (IDATTEDS). The theoretical procedure of IDATTEDS is considered to be a sin-

gle shot approach.
Sj-2 S; 5 S

j—1 J +1

SDj_l SDj SD}+1 ]—.
S}-Z Sj-1 S

Zj_p Zj-1 Zj Zj+1
’ zDj zD; zDj41 -
tj_l tj tj+1 "

Flowchart 10.2: Structural and operational dynamic of IDATTEDS.
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Now, using (10.17), we present a result that is jointly totally discrete-time inter-
connected nonlinear hybrid system.
Corollary 10.1: Let us consider a very special case of (10.17) as follows:

dx=0dt, x(to)=xo, tE€ [ti1t),

X=X +J (&7, S(t -1, Sj)x (&5 G-, Xj1), X1),

10.26
dS=0, te [f]',l, tj), ( )
Sj=Si1+ A(t{ , S(t}f ,t-1,5121)), S(to) = So.
Then under the assumptions of Theorem 10.1, (10.26) reduces to
dz=0dt, =z(ti1)=2zi1, tEeE]ltiyt),
(11_) - [ti-1,t;) o (10.27)
Zj=2j +X]',1A(tj s S(ti NIER Sj,l)) + Sj](tj ,Z(tj > tj71>xj—1)>xj—1) > Z(tO) =20,
and
z(tj) =z(ti-1) = Atj-1, S(t-1))z(8-1) + y; 2(to) = SoXo, (10.28)
S(8) = S(tj-1) ~ Alti-1,S(t1))S(t-1), S(to) =So, j € I(1, k). '

We remark that this corollary is transformed totally discrete-time version of nonlin-
ear hybrid dynamic system operating under discrete-time intervention component
processes.

In the next section, we establish theoretical discrete-time conceptual computa-
tional parameter and state estimation algorithms.

10.6 Conceptual computational parameter and state
estimations

Using Definition 10.2 and the transformed theoretical discrete-time iterative process
(10.19), we develop conceptual computational parameter dynamic estimation algo-
rithms. This approach is referred to as IDATTEDS and is a single shot procedure In
addition, parameter and state estimations are determined, conceptually. For this
purpose, we introduce a few definitions and notations.

Definition 10.4: Let t;; and ¢; be consecutive conceptual data collection/observa-
tion times on [to, T), and let z(t) be as defined in Definition 10.2. z(¢;_;) stands for
the number of survivals at the time ¢, for each j € I(1, k). Moreover, the number
of survivals z(ti_;) are under observation/supervision over the sub-interval of time
[t-1,8) of length At;. z(tj-1)At; is the amount of time spent by z(¢;_;) survivals under
observation/testing/evaluation over the length At; of time interval [¢;_1, ¢;).
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Definition 10.5: For j € I(1,k), let ¢;,; and ¢; be consecutive data observation/super-
vision times of population/objects/entities and state survival dynamic process. The
parameter estimate at ¢; is defined by the quotient of change of entities/objects over
the consecutive change time subinterval [tj_;, t;) and the total time spent by the enti-
ties/objects under observation/supervision over the subinterval [tj_, ¢;) of length At;.

Definition 10.6: Let {zj,l}]’.‘zl be an overall sequence of transformed conceptual
state data set with respect to the conceptual state data collection/observation time se-
quence {t; 1}] 1» and let {] 1 1}1 v G J¥e, and {6 }Xa_ be overall conceptual
failure, censored and admitted i 1ncreasmg subsequences of the overall conceptual data
collection time sequence {t;_ 1}1 b respectively Three subsequences of the overall con-
ceptual state data sequence {z;- 1}1 , associated with the three overall conceptual sub-
sequences of failure, censored and admitted time subsequences are represented by

k k k
{Z;—li—l}iil’ {Zf—ll—l}lil’ and {Z]('I—lm—l}rr?ﬂ’ (10.29)

respectively. These conceptual state data subsequences are called conceptual failure,
censored and admitted state subsequences of {z,-,l};-‘zl, respectively. We note that
ke +ke+ka=k.

Definition 10.7: The union of the boundary pomt set of the interval [tp, T) and the
range of the overall failure subsequence { i 1}1f 1 constitutes a partition of the in-
terval [ty, T), T < oo. This partition of [, ), T <o is termed as overall conceptual
failure-time partition of [to, T), and it is denoted by (P = U]k 5 Pf 1)- Moreover,
=4 C P in Definition 10.1. Furthermore, P and P“ can be defmed similarly; in
fact, P UP UPY=P.

Definition 10.8: For j € I(1,k) and any consecutive pair ({ i1 ¢ 1l.) of conceptual
failure-times for i € I(1, k) under the notations t’iloo = t’i for 1—1 and either =1 or
m 1; furthermore, t),, =to if i=j = 1; either tf ik, +1 tjf i = t{ 1 Of t]f liim= t{hka =
} 1 depending on whether = kc +1orm= ka + 1; a j— lith consecutive conceptual
failure-time subinterval is [t]f i G /1) for i € I(1, ky). In addition, the conceptual trans-
formed state data associated with the consecutive conceptual initial failure times is

denoted by 2{-100 =2{_1 and for j=1, 2]_, =20 =2h.

Definition 10.9: Let {z; ;,_ 1} and {z}',,,_ 1}m , be overall censored and admitted con-
ceptual transforrned state data subsequences defined in Definition 10.6. Let {¢; ;; , }pc' 1
and {; 1q}q 1 be conceptual subsequences restricted to the j—1ith consecutlve
conceptual failure-time subinterval [¢] i G I ;) of overall conceptual censored and
admitted subsequences {¢; ;;_ J¥e and {t - Ja_ of times of the overall sequence
{t, 1}] 1 of times, respectlvely Moreover the umon of the boundary points of
[] i b 11) and the range of subsequences {¢; ;;_ 1p} pand {¢ ;. 1q} i form a sub-

partition P}f_ of P/ and the partition of j-1ith sublnterval [t 11t )- Two
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subsequences of the overall censored and/or admitted conceptual transformed
state data subsequences {z; ;,_ ¥ and/or {z {Z i J¥a_ with respect to the two over-
all conceptual censored and admitted time subsequences of the overall sequence of
times {[t, 1 t,)}] , Testricted to the j - 1ith consecutive conceptual failure-time subinter-

val [t/ i tjf 1) are represented by

ke, ka;
{Faipatpr and {20,130 (10.30)

respectively. These conceptual transformed state data subsequences are called sub-
sequences of the overall censored and admitted conceptual state data subsequences
{7 1}1 and {z',,, 1}, , of the overall conceptual sequence {zj_ 1}} , of data set,
respectlvely We note that k. = chl ke, and ko= Z’fn: ka,,. Moreover, for p=1 and
g=1, (10.30) reduces to0 z; y; 1=z y; ; and z{'; ;=2 y; ; respectively; for p=k +2,
and g = kg, +2, we have ch—li—lkci =Z;and z g +1 = zj; respectively.

Remark 10.6: The transformed discrete-time dynamic process (10.19) is referred to
as conceptual computational interconnected dynamic algorithm for time-to-event
data statistic (IDATTEDS). Moreover, from (10.19), we introduce three more special
transformed theoretical numerical dynamic schemes for time-to-event dynamic pro-
cesses, namely: (i) abnormal/failure/death/removal/infective/etc. species or objects,
(ii) censored/quitting/withdrawn/etc. species or objects, and (iii) admitted/joining/re-
lapsed/susceptible/etc. species or objects. We further note that the presented numeri-
cal dynamic schemes allow “ties” with deaths/failure or censored/quitting or admitted/
susceptible process. In addition, the population/species under the presented observa-
tion/supervision process includes the abnormal/species/patient/objects/infectives pop-
ulation as a special case.

(i) (For each j € I(1,k), let tfm be either failure, censored or admitting time at ¢;_;.
For y’r 0, the transformed dlscrete time dynamic component (10.19) at tf for failure/
death/removal/mfectlve/ etc. process data set is described by

2(t) = [1 A(Eee, s (f“‘))Atf} 20 for jeI(1,k). (10.31)

] IS j-1
This together with (10.19), one obtains

2(t]) = 2(£5) = = A1, S(t1))2(L5) AL, z(to) = zo,

(10.32)
S() = S(t-1) = A1, S(E1))S(E,) A, S(to) = So,

where a pair (t{c‘f tf) stands for either (t]f_l, tf) or (£ 4, t’.c) or (t,, tf); t{, tf, and t,

stand for failure, censored and admitting times, respectively; t]f = t']f - tff‘ll.
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(ii) For each j € I(1,k), let tcaf be either censored, admitting or failure time at ¢;;. y]
stands for the conceptual number of censored objects/infectives/quitting/withdrawn/
etc. at a time ¢;. The transformed discrete-time component (10.19) at ¢; for censored/
listed/identified process data set is reduced to

2(t5) = [1 A, (¢ ))Af}( T~y for jelI(Lk) (10.33)

() or (], £6); Atf = £ — £ Thus

where a pair (tff{ ,t) stands for either (], t7), (t]* i

j-1

2(6) - 2(6%) = = A1, S(6-1))2(6 )AL — 4%, z(to) =20,
S(tj) = S(tj-1) — AL, S(E,))S (L)AL, S(to) = So.

j-r

(10.34)

(iii) For each j € I(1,k), let t’“f be either admitting, censored or failure time at ¢;_;. y]
stands for the conceptual number of objects/infectives/etc. arriving/joining at a time
t]?’. The transformed discrete-time dynamic component (10.19) at ¢/ for admitting/
joining/sustainable/recruiting/etc. process data set is represented by

2(6) = [1 AL, (e ))Ata} (D) +y¢ for jeI(Lk), (10.35)
where a pair (]“C{ t!) belongs to a set: (]“C{ tf) € {(¢y, t)), (&1, ), (tf )} At =
ta—td

Hence

2(t) - 2(6) = = Alt1, S(t-2)2(6 At + y, , 2(to) = 2o, 1036

S(6) =S(t-1) = A 1, S 1))S(6)AG, S(to) =
(iv) Remarks (i), (ii), and (iii) remain valid for the iterative process (10.28)

(D) For yf =0, (10.28) reduces to
2(t]) - 2(475) = = Alty1, S(t-0))2(E55), 2(to) =20, 037
S(t) = S(t-1) = A(t]1, S(t]1))S(¢,) AL, S(to) =So.
(I1) For ¥ = y]? in (10.28), (10.28) reduces to
z(t5) -z = —Ati1, S(t1))z(tY , =20,
(t) - 2(£Y) (llf(Jl))( ]3 ¥j»2(to) =20 (1038)
S(6) = S(t-1) = A(, S(¢1))S(¢, )AL, S(to) = So.
(111) For ¥ = y}z in (10.28), (10.28) reduces to
acfy _ ) . acf _
z(t) —z(t5) = = A1, S(t-1))z(657) + 95, 2(to) = 2o, (10.39)

S(t) =S(ti-1) - AL, S(EL,))S(t )AL, S(to) = So.
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In the following, we present very simple result that provides an insight for the under-
standing of the discrete-time dynamic of state and parameter estimation problems.
Moreover, the result provides one of the assumptions of the principle of mathematical
induction .

Theorem 10.2: Assume that the conditions of Theorem 10.1 in the context of Remarks 10.6
(1), (it), and (iii) and Definitions 10.8 and 10.9 are satisfied.

(a) For jeI(1,k), let t{_l and t]f be consecutive risk/failure/removal/death/non-
operational times in [to, T), T <oo. Then the theoretical/computational estimation
algorithm and parameter estimation for A(t,S(t)) at tjf are described as

2(d]) =2(¢,) - At S(H,))2(e )AL, z(to) = 0,

S(t) =S(tLy) - A, S(EL,))S(tL) AL, S(to) = So,

(10.40)

and

z(t) - z(t])

At S(t,) = BT

A =d - . (10.41)

Moreover an overall conceptual computational estimate for A(t,S(t)),S(t), and z(t) on
the time interval of study [ty, T), T < oo is

A S(t4)) =L, S(L), for te[d ) and jeI(1,k),

S(t, 61, Sj1)» S(tj-1) =S, (10.42)

Z(t, b1, 2j), 2(61) =Zj1.
(b) For j € I(1,k), if tf <ti< tf and t is censored time between a pair of consecutive
failure times tf _, and tf in [to, T) T < oo, then the theoretical/computational estimation
algorithm and parameter estimation for A(t,S(t)) at tf are respectively determined by

2(6) =2(e )~ M0 UL [ ) 26000 - . 2(00) =20,
S =S(E )~ A, S )S(E )AL, S(to) = So,

(10.43)

and

2(t,) -2(t) -

; = al (10.44)
z(t_ 1) At +2(E) A

Ati1,S(t1)) =

where Atfc =t - tf 1 Atcf = tf t;. Moreover an overall conceptual computational esti-

mate for /I(t S( ), S(¢), and z( ) on the time interval of study [ty, T), T < oo is
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At S(ti4) =AM, S(E)), for teltl,¢) and jeI(Lk),

S(t tj 1,51 1) ( 1)=Sj—1, (10.45)
2(t, i1, 2j1)s Z(61) =21,
(c) Forj € I(1,k), if tf L <t'< tf and t' is joining/admitting time between a pair of con-

secutive failure times tf - and tf in [to, T), T < oo, then the theoretical/computational es-
timation algorithm and parameter estimation for A(t, S(t)) at tf are determined by

z2(t)) =2(E,) - AL, S(tL)) |2 At + 2(E) ALY | +92, z(to) =20

(10.46)
S(t) =S(t]y) - AL, S(EL,))S(tL) AL, S(to) = So,
and
‘An a
] 50 ) = ) 2H6) (10.47)

2(t ALY +2(t “f)At"f

where At]f’f = tf - t}il , Atlf" = t{ - t;’. Moreover an overall conceptual computational esti-
mate for A(t, S(t)), S(t), and z(t) and on the time interval of study [to, T), T < oo is

At, S(t,-,l)):;l(tf S(t,f_l)), for te[t.tf) and jelI(Lk),

j-r
=51, (10.48)

Proof. (a) Let tf _, and tf be two consecutive conceptual failure times. In this case,
kc kq, =0. From Deﬁnltlon 10 8, here i=1, therefore, for the subinterval [] TR
ti / ),1=i=1,and tf —tf tf ] 100- Using the theoretical discrete-time iterative scheme
(10.19) and Remark 6. 1(1) to (6.4), we have

2() =2(61) = A(t1, S(t],)2(¢,) AL, 2(to) = 2o,
S(6) =S(t],) - AL, S(¢))S(¢],) AL}, S(to) = So.

This establishes a(i). For the validity of a(ii), from Definition 10.4, backward substi-
tution, and using Definition 10.5, we obtain

f S
z(t, ) -z(t)
Jj-1 j f_o _f

Atj —tj t]-_l,

A 8(t0)) =AW S(E) = 7
J-1U

S(t, t]‘_l,gj—l): S(tj—l) :Si—l’
zZ(t G4, 2j1), 2(t1) =Zj1.

fort e [tj.il, t{ ) and j € I(1, k). This establishes (a)(ii). This completes the proof of (a).
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(b) Let £ be a censoring time between two consecutive conceptual risk/failure

times, t,_; and tf We consider a partition of subinterval [tjc » tf ) to be Pf [t;c b tf E

tia<ti, < t, In addltlon from Definitions 10.8 and 10.9, k4, =0, k, —l and 0 + ke, +2= 3
Thus, the size of Pf _,; is 3. We note that i =1, since t = tf 10 and t = t t,,lkciﬂ

Employing Remark 10.6(ii) in the context of [tf t“) and [t7, tf ), respectively, and
algebraic simplifications, we have

2(t) - 2(8y) = = Aty S(t,))2(E ) At —f
and
2(t) = 2(t5 ) = = A3, S(E1)z(t5 ) A = = A, S(E],))2(E )AL,
Adding and simplifying, we obtain

Z(t{) _Z(tf_ )= A(t;f 1’S(t§c—1)) [Z(t;q)Ath +Z(tf_1)At{fl} -

and hence

2(6)) =2(e) = AW, S() [2(¢ At +2(65.)885 | - 56, 2(t0) =20,
S(t]) =S(,) - At S(t,))S(EL) AL, S(to) = So.

(10.49)

This establishes (b)(i).

From (10.49) and the backward substitution, we conclude that z(tf ) —z(g ) ¥i
is the number of failure/non- operatmg ob]ects and z(tf )Atcf +2()A tfc denotes the
total amount of time spent by z( V-2t Iy - yj over the interval [¢;- 1,t}) Hence, solv-
ing for /1( 1 (tf_l)) establishes (b)(ii)

(c) The proof of (c) can be constructed by slightly modifying the argument for the
proof of (b). This establishes proof of the theorem.

In the following, we extend Theorem 10.2, for multiple censored and admitting
times between two consecutive failure times.

Theorem 10.3: Let the hypotheses of Theorem 10.1 in the context of Remarks 10.6(i),
10.6(ii), and 10.6(iii) and Deﬁnitions 10.8 and 10.9 be satisfied. For each j € I(1, k)k a+nld
eachi e I(l k ) Iett i 1and i1 be consecutive failure times. Let {tj_;; 1, l}pc 1
{thi1g- L g-1 bea ﬁnzte subsequences of censored and admitted time observatzons

respectlvely, over a consecutive failure-time subinterval [t]f_h_l, t{_h) where ke, is the
total number of censored objects/species/infective/quitting covered over the subin-

terval [t [ i G 11) kg, is the total number of admitting/entering/joining/susceptible/
etc. covered over the subinterval [t [ it 1,t]f 1)+ Then the theoretical transformed/compu-

tational estimation algorithm and parameter estimation for A(t,S(t)) at t{m are re-
spectively determined by
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kbi+1
D =2(t ) Ay Sy ) | D2 2(E AT ) |~k +Kap 2(to) =20,

f
(t] 1

S(] 11) (t{ 1i- 1) A(t{-u-vs(t)f li- 1))5@c 1i- 1) tf 11’5( ) So,

(10.50)
forielI(1,ks),j €I(1,k) and
. ) 2(t ) —2(t ) — ke, + kg,
A(t{ 1i-1° (t]f—li—l)) = kb] +111l H e [tj—li—l’t][—li)’ (10.51)

z 2(65 DA )

where kbi = kcl. + k“i'
Moreover an overall conceptual parameter estimate for z(t), S(t) and A(t, S(t)) on the
time interval of study [to, T) are determined by

(t, (t]f 1) = ;l(; 11 S(, i) forte [tf i—1’t;—1i)’ jeI(Lk)andi € I(1, ky),

() (ttf111>(]11 )) (111) S]lzl»
2() = 2(6t] 4 2(t] 311)-

-0
w”

(10.52)

Proof. From Definitions 10.8 and 10.9, [=p=j=i=1,t},, =t; and tOl Uy +1= ¢/, and
the application of Theorem 6.1, we note that one of the fundamental assumptlons of
the principle of mathematical induction(PMI) [3] is satisfied. For the validity of the
application of PMI, we assume that (10.50) is valid for j—1 € I(1,k), and then
need to show that (10.50) is satisfied forj € I(1, k). For this purpose, we note that
for j € I(1,k), each i € I(1, k), and t i1 } 1 € [to> T), ke, and ky, objects/species/
subjects are censored and admltted over the submterval [t ARTEN .} of consecutive
failure times, respectively. Let Pf 1 be a partition correspondmg to the union of
the range of two finite subsequences of censored and admitted times over the

consecutive failure-time subinterval [¢ [ i ﬂ) and let it be represented by

4 _4f _4f c/a c/a c/a
P](—li‘tj—li—ll—l =t i10= G 1<t Do < e <Gl <Gl <.
Ve e ) (10.53)
< t < t =t ;.
—1i— lkb —1i— lkb +1 j-1i

In short, Pf ; is a partition of [f [
kbi = kCi + kai'

For j € I(1,k) and i € I(1,k¢), using the iterative schemes (10.32), (10.34), and
(10.36) and noting the nature of the process A( f/ﬁ " 1,5(1‘]6/1“1 1) =AMy S )
in the context of Definitions 10.8 and 10.9 for I € I(1, ks, ), we have

i /] with the size of the partition ky, +2, and
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(] W)~ Z(] i) = A(t]f 1S ] 1i1) tjfc{lal)Atfcl:ll-'-Y;:/ﬁ 1

- z A o S i )26 i DA i

c/a c/a c/a
+AG 1kp,* S(tj—li—lkb ))Z(t] 1i-1ky, )At{ikbiﬂ

A(t{ 1i-1° ( —1i- 1)){ >z (;C/ﬁ 11-1 )AtC/lal 11} kbi'

[,

Hence,
kb +1
() 11) Z(] 1i- 1) A(t{ 1i-1° () 1i- 1)) |: Z Z(t)C/ﬁ 11— 1)AtC/1”: 11:| ij+kaj’Z(t0):ZO
S(t)f 11) S(t]f 1i- 1) A(t{ 1i— I’S(t{ 1i- 1))5(1{ 1i- )Atf lz’S(tO) S
(10.54)

This establishes (i).
From (10.54), we note that z(¢] i) —2(8 ¢ i) — ke, + kg, is a change in the number of

1tems/sub]ects that are under observatlon over the subinterval [t{ lie 1’1{1] and
Zz L z( Ic/ﬁ " 1)A(tjc/ﬁ ) is a total amount of time spent under the observation/

testing/evaluation/monitoring of z(t; t/ “,) items/patients/infectives/subjects on the
interval [t [Ic/f: . lc/l‘: ) for 1€ I(1, ks, ) j €I(1,n) and i € I(1, k). From this and Defini-

tion 10.5, and the backward substltutlon, we obtain

. 2(t 4y y) ~2(t ) ~ ke + kg
A(; 11 (]-11'-1)): kb]+1 : » LE [t{ 1i- 1>tﬁ)
Z Z(t]C/IaI 1) (1 i-11)

for IEI(l,kf) and jeI(1,k).

This establishes (10.51). Moreover,

Alt, S(t]f 1i-1) = ( (t]f i) fort € [] 1i-1 '—li)’ jelI(l,k)andi € I(1, k),
S(t)=S(t,t,;. I,S ) Sy 1) =Siai,

2(t) =2(t, tffufvz(t{flifl))'

]

This completes the proof of the theorem.
In the following, we present a special case, when A(t, S) takes a specific form.
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Example 10.4: For A(t,S) =A(t)(1-S), (10.51) reduces to

t 2(t) )~ ke, +ka,
/](tlf " 1) z( j-1i- 1)’( ” (1/ 11) i T Ka; te [tjff:[ifrtjfi)’ (10.55)
(1*5(t,-f_1i_1)) ; 2( f/; 10 1)A(§c-/1‘:'—1l)

fori € I(1,kf) and j € I(1, k).

Example 10.5: Let A(t) = (1/0t), where o is a parameter to be estimated from empirical data. Then
applying Theorem 6.2, we obtain

2t -2t ) ke + ke,
1 -1 j-1i) ~ i i e[t ), (10.56)
6(1f ) ’+ . (tc/n 1) J-1-1 i
j—1i— c a j—1i-1
i u—ﬂﬁnn>§:d,yﬂnfz'
1=1 j-1i-11-1

fori e I(1,kf) andj € I(1,k).

In the following, we present a few results that are very special cases of Theorem 10.3.

Corollary 10.2: Let the hypotheses of Theorem 10.3 be satisfied except k, = 0. Then the
theoretical/conceptual estimation algorithm and parameter estimation for A(t,S(t)) at t{i
are respectively determined by

Z(tlfi): (; 1)~ /\(, 1i-1° (tlf 1i-1)) Zl Z(tf—li—lp—l)A(t]g—li—lp) = ke;» 2(to) =Zo,
S 3) =S yi1) = At 4y S(E 45 1)S(H] 4 )AL 1 S(to) = So,
(10.57)

and

2(t ) ~2(E) ~ ke
/\(} " 1,5(1 1 1)): kCl+l] 1i-1 j-1i

Z (t}C 1li-1p— I)A(tjg—li—lp)

ctelty ), (10.58)

forieI(1,kf) and j € I(1, k). Moreover an overall conceptual computational estimate
for A(t,S(¢)), S(t) and z(t) on the time interval of study [t, T) is

;\(t’ (; 1)) = jl(tf 1i- 1’3(, 1i1)), fort € [t]f—li—l’t{—li)’ j€I(l,k)andi € I(1, kf),

A(t) (t’t{n G (, 1i- 1)) (1 1i- 1) Sj-ti-1s
E(t) =2(t, 6y 1 2(E 1))
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Corollary 10.3: Let the hypotheses of Theorem 10.3 be satisfied except k. = 0. Then the
theoretical/conceptual estimation algorithm and parameter estimation for A(t,S(t)) at
tf _y; are respectively determined by

Z(t{) (t{ 1i- 1) /\(t]f 1i-1° (1 1li— 1)) El (1 1i-1g - I)A(t]{l—li—lq) +kai,Z(t0)=Zo,
(&) =S 4i-1) ~A 4y S(E1))S(E 4y )AL, S(to) = So,
(10.59)
and
2(t ) —2(t) + ko,
A gy Sy 0) = et el th), (10.60)
; (1 li-1qg - I)A() 1i- lq)

forieI(1,kf) and j € I(1, k). Moreover an overall conceptual computational estimate
for A(t,S(¢)), S(t), and z(t) on the time interval of study [to, T] is

j(t)g(tﬁf—lm)) = A(t}f-n—v A(t{ 1i-1)), fort € [t) 1i-10 4

g ¢ ), jel(l,k)andie I(1,k),
), S(tf 1ii1) = Sj-1i-1>

S(t) = S(t, t{—li—l’ s‘(tj—ll—l)
2(1‘) :2(t> tHH,i( j—lz—l))'

The following special case of Theorem 10.3 is with respect to the totally discrete-time
hybrid dynamic model for time-to-event dynamic process .

Corollary 10.4: Let us assume that the conditions of Corollary 10.1 in the context of
Definitions 10.8 and 10.9 and Remarks 10 6(iv) (I, (H), and (III) are satisfied. For
each j € I(1, k) and eachkl € I(1,kf), let t i1 and ¢, tiy; be consecutive failure times.
Let {t; 4 1p}p TR 1q} q-1 be a finite subsequences of censored and admitted time
observatzons respectzvely, over a consecutive failure-time subinterval [t [ i1 t{ 1i)» Where
ke, is the total number of censored objects/species/infective/quitting covered over the
submterval [t{ 1o G- 11) kg, is the total number of admitting/entering/joining/suscepti-
ble/etc. covered over the subinterval [t [ i1 ]f 1i)- Then the theoretical/conceptual esti-

mation algorithm and parameter estimation for A(t, S(t)) at tf ; are determined by

kb +1
Z(t{—li)zz(t{—li—l) _A(t{—li » (; li- 1))[ > 2( }C/ﬁ - 1)} — ke + kay» 2(to) = 2o, (10.61)
S(10) = St 11-1) A4y S(E1))S( 4, ) ALy, S(to) = o,

and
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. . 26 ) —z(t ) - ke, + kg,
A(t]f—li—l’s(t{_li—l)) = hkt, +1 - te [t{—li—l’t{—li)’ (10.62)

= 2()

respectively fori € I(1,ks) and j € I(1, k).
Moreover an overall conceptual computational estimate for A(t,S(t)), S(t), and z(t)
on the time interval of study [to, T| is

Att, S(t]f 1i-1 )):A(l 1i-1 g(t{—li—l)) fort e [t] 1i-1° '—li)’ j €I(L,k)andi € I(L k),

$()=8(t, 4L, St ;) SUtyi) =Sty
).

() =2(t Ly, 2(t )

(10.63)

Now, we state a very general theorem that provides a theoretical estimate for A(t,S) be-
tween two consecutive change point times, t*, | and t{*, .

Theorem 10.4: Let the hypotheses of Theorem 10.1 in the context of Definitions 10.8
and 10.9 and Remarks 10.4, 10.6(i), 10.6(ii), and 10.6(iii) be satisfied. For each
je I(l k) and each reI(1,n), let tfplr , and th be consecutive change point times.
Let {} 1r—1i 1}1 v W ar1p- 1}’; pand {ty, 1, 1}q 1be the asequence of failure, cen-
sored and admlsswn times respectively in the interval [t;”, i b P ) ke ke,, and kg, are
respectively, the total number of failures, censored and admzttmg items/objects/spe-
cies/etc. in the consecutive change-point subinterval [t [ M ] 1r) Then the theoretical/
conceptual estimation algorithm and parameter estimation for A(t,S(t)) at t].cflr are de-

termined by

(r cp
(1 lr) Z(] 1r— 1) A(tj—lr 1 1r-11-1 r—

() 1r- 1 Z t)f/C/a )A tf/f/all)

— kfr — kCr + kar> Z(to) =20, (1064)

S(60) = S(2y) = A1 S5, 1))SE2, ) AGE S(to) = So,
and
A R 2(t65,4) —z(t5,) — Ky, — ke, + kg,
A(t;‘f)lril,s(tfiplril)) ]klbrr 1 /]/17‘ : /C a , te [tff’lr,p t]‘cflr)> (1065)
c/a c/a
1—21 Z(t;—lr—ll—l)A(t;‘lr_ll)

respectively for r € I(1,n) and j € I(1, k). ky, =k, + ke, + kq,. Moreover an overall con-
ceptual estimate for A(t, S(t)), S(t), and z(t) on the time interval of study |[t, T) is
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}Al(tﬂé(tjcplr—l)) A(; -1 S( r1)), for te [t] 1r— l’tjcplr)’ rel(l,n) and j € I(1,k),
)

S(t tcplr 1’ (] 1r-1 ) () 1i- 1) Sf—li—l’
(t tcplr l’A(} 1r-1 )
(10.66)

Proof. Imitating the proof of Theorem 10.3, one can establish the proof of the
Theorem 10.4.

Remark 10.7: Corollaries parallel to Corollaries 10.2 and 10.3 can be formulated.
The following special case of Theorem 10.4 is with respect to the totally discrete-
time hybrid dynamic model for time-to-event dynamic process.

Corollary 10.5 Let us assume that all conditions of Corollary 10.1 in the context of Defi-
nitions 10.8 and 10.9 and Remarks 10.6(iv) (I), (II), and (Ill) are satisfied. For each
j e I(1,k) and each r € I(1,n), let tf”l, , and t; be consecutive change point times. Let
{ i 1}1 At 1r-1p- 1}’; 1 and {t? Lir1g- 1} 1 be asequence of failure, censored and
admlsszon times respectively in the interval [t [ a1 by D).k, ke,» and kg, are respec-
tively, the total number of failures, censored and admlttmg items/objects/species/etc. in
the consecutive change-point subinterval [t? i1 G P). Then the theoretical/conceptual es-
timation algorithm and parameter estimation for A(t, S(t)) at t]f"rp are determined by

kbr
) =2y )My S )| 5 2€L50)] iy +a t0) =20
S(ticflr) :S(t;‘cﬂr—l) _A(tjcf)lr—l’S(tjcflr—l))s(tj—lr—l)’ S( 0) =So,

(10.67)

and

3 P ( ) (th) kfr_k +kr
AEP, 5 S(EP, ) = — e T et th,),  (10.68)

HRTER

respectively. Moreover an overall conceptual estimate for A(t,S(t)), S(t), and z(t) and
on the time interval of study [to, T) is

A7, 1) =A(E", 1 S(6%, ), for te (67, 1,67,), rel(ln) and jeI(1Lk),

J-1r-1 5j-1r
S(t)=5(t, ¥ ), St 1) =Sj1i1,
)-

—1r-1° ( j—

1r-1 )
(t) (ttpr 1’2(]17 )
(10.69)

In the following section, we develop conceptual computational modified LLGMM pa-
rameter and state estimation procedure.
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10.7 Conceptual computational modified LLGMM
parameter and state estimation

In this section, employing the results of Sections 10.3-10.5, we develop a modified
version of the local lagged adapted generalized method of moments (LLGMM) [15].
This is achieved by utilizing the developed alternative procedure in Section 10.6
and the LLGMM method. We also make an attempt to coordinate and compare the
developed innovative approach for parameter and state estimation of time-to-event
process with recently developed LLGMM approach. We note that the transformed
conceptual computational interconnected dynamic algorithm for time-to-event data
statistic IDATTEDS) is local. It is centered around each consecutive pair of failure
or change time ordered subinterval ¢, ,, .t/ ) or [t%, . 7)) with its right-end-point
data observation/collection process for i € I(1,ks) or i € I(1, ksp). Moreover, param-
eter and state estimation of the time-to-event process is relative to each consecutive
pair of failure or change time subinterval operation of the time-to-event dynamic pro-
cess. This type of parameter and state estimation problem in time-to-event processes
can be characterized by the local single-shot procedure identified by the right-end
point of the j — 1ith consecutive failure or change point subinterval for each i € I(1, kf)
orie (1kgp).

These above observations motivate to extend this single-shot parameter and
state estimation problem to a finite multi-choice local lagged consecutive failure or
change time subintervals with right-end-point data observation/collection process.
For this, we introduce a couple of definitions that form a bridge to connect the IDAT-
TEDS aEproach with the %LGMM approacll}. From Detk"mitions 10.4-10.9, we recall that

f f f f f f f : :
{tj—li—l}izl’ {[tj—li—l’tj—li)}izl’ P;(-p{zj—li—l}i:v {P](—li}i:l’ are increasing sequences of
overall consecutive failure-times, consecutive failure-time subintervals, failure-
time partition of [to, T), conceptual data sequence at failure-time, sequence of sub-
partition of consecutive time subinterval [t]{lH, tﬁu)’ respectively fori € I(1, k).

Definition 10.10: For each i € I(1,kf) and each m; € I(1,i-1), a patrtition of closed

interval [t]f_li_ mp t;-n‘] is called local at a failure-time t]f_li, and it is defined by
R f f f
P](—li—m,-' =Ggim <Gaiime1 < <G <Gy (10.70)
. . . . . fof -1
A mj-size consecutive failure time subinterval subsequence {[t; ;;, ;. & 1;,;.1)}i= _m, Of

. . . . ke .
the overall consecutive failure time subinterval sequence {[tf—li—l’t{—li)}iz ; is called
local lagged moving failure-time subsequence at tﬁu that is a cover of [tjfflifmi, t]ffu):

-1

U [t;-uarl’ t;—1i+l+1) = [t{—li—mi’ t{—li)' (10.71)
1= - mi
P]f_li_ m; 1S @ sub-partition of the partition P;_l cP.
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Definition 10.11: For each i € I(1,kf) and each m; € I (1 i—1), alocal lagged moving
consecutive failure time subsequence of subintervals, {[t, TR t}f ) P m; at failure
time t’c _,; of the size m; is identified by the restriction of overall failure time state data

subsequence {zji 1}1 | to Pf in (10.70), and it is defined by

~1i—m;
Smi,j—1i5 = {FIZ]',H}?= —m (10.72)

Here, F is a forward-shift operator, and F ~1=B, B is the backward shift operator.
m; varies from 1 to i; the corresponding local sequence Sm;,i at tf_h. varies from
{F'zi 3}, to {F'ziyi})_ ;.. As a result of this, the sequence defined in (10.72) is
also called a m;-local moving sequence of failure-time state data associated with m;-
local lagged finite sequence of subintervals at a failure-time t{ i foreachi e I(1, k).

In the following, we a outline computational scheme for the survival state data
analysis problem. Using the concept of m;-moving sequence of failure-time state
data at a failure time t]f 1;» computational schemes for the change point problem can
be developed analogously.

Hereafter, we utilize Definitions 10.10 and 10.11, and recast the LLGMM algo-
rithm [9, 15]. For each m; € I(1,i-1), using (10.51) and [ € I( - m;, — 1), we determine
estimates of A at each failure time t]f ,; for the special case of SA(t,S) =SA(t)(1-S)
(without loss of generality), as follows:

-1

Z [Z(tj—liJrl) _Z(tj—1i+l+1) - ch + kam}
e —~ , (10.73)
> (1-Fs(]. " z 2 o)A

I=-m;

ml-,i =

where A(£,S) =A(t)(1-S); m; € I(1,i-1); k,,, is the total number of censored objects/

species/infective/quitting covered over the subinterval [1 ll+l,l‘]f 1is1+1)3 Kay,, is the

total number of admitting/entering/joining/susceptible/etc. covered over the subin-

&
terval[]ml, i) Koy, = ke, + Ky,

i+l i+l

1
Remark 10.8: For the special case of A(t) = E’ (10.73) reduces to

+1 c/a

Pisl ¢la AL i
Z (1 F S(tl ll)) Z ( j—li+ln - 1) c/a
6‘ I=-m; n= tj71i+ln71 (10 74)
m;,i = =T . .
> [Z(tj—liﬂ) =Z(taivr 1) =Ky + kam}
1= - mi

In short, the usage of the transformed continuous-time deterministic dynamic hy-
brid model for time-to-event process, and discrete-time interconnected hybrid dy-
namic algorithm of local sample mean lead to an innovative alternative method for
parameter and state estimation problems for continuous-time dynamic models de-
scribed by both linear and nonlinear deterministic differential equations.

printed on 2/14/2023 7:32 AMvia . All use subject to https://ww.ebsco. confterms-of-use



EBSCChost -

202 —— Emmanuel A. Appiah, G. S. Ladde, Jay G. Ladde

In the next section, we outline computational, data organizational, and IDAT-
TEDS simulation schemes.

10.8 Conceptual computational and organizational
dynamic algorithm

In this section, we outline a conceptual computational dynamic algorithm that in-
cludes both (a) survival state and (b) change point survival state and parameter esti-
mation problems in a systematic and unified way. For the undertaking of this task,
we need to know conceptually coordinated data collection, numerical scheme, and
simulation times with theoretical discrete-time dynamic algorithm. In addition, it is
essential to decompose, reorganize, and re-aggregate a given overall data set in a
suitable manner to meet the overall goal(s). Prior to the development of the scheme,
we define, introduce notations and reorganize the observed data set for the usage
of a conceptual computational dynamic algorithm. We formulate the outline of
the conceptual computational dynamic algorithm for survival state data analysis
problem.

10.8.1 Data collection coordination with iterative processes

Without loss of generality, we assume that the real data observation/collection
schedule is indeed a finite sequence {tj,l}]’le corresponding to the partition P of
[to, T) defined in Section 10.3. Moreover, the real-world data set and its data obser-
vation/collection times are coordinated with conceptual data set sequence and
data collection sequence of times.

10.8.2 Data decomposition, reorganization, and aggregation

Based on our research, we recognize that there are two major problems of interests
in a time-to-event dynamic process, namely: (1) Survival state and (2) change point
state estimation analysis problems. For the study of these problems, we decompose,
reorganize and re-aggregate the original real-world data set in a respective frame-
work of (1) Survival state and (2) change point study in a time-to-event process. The
original data is coordinated, decomposed, reorganized, and aggregated with refer-
ence to the conceptual data coordination, decomposition, reorganization, and ag-
gregation in a manner analogous to Definitions 10.6-10.9.
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10.8.3 Conceptual computational parameter and state
estimations scheme

For the conceptual computational parameter estimation, we use nonlinear discrete-
time conceptual computational interconnected dynamic algorithm (10.19) for time-to-
event data statistic (Flowchart 10.2-IDATTEDS)). The original state data subsequences
are associated with conceptual data set. The decomposition of the original real-world
data set into three types of subsequences of data are as defined in the context of Defi-
nition 10.6. We consider the original data set as the real data set. For i € (1,kf), con-
ceptual computational dynamic estimation algorithms in (10.50) and (10.51) are
used for continuous-time and totally discrete-time real-world data sets, respec-
tively. The parameter and state estimates at t{_li are determined using (10.51) and
(10.62) for continuous-time and totally discrete-time real-world data sets, respec-
tively. Finally, employing the principle of mathematical induction [3], an overall
parameter and state estimations for z(t),S(t) and A(t, S(¢)) over the time interval
[to, T) of study are determined from (10.52) and (10.63).

10.8.4 Conceptual computational state simulation scheme

We utilize the common sense ideas, namely, range of finite sequence of data collection
time, the initial relative frequency of the survival and the range of relative frequency. In
addition, we employ the fundamental properties of solution process of initial value
problems in the theory of differential equations [3], in particular the continuous depen-
dence of solutions with respect to initial data and other properties. We identify the ini-
tial data (to,So,20) for various choices of Sy. The best estimates are obtained when
near optimal convergence is achieved for a particular choice of initial survival state, So.
In short, the conceptual computational algorithm consists of three-step nested pro-
cesses. In summary, the conceptual simulation algorithm is outlined in Flowchart 10.2-
IDATTEDS is outlined in Flowchart 10.3. We present an algorithm and a flowchart for
the simulation schemes described above.
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Given tg, So and zg
forj=1tokdo
if Failure time then
fori=1to ks do
Compute ke;, k;, z(t{fh.fl),z(t{i)
if Continuous then

Ky, +1
Compute lel; Z(¢/% A )

j-1i-1-1/ 211
else
Compute ZE"; ' Z(t].c_/ )
end if
Compute A,z and §
end for
else

Change point analysis

end if
end for

Algorithm 10.1: IDATTEDS Simulation Scheme.

10.8.5 Change point data analysis problem

In this subsection, we address the usage of the study of time-to-event process. A
change-point process in the time-to-event process measures the effects of interven-
tion process. Here, again the overall pair of sequence of discrete-time intercon-
nected state dynamic data set is characterized by single right-end point data set
with two consecutive change point dynamic processes. A sequence of two consecu-
tive change point times is assumed to be a single subsequence of overall sequence
{tj_l}llle of conceptual state data observation times. The sequence of two consecu-
tive change point times is denoted by {t* ,};_, for r € I(1,n) with n<k. Generally,
using the time-to-event state dynamic data set, the change point sequence of times
is estimated. The rest of the data collection coordination with conceptual iterative
process is parallel to the survival state problem, except notational changes. For ex-
ample, replacing [tl[_li_l,t{_li) by [t ,,t%,), the entire conceptual computational
procedure regarding the survival state data analysis problem is imitated for the
change-point problem analogously. For i € I(1,n) the conceptual computational dy-
namic algorithms in (10.64) and (10.67) are used for continuous-time and totally dis-
crete-time real-world data sets, respectively. The parameter and state estimates at
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t].cf’lr are determined using (10.65) and (10.68) for continuous-time and totally discrete-
time real-world data sets, respectively. Finally, employing the principle of mathe-
matical induction, an overall parameter and state estimation for A(¢,S(¢)), S(t) and
z(t) over the time interval [ty, T) of study are determined from (10.66) and (10.69).

In the next section, we outline computational, data organizational, and modi-

fied LLGMM simulation schemes.

10.9 Conceptual computational and organizational
dynamic modified LLGMM algorithm

The numerical approximation and simulation processes need to be synchronized with
the existing data collection process in the context of the partition of [ty, T]. For each
i €I(1,k), we assume that t{fh. is the scheduled time clock for the j—1ith collected
data of the state of the system under investigation. The iterative and simulation time
processes are both t}{u" For each m; € 0Sj_4;=1(1,i-1) at t;{u’ from Definition 10.11, we
pick a m; local admissible sequence {F’zj,l,-}?= e Using the terms of this sequence
and (10.73), we compute the state and parameter estimates of the continuous-time dy-
namic equation. These estimates form a local finite sequence of parameter estimates at
t]f_h. corresponding to AS; 1; = {Sm, j-1:m; € I(1,i-1)} for each i € I(1, k). The principle
of mathematical induction is employed for the development of a conceptual computa-
tional scheme.

For each admissible sequence in AS; y;, let z;, ; ;; be a simulated value of sy, jy;
This engenders an m; local sequence of simulated data {ani, j’li}mieosj—l,i' The

satisfies the following scheme:

f
att;.

simulated zy, ; y;

Z}'g—li = Z}?—li—l - Ai—li—l 2}?-11'-1 (1- Sf-li-l)Ati—li - kci + ka,-- (10.75)

To find the best estimate of z(¢;_;), let us define

Emi»i‘1i>zj—1i = |z(t-11) _ani,j—li (10.76)
to be the absolute error of z(t{fh.) relative to each member of the term of local admissible
sequences {z;, j—li}mieos,-,” of simulated values. For any preassigned arbitrary small
positive number € and for each time t]{li, to find the best estimate from admissible simu-
lated values, we determine the following sub-optimal admissible set of data at t][_u as:

Mj—li = {mi:Emi,,-_li,ijli <g for m; € OS]'_H}. (10.77)
Among these collected sub-optimal set of values, the value that gives the minimum
Em;, j-1izjy; is recorded as m;. The parameters corresponding to m; is referred to as
the e-level sub-optimal estimates of the true parameters. These sub-optimal estimates
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are estimated at time t{_li with m;. The simulated value z;, ;_,; at t{_li corresponding to
m; is recorded as the best estimate for z(tj_;;) at t{_li. Having obtained the best estimate
for A, we then proceed to find the optimal/best estimate for the survival function at t}ili

via the following:

S(ti11) = S(t1i1) = A1 1) S (t11) (1= S(t;-11-1) ) Al 1. (10.78)

Finally, an estimate of Sz ;_y; at t]f_h. corresponding to m; is also recorded as the best
estimate for S(tj_y;) at t{_li.

10.9.1 Modified LLGMM conceptual computational parameter
and state estimation schemes

To summarize the computation, a modified LLGMM conceptual computational algo-
rithm is outlined in Flowchart 10.5.

Remark 10.9: Equation (10.75) specializes to

1 Atj_y;
Zyjo1i = Zmy_qj-1i17 mzfni_lj—li—l(l_Smi_lj—li—l)ﬁ —ke; + kg, (10.79)
i
and (10.78) reduces to
) . 1 . A Aty
S(ti1i) =S(tj-1i1) = = S(ti_1i-1) (1 = S(tj-1i- L 10.80
(1 11) (1 1i 1) U(tjqi, mi) (1 1 1)( (1 1i 1)) tHH ( )

Initials: Tp,

For each admissible

m;-local admissible

m;- local parameter
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|

(Relative Frequency) {SWRJ—U}?:fnL, at Tyf—h

e-suboptimal - Simulated estimate
. ves e-suboptimal For M,_y; # 0, ves Test for e-sub P
estimate : R . - e for z at T_y; is
. i m; = "HlEH/}A:- : m; € Mj_y; optimality 1, B
2, j—1; fOT 2 Zmgj—1i
no l

Choose the largest m; For M, # 0, and

1no

0S;j_1; — M, Delete

For Mj_1; =0

no

Flowchart 10.5: Modified LLGMM conceptual computational algorithm.
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10.9.2 Modified LLGMM conceptual computational simulation
schemes and algorithms

We present an algorithm and flowchart for the simulation scheme described above.

Given initials tq, So, 2o, €,
fori=1to ks do
Compute mj=1toi
form;j=0toido
Compute /Alml., joiimi=0toi
Compute z,, iy, Empj iz q; Emy i
end for
end for
end for
if =, iy <€ then
Save m;
else
Find m; that minimizes Zy, ;_1; zi
end if
Compute Az ;1 thi,j—lp Siing,j -1+

Zj-1i <€

i

Algorithm 10.2: Modified LLGMM simulation scheme.

We note that the above presented innovative algorithm is valid for state and param-
eter estimation problems for continuous-time dynamic models described by linear
hybrid deterministic differential equations for time-to-event processes. We further
note that the algorithm also allows for the admission/joining of individuals/items.

Remark 10.10: We remark that intervention processes provide a measure of influence
of new tools/procedures/approaches in continuous-time states of time-to-event dy-
namic process. In particular, it generates a measure of the degree of sustainability,
survivability, reliability of the system. This further leads to sustainable/unsustainable,
survivable/failure, reliable/unreliable binary state invariant sets. In addition, interven-
tion processes provides the comparison between the past and currently used tools/
procedures/approaches/attitudes/etc.

In the following section, we apply the IDATTEDS procedure to three real data
sets. This exhibits the usefulness of the theoretical algorithms and procedures.
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Input data, €

Initial Tp, 20, So > RF(Relative Frequency)

A j—1ir s mi € I(1,4)

Zpnaj—1i > Smii =iz 1, Update Sy
Choose m; with
. no L
Repeat for each j MIN S, 6,25 4,
as m;
yes

no

.
/\m,,j—li 5 5%,1711‘7 Zrng,j—1i

yes

Record

Flowchart 10.6: Modified LLGMM simulation algorithm.

10.10 Applications of IDATTEDS to time-to-event
data sets

In this section, using the conceptual computational dynamic algorithm, we exem-
plify our theoretical algorithms and procedures for estimating parameters and sur-

vival state for three data sets: (i) 96 locomotive control failure data set in number of
thousand miles [12, 16], (ii) a follow-up time and vital status of 100 subjects in the
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Worcester heart attack study [17], and (iii) data set describing time (in months) of
death and losses of a sample of 8 items found in [18] that was analyzed in [19].

Illustration 10.1: The data in Table 10.1 was discussed in [12, 16] regarding the num-
ber of thousand miles at which different locomotive controls failed in a life test involv-
ing 96 controls. The test was terminated after 135,000 miles, by which time 37 failures

had occurred. Fifty-nine locomotive controls were censored at 135, 000 miles.

We apply the developed conceptual computational algorithm. Employing (10.56)
with k, =0, we demonstrate our innovative alternative approach for finding parame-
ter and survival function estimates on consecutive failure time intervals.

Table 10.1: Locomotive control life-test data set [12, 16].

Data Failure/ Frequency Survivalor Data Failure or Frequency  Survival or
observation censor of failure or operating  observation censor of failure or operating
per time censorsat unitsatt:z per time censors at unitsatf;:z
1,000 miles t; (7] 1,000 miles t; (7]

trb=1.0 Initial 96 t,0=91.5 Failure 1 76
t;=22.5 Failure 1 95 t,1=93.5 Failure 1 75
t,=37.5 Failure 1 94 t,,=102.5 Failure 1 74
t3=46.5 Failure 1 93 t,3=107.0 Failure 1 73
t,=48.5 Failure 1 92 t,,=108.5 Failure 1 72
ts=51.5 Failure 1 91 t,5=112.5 Failure 1 71
ts=53.5 Failure 1 90 t,=113.5 Failure 1 70
t; =54.5 Failure 1 89 t,,=116.0 Failure 1 69
tg=57.5 Failure 1 88 tg=117.0 Failure 1 68
ty=66.5 Failure 1 87 t,0=118.5 Failure 1 67
t10=68.0 Failure 1 86 t30=119.0 Failure 1 66
t11 =69.5 Failure 1 85 t3;,=120.0 Failure 1 65
t1»,=76.5 Failure 1 84 t3,=122.5 Failure 1 64
t13=77.0 Failure 1 83 t33=123.0 Failure 1 63
t14,=78.5 Failure 1 82 t3,=127.5 Failure 1 62
t;5=280.0 Failure 1 81 t35=131.0 Failure 1 61
ti6=81.5 Failure 1 80 t3¢=132.5 Failure 1 60
t;;=82.5 Failure 1 79 t37;=134.0 Failure 1 59
t15=83.0 Failure 1 78 t3g=135.0 Censored 59 0
ti0=84.0 Failure 1 77
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We utilize the range of finite sequence of data collection time. We note the ini-
tial relative frequency of the survival locomotive control to be g—g In fact the range
of relative frequency is [0.6146,0.9896]. We chose the initial survival probabilities
to be Sy =0.985,0.989,0.99,0.999, 0.9999, 0.99999 and 0.999999 and applied the con-
ceptual computational simulation algorithm for consecutive failure-time subin-
tervals. The results are recorded in Table 10.2. The simulation results exhibit the
almost optimal convergence of survival state probability estimates for So =0.99999.
We then conclude that the best survival state estimate is obtained by choosing
S0 =0.99999 for the locomotive control data set. This was further reaffirmed by the
application of the modified version of LLGMM method that assures a certain degree
of confidence in the survival state estimates. In addition, the modified version of
LLGMM method provides a test for the best optimality of state and parameter esti-
mates. Moreover, it provides a confidence interval for the survival state estimates.
Furthermore, it also provides a measure of significance for the usage of new proce-
dures/tools/etc.

In the following illustration, we apply the developed algorithm to a follow-up
time and vital status of 100 patients in the Worcester heart attack study [17].

Ilustration 10.2: The data in Table 10.3 shows follow-up time and vital status (failure
or censored) for 100 subjects in the Worcester heart attack study [17]. We note that
there are multiple censored times occurring between any two consecutive failure times
unlike the data set in Table 10.1, where all censored times occurred after the last failure
time. We note that the initial relative frequency of the survival of patient data is 0.98.
In fact the range of the relative frequency is [0.51,0.98]. Here also, we choose initial
survival probabilities to be Sy =0.985,0.989,0.99,0.999,0.9999, 0.99999, 0.999999
and apply the conceptual computational simulation algorithm (10.56) with k,; =0
for consecutive failure-time subintervals. The results are recorded in Table 10.4.
The simulation results exhibit the optimal convergence of survival state probabil-
ity estimates for Sp =0.99999. We conclude that the almost best survival state esti-
mate is for Sop =0.99999 for the Worcester heart attack study data set. This was also
confirmed by the application of the modified version of LLGMM method that as-
sures a certain degree of confidence in the survival state estimates.

In the following illustration, we apply the developed alternative innovative al-
gorithm to a data set used by [19].

Illustration 10.3: The data set in Table 10.5 is originally from [18]. Malla et al. used
the data set to exemplify their approach.

Malla et al. assumed that the largest observation 12.1 is uncensored. They also
assumed that 0=ap<a;<a,< --- <ay are jumps of the Kaplan—Meier [18] survival
estimator in magnitude, and thus obtained a; = 0.125, a, = 0.175, a3 = 0.175, a4 = 0.2625,
as =0.2625. They then proceeded to calculate the hazard rate function using the follow-
ing equation:
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Table 10.3: A follow-up time of 100 Worcester heart attack study data set [17].

Data Failure or Frequency of Survival or Data Failure or Frequency Survival or
Observation Censor Failure/ Operating Observation Censor Time of Failure/ Operating
Time Censorsatt; units at  z(t) Censors units at t;: 2(t;)
att;
tr=1.0 Initial 100 t3=1011 Failure 70
ty = Failure 2 98 ty9=1048 Failure 69
t,=14 Failure 1 97 t30=1054 Failure 68
t3=44 Failure 1 96 t31=1172 Failure 67
t, =62 Failure 1 95 t3,=1205 Failure 66
ts =89 Failure 1 94 t33=1278 Failure 65
ts =98 Failure 1 93 t34,=1401 Failure 64
t;=104 Failure 1 92 t35=1497 Failure 63
tg =107 Failure 1 91 t3¢=1557 Failure 62
to=114 Failure 1 90 t37=1577 Failure 61
ti1o=123 Failure 1 89 t3g=1624 Failure 60
t11 =128  Failure 1 88 t39=1669 Failure 59
ti, =148  Failure 1 87 t40=1806 Failure 58
t;3=182  Failure 1 86 t41=1836 Censored/alive 56
t1, =187  Failure 1 85 t4,=1846 Censored/alive 55
t15=189  Failure 1 84 t,3=1859 Censored/alive 54
tig=274  Failure 2 82 t4,=1860 Censored/alive 53
t;7=302 Failure 1 81 t,5=1870 Censored/alive 52
tig=363 Failure 1 80 t,6=1874 Failure 51
ti19=374  Failure 1 79 t,7=1876 Censored/alive 50
t,o=451  Failure 1 78 tug=1879 Censored 49
t,1 =461  Failure 1 77 tso=1883 Censored 48
t,p =492  Failure 1 76 tso=1889 Censored 47
t,3=538 Failure 1 75 ts1=1907 Failure 46
t,, =774  Failure 1 74 ts=1912 Censored 45
t,5 =841  Failure 1 73 t;3=1916 Censored 44
the =936  Failure 1 72 ts4=1922 Censored 43
t,7=1002 Failure 1 71 ts5=1923 Censored 42
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Table 10.3 (continued)

Data Failure or Frequency of Survival or Data Failure or Frequency Survival or
Observation Censor Failure/ Operating Observation Censor Time of Failure/ Operating
Time Censors att; units at t;: 2(t) Censors units at £;: z(t;)
att;
tse = 1929 Censored 1 41 t;6=2145 Censored 1 19
ts;=1934 Censored 1 40 t,7=2157 Censored 1 18
tsg =1939 Censored 2 38 t7g=2173 Censored 1 17
tso=1969 Censored 1 37 t;9=2174 Censored 1 16
teo=1984 Censored 1 36 tgo=2183 Censored 1 15
te1 =1993 Censored 1 35 tg;=2190 Censored 1 14
ts =2003 Censored 1 34 tg;=2201 Failure 1 13
te3=2012 Failure 1 33 tg3=2421 Failure 1 12
tes, =2013 Censored 1 32 tg4=2573 Censored 1 11
tes =2031 Failure 1 31 tgs=2574 Censored 1 10
tee =2052 Censored 1 30 tge=2578 Censored 1 9
te7=2054 Censored 1 29 tg7=2595 Censored 1 8
teg =2061 Censored 1 28 tgg=2610 Censored 1 7
teo=2065 Failure 1 27 tgg=2613 Censored 1 6
t;0=2072 Censored 1 26 too=2624 Failure 1 5
t;1 =2074 Censored 1 25 t91=2631 Censored 1 4
t;» =2084 Censored 1 24 tg,=2638 Censored 1 3
t;3=2114 Censored 1 23 t93=2641 Censored 1 2
t;4,=2124 Censored 1 22 tg,=2710 Failure 1 1
t;s=2137 Censored 2 20 to5=2719
~ ay
A(t)= 1A, Ady (10.81)

where d; is distinct failure time and Ay =0, 4y = Zf.‘zl a; for di_<t<di,1<k<m.
The survival estimate on [0, d,] was defined as follows:
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Table 10.5: Data set describing time (in months) to death (failure) and
losses (censored) [19].

Data Failure Frequency of Survival or
observation or failure/ operating
censor time censors units at £;:
att; z(t)

to= Initial 8
t,=0.8 Failure 1 7
t,=1.0 Censored 1 6
t3=2.7 Censored 1 5
t,=3.1 Failure 1 4
t,=5.4 Failure 1 3
ts=7.0 Censored 1 2
ts=9.2 Failure 1 1
t;=12.1 Censored 1 0

t

N . ax
$(6) = $(dy_1) ex —J % gqul, dy,<t<d, 1<ksm. (10.82)
(t) =S(di-1) p{ oo (- A)ads } -1 k

Utilizing (10.1) and (10.2), the following estimates summarized in Table 10.6 were
obtained.

Table 10.6: Estimates /i(t,-) and S(t,-,l) using sing the
procedure outlined in [19].

Consecutive failure time interval

[-1i-1 t-1i) A(tj-4) S(tj-1i-1)
[0,0.8) 0.1563 1.0000
[0.8,3.1) 0.0870 0.8824
[3.1,5.4) 0.1087 0.7224
[5.4,9.2) 0.1316 0.5626
9.2,12.) 0.3448 0.3412

In the following, we apply our innovative alternative algorithm to the data set in
Table 10.5. Specifically, we used (10.55) in Example 10.4 with ks, =0 for all i for
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parameter estimation. Additionally, survival state estimates at the failure times
were estimated using the Euler scheme:

S(th) =S(E_y;) — Aty Sy ) (A= S(tL )AL (10.83)
We used initial survival probability to be So=0.999,0.9999,0.99999, 0.999999 and
applied the conceptual computational simulation algorithm (10.55) for consecutive
failure-time subintervals. Optimal convergence of survival state probability esti-
mates were obtained for Sp =0.9999. Thus, we conclude that the best survival state
estimate is for Sy =0.9999 for the data set in Table 10.5. The results are summarized
in Table 10.7. Again, these results were confirmed by the application of the modified
version of LLGMM method that assures a certain degree of confidence in the survival
state estimates as compared to the estimates obtained in Table 10.3.

Table 10.7: Estimates f\(t,_1;) and S‘(t,»_li_l) using So =0.99900, 0.99990, 0.99999, 0.999999.

Consecutive failure time interval

[t-1i-1,t-2i-1) 50=0.99900 50=0.9999 50=0.99999 S50=0.999999
Atiy) Sas) Aby) S(taa)  Alby) Sas)  Aly) S(fa)
[0,0.8) 156.25 0.9990 1562.5 0.9999 15,625.0 0.99999 156,250.0 0.99,9999
[0.8,3.1) 0.5841 0.8741 0.5878 0.8749 0.5882 0.8750 0.5882 0.8750
[3.1,5.4) 0.3971 0.7263 0.3981 0.7269 0.3982 0.7270 0.3982 0.7270
[5.4,9.2) 0.2387 0.5447 0.2390 0.5452 0.2390 0.5453 0.2390 0.5453
[9.2,12.1) 0.5069 0.3197 0.5071 0.3200 0.5071 0.3200 0.5071 0.3200

In the following section, we illustrate the usefulness of the modified LLGMM algo-
rithm by applying to the data sets described in Tables 10.1, 10.3, and 10.5. Moreover,
the results of the IDATTEDS and modified LLGMM are compared.

10.11 Applications of modified LLGMM to time-to-
event data sets

Illustration 11.1: (Application of LLGMM-type conceptual computational algorithm
to the data sets in Tables 10.1, 10.3, 10.5: kmwhasdatal and malladataset): We apply
the modified LLGMM procedure to the three data sets in Tables 10.1, 10.3, and 10.5
by utilizing (10.74), (10.79), and (10.80) with £=0.001. The results are summarized
in Tables 10.8-10.10, respectively.
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Table 10.10: LLGMM-based estimates using So = 0.99900, 0.99990, 0.99999, 0.999999 using
procedure outlined in Section 10.9.

t}:li m; 50=0.99900 50=0.9999 50=0.99999 S$0=0.999999

Aimg  Sjovimy Aiuay Sjoum Avim  Sjim Asim  Sjioum

0.8 1 156.25 0.8741 1562.5 0.8749 15,625.0 0.8750 156,250.0 0.8750

3.1 1 0.5841 0.7263 0.5878 0.7269 0.5882  0.7270 0.5882 0.7270
5.4 1 0.3971 0.5447 0.3981 0.5452 0.3982  0.5453 0.3982  0.5453
9.2 1 0.2387 0.3197 0.2390 0.3200 0.2390 0.3200 0.2390 0.3200
121 1 0.5069 0.0000 0.5071 0.0000 0.5071  0.0000 0.5071  0.0000

Remark 10.11: We remark that using the LLGMM-type estimation approach yields
the almost close simulation results as the estimation procedure outlined in Ilustra-
tions 10.1, 10.2, and 10.3 with the added bonus of survival estimates at the last failure
time for both data sets in Tables 10.1, 10.3, and 10.5.

In the following, we compare the IDATTEDS and modified LLGMM results with
the existing methods, namely, maximum likelihood and Kaplan—Meier approach.

10.12 Comparison of IDATTEDS and modified LLGMM
with existing methods

In this section, the presented simulation results are compared with the existing
methods, namely, maximum likelihood and Kaplan—Meier [18] estimates. The simu-
lation results are recorded in Tables 10.11 and 10.12. In Table 10.13, we compare our
results with Kaplan—-Meier and Malla et al. estimates.

In the following section, we present the conclusions regarding the role and
scope of the presented deterministic process as well as further extensions and gen-
eralizations that are in progress. In fact, a large-scale interconnected nonlinear hybrid
dynamic model under the influence of Ito-Doob stochastic time-to-event process is
developed and will appear elsewhere.
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Table 10.11: Comparison of survival function estimates for data set in Table 10.1.

Failure | L Maximum Kaplan- Failure | L Maximum Kaplan-
Time: D L Likelihood Meier- Time: D L Likelihood Meier—

A G Method: Type A G Method: Type

T M Estimate T M Estimate

T M T M

E Based E Based

D D

S S
by S(ty) Spanmi Sw(tiy)  Skm(tu) G S(ty) Spawmi Sw(tia)  Sim(tiv)
22.5 0.9896 0.9896 0.9941 0.9896 91.5 0.7917 0.7917 0.8139 0.7917
37.5 0.9792 0.9792 0.9781 0.9792 93.5 0.7812 0.7812 0.8052 0.7813
46.5 0.9687 0.9687 0.9623 0.9686 102.5 0.7708 0.7708 0.7650 0.7708
48.5 0.9583 0.9583 0.9581 0.9583 107.0 0.7604 0.7604 0.7442  0.7604
51.5 0.9479 0.9479 0.9513 0.9473 108.5 0.7500 0.7500 0.7373  0.7500
53.5 0.9375 0.9375 0.9465 0.9375 112.5 0.7396 0.7396 0.7186 0.7396
54.5 0.9271 0.9271 0.9440 0.9271 113.5 0.7292 0.7292 0.7139  0.7292
57.5 0.9167 0.9167 0.9362 0.9167 116.0 0.7187 0.7187 0.7022 0.7188
66.5 0.9062 0.9062 0.9094 0.9063 117.0 0.7083 0.7083 0.6975 0.7083
68.0 0.8958 0.8958 0.9045 0.8958 118.5 0.6979 0.6979 0.6905 0.6979
69.5 0.8854 0.8854 0.8995 0.8854 119.0 0.6875 0.6875 0.6881 0.6875
76.5 0.8750 0.8750 0.8746 0.8750 120.0 0.6771 0.6771 0.6834 0.6771
77.0 0.8646 0.8646 0.8727 0.8646 122.5 0.6667 0.6667 0.6717 0.6667
78.5 0.8542 0.8542 0.8670 0.8542 123.0 0.6562 0.6562 0.6694  0.6563
80.0 0.8437 0.8437 0.8612 0.8438 127.5 0.6458 0.6458 0.6483  0.6458
81.5 0.8333 0.8333 0.8553 0.8333 131.0 0.6354 0.6354 0.6321 0.6354
82.5 0.8229 0.8229 0.8514 0.8229 132.5 0.6250 0.6250 0.6252  0.6250
83.0 0.8125 0.8125 0.8494  0.8125 134.0 0.6146 0.6146 0.6183  0.6146
84.0 0.8021 0.8021 0.8453  0.8021
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Table 10.12: Comparison of survival function estimates for data set in Table 10.2.

Failure | L Maximum Kaplan- Failure | L Maximum Kaplan-
Time: D L Likelihood Meier- Time: D L Likelihood Meier—

A G Method:  Type A G Method:  Type

T M Estimate T M Estimate

T M T M

E Based E Based

D D

S S
g S(ti—li) Sjqj, m; Sm(tiy) SKM(l’Hi) b 3(ti—n‘) Sjqi, m; SML(tj—li) Sim(t-17)
6.0 0.9800 0.9800 0.9928 0.98 936.0 0.7200 0.7200 0.6753 0.72
14.0 0.9700 0.9700 0.9856 0.97 1002.0 0.7100 0.7100 0.6627 0.71
44.0 0.9600 0.9600 0.9636 0.96 1011.0 0.7000 0.7000 0.6611 0.70
62.0 0.9500 0.9500 0.9521 0.95 1048.0 0.6900 0.6900 0.6543 0.69
89.0 0.9400 0.9400 0.9364 0.94 1054.0 0.6800 0.6800 0.6533 0.68
98.0 0.9300 0.9300 0.9314 0.93 1172.0 0.6700 0.6700 0.6330 0.67
104.0 0.9200 0.9200 0.9282 0.92 1205.0 0.6600 0.6600 0.6276 0.66
107.0 0.9100 0.9100 0.9266 0.91 1278.0 0.6500 0.6500 0.6161 0.65
114.0 0.9000 0.9000 0.9230 0.90 1401.0 0.6400 0.6400 0.5979 0.64
123.0 0.8900 0.8900 0.9183 0.89 1497.0 0.6300 0.6300 0.5846 0.63
128.0 0.8800 0.8800 0.9158 0.88 1557.0 0.6200 0.6200 0.5766 0.62
148.0 0.8700 0.8700 0.9060 0.87 1577.0 0.6100 0.6100 0.5740 0.61
182.0 0.8600 0.8600 0.8903 0.86 1624.0 0.6000 0.6000 0.5681 0.60
187.0 0.8500 0.8500 0.8881 0.85 1669.0 0.5900 0.5900 0.5625 0.59
189.0 0.8400 0.8400 0.8872 0.84 1806.0 0.5800 0.5800 0.5463 0.58
274.0 0.8200 0.8200 0.8524 0.82 1874.0 0.5696 0.5699 0.5386 0.5688
302.0 0.8100 0.8100 0.8420 0.81 1907.0 0.5576 0.5580 0.5350 0.5566
363.0 0.8000 0.8000 0.8205 0.80 2012.0 0.5428 0.5459 0.5239 0.5402
374.0 0.7900 0.7900 0.8169 0.79 2031.0 0.5258 0.5288 0.5220 0.5233
451.0 0.7800 0.7800 0.7924 0.78 2065.0 0.5083 0.5112 0.5185 0.5046
461.0 0.7700 0.7700 0.7894 0.77 2201.0 0.4832 0.4927 0.5053 0.4685
492.0 0.7600 0.7600 0.7802 0.76 2421.0 0.4461 0.4548 0.4855 0.4325
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Table 10.12 (continued)

Failure | L Maximum Kaplan- Failure | L Maximum Kaplan-
Time: D L Likelihood Meier- Time: D L Likelihood Meier—
A G Method: Type A G Method: Type
T M Estimate T M Estimate
T M T M
E Based E Based
D D
S S

[ r] S(tv) Spanmi Sm(tiu) Skm(tu) G S(ty) Spw i Sw(ta)  Sim(tiv)
538.0 0.7500 0.7500 0.7672 0.75 2624.0 0.4050 0.4164 0.4688 0.3604

774.0 0.7400 0.7400 0.7089 0.74 2710.0 0.2384 0.3871 0.46208 0.1802

841.0 0.7300 0.7300 0.6945 0.73

Table 10.13: Comparison of survival function estimates for data set in Table 10.2.

Failure 1 L Maximum Kaplan-
time: D L likelihood Meier-

A G method: type

T M estimate

E M

D based

S
g St y) Sj_1, M; Sm(t 1) Sim (1)
0.8 0.8741 0.8741 0.8824 0.8750
3.1 0.7263 0.7623 0.7224 0.7000
5.4 0.5447 0.5447 0.5626 0.525
9.2 0.3197 0.3197 0.3412 0.2625
12.1 0.0000 0.0000 0.126 0.2625
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10.13 Conclusions

In the area of survival/reliability analysis, most of the research work is centered
around the probabilistic analysis approach. In general, a closed-form probability
distribution is not feasible. The presented linear/nonlinear deterministic dynamic
modeling is more appropriate for complex and more diversified time-to-event pro-
cesses. Furthermore, the results are also extended to stochastic linear and nonlinear
dynamic time-to-event processes. This alternative approach does not require knowl-
edge of either a closed-form probability distribution or a class of distributions. It
does not require restrictive conditions on hazard rate functions. The time domain of
a survival function need not be positively infinite. The influence of human mobility,
rapid electronic communication devices, frequent technological changes, the rapidly
growing knowledge, tools, and procedures, advancements in biological, engineering,
medical, military, physical, and social sciences have generated a greater influence for
the expansion of time-to-event processes beyond engineering and medical sciences.
Naturally, these ideas motivated to initiate, formulate, and develop an innovative in-
terconnected dynamic modeling approach for generalized version of time-to-event
processes in biological, chemical, engineering, epidemiological, medical, multiple
markets, and social dynamic processes through discrete-time intervention processes
under deterministic and stochastic perturbations. The presented innovative modeling
approach enhances our motivation to develop parameter and state estimation proce-
dures. Moreover, the parameter and state estimation approach is dynamic. The dy-
namic nature is more natural rather than the existing static and single-shot approach.
The dynamic approach adapts with current changes and updates the statistic process.
This plays a very significant role in parameter and state estimation problems in a sys-
tematic and unifying way. Recently, developed LLGMM approach is extended to the
problems in the time-to-event dynamic processes in all disciplines. On the other
hand, the MLE is centered on the parameter and state estimates using the entire
data. In addition, the LLGMM stabilizes the parameter and state estimation proce-
dure with a finite data set. On the contrary, the MLE does not have this flexibility.
The extended version of the LLGMM method is used to study time-to-event processes.
Intervention processes provide a measure of influence of new tools/procedures/
approaches in continuous-time states of time-to-event dynamic process. In partic-
ular, it generates a measure of the degree of sustainability, survivability, and reli-
ability of the system. This further leads to sustainable/unsustainable, survivable/
failure, reliable/unreliable binary state invariant sets. In addition, intervention
processes provide the comparison between the past and currently used tools/proce-
dures/approaches/attitudes/etc. The procedures developed in this work provide
insight, tips, and tools for undertaking similar tasks in the context of stochastic frame-
work. In fact, it allows having a time-varying covariate state influence on the dynamic
of a complex survival/reliability of systems. This is the basis for future work in model-
ing time-to-event processes. These results will appear elsewhere.
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11 A Bayesian design of zero-failure
reliability demonstration tests
for multicomponent systems

Abstract: This chapter proposes a Bayesian methodology for planning system-level
zero-failure reliability demonstration tests (RDTs) for multicomponent systems by in-
tegrating available prior information at the component level. The proposed methodol-
ogy consists of three essential steps. The first step specifies a parametric failure-time
distribution for each component in a system and derives the system reliability func-
tion according to the system structure function. The second step formulates and inte-
grates component-level prior distributions. The third step determines the minimum
sample size for the RDT using the integrated component-level prior information and a
posterior assurance criterion considering the consumer’s risk. A Markov chain Monte
Carlo simulation—based algorithm is presented for the posterior computation. Two ex-
amples are used to illustrate the proposed methodology. Numerical results demon-
strate the applicability of the proposed methodology to a broad range of failure-time
distributions and system structures.

Keywords: Reliability demonstration tests, Bayesian approach, multicomponent
systems, prior distribution, Gibbs sampling

11.1 Introduction

The reliability demonstration test (RDT) is often used to demonstrate that the reliabil-
ity of a system or component meets a given standard or requirement, with a certain
level of confidence [1]. A non-sequential, time-censoring RDT usually tests n sample
units until time ¢, at the normal or accelerated operating conditions, and the demon-
stration is successful if no more than r failures by the end of the test [2]. A RDT with
r = 0 is referred to as the zero-failure RDT (also known as the minimum sample size
RDT). It is often necessary to specify the sample size n and/or the test duration t. for
the zero-failure RDT plan. The RDT plan depends on the reliability requirement, confi-
dence level, and underlying failure-time distribution. This study proposes a Bayesian
method for planning the zero-failure RDTs for multicomponent systems by integrating
prior knowledge regarding failure-time distributions of components.

Tao Yuan, Yuan Chen, Department of Industrial and Systems Engineering, Ohio University,
Athens, Ohio, USA
Manish Kothawade, Wolverine Corporation, Saint Joseph, Michigan, USA
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Both classical likelihood-based and Bayesian methods have been used to plan
RDTs. Chen [3] recently provided a comprehensive review on planning RDTs. The
classical methods to plan RDTs are usually based on the construction of a one-sided
lower confidence bound of a reliability index if the index is the larger the better, for
example, the p-quantile life or reliability at a given mission time. Meeker and Esco-
bar [1] and Wang [4] discussed the classical method for planning the zero-failure
RDT for the Weibull distribution with a given shape parameter. For a Weibull ran-
dom variable T with a given shape parameter 8, T? follows the exponential distribu-
tion and one can construct one-sided lower confidence bounds for the Weibull scale
parameter, p-quantile life, and mission reliability even when there is zero failure in
a reliability test. Those lower confidence bounds can then be used to plan the zero-
failure RDT. One can decide the minimum sample size required for a pre-specified
test duration or the minimum test duration for a given sample size. McKane et al. [5]
considered the sample size selection problem for demonstration tests with failure-
censoring from location-scale and log-location-scale distributions. A test with fail-
ure censoring (or called Type-II censoring) terminates after a specified number of
failures r, 1<r<n. One-sided lower confidence bounds for the p-quantile life and
mission reliability can be obtained using the maximum likelihood (ML) method and
pivotal quantity approach for failure-censoring tests. However, their method cannot
be applied to plan zero-failure RDTs because ML estimates for general location-
scale and log-location-scale distributions cannot be computed for test data without
failures [1].

Martz and Waller [6] developed a Bayesian zero-failure fixed time (i.e., time-
censoring) demonstration testing procedure for the exponential distribution consid-
ering the consumer’s risk criterion. Assuming a conjugate Gamma prior distribution
for the exponential rate parameter, they derived the posterior distribution for the
rate parameter when no failures are observed in the RDT and obtained the required
unit-hours nt,. Their results demonstrated that the Bayesian test plan may require
less unit-hours of testing than the classical test plans and there is no need to con-
duct RDTs when the prior information is sufficient to meet the assurance require-
ment. Fan and Chang [7] later considered a Bayesian zero-failure demonstration test
for an accelerated life test with the exponential distribution. The exponential rate
parameter was assumed to have a log-linear life—stress relationship with the tem-
perature and prior distributions were assumed for the coefficients in the life—stress
relationship. Bayesian methods for planning RDTs involving some other distributions
have also been considered. For example, Chen et al. [8] investigated the optimal bino-
mial RDTs under acceptance decision uncertainty. Kleyner et al. [9] considered the
sample size determination of binomial RDTs after product design changes, using RDT
results collected on previous version(s) of the product to derive a prior distribution
for the reliability of the revised product. Jeon and Ahn [10] designed the Bayesian
RDT for finite populations assuming the hypergeometric distribution.
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The RDT for a system with multiple components can be conducted at either the
system or component (or subsystem) level. Some studies proposed various system-
based component test plans for demonstrating the system reliability by testing the
components or subsystems [11-16]. Those studies emphasized that the component
test plans should be based on the system configurations, that is, system-based. The
early work of Gal [11] derived zero-failure subsystem test plans to demonstrate the
system reliability considering the consumer’s risk. Mazumdar [15] later extended
this study to allow non-zero numbers of component failures and considered both
the consumer’s and producer’s risks for series systems composed of components
with exponential failure-time distributions. Easterling et al. [14] derived optimum
system-based component test plans for binomial data and illustrated them for series
and series—parallel systems. Rajgopal and Mazumdar [12] provided a comprehensive
study on component test plans to demonstrate system reliability of series systems.
Assuming that the components have exponential failure-time distributions, and the
component failure rates have known upper bounds, they derived minimum cost
component test plans that satisfy both the producer’s and consumer’s risks. In a
later study, Rajgopal and Mazumdar [13] proposed minimum cost component test
plans for demonstrating the reliability of highly reliable parallel systems, assuming
exponential failure-time distributions for components and considering both the pro-
ducer’s and consumer’s risks.

Some studies have considered system-level RDTs by incorporating prior knowl-
edge and/or test data at the component level. Guo et al. [17] developed a hybrid ap-
proach for finding the sample size n of the zero-failure RDT for one-shot systems
utilizing component-level test data and prior information. For a given sample size n,
the number of successes in the system RDT follows the binomial distribution with n
trials, of which the probability of success in each trial equals the system reliability.
They obtained a Beta prior distribution for the system reliability from component
tests information. The component tests are assumed to result in zero component
failures. A hybrid approach that combines the Bayesian approach and variance
propagation technique was proposed to derive the prior distribution for the system
reliability. With that system reliability prior distribution, the minimum sample size
required for the system-level zero-failure RDT can be obtained. Their results indi-
cated that a much smaller sample size is required if the prior reliability information
obtained from the component-level tests are incorporated into the system RDT de-
sign. Ten and Xie [18] also considered the Bayesian RDT plan for series systems with
binomial subsystem data. They used the Mann’s approximately optimum lower con-
fidence bound model to derive the system-level prior distribution based on binomial
subsystem data. Li et al. [19] considered the design of system zero-failure RDTs with
binomial elements (e.g., system, subsystems, and components). A Beta prior distri-
bution for the system reliability is derived by integrating prior knowledge and test
data available at lower level elements.
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This study focuses on the planning of zero-failure system-level RDTs using the
Bayesian approach to incorporate prior information at the component level. We aim
to develop a flexible framework that is applicable to a broad range of failure-time
distributions and system structures. The proposed framework is based on the Bayes-
ian integration of multilevel reliability information. Three approaches have been
proposed to integrate multilevel reliability information to model and predict the sys-
tem reliability: top-down approach, bottom-up approach, and Bayesian hierarchical
approach.

Mastran [20] and Mastran and Singpurwalla [21] proposed a top-down approach to
estimate system reliability assuming that a prior distribution is available for system re-
liability. The top-down approach consists of the following steps: (1) combine the sys-
tem-level prior distribution with the system-level reliability data, if available, using
Bayes’ theorem to obtain a revised prior distribution of system reliability; (2) derive the
prior distributions of component reliability that are consistent with the revised prior
distribution of system reliability, given the configuration of components in the system;
(3) combine the derived component-level prior distributions with component-level
data using Bayes’ theorem to obtain the posterior distributions of component reli-
ability; (4) derive the posterior distribution of system reliability consistent with
the posterior distributions of component reliability.

Martz et al. [22] and Martz and Waller [23] proposed an approximate bottom-up
approach for integrating multilevel binary data. In this approach, lower level poste-
rior distributions were obtained by integrating data and prior information at that
level. At the next higher level, an “induced” higher-level prior distribution is ob-
tained by propagating the lower level posterior distributions up through the system
reliability block diagram and combining this induced prior distribution with data
and “native” prior distribution at the higher level to obtain a posterior distribution at
this level. Both the induced prior distributions and their integration with data and prior
information at the higher-level are achieved through approximations. This bottom-up
process continues until the top level, or system level, is reached. This was later ex-
tended to consider failure time and repair data [24]. Some recent studies on multilevel
systems with interdependent subsystems and components [25] and proportional hazard
modeling for hierarchical systems [26] adopted this bottom-up approach.

Both the top-down and bottom-up approaches use approximations in the com-
putation, and approximation errors may occur especially when sample sizes are
small. Moreover, these approaches are subject to aggregation errors [27]; that is, dif-
ferent posterior results are obtained when the data integration is accomplished in
different ways. Several recent papers considered a fully Bayesian hierarchical ap-
proach, which can naturally eliminate the approximation and aggregation errors
[28-35]. In this approach, system and subsystem failure-time distributions are re-
expressed in terms of component failure-time distributions using deterministic rela-
tions derived from the reliability block diagrams, fault trees, or Bayesian networks.
Multilevel data are integrated into a joint likelihood function, and therefore are
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combined and analyzed simultaneously. This approach has been applied to analyze
binomial pass/fail, failure time, and degradation data. This chapter adopts this ap-
proach and proposes a method for planning the system RDTs using prior informa-
tion available at the component level.

The remainder of this chapter is organized as follows. Section 11.2 outlines the
proposed Bayesian method for planning the system-level zero-failure RDTs. Sec-
tion 11.3 uses two examples to illustrate the potential applicability of the proposed
Bayesian RDT planning method. Finally, Section 11.4 concludes this chapter and
states possible future research directions.

11.2 Methodology

This section outlines the proposed Bayesian method for planning the system-level
zero-failure RDTs using component-level prior distributions. We make the following
assumptions:

— Components in a system are independent.

— Failure-time distributions of components are known.

— Prior information regarding the failure-time distribution of each component is
available and is expressed as the prior distribution(s) for the component’s fail-
ure-time distribution parameter(s).

— The system-level RDT is non-sequential and time-censoring.

— The consumer’s risk is considered.

Assume an m-component coherent system represented by a reliability block dia-
gram. The components are labeled C;, i=1, 2, ..., m. Let T; be the random variable
denoting the failure time of the component C;, with the probability density function
(pdf) fi(t|6;), cumulative distribution function (Cdf) F;(¢|6;), and reliability function
R;(t]6;), where 0; denotes the parameter vector of the ith component’s failure-time dis-
tribution. Commonly used failure-time distributions include those location-scale-
based probability distributions, for example, the exponential, Weibull, and lognormal
distributions. Please see Meeker and Escober [1] for a comprehensive list of failure-time
distributions.

The system reliability function is then derived according to the deterministic
system structure function as Ro(t(0y, 65, ..., 0,) = @(R((t|61), R:(t]0,), ..., Ru(t|0n)),
where the structure function ¢( - ) depends on the system configuration. For the exam-
ple combined series—parallel system shown in Figure 11.1, the reliability function of the
system is expressed as

Ro(t]61, 05, 05) = p(Ry(t[6:), R;(t[62), Rs(t]65)) =[1- (1-Ry(t[61))(1-Ry(t|62))|R5(t[65)
(11.1)
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assuming independent components. No parametric reliability function is directly as-
sumed for the system. Instead, the system reliability function is re-expressed in
terms of the component reliability functions and based on the component reliability
functions’ parameters.

Let f(0,,0,, ...,0,) denote the joint prior distribution for all model parameters.

If the component parameter vectors are independent, then
(01,0, ...,0,)=f(0)f(02) - f(On) (11.2)
where f(6;) represents the prior distribution for 6;, for i=1,2, ..., m. Prior distribu-

tions play a critical role in the Bayesian modeling and inference. One may obtain the
component-level prior distributions from historical data and/or experts’ opinions. For
example, components may be supplied from various external vendors who have con-
ducted reliability tests to demonstrate the component reliability. The existing reliabil-
ity testing data and results may be used to formulate the component-level prior
distribution for each component. Here, we assume that the component-level prior dis-
tribution is specified for the component’s failure-time distribution parameter(s). In
practice, it may be more convenient to formulate prior distributions for quantities
other than the distribution parameters. For example, when performing Bayesian in-
ference using the Weibull distribution, Meeker and Escobar [1] chose to specify prior
distributions for the Weibull shape parameter and 0.01-quantile life because they are
approximately independent, and one can conveniently formulate independent prior
distributions for them. Then the joint prior distribution for the Weibull shape and
scale parameters can be obtained via transformation of random variables.

G
G Figure 11.1: A combined series—parallel system with three

Z components.

This study assumes that the reliability requirement is specified as the p-quantile life
of the system, denoted by t;p. Other reliability index, for example, the mission reli-
ability, can be used as well. The RDT plans need to satisfy the posterior assurance
criterion given by

Pr(tol,J > t5p|Test is passed, n, tc> >1-y 3)

where 1-y is called the posterior assurance and y is the posterior risk.
Pr (top zt;p\Test ispassed, n,t.) is the posterior probability that, given the demon-
stration test is passed, the system p-quantile life t,, meets the pre-specified re-
quirement t;p. The systems pass the zero-failure RDT with the sample size n and
test duration ¢, if no failures occur within the test duration. The criterion given
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by (3) considers the consumer’s risk. Assuming that the consumer accepts the
systems if the demonstration test is passed, the probability that the consumer
wrongly accepts systems that do not meet the reliability requirement is y.

Given that the demonstration test is passed, the joint posterior distribution of the
model parameters 8y = (0,,0,, ..., 0,,) is derived according to the Bayes theorem by

(61,0, ...,0,|Testis passed, n,t;) < Pr(Zerofailure|6,,0;, ...,0m,n,t.)
f(01, 02, e Om) O(Ro(tc‘ol, 02, e Hm)" f(01, 02, e Gm) (114)

where Pr(Zero failure|@;, 05, ...,0m,n,t.) =Ro(t,|01,0, ...,0,)" is the likelihood
function. Let f (top) and f(top|Testis passed, n,t;) denote, respectively, the prior and
posterior distributions of the system p-quantile life ty,. Because tq, is a function of
the model parameters given by

top=R;'(1-p|61,0s, ...,0,) (11.5)

f(top) and f(top|Testis passed, n,t.) can be obtained from f(6,,0;, ...,0,) and
(01,0, ...,0,|Testis passed, n,t.), respectively, through transformation of ran-
dom variables. Then the posterior probability Pr (¢y, > t;p\Test ispassed, n,t;) can
be evaluated by

8

Pr (top > t;p|Test ispassed, n,t;)= | f(top|Testispassed, n,t.)dto, (11.6)

*

top

This integral generally has no closed-form solutions. Markov chain Monte Carlo

(MCMC)-based methods, for example, Gibbs sampling [36], can be used to evaluate
Pr (top > t6p|Test ispassed, n,t.). In each iteration, Gibbs sampling can conveniently

draw a sample from the ]'oint posterior distribution f(6;,0,, ..., 0n|Testis passed,
n,t.), namely (6; ®) 0( ), ...,0 ,fork=1,2, ... K, where K is the total number of
Gibbs sampling iterations. Then for the parameter vectors 0 0 b, 0 drawn in

the kth Gibbs sampling iteration, the system p-quantile life, denoted by top , can
be obtained according to eq. (11.5). Finally, Pr (¢, > t0p|Test ispassed, n,t;) can be

estimated by the fraction of t0p> values that are greater than or equal to top, that is,

Pr(top > t,,|Testis passed, n, tc) K+ Z I (top > top)

KZI( (1-p|o™, 6! ,...,05n>)zt;p) (11.7)

Our objective is to find the minimum sample size n" that satisfies the assurance crite-
rion given by eq. (11.3) for a pre-specified test duration t.. Because there is no closed-
form solution to n’, we choose to enumerate the sample size n within a certain range
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and evaluate the posterior probability Pr (top zt;p|Test is passed, n, tc) using the
MCMC method shown in eq. (11.7) for each n.
Similarly, if 05’0, ng), . .,BS,’,‘)Z are randomly drawn from the prior distribution

(01,0, ...,0,), we can estimate the prior probability Pr (top > t;p) defined by
Pr(top > tgp) = J £ (top) dtop (11.8)
tsp

This is the probability that the system reliability requirement is satisfied based on
the prior distributions.

In summary, this section outlines the Bayesian method for planning the system-
level zero-failure RDTs using prior information available at the component level. It
is flexible as it can be applied to any failure-time distributions and system struc-
tures if the system’s reliability function can be derived from the reliability functions
of its components via some deterministic structure function.

11.3 Numerical examples

This section uses two examples to illustrate the proposed methodology. The first exam-
ple is a two-component series system of which the two components have the Weibull
failure-time distributions. We assume the two components have a known identical Wei-
bull shape parameter so that the classical method is applicable. The second example
considers the three-component combined series—parallel system shown in Figure 11.1,
of which the three components have three different failure-time distributions to demon-
strate that the proposal methodology is applicable to a wide range of failure-time
distributions.

11.3.1 Example 1

Example 1 assumes that the two components in a simple series system have the Wei-
bull failure-time distributions with the following reliability functions

B
Ri(tla, B) = exp<- <ai) ) (11.9)

for i=1,2, where f is the identical shape parameter and «; is the scale parameter of
the ith component. The system reliability is then given by
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(451

B
- exp(— (a_to) )~W(a0, B) (11.10)

where W(ap,8) denotes the Weibull distribution with the shape parameter  and
scale parameter ay. When the two components have an identical Weibull shape pa-
rameter 3, the system’s failure time also follows the Weibull distribution with the
shape parameter 8 and scale parameter ay given by

2= [22: G)B] ’ (1L.11)

B B
Ro(t|B, a1, a2) = R (t|es, B) x Ry (t|az, B) = exp(— (£> - (i) )

i=1

Assuming the Weibull shape parameter is known to be =2, we can apply the classi-
cal method to plan the zero-failure RDT for this system. We assume that the test dura-
tion t. =1,500 h, the system reliability requirement is specified as the p-quantile life
of the system with p=0.10 as t;p=750 h, and the assurance criterion is (1-y)=0.95,
that is, y=0.05. Note that the failure-time distributions R;(¢|6;), for i=1, 2, test dura-
tion t., and reliability requirement tap are specified at the normal operating condi-
tions of the system. In practice, the RDT can be conducted at accelerated operating
conditions and the test duration at the accelerated test conditions can be obtained
using some acceleration factors [1].

Using the classical method for planning the zero-failure RDT for the Weibull dis-
tribution with a given shape parameter, the minimum sample size n" that satisfies
the assurance criterion (11.3) is the smallest integer satisfying [1]

1 Iny

where k = t./t;,. It can be shown that n" = 8 for this example using the classical plan-
ning method.

Next we assume prior distributions are available for the two component-level
Weibull scale parameters a; and a,. Independent Gamma prior distributions are as-
sumed for the two positive Weibull scale parameters. The pdf of the Gamma distri-
bution for a positive random variable X is given by

b
b)=——x""le™ x>0 1.1
f(x|a,b) F(a)x e x> (11.13)
where a>0 and b >0 are the shape and scale parameters, respectively, and I'(-) is
the Gamma function. The mean and variance of the Gamma distribution are E(X) =ab
and VAR(X) = ab’?, respectively. Herein and hereafter, we use G(a, b) to denote the
Gamma prior distribution for a parameter. One can choose the a and b values for
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each parameter based on historical data and/or experts’ opinions to reflect one’s
prior knowledge and uncertainty on each parameter.

Table 11.1 lists the minimum sample size n" needed to satisfy the assurance cri-
terion (3) under seven sets of prior distributions for @; and a,. For each set of prior,
the prior mean and standard deviation for ty, and the prior probability that the sys-
tem reliability satisfies the requirement, Pr (¢, > tgp), are computed. As seen from
Table 11.1, the minimum sample size determined by the Bayesian planning method
may be more than or less than the minimum sample size derived from the classical
method given by (11.12). In brief, if the prior knowledge provides evidence that the
system reliability requirement may be satisfied, the Bayesian approach has the poten-
tial to reduce the sample size over the classical method. On the other hand, if the
prior knowledge indicates that the system reliability requirement may be unsatisfied,
the Bayesian planning method may need more sample than the classical method to
demonstrate the system reliability.

Table 11.1: Minimum sample size needed n" assuming various prior distributions in Example 1.

Prior n" Pr(Zerofailure|n’, ;)
o oz E(toy)  STD(top) Pr (top>tp,)

1 6(105,0.002) G(155,0.003) 1130.0  239.0 0.9554 0 -
2 G(10.0,0.002) G(15.0,0.003) 1082.0 235.2 0.9327 1 0.8046
3 G(39.0,0.01) G(78.0,0.02) 882.3 88.2 0.9382 2 0.5465
4 G(176.0,0.05) G(352.0,01)  805.3 37.2 0.9335 4 0.2360
5 G(344.0,0.1) G(688.0,02)  788.2 26.1 0.9304 6 0.1041
6 G(1011.0,0.3) G(1685.0,0.5) 773.0 15.4 0.9330 9 0.0289
7 G(1014.0,0.3) G(1690.0,0.5) 775.3 15.4 0.9506 O -

There are two factors affecting the minimum sample size n" obtained from the
Bayesian approach. The first factor is the prior probability that the system reliability
satisfies the requirement, Pr (top > t,,). Assuming Priors 1 and 7, Pr (top > t,,) 21~ 7,
that is, the assurance criterion is satisfied using the prior knowledge, hence there
is no need to conduct system tests, that is, n' =0. Under Priors 2-6, Pr (top 21‘;1,)
<1-7y, hence additional system tests are needed. Although the prior probabilities
Pr (top > tgp) are very close under Priors 2-6, the minimum sample size n" increases
from Priors 2-6. From Priors 2-6, the prior uncertainty on t,,, measured by STD(top),
decreases; that is, we become more certain that the reliability assurance criterion is
not satisfied according to the prior knowledge. Hence, the minimum sample size
needed to demonstrate the system reliability increases from Priors 2 to 6. Figure 11.2
depicts the prior density functions of the system p-quantile life, f (top), under Priors
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2-6 to show the decrease of prior uncertainty on t, from Priors 2 to 6. The Bayesian
approach inferences the system reliability by combining information from the prior
knowledge and test data. If our prior knowledge is relatively certain that the system
reliability requirement is not satisfied, a large sample size would be needed so that
the posterior inference is largely influenced by the information from test data in order
to successfully demonstrate the system reliability.

0.03 T :
0.025 1
Prior 6
0.02 - J
=
5—:’0 0.015T - Prior 5 |
it
0.01r s lr Prior 4 1
HIP
i ‘, Prior 3 .
0.005 3 3~ Prior 2 .
0 I
600 tgp:750 1000 1200 1400 1600
op

Figure 11.2: Prior density of to, under different priors in Example 1.

A quantity of interest to the producer is the unconditional probability that the dem-
onstration test will be successful for a given sample size,

nt.) = J JRo(tc
00

From Priors 2-6, the minimum sample size n" increases and the probability of a suc-
cessful demonstration using the sample size n" decreases. For example, Under Prior
6, we are relatively certain that the assurance criterion is not satisfied and a mini-
mum sample size of 9 would be needed. However, the probability that the demon-
stration test will be successful is only 0.0289. Figure 11.3 shows the posterior
assurance Pr( top 2t8p|Test ispassed,n,t. ) and the unconditional probability of a
successful demonstration Pr(Zero failure|n,t.) as functions of the sample size n
under Prior 5. As the sample size n increases, the posterior assurance after a suc-
cessful demonstration (i.e., zero failure in the RDT) increases, but the probability
for a successful demonstration decreases rapidly. Martz and Waller [6] regarded

ﬁ, al,az)"f(al)f(az)daldaz (1114)

Pr(Zero failure
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the unconditional probability of not passing the test as a modified producer’s risk
because the probability of not passing the test should be sufficiently small for the
producer to be willing to perform the RDT.

An alternative method for planning the RDT in this example is to derive a prior
distribution for the system-level Weibull scale parameter ay. Because aq is a func-
tion of the two component-level Weibull scale parameters given by eq. (11.11), the
prior distribution of &y may be obtained from the prior distributions of a; and a, via
the transformation of random variables. A computationally convenient method is to
approximate the prior distribution of ap by a Gamma G(ao, bo) distribution, of which
the two parameters ao and b, are obtained by matching the prior mean and variance
of ap. That is, ap and by are obtained from solving the two equations apbo = E(ap)
and aobj = VAR(a). The system failure time is then described by the Weibull
W (ao, B) distribution with the known shape parameter 8 and the G(ao,bo) prior
distribution for ap. Given that the demonstration is successful, the posterior dis-
tribution of g is given by

B
t _
f(ao|Testis passed, n,t,B) oc Rw(tc|ao, B)"f (o) o exp<—n(a—c) )xago 1e=boao
0

(11.15)

where Ry (t) denotes the Weibull reliability function. Because to, = ao(— In(1- p)"E,
the posterior distribution of t,,, denoted by f(ty,|Testis passed,n,t.,f), can be ob-
tained from f(ao|Testis passed,n,t.,f3) via the transformation of random variables.
The posterior probability that the system reliability requirement is satisfied given a
successful demonstration, Pr( to, > t5p|Test is passed, n, tc), defined by eq. (11.6) and
can be evaluated again using the Gibbs sampling method. Figure 11.4 uses Prior 5 as
an example to compare the prior density function of a to its Gamma approximation.
The Gamma distribution overall approximates the prior distribution of ay well with
some noticeable discrepancy around the peak of the density function. Table 11.2 lists
the approximated G(ao, bo) prior for ay corresponding to the seven sets of prior distri-
butions used in Table 11.1 and the minimum sample size required using the alterna-
tive method. Except for Priors 5 and 6, the two methods produce the same minimum
sample sizes required.

11.3.2 Example 2

The second example uses the three-component combined series—parallel system
shown in Figure 11.1 to illustrate the proposed Bayesian RDT planning method. The
failure-time distributions of the three components are assumed to be Weibull, expo-
nential, and lognormal, respectively, that is,
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Figure 11.3: Pr(to, > t;p Testis passed, n, t;) and Pr(Zero failure|n, t.) versus the sample size n under
the Prior 5 in Example 1.
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Figure 11.4: Prior density of ap under Prior 5 in Example 1.
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Table 11.2: Minimum sample size needed n" with an approximated system-level
prior in Example 1.

Prior E(ao) VAR(ato) ao by n
1 3481.0 736.4 22.35 0.0064 0
2 3335.0 724.5 21.19 0.0064 1
3 2718.0 271.6 100.15 0.037 2
4 2481.0 114.5 469.51 0.19 4
5 2428.0 80.4 911.30 0.38 7
6 2381.0 47.4 2519.01 1.06 10
7 2388.0 47.5 2525.32 1.06 0
t ﬁl
R1 (t|01) :Rl (t|a1,ﬁ1) = exp| - (a—l) (1116)
t
Rz(t|02) =R2(t‘}12) =exp| — — (1117)
125)
Int-n;
R3(t|05) =R (t|n;,03) =1-® — (11.18)
3

where @ is the Cdf of standardized normal distribution, y is the mean parameter of
the exponential distribution, and 1 and o are, respectively, the location and shape
parameters of the lognormal distribution. If the components are assumed to be inde-
pendent, the system reliability function is given by

wons= (e 0))) 6 eml- )25

(11.19)

where 6 = (a1, B, 145,75, 03). Since all five parameters are positive, independent
Gamma prior distributions are assumed for those parameters. Table 11.3 lists three
sets of prior distributions assumed for the five parameters. The three prior distribu-
tions for each parameter have the same prior mean, but from Priors I to III, the prior
uncertainty for the parameter increases. Assume that the system reliability require-
ment is again specified as the p-quantile life of the system with p=0.1. That is, to, is
the time by which 10% of systems in the population will have failed. Figure 11.5 com-
pares the prior density functions of o, under the three sets of prior distributions.
From Priors I to III, the uncertainty in ¢, increases.

In this numerical example, we assume that the test duration f. is pre-specified.
Then our objective is to determine the minimum sample size n" satisfying the posterior
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assurance criterion given by eq. (11.3). Herein the posterior risk is assumed to be
y=0.05. Table 11.4 summarizes the results for various ¢, and tgp values under the
three sets of prior distributions. Pr (o, > tz,p) is the prior probability that the reliability
requirement is satisfied. When Pr (¢y, > t;p) >1-1y, that is, the assurance criterion is
satisfied according to the prior knowledge and/or historical data, there is no need to
conduct the demonstration test, for example, n" =0 when tz)p =130 under Prior I.

Table 11.3: Three sets of prior distributions assumed in Example 2.

Prior | Prior Il Prior 11l
E(By) =15 E(By)=15 E(By)=15
B, G<100, @> R G<25, @> e — G<4, §> B
3/ sm(,)=015 3/ st(B,)=030 3/ sm(B,)=075
E(a) =500 E(ay) =500 1\ E(a)=500
o G(100, 02) ————— G(25, 0.05) — G<4, —) —_—
STD(aty) =50 STD(a) =100 125 s1D(a) =250
E(1,) =500 E(,) =500 1\ E(sy)=500
p, G(100,02) ———————— G(25,005) — ——— G4 ) —
STD(u,) =50 STD(p,) =100 125/ s1D(u,) =250
E(n;) =1,000 E(n;)=1,000 E(n;)=1,000
N, G(100, 01) " G(25, 0.025) — 6(4, i) T
STD(n5) =100 STD(n5) =200 250/ s1D(n,) =500
E(o3)=1 E(03)=1 E(o3)=1
o3 G(100, 1000) ———————— G(25,25) ——— G(4, 4) _—
STD(03)=0.1 STD(05)=0.2 STD(05)=05

If Pr (top > tap) >1-yis not satisfied, demonstration tests are needed. In terms of the
effect of the prior distribution on the test plan, there are again two factors affecting
the minimum sample size required. The first factor is the prior probability that the
reliability requirement is satisfied, that is, Pr (to, > t,,). When Pr (to, > t,,) decreases,
the minimum sample size n’ tends to increase. For example, when ¢,=200 and
tap =130, the prior probability Pr (topztgp) decreases and the minimum sample
size n’ increases from Priors I to III. The second factor is the prior uncertainty of
top. When the prior knowledge indicates that the assurance criterion is not satis-
fied and the prior uncertainty is low; that is, when the prior knowledge is rela-
tively certain that the reliability requirement is not satisfied, one may need to use
a large sample size to demonstrate the system reliability. Because the Bayesian ap-
proach combines the prior knowledge and the data collected from the demonstrate
test to make inference on the system reliability. When the prior knowledge indi-
cates that the system reliability requirement is not satisfied, one would need to
rely on sufficient information obtained from the demonstration test to reach the
decision that the system reliability satisfies the requirement. The lower the prior
uncertainty, the more information would be needed from the test and hence more
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sample systems are needed to be tested. For example, when ¢, =200 and t;p =155,
although the prior probability Pr (top ztgp) assuming Prior II is 0.6994, which is
higher than the prior probability of 0.4042 assuming Prior III, the Prior III requires
less minimum sample size than Prior II due to the higher prior uncertainty under
Prior III. In addition, for a given prior distribution, a higher test duration ¢, re-
quires a less minimum sample size; and a higher reliability requirement tgp re-
quires a larger minimum sample size.

0.025 T : '
0.02} 1
e Prior I
oois - Pr?or I ]
_ vreveo Prior 1T
S
=
0.01} |
0.005} |
0 300 400 500

Figure 11.5: Prior density functions for to, under three sets of priors in Example 2.

Table 11.4: Minimum sample size needed n", when p=0.1and y = 0.05, for
various f. and t;p values in Example 2.

*

te top Prior n Pr(top > to, [Test s Pr (top > to,)
passed, n’,t)

200 130 | 0 - 0.9977
Il 6 0.9551 0.9062

1] 13 0.9524 0.5416

155 | 10 0.9513 0.9118

Il 22 0.9523 0.6994

i 19 0.9502 0.4042
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Table 11.4 (continued)

te t,  Prior  m Pr(tg,2t;[Testis Pr (top > tgp)

passed, n’,tc)

180 130 | 0 - 0.9977
1] 6 0.9523 0.9062

] 15 0.9532 0.5416

155 | 11 0.9505 0.9118

1] 26 0.9561 0.6994

1] 22 0.9510 0.4042

11.4 Conclusions and future work

This study proposed a fully Bayesian approach to planning the system-level zero-
failure RDTs using available component-level prior distributions. The proposed
approach may have the potential to be applied to arbitrary component failure-
time distributions and system structures if the system reliability function can be
derived from the component-level reliability functions according to the system
structures. If the component-level prior knowledge provides evidence that the sys-
tem reliability requirement is satisfied, the Bayesian method has the potential to
reduce the minimum sample size needed over the classical likelihood-based methods.
On the other hand, if the component-level prior knowledge provides evidence that
the system reliability requirement is not satisfied, the Bayesian method may need
more samples than the classical methods to demonstrate the system reliability.

This study only used prior information at the component level. A possible future
extension is to integrate prior distributions at multiple levels, for example, the sys-
tem, subsystem, and component levels. This study only considered failure-time tests
under the binary-state assumption. In the future, one may consider multistate or con-
tinuous-state assumptions, and multiple test types, for example, the pass/fail test,
failure-time test, and degradation test. In addition, one limitation of the proposed
method may be the high computational requirement when the system is very complex
with many components, and therefore, a possible future research direction is to de-
velop computationally efficient methods to derive an approximated system-level prior
distribution from the component-level prior distributions.
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