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Chapter 1

Artificial Intelligence and Medical Information MoOdeling...........cceccveevirrrieirieeniieenieeeiee e 1

Manju bargavi S. K., Jain University (Deemed), India
Senbagavalli M., Alliance College of Engineering and Design, Alliance University, India

Artificial intelligence (Al) is the imitation of human cognitive abilities. It’s changing the way people think
about medical services, thanks to increased access to medical information and rapid advancements in
examination techniques. We look at the current state of Al in medical services and speculate on its future.
Artificial intelligence can be used to analyse various types of medical data (structured and unstructured).
Al approaches for structured data machine learning methods, such as the old-style support vector machine
and neural network, as well as modern deep learning, and regular language processing for unstructured
data are among the most well-known Al tactics. Finding and treatment suggestions, patient commitment
and adherence, and managerial exercises are all important classifications of utilizations. Malignant growth,
nervous system science, and cardiology, for example, are some of the major disease areas that use Al
devices. Many government institutions and government organizations are working to adapt smart city
concepts and implementation of applications based on data techniques. It would not only streamline the
process but it will have a bigger impact on citizen’s lives. The smart city component comprises smart
education, health, transportation, energy, environments, finance and other sub-domains alongside these.
In recent times, big data analytics has been the driving factor to enhance smart city applications and
likewise smart health. Evolution of digitalization has been the primary source of evolving smart health
components to another level. This paper reviews applications of smart health to enhance smart cities
and compare challenges, opportunities and open issues to dig down. This review reveals that there are
still many opportunities left for utilizing big data for smart health.
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Chapter 2
Utility of Binary Cuckoo Search Approach for Microarray Data Analysis: A Dimensionality
RedUuCtion APPIOACK .......cooiuiiiiiiiie ettt ettt ettt e st e st e et e s bt e e ateesabeesabee s 12
Rasmita Dash, Department of Computer Science and Engineering, Institute of Technical
Education and Research (ITER), Siksha ‘O’ Anusandhan (Deemed), Bhubaneswar, India
Rajashree Dash, Department of Computer Science and Engineering, Institute of Technical
Education and Research (ITER), Siksha ‘O’ Anusandhan (Deemed), Bhubaneswar, India
Rasmita Rautray, Department of Computer Science and Engineering, Institute of Technical
Education and Research (ITER), Siksha ‘O’ Anusandhan (Deemed), Bhubaneswar, India

In the recent literature, many metaheuristic approaches have been developed to examine, interpret, and
analyze high-dimensional data. However, there is always a requirement to design a more productive and
cost-effective technique. Many of the authors have acknowledged the capability of the Cuckoo search
approach. Inspired by the blooming application of the Cuckoo search algorithm (CSA), the author has
proposed a binary cuckoo search algorithm (BCSA) for gene selection and classification of microarray
data. With the objective of optimizing gene subset and classification results, BCSA has been implemented.
BCSA is optimized using a support vector machine (SVM) classifier and a significant gene set is extracted.
This experimental study has been conducted over five microarray datasets. The superiority of this gene
subset is shown using a few other classifiers such as k-nearest neighbor and artificial neural network. The
model performance is also compared with a few other metaheuristic approaches such as particle swarm
optimization, genetic algorithm, artificial bee colony algorithm, and differential evolution.

Chapter 3

Mathematical Model for Image Processing Using Graph Theory ..........coccecerveriinninninicnicncicnecnee. 32
Rajshree Dahal, CHRIST University (Deemed), India
Ritwika Das Gupta, CHRIST University (Deemed), India
Debabrata Samanta, CHRIST University (Deemed), India

Image segmentation being an important aspect of computer systems, graph theory provides the most
elemental way of representing various parts of an image into mathematical structures. There are many
applications of image segmentations that includes face recognition systems, remote sensing, detecting
images sent by satellites, optometry, medical image reading and many more. Bi-partite graphs are useful
in determination of cuts in the segmentation process. These structures are analysed by considering each
vertex as pixel and each weight is some aspect of dissimilarity for two vertices connected by an edge
with weights. This makes the problem-solving part very flexible and their computation becomes really
easy and fast. The problem is usually parted into small subgraphs that are bound under some continuous
forms of graphs like spanning trees, cut vertices or edges, shortest paths graphs and so on. The cluster
formation is proved to one of most commonly used method in image segmentation.

Chapter 4
Applications of Big Data in Smart Health SyStems.........ccooiiiiiiiiiiiiieeee e 52
Darakhshan Syed, Igra University, Pakistan
Noman Islam, Igra University, Pakistan
Muhammad Hammad Shabbir, NED University, Pakistan
Syed Babar Manzar, NED University, Pakistan

Many government institutions and government organizations are working to adapt smart city concepts and
implementation of applications based on data techniques. It would not only streamline the process but it
will have a bigger impact on citizen’s lives. The smart city component comprises smart education, health,
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transportation, energy, environments, finance and other subdomains alongside these. In recent times, big
data analytics has been the driving factor to enhance smart city applications and likewise smart health.
Evolution of digitalization has been the primary source of evolving smart health components to another
level. This paper reviews applications of smart health to enhance smart cities and compare challenges,
opportunities and open issues to dig down. This review reveals that there are still many opportunities
left for utilizing big data for smart health.

Chapter 5

Securing Clinical Information Through Multimedia Watermarking Techniques.........c...ccccceverveneenne 86
K. Renuka Devi, Dr. Mahalingam college of Engineering and Technology, India
K. Balasamy, Bannari Amman Institute of Technology, India

Today, in this technological world, the information available can be easily get copied, manipulated as
well as broadcasted among different channels or networks. So, there is a need to protect the information
which is available across different networks. In the case of medical field, the reliability and authenticity
of the E-medical data is one of the serious concerns. The patient’s data without the knowledge of the user
might be utilized by the intruders. Those medical data is highly valuable for the purpose of diagnosis,
treatment etc., Due to increase in the usage of internet, improved communications, Copyright protection,
content authentication, identity theft, and ownership identification are considered to be the bottleneck
issues for content proprietor. To resolve those issues, we focused on the study of watermarking technology
which is used to improve the security of the data and protects the information from unauthorized access
of clinical data. The term watermarking was first introduced and utilized by Andrew Tirkel and Charles
Osborne in 1992, where they used this technique to hide the data using the images to preserve the privacy
of the data. Watermarking is an emerging technique where the data has been protected by embedding
code that it cannot be removed. Multimedia watermarking plays a predominant role in preserving the
information from unauthorized access. This technique has been utilized in various areas for preserving
data like medical/healthcare, Education, voting systems etc., Watermarking technique is highly utilized
for security of various digital media such as text, audio, video and image. This chapter aims to provide
the detailed review of various watermarking techniques, its applications for security purposes and the
e-verification of medical information.

Chapter 6
IoT and Artificial Intelligence for Healthcare Informatics: Evolving Technologies............c.cc.......... 110
Jyothi Mandala, CHRIST University (Deemed), India
Ganeshan R., VIT Bhopal University, India
Balajee Maram, Chitkara University Institute of Engineering and Technology, Chitkara
University, India
Daniya T., GMR Institute of Technology, India

Most of the IT industries (VMware, Google, Microsoft, etc.) significant research areas are remote
healthcare systems which provide easily deployable and ubiquitous healthcare systems in the recent
developments. Such systems are providing a platform with the infrastructure as a fully automatic and
ubiquitous for sharing the applications and medical information. In remote healthcare systems, user’s
confidence is improved with providing the patients’ data privacy and communication security. Basic
idea about health care informatics is described in introduction part. Internet of Things (IoT) in health
care systems, Devices and Mobile apps for healthcare and its challenges to medical fields are analyzed
in second part. The combination of Healthcare with artificial intelligence (Al) and IoT technology will
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create a user-friendly application and developed healthcare by solving the issues of healthcare system
and providing more security to personal and medical information of patients. A brief discussion of
Artificial intelligence in healthcare is provided in part third section of the research. Both the critical
and prior circumstances also, the applications of healthcare systems are worked along with the further
developments in those applications. The real-time data is collected from IoT and Al devices regarding
person’s condition and uses the previous records as reference.

Chapter 7

Intuitionistic Fuzzy Deteriorating Inventory Models With Controllable Carbon Emissions and

R 1T 2 TSRS 121
Swagatika Sahoo, Institute of Technical Education and Research, India
Milu Acharya, Institute of Technical Education and Research, India

Nowadays, Global warming, which has its effect on climate change, has turned out to be a delicate topic,
and several countries are making an effort to regulate emissions through certain investments in green
technology (GT). Mostly, the issue with the emissions is the outcome of inventory management. In view
of this, a fuzzy inventory models with time dependent power demand and controllable carbon emissions
are formulated. This includes green technology investment involving two-warehouses to reduce emissions
from CO2, during the shipping of goods from the own warehouse to the rented warehouse and finally
to the consumers. Further, a constant and Weibull deterioration rates are taken for the goods in rented
and own warehouse respectively. Finally, the optimum values of the total average cost, cycle length and
GT are obtained. A numerical example is provided to illustrate the models, and the behavior of the total
cost function is shown graphically.

Chapter 8
Al-Driven COVID-19 Patient Screening With Design Thinking Approach- C3IA Tool: A Case

Sunita Vikrant Dhavale, Defence Institute of Advanced Technology, India

Soon after the covid-19 pandemic was declared, government took major steps in supporting various
research organizations and higher education institutes to accelerate artificial Intelligence (Al) based
research in tackling global health crisis response and healthcare management. In response, Al proved
to be crucial technology in building next-generation epidemic preparedness along with a resilient
recovery. While developing Al based healthcare product solutions, one should apply human-centric
design thinking principles to capture user emotions, thoughts along with their data privacy concerns.
In this book chapter, we will discuss a brief literature review on Al driven COVID-19 patient screening
technologies along with their pros and cons. Next, we will discuss need of human centric design thinking
in Al driven solutions. Next, in this study, a novel C3IA (CNN based COVID-19 Chest Image Analysis)
tool for automatic COVID-19 detection with multi-class classification (COVID/Normal/Pneumonia)
using raw chest X-Ray images is proposed. We implemented two-stream CNN architecture with two
pre-trained VGG-16 models which incorporates both segmented and un-segmented image features. The
trained model is tested on more than 500 Indian patient X-Ray image dataset and confirmed accuracy
of 99% in detecting COVID signatures. Further, in this work, we discuss how design thinking approach
is followed in various stages while developing the product to provide a user friendly efficient real time
COVID-19 Chest X-Ray Image Analysis for common citizen.
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Chapter 9

Risk-Based Authentication: A SUIVEY .......cccceeviiieiiiiiiiieiieenieesitesieeeiteesite et sbeesbeesbeesbeessaeeesaeas 154
Vivin Krishnan, CHRIST University (Deemed), India
Sreeja Cherillath Sukumaran, CHRIST University (Deemed), India

The rapid adoption of the internet has heralded the era of connected devices and services. Applications
and systems are now designed to be internet-centric. The bulk of financial transactions, communications
and even healthcare data are transmitted online. Internet-of-Things (IoT) are being used extensively
across domains. With the increasing volume of digital and online traffic, the risk window grows as well.
Evolving threat vectors have prompted the need for Multi-factor authentication (MFA) systems that utilize
multiple modalities to strengthen security. However, with enterprises opting for Bring-your-own-device
(BYOD) and the expansion of IoT applications, static MFA proves insufficient. This brings in the need for
Risk-based Authentication (RBA) that follows an adaptive and continuous authentication methodology.
With contextual attributes of the user factored in to arrive at the risk profile, RBA is more robust. With
multiple authentication modalities that are chosen as per risk, RBA can withstand multiple attacks. The
potential of RBA is why NIST, US and NCSC, UK have recommended its use. This paper covers the
existing categories of authentication systems, available authentication methodologies, the use of multi-
factor authentication and existing systems. The need for Risk-based authentication, with an analysis of
current RBA methodologies, their future outlook and challenges are covered.

Chapter 10
Prediction of COVID-19 Active, Recovered, and Death Cases Using Artificial Neural Network
and Grey WOIf OPtiMIZAtION ......cc.coouieriierieriieiieiteiteteeteete ettt ettt ettt et sere e saneeaees 180
Arup Kumar Mohanty, Siksha ‘O’ Anusandhan (Deemed), India
Sipra Sahoo, Siksha ‘O’ Anusandhan (Deemed), India
Apurv Taunk, Siksha ‘O’ Anusandhan (Deemed), India
Mamata Garnayak, Centurion University of Technology and Management, India
Subhashree Choudhury, Siksha ‘O’ Anusandhan (Deemed), India

The 2019 novel coronavirus was declared a global pandemic by the World Health Organization (WHO) on
March 11th, 2020. The world is stressed out because of this disease’s high infectiousness and transmission
mode. A predictive model of the COVID-19 outbreak is developed for India using state-of-the-art neural
network models. The article evaluates the key features to predict the patterns, potential infection rate,
and death of the present COVID-19 outbreak in India. In this paper, machine learning methods such as
Artificial Neural network (ANN) optimized by a bio-inspired optimization algorithm that is Grey Wolf
Optimization (GWO), and Particle Swarm Optimization (PSO) have been implemented for the prediction
of infection rate and mortality rate for the 5 days, 15 days, and 30 days ahead. The prediction of various
parameters obtained by the proposed approach is effective within a certain specific range and would be
a useful tool for administration and healthcare providers.
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Chapter 11
Serverless Architecture for Healthcare Management SyStems .........c.cccoceeveereeneeneeneeneeneeneeneennees 203
Anisha Kumari, Department of Computer Science and Engineering, National Institute of
Technology, Rourkela, India
Bibhudatta Sahoo, Department of Computer Science and Engineering, National Institute of
Technology, Rourkela, India

Serverless computing is emerging cloud service architecture in recent years for executing distributed
applications, where services are provided based on a pay-as-you-go basis. It allows the developers
to deploy and run their applications without worrying about the underlying architecture. Serverless
architecture has been popular due to its cost-effective policies, auto-scaling, independent and simplified
code deployment. The healthcare service can be made available as a serverless application that consists
of distributed cloud services achieving the various requirements in healthcare industry. The services
offered may be made available on premise on a cloud infrastructure to users and health service providers.
This chapter presents a novel model for serverless architecture for health care systems, where the services
are provided as functional units to various stake holders of healthcare system. Two case studies related
to healthcare systems which has been adopted serverless framework are discussed.

Chapter 12

An Approach on Image Steganography Based on the Least Significant Bit Algorithm..................... 228
Karthik Chelakkara Murugan, CHRIST University (Deemed), India
Debabrata Samanta, CHRIST University (Deemed), India
Mausumi Goswami, CHRIST University (Deemed), India

Steganography is the practice of communication by covering information within other information
mediums. The goal of Steganography is to hide information in such a way that it remains hidden so that
it looks normal from a commoner’s perspective. It has been prevalent since ancient times, with the first
use dating back to 440 BC in Greece. The etymology of Steganography is a combination of the Greek
words: steganos, “covered”, and graphia, “writing”. The modern usage of Steganography, termed Digital
Steganography, hides information in files stored on a computer. A standard steganography algorithm
has three essential components: Carrier, Message, and Key. Carrier is the file that carries the message
and an optional key to add a layer of authentication. Researchers have implemented Steganography
utilizing different carriers, for example, image, audio and text. The carrier may or may not have any
relation with the confidential information. Image Steganography is a type of Steganography that deals
with hiding a message in an image file. The image, as a result, ends up with noise. This noise may lead
to distortion and inconsistency in the images. Noise can be made less apparent by using a larger sized
image. This project deals with the study of Image Steganography, a literature review of a research paper
involving steganography detection in SNS messaging applications with a description of the research,
and implementation of Image Steganography for uncompressed image files, using the Least Significant
Bit algorithm.
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Chapter 13
A Novel Approach for an IoT-Based U-Healthcare System .........cccccoceriiniiniininienienecneeneceene 247
Rasmita Jena, Udayanath College of Science and Technology (Autonomous), India
Anil Kumar Biswal, School of Computer Science, National Institute of Science and
Technology (Autonomous), Berhampur, India
Debabrata Singh, Institute of Technical Education and Research (ITER), Siksha ‘O’
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Among the living organisms, the most important metabolic process is health, or what we can say as the
power of living and the basic right to get quality health care. In the coming era, the internet will play an
important role in monitoring and executing the issues related to the health system of humans through
automated sensor response using IoT. IoT connects device to device, things to things, as well as the human
body to the network system through the sensors. It can be used to monitor human health-related issues
like sugar level, blood pressure level, fever and keep track of a patient’s pulse rate and any disease that
may be harmful to human life. Today, due to a lack of resources in the world, people are facing many
problems related to health. Hence, in wireless Body Area Network (WBAN), a body sensor can monitor
the human body to gather a patient’s body parameters and store the sensitive data in the cloud using the
Arduino Uno. Cloud computing manages authentication, privacy, security, and data management by
encrypting data at the source and decrypting it at the destination with a unique key. This paper presents
details of the Ubiquitous Health (U-Health) care system and a proposed model and a novel platform for
wearable technology to measure the patient’s heart rate and any chronic disease without the intervention
of human-to-human and human-to-computer systems.

Chapter 14

Smart Healthcare System Using Containerized Internet of Medical Things........c..ccoccevveeriiriiennennee. 261
Manoj Kumar Patra, National Institute of Technology, Rourkela, India
Bibhudatta Sahoo, National Institute of Technology, Rourkela, India
Ashok Kumar Turuk, National Institute of Technology, Rourkela, India

There has been a rapid development of healthcare systems in recent times. The main objective of the
intelligent healthcare system is to manage, monitor intelligently, and respond to the requirement of the
medical ecosystem. In a smart healthcare system, access to different healthcare services and delivery of
those services are done by adopting various technologies. Information and Communication Technology
(ICT) has greatly influenced today’s healthcare system. The term smart healthcare system comes to the fore
because of the integration and application of technologies such as the Internet of Medical Things(IoMT),
Cloud computing, Edge Computing, Containerization, Big Data, Artificial Intelligence, etc. In a smart
healthcare system, several medical devices are equipped for collection and management of medical
data, remote patient monitoring, tracking health status and location of patients, and monitoring and
controlling medical devices to act according to the patients’ suitability. In the Internet of Medical Things,
several medical devices and applications are connected using networking technology and continuously
produce a massive amount of data. The IoMT allows analyzing, managing, storing, and transmitting
those data, making IoMT a connected healthcare infrastructure. This chapter presents a containerized
edge computing architecture for smart healthcare systems using loMT. The proposed architecture used
containers at the edge for timely and fast medical service provisioning in the smart healthcare system.
The architecture explains how cloud, edge, and IoMT can be integrated and how containers can be used
to provide medical service. Finally, we look ahead and evaluate the future prospects of smart healthcare.
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Chapter 15
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In this digital health technology world, many health applications are being developed. Artificial
Intelligence (AI) plays an important role for such important. Popular Al techniques include ML for
handling structured and unstructured data. Machine learning detects health issues by studying many
health records and data of the patients, hence increasing the efficiency of detection of chronic diseases
in the medical field. Medical Information Modeling is to predict the medical needs in future and is a
representation of a complex system into a simplified representation. Diabetes is one of the major diseases
in the world population. It is a chronic disease associated with abnormally high levels of the glucose in
the Blood. Gestational diabetes is a temporary condition associated with pregnancy. Several parameters
are considered for the study i.e., Age, BMI, Insulin levels, BP, number of pregnancies, glucose levels, etc.
Results can be obtained by using machine learning approaches like Logistic Regression, Naive Bayes.

Chapter 16

Understanding of the Exploratory Graph Theoretical Approach for Data Analysis With

Supervised and Unsupervised Learning ..........ccocccocveriiriirienienieneeneenieeeeseeneenie e 306
Kiran Hemanthraj Muloor, LTI, India
Somesh Kumar Sahu, LTI, India
Rajshree Dahal, CHRIST University (Deemed), India

Informationis a vital part of optimizing the effectiveness, profitability, and dynamic abilities of organizations
of all sizes, which leads to expanded deals, profits, and benefits. Currently, organizations deal with
immense datasets, but owning a lot of data doesn’t boost the business unless ventures investigate the
available data and drive authoritative development. It is possible to automate exploratory data analysis to
save a lot of time and effort, since we no longer need to write code for each visualization and statistical
analysis. Automation of the process generates a report that includes all the visualization and data analysis
as well. During the past decade, many systems have been developed to facilitate EDA, which is known
as a challenging task that requires deep analytical skills, expertise, and domain knowledge. Specifically,
advances in machine learning have created exciting opportunities not only to facilitate EDA, but to fully
automate it. The EDA process generally takes a lot of time since it requires analyzing and visualizing
various graphs and plots to determine what type of data we are dealing with, by using Al technologies,
we can reduce the amount of time and effort required for EDA. We propose an end-to-end framework
architecture, followed by an initial implementation of each component. Comparing the training data with
the test data can be done by creating a comparison report.
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Chapter 17
Technological Interventions for Biological Fluid Flow Analysis ......c..ccocerierienicnecncnienienecneenne 325
Priyadharshini P., Department of Mathematics, PSG College of Arts and Science,
Coimbatore, India
Vanitha Archana M., Department of Mathematics, PSG College of Arts and Science,
Coimbatore, India
Karthikeyan M. P., School of Computer Science and IT, Bengaluru, India

The thermal and mechanical effects of human tissues and physics that governs biological processes has
been developed by applying fundamental engineering principles in the investigation of numerous heat and
mass transfer applications in biology and medicine. An incompressible magnetohydrodynamic nanofluid
flow passing over a stretched surface along with the effect of viscous dissipation is analyzed numerically.
In order to create a nonlinear transformed model in terms of ordinary differential equations, suitable
similarity transformations are used and solved by employing a Mathematica algorithm. Furthermore, a
minimal case comparison standard has been provided to validate the current methodology. The machine
learning method is built supervised through a very important parameter. Simulations and machine learning
approaches could work together to reveal new and fortunate prospects in computational science and
engineering problems. The performance of the parameters in terms of heat and mass transfer is presented
with an aid of graph to demonstrate the applicability of the current model.

Chapter 18

Predictive Analysis of Diabetes Using Machine Learning Algorithms.........c..cccceeveenieninieneneene. 338
Nijatullah Mansoor, CHRIST University (Deemed), India
Ramesh Chandra Poonia, CHRIST University (Deemed), India
Debabrata Samanta, CHRIST University (Deemed), India

Diabetes is a very harmful disease that causes high blood sugar levels and occurs when the blood
glucose level is high. Diabetes causes numerous diseases in humans: congestive heart failure, kidney,
stroke, kidney, eye problems, dental, nerve damage, and foot problems. With the recent development in
the Machine learning concept, it is easy to analyze and predict whether a person is diabetic or not. This
research mainly focuses on using several prediction algorithms of machine learning. The algorithms used
in this research are: k-nearest neighbour, logistic regression, SVM (Support Vector Machine), Gaussian
naive Bayes, Decision tree, Multilayer Perceptron, Random Forest, XGBoost, AdaBoost. Among these
algorithms, the XGBoost performed better than the other algorithms achieving an accuracy of 90%,
and the f1_score, Jaccard score 91%, 86% respectively. The primary goal of this research is to apply
numerous machine learning algorithms on diabetic datasets, analyze their results, and select the best
one that performs well.

Chapter 19
Face Recognition System for Medical Information Modeling Using Machine Learning................... 353
Ramesh Chandra Poonia, CHRIST University (Deemed), India
Linesh Raja, Manipal University Jaipur, India
Ankit Kumar, GLA University, Mathura, India
Vaibhav Bhatnagar, Manipal University Jaipur, India

Face-recognition systems must be capable of identifying patient faces in an uncontrollable situation.
Facial detection is a distinct problem from facial recognition in that it needs to report the location and
size of all of the faces in a given image, which is not possible with face recognition. There are numerous
changes in the images of the same face, which makes it a difficult problem to solve because of their general
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likeness in appearance. Face recognition is a very difficult procedure to do in an uncontrolled environment,
since the lighting and angle of the face, as well as the quality of the image to be recognized, all have a
considerable influence on the outcome of the process. This chapter provides information regarding the
various face recognition machine learning models. The performance of the models is compared on the
basis of values derived for FAR, FRR, TSR and ERR.

Chapter 20
A Social Ecological Model (SEM) to Manage Methadone Programmes in Prisons............c..c......... 374
Rita Komalasari, Yarsi University, Indonesia

This chapter presents findings for managing methadone programs in prisons. For the first time, the findings
presented in this paper contribute to socio-cultural and ecological approaches to solving problems, as
well as providing policy alternatives for managing methadone programs in prisons. The Social Ecological
Model (SEM) is used in this research to examine the interaction of public policy, community, institutional,
interpersonal, and intrapersonal elements. The findings presented in this paper will have an impact on
efforts to improve organizational, interpersonal, and intrapersonal factors.

Chapter 21
Application Placement in Fog-Enabled Internet of Things (IoT) Healthcare System Using Body
SENSOT NEEWOTKS ...ttt ettt ettt ettt et e bt e bt et ettt et et e e bt et e eabeeeeenteeneens 383
Hemant Kumar Apat, National Institute of Technology, Rourkela, India
Rashmiranjan Nayak, National Institute of Technology, Rourkela, India
Bibhudatta Sahoo, National Institute of Technology, Rourkela, India
Sagarika Mohanty, National Institute of Technology, Rourkela, India

The advancement of internet technology along with the high adoption rate of various IoT devices with
various emergent loT applications, has put stringent Quality of Service (QoS) and Quality of Experience
(QoE) requirements on the service provider. The existing [oT-Cloud model cannot effectively and
efficiently cater to the QoS and QoE requirements of these IoT applications effectively and efficiently
due to low bandwidth and high propagation delay between the IoT device layer to the cloud data center.
In order to meet the stringent requirement of healthcare IoT applications, Fog Computing has been used
as an extension of cloud computing to provide multiple IoT services to the end-user at the close vicinity
of the IoT devices. Fog computing paradigm is used as a service provider capable to execute various
IoT services through hardware and software virtualization in a distributed and heterogeneous manner
to execute different IoT applications at the edge of the network. The request generated by the respective
IoT devices are mostly random in nature, and the objective of these applications varies dynamically;
hence finding the optimal fog resources for the processing and execution is a challenge. In order to find
the optimal mapping between the IoT applications and Fog resource, different resource allocation policy
has been studied like resource scheduling, task scheduling, task placement, etc. In this article, we have
formulated an optimization model for multiple healthcare IoT application placement problems in Fog
computing architecture.
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Nowadays, the organization spends a significant part of its investment on operations and implementing
any project. Project managers often face challenges regarding project management. Project managers
face many challenges that get in the way of completing tasks, including poor communication. Setting
backs and failures must be constantly analyzed and applied. Agile project management involves managing
software development projects iteratively under continuous release cycles and incorporating customer
feedback at each stage. Data science is not about getting accurate models or high-quality, clean data but
rather defining feasible problems and developing reasonable measurements of solutions that require quick
decisions since every day is different. People get the notion that Agile is a new type of approach that has
recently evolved. There are many buzzwords in our technology and software development age, such as
continuous delivery and software development. As the 1990s progressed, several software teams changed
how they approached planning and delivering their products. The organizations recognized that their
conventional project management approaches emphasized long-term planning. With a quickly changing
environment and ongoing pressure to keep up with innovations, better and more efficient procedures
were required to remain competitive.
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Preface

Artificial intelligence and machine learning are now available in most healthcare computing platforms.
As is generally known, today’s dominant technology is smart-based self-analyzed automated systems.
The Intelligent System technology market is booming. In the future Smart Intelligent Systems will pave
the path for advanced integrated systems that will maintain global economies safe and successful. Intel-
ligent systems comprise not only intelligent gadgets, but also interconnected groups of them, such as
networks and other bigger systems. As a result, it’s necessary to understand the nature and manifestations
of this environment in order to design a path to holistic Intelligent Computing approach that can benefit
the healthcare system. Intelligent computing, ubiquitous computing, and ambient intelligence are terms
that are being used in a variety of health-care applications. Intelligent is expected to improve traditional
health care because of its omnipresent and unobtrusive analytical, diagnostic, supporting, information,
and documentary features. Pervasive computing’s features, including as remote, automated patient moni-
toring and diagnostics, could help to accelerate the shift to home care and improve patient self-care and
independence. Intelligent computing is projected to improve the effectiveness and efficiency of health
care professionals by providing automatic activity documentation, process management, and the right
information in specific work settings. This book serves as a platform for presenting the application of
novel solutions to difficult health-care problems.

Chapter 1 focuses Artificial intelligence (Al) is a computer programme that mimics human cognitive
abilities. Increased availability to medical knowledge and quick developments in examination procedures
are affecting people’s perceptions of medical services. We examine AI’s current state in medical ser-
vices and forecast its future. Various sorts of medical data can be analysed using artificial intelligence
(structured and unstructured). Among the most well-known Al tactics are structured data machine learn-
ing methods such as the old-style support vector machine and neural network, as well as current deep
learning and regular language processing for unstructured data. The categories of utilizations include
finding and treatment suggestions, patient commitment and adherence, and managerial exercises. Some
of the primary disease fields that use Al devices include malignant growth, nervous system science, and
cardiology, to name a few. Many government entities and organisations are attempting to adapt smart
city principles and the installation of data-driven applications. It will not only speed up the process, but
it will also have a greater influence on the lives of citizens. Along with this, the smart city component
includes smart education, health, transportation, energy, the environment, finance, and other subdomains.
Inrecent years, big data analytics has been a driving force behind the advancement of smart city and smart
health applications. The fundamental source of progressing smart health components to the next level
has been the evolution of digitalization. This study compares difficulties, possibilities, and outstanding
concerns to explore deeper into smart health applications for smart cities. This analysis demonstrates
that there are still plenty of potential to use big data for smart health.
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Chapter 2 deep dives plan too many metaheuristic ways to examining, interpreting, and analysing
high-dimensional data have been established in recent literature. However, there is always the need to
devise a more efficient and cost-effective method. The Cuckoo search technique has been acknowledged
by a number of authors. The author has developed a binary cuckoo search method (BCSA) for gene
selection and categorization of microarray data, which is inspired by the growing application of the
Cuckoo search algorithm (CSA). BCSA was implemented with the goal of improving gene subset and
classification outcomes. A significant gene set is extracted after BCSA is optimised using a support vector
machine (SVM) classifier. Five microarray datasets were used in this experiment. Other classifiers, such
as k-nearest neighbour and artificial neural network, are used to demonstrate the superiority of this gene
subset. Particle swarm optimization, genetic algorithm, artificial bee colony algorithm, and differential
evolution are some of the other metaheuristic methodologies compared to the model’s performance.

Chapter 3 intends graph theory provides the most fundamental means of encoding multiple com-
ponents of a picture into mathematical structures, which is significant in computer systems. Face rec-
ognition systems, remote sensing, recognising images supplied by satellites, optometry, medical image
reading, and many other applications use image segmentation. Cuts in the segmentation process can
be determined using bi-partite graphs. Each vertex is treated as a pixel, and each weight represents a
different element of dissimilarity for two vertices connected by a weighted connection. This gives the
problem-solving part a lot more flexibility, and it makes computing them a lot easier and faster. Typi-
cally, the problem is divided into small subgraphs bound by continuous graphs such as spanning trees,
cut vertices or edges, shortest routes graphs, and so on. Cluster generation has been proven to be one of
the most widely utilised picture segmentation methods.

In Chapter 4, many government entities and organisations are attempting to adapt smart city principles
and the installation of data-driven applications. It will not only speed up the process, but it will also have
a greater influence on the lives of citizens. Along with this, the smart city component includes smart
education, health, transportation, energy, the environment, finance, and other subdomains. In recent
years, big data analytics has been a driving force behind the advancement of smart city and smart health
applications. The fundamental source of progressing smart health components to the next level has been
the evolution of digitalization. This study compares difficulties, possibilities, and outstanding concerns
to explore deeper into smart health applications for smart cities. This examination demonstrates that
there are still several potential for data utilisation.

Intoday’s electronic environment, information can be quickly copied, modified, and broadcast through
multiple channels or networks. As a result, information that is available across several networks must
be protected. In the medical industry, one of the major concerns is the dependability and validity of
E-medical data. The data of the patient could be used by attackers without the user’s awareness. These
medical records are extremely valuable for diagnosis, therapy, and other purposes. Copyright protection,
content authentication, identity theft, and ownership identification are regarded bottleneck challenges
for content proprietors as a result of increased internet usage and enhanced communications. To ad-
dress these difficulties, we concentrated on the research of watermarking technology, which is used to
increase data security and secure healthcare data from unauthorised access. Andrew Tirkel and Charles
Osborne coined the term watermarking in 1992, and they used it to disguise data using graphics in order
to protect data privacy. Watermarking is a new technology in which data is safeguarded by embedding
code that makes it impossible to delete. Multimedia watermarking is an important tool for protecting
data from illegal access. This method has been used to preserve data in a variety of fields, including
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medical/healthcare, education, voting systems, and so on. The process of watermarking is widely used
to secure various digital media. This chapter attempts to provide a comprehensive overview of various
watermarking techniques, as well as their applications for security and e-verification of medical data
in this Chapter 5.

In recent advancements, most of the IT industries’ key research topics have been remote healthcare
systems, which enable easily deployable and ubiquitous healthcare solutions. Such systems provide a
platform with architecture that is fully automated and ubiquitous for sharing medical information and
applications. Users’ confidence in remote healthcare systems is boosted by ensuring patient data privacy
and communication security. In the introduction section, the basic concept of health care informatics is
discussed. The second chapter examines the Internet of Things (IoT) in health-care systems, devices, and
mobile apps for healthcare, as well as the challenges it poses to medical fields. By combining health-
care with artificial intelligence (AI) and Internet of Things (IoT) technology, a user-friendly application
and developed healthcare will be created, eliminating healthcare system challenges and offering more
protection to patients’ personal and medical information. The final section of the chapter includes a
brief examination of artificial intelligence in healthcare. Both essential and preceding situations are
considered, as are the applications of healthcare systems, as well as future changes in those applications.
Real-time data about a person’s state is collected through IoT and Al devices, and past records are used
as a reference in Chapter 6.

In Chapter 7, Global warming, which causes climate change, has been a sensitive topic in recent years,
and numerous nations are attempting to restrict emissions through investments in green technologies
(GT). The majority of the emissions problem stems from inventory management. In light of this, we
developed fuzzy inventory models with time-dependent power demand and regulated carbon emissions.
This comprises an investment in green technology involving two warehouses to reduce emissions during
the shipping of goods from the own warehouse to the rented warehouse, and lastly to the consumers.
Furthermore, for items in rented and own warehouses, constant and Weibull deterioration rates are used.
Finally, the best total average cost, cycle length, and GT values are found. The models are illustrated
with a numerical example, and the behaviour of the total cost function is visually depicted.

Chapter 8 takes soon after the covid-19 pandemic was announced, the government took significant
steps to support various research groups and higher education institutions in their efforts to expedite
artificial intelligence (AI)-based research in global health crisis response and healthcare management. As
a result, Al has shown to be a critical technology in developing next-generation epidemic preparedness
and recovery. When creating Al-based healthcare product solutions, human-centric design thinking ap-
proaches should be used to capture user emotions, thoughts, and data privacy concerns. We will address
a brief literature analysis of Al-driven COVID-19 patient screening methods, as well as their benefits and
drawbacks, in this book chapter. The importance of human-centric design thinking in Al-driven solutions
will be discussed next. Then, using raw chest X-Ray pictures, a novel C3IA (CNN based COVID-19
Chest Image Analysis) method is developed for automatic COVID-19 identification with multi-class
classification (COVID/Normal/Pneumonia). With two pre-trained VGG-16 models, we constructed a
two-stream CNN architecture that integrates both segmented and un-segmented image information. The
trained model was evaluated on a dataset of over 500 Indian patient X-Ray images and found to be 99
percent accurate in detecting COVID signatures. In addition, we highlight how design thinking is used
in various stages of product development to deliver a user-friendly, efficient real-time COVID-19 Chest
X-Ray Image Analysis for ordinary citizens.
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Chapter 9 throws the internet’s increasing popularity has ushered in a new era of connected devices
and services. Internet-centric applications and systems are increasingly the norm. The majority of fi-
nancial transactions, communications, and even health-related information are now done online. The
Internet of Things (IoT) is widely employed in many fields. As the volume of digital and online traffic
grows, so does the danger window. Multi-factor authentication (MFA) systems that use many modalities
to increase security have become necessary as threat vectors have evolved. However, with the adoption
of Bring-your-own-device (BYOD) policies and the growth of IoT applications, static MFA is no longer
sufficient. As aresult, Risk-based Authentication (RBA) with an adaptive and continuous authentication
mechanism is required. RBA is more robust when the user’s contextual factors are taken into account
when calculating the risk profile. RBA can withstand various attacks by using different authentication
modalities that are chosen based on risk. The potential of RBA is why it has been endorsed by NIST in
the United States and NCSC in the United Kingdom. This chapter discusses the many types of authenti-
cation systems, authentication algorithms, multi-factor authentication, and existing solutions. The need
for risk-based authentication is discussed, along with an examination of present RBA approaches, their
future prospects, and problems.

In Chapter 10, On March 11th, 2020, the World Health Organization (WHO) proclaimed the 2019
new coronavirus a worldwide pandemic. Because of the disease’s high infectiousness and mechanism of
dissemination, the entire world is concerned. Using cutting-edge neural network models, a COVID-19
outbreak prediction model for India has been constructed. The essay assesses the major characteristics
that can be used to predict the patterns, infection rate, and death rate of the current COVID-19 outbreak
in India. In this report, machine learning approaches such as Artificial Neural Networks (ANN) opti-
mised by Grey Wolf Optimization (GWO), a bio-inspired optimization algorithm, and Particle Swarm
Optimization (PSO) were used to forecast infection rates and mortality rates for the next 5 days, 15 days,
and 30 days. The proposed approach’s prediction of numerous parameters is effective within a defined
range and would be a useful tool for administration and healthcare professionals.

Chapter 11 focuses in recent years, serverless computing has emerged as cloud service architecture
for executing distributed applications, with services supplied on a pay-as-you-go basis. It enables devel-
opers to deploy and run their apps without having to worry about the architecture. Because of its cost-
effective policies, auto-scaling, and autonomous and simpler code deployment, serverless architecture
has become popular. The healthcare service can be made available as a serverless application made out
of distributed cloud services that meet the industry’s diverse needs. Users and health care professionals
may be able to access the services via on-premise or cloud infrastructure. This chapter introduces a new
serverless architecture approach for health-care systems, in which services are delivered as functional
units to multiple stakeholders. Two case studies of healthcare systems that have implemented the server-
less framework are discussed.

Chapter 12 deep dives plan to Steganography is the process of hiding information within other
information channels in order to communicate. Steganography’s purpose is to conceal information in
such a way that it remains concealed and appears normal to the average person. It has been around since
ancient times, with the first recorded use in Greece in 440 BC. Steganography is derived from the Greek
terms steganos, which means “covered,” and graphia, which means “writing.” Digital Steganography is
a modern version of Steganography that hides information in computer files. Carrier, Message, and Key
are the three main components of a conventional steganography algorithm. The carrier file contains the
message as well as an optional key for authentication. Researchers have used several carriers, including
as picture, audio, and text, to develop Steganography. The confidential information may or may not be
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related to the carrier. Steganography that involves hiding a message in an image file is known as picture
steganography. As a result, noise appears in the image. This noise could cause picture distortion and
inconsistencies. Using a bigger image size reduces the visibility of noise. This project focuses on Picture
Steganography, including a literature evaluation of a research chapter on steganography detection in SNS
messaging systems, as well as implementation of Image Steganography for uncompressed image files
using the Least Significant Bit technique.

Chapter 13 intends Health, or what we can call the power of life and the essential right to get adequate
health care, is the most crucial metabolic process among living beings. The internet will play a key role
in monitoring and executing issues relating to human health systems in the coming period, thanks to
automated sensor responses enabled by IoT. Through sensors, the Internet of Things connects devices
to devices, things to things, and the human body to the network system. It can be used to track human
health-related issues such as blood sugar levels, blood pressure levels, temperature, and a patient’s pulse
rate, as well as any ailment that could be life-threatening. People today face numerous health issues as
a result of a global shortage of resources. As a result, a body sensor may monitor the human body to
gather a patient’s body parameters and store the sensitive data in the cloud using the Arduino Uno in a
wireless Body Area Network (WBAN). By encrypting data at the source and decrypting it with a unique
key at the destination, cloud computing manages authentication, privacy, security, and data management.
This chapter describes the Ubiquitous Health (U-Health) care system, as well as a proposed model and a
unique platform for wearable technology that may measure a patient’s heart rate and any chronic disease
without the use of human-to-human or human-to-computer systems.

In Chapter 14, in recent years, healthcare systems have advanced at a breakneck pace. The basic goal
of an intelligent healthcare system is to manage, monitor, and respond intelligently to the needs of the
medical environment. In a smart healthcare system, numerous technologies are used to provide access to
various healthcare services and to deliver those services. Today’s healthcare system has been profoundly
influenced by information and communication technology (ICT). The integration and implementation of
technologies such as the Internet of Medical Things (IoMT), Cloud computing, Edge computing, Con-
tainerization, Big Data, Artificial Intelligence, and others has given rise to the phrase smart healthcare
system. Several medical devices are installed in a smart healthcare system for collecting and managing
medical data, remote patient monitoring, tracking patients’ health state and location, and monitoring
and controlling medical devices to behave according to the patients’ appropriateness. Several medical
equipment and apps are connected via networking technologies to produce a large amount of data in the
Internet of Medical Things. IoMT is a connected healthcare infrastructure that enables for data analysis,
management, storage, and transmission. This chapter describes a containerized edge computing archi-
tecture for [oMT-based smart healthcare systems. In the smart healthcare system, the suggested design
uses containers at the edge to provide timely and quick medical service provisioning.

Many health applications are being developed in this digital health technology world. Artificial In-
telligence (Al) plays a significant part in this. ML is a popular Al technique for dealing with organised
and unstructured data. Machine learning diagnoses health issues by analysing a large number of patient
health records and data, boosting the efficiency of chronic disease identification in the medical industry.
Medical Information Modeling is a representation of a complicated system into a simplified represen-
tation that is used to predict future medical demands. Diabetes is one of the most common diseases in
the world. It is a chronic condition characterised by unusually high blood glucose levels. Gestational
diabetes is a disease that occurs during pregnancy in this Chapter 15.
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Organizations of all sizes can improve their efficacy, profitability, and dynamic skills by using infor-
mation, which leads to more deals, profits, and benefits. Organizations now deal with massive datasets,
but having a lot of data won’t help your firm grow unless you study the data and drive authoritative
development. Exploratory data analysis can be automated to save time and effort by eliminating the need
to create code for each visualisation and statistical analysis. The procedure is automated, which results
in a report that includes all of the graphics and data analysis. Many solutions have been developed over
the last decade to aid EDA, which is known as a difficult endeavour requiring deep analytical abili-
ties, expertise, and domain knowledge. Machine learning improvements, in particular, have opened up
tantalising possibilities for not only facilitating EDA but also entirely automating it. Because the EDA
process necessitates evaluating and visualising multiple graphs and plots to establish what type of data
we are dealing with, we may reduce the amount of time and effort required by employing Al technol-
ogy. An end-to-end framework architecture is proposed, followed by an initial implementation of each
component. Creating a comparison report allows you to compare the training and test data in Chapter 16.

In Chapter 17, the thermal and mechanical impacts of human tissues, as well as the physics that
drives biological processes, have been established through the application of fundamental engineering
principles to a variety of heat and mass transfer applications in biology and medicine. The influence of
viscous dissipation on an incompressible magneto hydrodynamic nanofluid flow travelling through a
stretched surface is numerically studied. Appropriate similarity transformations are performed and solved
using a Mathematica approach to construct a nonlinear transformed model in terms of ordinary differ-
ential equations. In addition, to validate the current methodology, a minimal case comparison criterion
has been provided. A highly significant parameter is used to supervise the machine learning method.
Simulations and machine learning techniques may be combined to show new and promising possibilities
in computational science and engineering challenges. To demonstrate the applicability of the existing
model, the performance of the parameters in terms of heat and mass transport is presented using a graph.

Chapter 18 takes Diabetes is a dangerous disease that produces high blood sugar levels and develops
when the glucose level in the blood is too high. In humans, diabetes causes a variety of ailments, includ-
ing congestive heart failure, kidney failure, stroke, kidney, eye, tooth, nerve, and foot disorders. It is
now simple to assess and forecast if a person is diabetic or not thanks to recent advances in the Machine
Learning concept. This study focuses on the utilisation of numerous machine learning prediction meth-
ods. K-nearest neighbour, logistic regression, SVM (Support Vector Machine), Gaussian naive Bayes,
Decision tree, Multilayer Perceptron, Random Forest, XGBoost, AdaBoost are the techniques utilised
in this study. The XGBoost algorithm outperformed the others, obtaining a 90 percent accuracy rate.

Chapter 19 throws in an unpredictable situation, face-recognition algorithms must be capable of
identifying patient faces. Facial detection differs from facial recognition in that it requires reporting
the location and size of all of the faces in a picture, which is impossible with face recognition. Because
of their overall likeness in look, there are countless alterations in the photographs of the same face,
making it a challenging challenge to address. Face identification is a difficult technique to do in an
uncontrolled setting since the lighting, perspective, and quality of the image to be recognised all have a
significant impact on the process’ outcome. The numerous facial recognition machine learning models
are discussed in this chapter. The models’ performance is compared using the numbers calculated for
FAR, FRR, TSR, and ERR.

In Chapter 20, the insights for managing methadone programmes in prisons are presented in this chap-
ter. The data reported in this research add for the first time to socio-cultural and ecological approaches
to problem solving, as well as policy choices for administering methadone programmes in prisons. The
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interaction of public policy, community, institutional, interpersonal, and intrapersonal components is
examined in this study using the Social Ecological Model (SEM). The conclusions of this chapter will
influence efforts to improve organisational, interpersonal, and intrapersonal aspects.

Chapter 21 focuses the rapid growth of internet technology, together with the widespread adoption
of various IoT devices and emerging IoT applications, has imposed strict Quality of Service (QoS) and
Quality of Experience (QoE) standards on service providers. Due to low bandwidth and high propagation
latency between the IoT device layer and the cloud data centre, the traditional IoT-Cloud model cannot
effectively and efficiently cater to the QoS and QoE needs of modern IoT applications. Fog Computing
has been utilised as an extension of cloud computing to give many IoT services to the end-user in close
proximity to the IoT devices in order to meet the strict requirements of healthcare IoT applications. The
fog computing paradigm is employed as a service provider capable of executing multiple IoT services via
hardware and software virtualization in a distributed and heterogeneous way at the network’s edge. The
requests issued by the corresponding IoT devices are usually random in character, and the goal of these
applications changes on a regular basis; hence, determining the best fog resources for processing and
execution is difficult. Different resource allocation policies, such as resource scheduling, job scheduling,
task placement, and so on, have been researched in order to discover the appropriate mapping between
IoT applications and Fog resource. We present an optimization approach for numerous healthcare IoT
application placement difficulties in Fog computing architecture in this study.

Chapter 22 deep dives plan to currently, the organisation spends a large portion of its budget on
operations and project implementation. Project managers are frequently confronted with difficulties in
project management. Poor communication is one of the many obstacles that project managers confront
in accomplishing projects. Failures and setbacks must be continually evaluated and applied. Agile project
management entails iteratively managing software development projects with continuous release cycles
and taking customer feedback into account at each level. Data science is about establishing doable chal-
lenges and developing reasonable measurements of solutions that require quick decisions because every
day is different. People have the impression that Agile is a new strategy that has only recently emerged.
In today’s technology and software development world, phrases like continuous delivery and software
development abound. Several software teams modified how they planned and delivered their products
as the 1990s proceeded. Traditional project management systems emphasised long-term planning, which
the organisations understood. To stay competitive in a rapidly changing world with constant pressure to
keep up with advancements, better and more efficient methods were required.
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ABSTRACT

Artificial intelligence (Al) is the imitation of human cognitive abilities. It’s changing the way people think
about medical services, thanks to increased access to medical information and rapid advancements in
examination techniques. The authors look at the current state of Al in medical services and speculate
on its future. Artificial intelligence can be used to analyse various types of medical data (structured
and unstructured). Al approaches for structured data machine learning methods, such as the old-style
support vector machine and neural network, as well as modern deep learning, and regular language
processing for unstructured data are among the most well-known Al tactics. Finding and treatment sug-
gestions, patient commitment and adherence, and managerial exercises are all important classifications
of utilizations. Malignant growth, nervous system science, and cardiology, for example, are some of the
major disease areas that use Al devices.

INTRODUCTION

The purpose of this chapter is to debate current state-of-the-art intelligent healthcare systems, with a
focus on major areas such as portable and smart phone gadgets for patient monitoring, machine learn-
ing for diagnosis of diseases, and assistive structures, such as social robots established for the adaptable
living situation. Remote surveillance systems can provide individual and worldwide sensing on a variety
of scales. Sensing is divided into three categories: personal, group, and social sensing. Real time track-
ing systems are built for a single personal and are generally concentrated on gathering and examining
personal information. Monitoring users’ exercise habits, assessing activity levels, and identifying symp-
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toms associated with psychiatric problems are all common instances. Although the data generated is
intended solely for the user’s use, it is normal to share it with medical professionals. FitBit, Google Glass
and the Nike+ FuelBand are all intelligent personal monitoring devices. Individuals who participate
in health monitoring and share a similar hobby, problem, or aim create a group. In social networks or
related groups, where information can be openly distributed or else with information secrecy, collective
monitoring systems might be popular.

Patient monitoring applications, such as contests based on specific goals such as running distance,
weight loss, calorie consumption, and so on, are common examples. Community or population monitor-
ing refers to when a lot of people participate in health and activity monitoring. Crowd modelling and
monitoring entails community-wide data analytics for the greater good. However, it entails collaboration
between people who do not trust one another, emphasising the necessity for confidentiality protection
and possibly minimal user engagement. Measuring the transmission of diseases over an area, looking
for certain medical disorders, and so on are examples of population monitoring. Although the influ-
ence of scale on monitoring applications is being investigated, numerous research questions including
intelligence sharing, data rights, data synthesis, protection and confidentiality, methods of data mining,
delivering valuable opinion, and so on stay unanswered. This chapter discusses the major constraints and
opportunities in the gathering, modelling, and processing of medical data in the framework of mortal
health and behaviour monitoring. Section I contains an introduction to Al, Section II contains a review
of medical information modelling using Al, Section III contains information on the impact of Al medi-
cal models on society, and Section IV contains information on the benefits and applications of Al in
healthcare systems. Conclusion and references were the subject of Sections V and VL.

Figure 1. Architecture of smart health care monitoring system
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Figure 1. depicts the different stages of the overall architecture of the health care monitoring system.
Four different stages are there in this monitoring system, which includes 1. sensor data collection and
feature extraction. 2. Remote Health server 3. Remote Health Gateway 4. Remote Health Analysis and
Visualization. In the first phase, data collection can be done by using various resources like physical,
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virtual, and social sensors, smart phones, smart watches, and bracelets, etc, and user generated content on
social media. Once the data collection process is done, then local processing and analytics must happen.
This phase ends with some health mobile applications. The same sensed or collected data, events, and
data from IoT sensors and devices are to be loaded into the server for further discovery. Personal request
and response information can be shared between mobile applications and health servers viaremote health
gateway. In the second phase of this monitoring system, processing, analysis, and mining of streaming or
stored sensing data takes place on a remote health server that is associated with the cloud environment.
Storing, filtering, and aggregation operations can be done in a cluster or cloud. The third stage of this
system is remote health analytics and visualization. Personal health services and notifications can be
shared at this stage on the mobile applications. The Health Analytics or Visualization phase can send a
query to a remote server, and the server can respond with analytics knowledge.

RELATED WORK ON MEDICAL INFORMATION MODELING USING Al

(Miltiadis et al., 2021; Muhammad et al., 2020) proposed in this section that digging prominent refer-
ences within the reference network is a further rational technique of judging the effectiveness of science
investigation, and that the overall number of citations obtained by an article is not a good indicator of
quality. We add 980 tagged references to a current state-of-the-art database. Then we calculated 14 char-
acteristics and used various machine learning models to analyze them. With the random forest classifica-
tion method, we were able to acquire an operating characteristic of 50.95 and an area under the precision
recall curve (AUCPR) of 0.85. (Li et al., 2021) proposed that the mining prominent references within
the contexts (e.g. is a more rational technique of judging the effectiveness of science investigation, and
that the overall number of references obtained by an article is not a reliable indicator of quality. We add
980 tagged references to a current state-of-the-art database. Then we calculated 14 characteristics and
used various machine learning models to analyze them. With the random forest classification method,
we were able to acquire an operating characteristic of 50.95 and an area under the precision recall curve
(AUCPR) of 0.85. (Muhammad et al., 2021) This paper provides a detailed overview of heterogeneous
clinical signal fusion strategies developed for intelligent healthcare applications.

(Sookhak et al., 2021) This study presents a comprehensive overview of province block-chain-based
admission control approaches in the health sector, which serves as foundation for cataloguing current
and upcoming advances in the accessibility control field. A particular horticulture of blockchain founded
access management techniques is also offered towards emphasise the essential protection needs for
designing a distributed access control scheme and to detect the security vulnerabilities with existing
methods. This paper also intends to compare and contrast traditional control systems, as well as identify
some significant and unresolved difficulties and obstacles as potential future possibilities. (Bhatia, 2021)
The project focuses on using IoMT Technology to remotely monitor the health of household pets in
their home surroundings. Over a cloud - centric platform FogBus, domestic healthiness is examined for
susceptibility in the medium living situation and pervasive behaviors. A time series data granulation is
also created, as well as the Probability of Health Vulnerability (PoHV) for evaluating the animal’s physi-
cal condition seriousness. For real-time animal healthcare research, the Temporal Sensitivity Measure
(TSM) is created, which is visualised applying the Self Organized Mapping (SOM) Technique.

(Wang et al., 2021) Without the use of an online reservation centre, the suggested protocol can achieve
mutual authentication scheme agreement while also meeting security and privacy criteria. The suggested
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technique reduces user computational complexity overhead by moving partial calculation workloads
to the server. Furthermore, the proposed method uses authentication scheme public key cryptography
to address certificate management and key exchange issues. According to a performance analysis, the
concept saves 9.9 percent of the computing operating cost just on source constrained station, making it
ideal for reduced IoT applications in smart healthcare. (Muhammad et al., 2020) This paper examines
several sample public datasets that have been used to evaluate the performance of WCE methodologies
and procedures. Finally, the much more significant part of this study is the discovery of various research
patterns and outstanding concerns in various WCE domains, with a focus on suggestions for future re-
search for good healthcare and personalization.

(Chauhan et al., 2021) Seven criteria for a healthcare monitoring garbage disposal injected with
resource efficiency characteristics to reclaim revenue from disposable ones are defined and evaluated
in this study utilizing the decision making trial and evaluation laboratory technique. A fundamental
model have being applied to select the criteria centered on their significance and net reason and impact
associations. Major factors responsible for a smart health monitoring garbage disposal are (i) digitally
associated healthcare facilities, trash discarding firms, and contamination prevention panel, and (ii)
delivering a contamination prevention committee’s opinion apps to the community as well as additional
users. Finally, this research presents a fundamental link prototype between the interconnected handlers of
industry 4.0 and life cycle assessment, which may be used to design a smart bio - medical waste disposal
approach that integrates cyclical economy grows.

(Shahzad et al., 2021) Many current IoH Matters research and innovation have been conducted in a
disjointed combined with autonomous manner, resulting in remedies and recommendations for a range
of diseases, medical supplies, and remote support administration. (Jahan et al., 2021) Present a decen-
tralized information capability method for a cooperative healthcare monitoring system that ensures the
security and compatibility of clinical documentation through cooperative work. In the suggested ap-
proach, clinics exchange patient information in a reorganized ledger while using a differentially private
method to ensure data privacy. The suggested system’s feasibility is demonstrated by the results of the
experiments analysis and data accuracy employing an Al model.

(Ray & Chaudhuri, 2021; Wang, 2020) The material evaluated was described in this review study
in terms of methods, forms, behaviors, and procedures. The chosen publications’ analysis and evalu-
ation procedures are reviewed, and the essay concludes with a review of the conclusions. This article
provides a scholarly evaluation of current predictive methods for healthcare solutions. The ambiguity
between analytical techniques and machine learning has been resolved. Even when the identical dataset
is used, the predictions of existing forecasting methods differ, according to a review of related literature.
Predictive models are also necessary, and new methods must be developed. (Chen et al., 2021) proposed
Holistic Big Data Integrated Artificial Intelligent Modeling (HBDIAIM) in this research as a way to
enhance the safety and confidentiality of information management interfaces in different smart cities. A
divergent evolutionary algorithm is implemented in HBDIAIM in order to provide suitable protection
for the secret data admin console in smart city applications.

(Aazam et al., 2021) Targeted on the how a machine learning-based methodology can be leveraged
to do is provide different forms of intelligent and impulsive healthcare (oHealth). For the medical and
security situations they examined, they used k-nearest neighbours (kNN), support vector machine (SVM)
and naive Bayes (NB) classification techniques on actual data. The observed empirical results shed light
on machine learning-based task outsourcing in edge computing. (Yang et al., 2021) For assessing SHMS
portfolios in a commodity surroundings, they presented a hybrid explanatory research three-phased
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Multi-criteria Decision-making (MCDM) model by combining the Decision-Making Trial and Evalua-
tion Laboratory Model (DEMATEL) approach, this same Analytic Network Process (ANP), as well as
Zero-One Goal Programming (ZOGP). The findings showed that the major driver for SHMS development
is the Financial Subsidies Policy, and the Medical Device and Drug Management System (MDMS) and
Medical Data Informational Network (MDIS) are the best SHMS portfolios for approach weights and
restricted possessions. The proposed hybrid decision model can help SHMS portfolios be more reliable.

(Ketu & Mishra, 2021; Rathi et al., 2021) This article also looks into security difficulties, specific
security, and threat taxonomies in relation to [oHT confidentiality structures from the standpoint of smart
healthcare. This study proposed a low Al facilitated Internet of Things and edge calculating based medi-
cal answer that is flexible, reactive, and dependable when treating patients. The system includes data
collecting, computation, and analytics at edge nodes, as well as persistent storing and retrieving at edge
data centres. Patients are scheduled and supplies are provided in real time by the edge nodes and border
controller. (Lu & Sinnott, 2020) Security mechanisms is been designed to safeguard e-health clients and
health datasets; yet, smart healthcare systems need structured standards and execution. When it comes
to security and privacy, smart medical systems have special requirements. (Taiwo & Ezugwu, 2020)
Patients can be remotely controlled from their houses using the suggested solution, and they can also
live a more pleasant life by using some functions of smart home control equipment on their handsets.
Patients in self-quarantine can utilise the digital stage to report everyday physical health problems and
difficulties to clinicians using their cell devices, which is the most meaningful impacts.

(Nasr et al., 2021) Furthermore, this article highlights software integration designs that are critical
for developing smart healthcare systems by effortlessly combining the benefits of tools in Al and data
analytics. The created structures mentioned emphasis on top of numerous aspects: each established frame-
work’s contributions, the entire working technique, performance as outputs, and comparative strengths
and limits. (Mishra et al., 2021) Concrete action in designated research, technologies, and managerial
segments, notably population health, patients’ health, knowledge assortment, and governmental sup-
port, has considerable capacity to strengthen the worldwide retort to COVID-19. Implementing such
approaches would result in more accurate diagnosis and control mechanisms, as well as a healthier soci-
ety. (Sarosh et al., 2021) Clinical photographs about patients could be used to identify specific medical
disorders via data analysis. Many interconnected innovations are being deployed to modify healthcare
systems in COVID-19 outbreak. The confidentiality of health check data is involved in the management
of an organized health solution. Hyperchaotic formula, and Deoxyribonucleic Acid (DNA) encoding,
established on the linear system, we offer security architecture.

IMPACT OF ARTIFICIAL INTELLIGENCE AND MEDICAL
INFORMATION MODELLING ON SOCIETY

All things considered, it is widely assumed that Al tools would complement and improve human work
rather than supplanting the work done by doctors and other medical service providers. Computer-based
intelligence is ready to assist medical services faculty with a variety of tasks, including regulatory work
procedures, clinical documentation, and patient effort, as well as more specialised jobs like image analy-
sis, clinical device robotization, and patient monitoring.

Despite a few roadblocks, Artificial Intelligence (Al) is being used in the medical care framework.
Specialists essentially center around the area of significant three illnesses: cardiovascular sickness, sen-
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sory system infection, and perilous malignant growth too. In cardiology, the future applications of the
Al framework for detecting heart diseases with the help of cardiovascular images were discussed. Heart
stroke is a characteristic and regularly blending infection that affects more than 500 million individuals
from one side of the planet to the other. It is the most driving reason for death in world. It has addition-
ally high clinical costs across the world almost about US$ 689 billion, which brings genuine hardship to
patient families. As a result, research on expectations and clinical therapy for stroke has a huge impact.

Artificial Intelligence (Al) approaches are now being applied in a growing number of stroke-related
studies. In stroke-related situations, Al systems can help in three areas: before the best time for infection
estimation and examination, recovery, and despite end assumption and discovering evaluation. Approxi-
mately 85 percent of the time, stroke is caused by cerebral localised necrosis, or blockages in the vessel.
Only a few people may be able to recognise pre-stroke signs and get the help they need. The development
of a development detecting gadget made it feasible to predict early strokes. PCA and hereditary fuzzy
limited state machine are the most commonly used Al methods for model design. The astonishing tech-
nique has to do with a patient’s sense of human activity and the beginning of the stroke detection phase.

In an ideal world, the ordinary model would be incredibly distinctive in relation to the patient’s
development, and a sensible model that identifies blow would be able to animate and assess clinical ac-
tion and put it into practise right away. In response, a wearable device was proposed for social occasion
information for typical and neurotic strides for stroke computation. SVM and hidden Markov models
can exclude and reproduce the data, and this calculation can correctly put together 91% of the records
to the specified gathering. Neuro-imaging methods such as CT sweep and MRI are also essential for
infection assessment in some cases of stroke identification. For human-capable actual injury elucida-
tion, this effect is comparable. In a multisculpt mind MRI, a 3D CNN focused on an injured fracture.

Complete mental images were used as information in SVM, which worked as a more solid foundation
than traditional radiology-based technique. A stroke therapy model was proposed for studying perform
core value, clinical preliminaries, and meta-investigation with Bayesian rule organisation to further
improve the clinical outcome making strategy of thrombolysis (tPA) mending. The model included 56
different types of components and three options for examining, fixing, and successfully estimating the
cycle. The subgroup used a connection tree to determine an appropriate thrombolysis (tPA) dose based
on the patient’s individual characteristics, considering the patient’s recovery viability and the risk of dy-
ing. There are a few factors that can influence stroke detection and disorder mortality. When compared
to traditional methods, Al techniques yield better results in terms of progressing estimation activity. To
improve and maintain clinical evaluation methodology, a model was presented for predicting a three-
month healing outcome by looking at physiological considerations for the first 48 hours after a stroke
with computed degeneration.

Through intensive front stroke and back stroke intra-blood vessel treatment, a data set of 107 patient’s
clinical data was seen. SVM and artificial neural organisation were used to inspect the data, which resulted
in an estimation accuracy of above 70%. The control impact in mind arterio-venous anomaly happy with
endo-vascular embolization was determined using Al systems. While a typical degeneration examination
portrayal could only achieve a 43 percent accuracy rate, this method’s effort is greatly improved, with a
precision of 97.5 percent. To compute a 30-day mortality test, an optimal calculation was used, which
yielded more exact results than traditional approaches.

Similarly, SVM was utilized to work out the stroke mortality by means of release. Also, the use of
the manufactured option oversampling system was proposed to diminish the stroke impact computation
bias contemplated among class disparity between a few datasets. Mind pictures were analyzed for work-
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ing out the impact of stroke fix. CT filter information were analyzed through Al method for assessing
the cerebral edema through hemispheric infraction. In comparison to traditional procedures, arbitrary
backwoods was designed to automatically sense the cerebrospinal fluids (CSF) and check the progres-
sions in the CT output, which is more precise and capable.

Wounds blackmailed from appealing reverberation imaging and the fix impact through Gaussian
strategy relapse process were investigated as part of a relationship. The model was used to figure out
the problem of cognitive damage during a stroke and the best way to recover at the right moment. In
the Arteries Cardio DL procedure, artificial intelligence (Al) is used to make changed and inconsistent
ventricle divisions visible on traditional MRI heart imagesA man-made reasoning (Al) strategy was
produced for fixing the guideline of body development in quadriplegia patients with sensory system
infection. Farina et al. came across the control of the disconnected man—-machine edge, which uses de-
livery timings for the spinal engine neurons to regulate the upper appendage prosthesis. By a twofold
dazed approval study, IBM Watson for cancer conclusion can be a steady Al for disease determination
from start to finish.

Skin disease subgroups were identified by examining a clinical image. The applications of these
three types of disorders are not entirely unexpected. These three infections are known to cause death in
the head; as a result, identifying the stages of the illness early on is critical in preventing the patient’s
condition from worsening. Furthermore, the investigation gauges on electrophysiology (EP) or electronic
clinical record, imaging, and hereditary can all be tentatively reached, and this is the significant force
of the man-made reasoning method. Aside from the three major diseases, an Artificial Intelligence (AI)
framework has been used to examine visual picture data for diagnosing acquired waterfall infections in
another disease. The retinal fundus pictures identified a referable diabetic retinopathy.

MAN-MADE BRAINPOWER APPLICATIONS IN MEDICAL CARE

Artificial Intelligence in present day medication and average region has been a generally forthcoming
intriguing issue in current years. Although the use of artificial intelligence in modern medicine has a lot
of promise, there are concerns about losing the “human touch” in such a crucial and individual-driven
job. Man-made reasoning in current medication signifies to the act of man-made brainpower instruments
and customized systems in the recognizable proof and fix of patients who need care. Simultaneously as
investigation and fix might seem like unobtrusive stages, there are various other fortuitous methods that
happen sought after for a patient assign appropriately taken to consideration, for example,

Collecting data from patient talks and performing checks

Using a few reasons for data information to develop a precise identifiable proof
Using a few reasons for data information to determine a precise recognisable proof
Characterizing a material fix method

Organizing and controlling the chose fix method

Patient noticing

Recovery, continuation courses of action
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Figure 2. Source: 2019 Al global funding report, CB Insights
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Various decisions have been made regarding the most beneficial usage of Al in medical treatment. The
key areas, according to Forbes in 2018, will be managerial job processes, image examination, automated
a medical procedure, menial assistance, and clinical decision support. Similar locations were mentioned
in a 2018 Accenture report, which included addressed linked machines, dose blunder reduction, and
network safety. According to a 2019 McKinsey report, major areas associated with intellectual widgets,
focused on and tailored medication, improved mechanics assisted a medical treatment, and electroceu-
ticals are among the most important.

Artificial Intelligence(Al) in medical services offered an assortment of medical care data results that
man-made brainpower (Al) has analyzed and audited the main sorts of illnesses that man-made con-
sciousness (Al) has organized. AI (ML) and regular language handling are two significant gatherings of
man-made consciousness (Al) gadgets. Two of the most well-known traditional techniques for AI (ML)
are available: neural organisation and SVM. An average artificial intelligence (Al) framework should
include an AI (ML) component for leading ordered data such as EP information, images, and hereditary
data, as well as a Natural Language Processing (NLP) module for allowing unstructured works. The
confusing calculation needs to be taught during the medical services results prior to the framework that
can support the doctors for illness investigation and treatment strategies. This technique focuses on how
PC-based evaluation tactics, which are housed under the same roof as Artificial Intelligence (AI), might
aid in the advancement of the health and therapeutic fields.

EXISTING INSTANCES OF Al IN REAL LIFE

There are now numerous instances of Al showing up inside daily existence applications. A genuine il-
lustration of this is the Nest gadgets for home robotization, utilizing Al to decide individual inclinations
and changes for our ordinary necessities.

Google Assistant on your cell phone is another model, providing clients with supportive “without a
moment to spare” data dependent on what it finds out with regards to your inclinations and past client
conduct.

Self-driving vehicles — popularised by Tesla — are one more illustration of Al in real life.

8

printed on 2/9/2023 11:11 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Artificial Intelligence and Medical Information Modeling

These models utilize various parts of Al to empower innovation to be coordinated in various appli-
cations. It is critical to comprehend the distinction between these terms and how they apply to various
applications.

CONCLUSION

Artificial Intelligence is one of the greatest disruptors of our age and can possibly be a tremendous resource
for clinical gadget organizations in later years. Like with most problematic advances, there are numerous
potential entanglements that could forestall the fruitful execution of Al inside the business. The quantity
of advantages for computerized reasoning in medical care is immense; regardless of whether that be de-
creasing the dependence of human information, accelerating the medication improvement interaction, or
making medical services less expensive and available to a scope of various populaces. For computerized
reasoning to be an achievement in any industry, savvy calculations need unfiltered admittance to a scope
of informational indexes. This is quite difficult for the medical services and clinical gadget industry, as
guidelines, for example, HIPAA make it trying to share information while staying consistent with laws
and guidelines. Regardless of such difficulties, Al keeps on advancing as medical organizations center
around extending their computerized capacities. As clinicians, medical services experts and patients
begin to become mindful of the advantages related with Al, advancement in the field will keep, making
man-made consciousness in medical care less expensive and more open to patients around the world.
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ABSTRACT

In the recent literature, many metaheuristic approaches has been developed to examine, interpret, and
analyze high dimensional data. However, there is always a requirement to design a more productive
and cost-effective technique. Many of the authors have acknowledged the capability of cuckoo search
approach. Inspired from the blooming application of cuckoo search algorithm (CSA), the authors have
proposed a binary cuckoo search algorithm (BCSA) for gene selection and classification of microarray
data. With the objective of optimizing gene subset and classification result, BCSA has been implemented.
BCSA is optimized using support vector machine (SVM) classifier, and significant gene set is extracted.
This experimental study has been conducted over five microarray datasets. Superiority of this gene sub-
set is shown using a few other classifiers such as k-nearest neighbor and artificial neural network. The
model performance is also compared with a few other metaheuristic approaches such as particle swarm
optimization, genetic algorithm, artificial bee colony algorithm, and differential evolution.
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INTRODUCTION

There are many applications where high-dimensional data is very common. Geographical data (Chung
et al., 2018; Frew et al., 2017), data in computer vision(Feng, Leung, & Eckersley, 2020; Kamoona,
& Patra, 2019; Sreenivasan, Havlicek, & Deshpande, 2014),gene expression data(Dash, 2018; Dash,
2017; Dash, Dash, & Rautray, 2019), data set in eCommerce application(Robinson, 2017; Hartley, 2009;
Chakkaravarthy, Sangeetha, & Vaidehi, 2019),tomography imaging data(Moodley et al., 2013; Imbriaco,
2011; Lin et al., 2004), ECG(Jayashree, & Kumar, 2019; Berkaya et al., 2018; Chawla, 2011) data etc are
all falls into these categories. However, researchers are facing a lot of problems for mining these data.
This is due to the fact that i) its curse of dimensionality ii) difficulty in extracting information from the
huge space (Sert et al., 2019; Aneiros et al., 2019; Zhou, Zhai, & Pantelous, 2020).

Microarray gene expression data is an imbalanced data i.e. number of observation is within the range
of hundreds whereasthe number of genes are hundreds to tens of thousands. Numbers of samples are
so less that building a model becomes difficult to learn the characteristics of these data(Dash, & Misra,
2016; Dash, & Misra, 2018). Further numbers of attributes are too high that distinguishing significant
and insignificant attributes becomes critical and cost effective.

Many existing algorithms are there for these data analysis. However with the dimension, complexity
of these algorithms grows exponentially. With increasing dimensionality, these algorithms soon become
computationally intractable and therefore inapplicable in many real applications.

In the past few years many metaheuristic approaches have been developed as a solution to many ex-
ponentially increasing complex non-linear optimization problems. These algorithms have many source
of inspiration(Hussain et al., 2019; Bianchi et al., 2009; Dokeroglu et al., 2019). Many of them are
inspired from behavior of swarm such as Particle Swarm Optimization, Ant Colony System, Artificial
Bee Colony, Firefly Algorithm, Cat Swarm Optimization Algorithm etc(Mavrovouniotis, Li, & Yang,
2017; AlRashidi, & El-Hawary, 2008). Some of them are based on nature of evolution such as Genetic
algorithm, Differential evolution, Evolutionary Programming etc(Slowik, & Kwasnicka, 2018; Jain, Singh,
& Rani, 2018). Considering every technical problem as an optimization problem, Quantum computing
(based on quantum mechanics) based Genetic algorithm was proposed as the first physics based algorithm.
There after many other algorithms were proposed such as Gravitational search, Simulating Annealing,
Harmony search etc. Other categories of algorithms are Bio-inspired approaches inspired from biological
sources(Chiroma et al., 2017; Pazhaniraja et al., 2017). All these metaheuristic approaches don’t have
relationship with the problem need to be optimized. Due to which successfully many metaheuristic ap-
proaches are developed to solve a variety of optimization problem.

Inspired from successful application of metaheuristic approaches in many application zones, this
research work is directed towards Cuckoo search. Cuckoo Search (CS) is one of the successful meta-
heuristic approach developed by Yang and Deb (Dash, & Misra, 2016). It is a swarm based optimization
technique inspired from the behavior of bird cuckoo. Cuckoo search, its variants and much hybridiza-
tion are heavily used in current research areas for different categories of optimization process (Shehab,
Khader, & Al-Betar, 2017; Mareli, & Twala, 2018; Rautray et al., 2019; Cruz-Duarte et al., 2017; Sarangi
et al., 2018; Bibiks et al., 2018). Influenced from its vast application, in this research a binary version
of Cuckoo search for feature selection is used for the first time.

To handle the dimensional complexities of gene expression data, this research works in two phases.
Assuming that in one phase complete insignificant features can’t be eliminated, in the 1* phase top ranked
500 features contributing to the class level are extracted. In the second stage a binary version of cuckoo
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search algorithm is implemented to extract the most significant features. The algorithm is experimented
through multiple simulations, multiple runs and multiple iterations with the hope of getting optimal result.

For this research work, content of each section and subsection discussion is as follows.Sectionl
discusses high dimensional data, issues in handling theses data, probable solution using metaheuristic
algorithms, motivation towards Cuckoo search and a brief description of considered problem statement
and proposed solution. Motivation of using Cuckoo search is further cleared with its vast application in
unbounded research application through much hybridization in section 2.Basic cuckoo search approach
and it working principle is presented through a flow diagram in section 3. The proposed work and its
working principle are presented in presented in section 4. The overall experimental setup is shown
through section and subsection of 5. In section 6 result analysis is done through a comparative study and
followed with a concluding remark in section 7. Following table 1 provides details about description of
Cuckoo search with few variants and its application areas

Table 1. Description of Cuckoo search with a few variants and its application areas

Sl.no. Traditional / Variants of CS Application area Reference
1 Multi-objective Cuckoo Search Electrical machines and transformers Coelho et al., 2013
2 Improved Binary Cuckoo Search Electric power generation system Zhao et al., 2018
3 Extended Cuckoo Search Motion tracking Zhang et al, 2018
4 Traditional Magnetic flux leakage signal Han et al., 2016
5 hybrid Cuckoo Search Internet of Things Jiang et al., 2016
6 efficient Cuckoo Search Fault diagnosis Li, Ma, & Yang, 2017
7 Improved Cuckoo Search Algorithm Monopulse Antennas Suresh et al., 2017
8 adaptive Cuckoo Search algorithm Satellite images Wei, & Yu, 2018
9 hybrid Cuckoo Search Chaotic system Sun et al., 2017
10 Hierarchical Cuckoo Search Wireless communication systems Osman, & Baki, 2018
11 Traditional Auto industry Chitara et al., 2018
12 Traditional multimachine power systems Suresh et al., 2018
13 Adaptive Cuckoo Search Wiener Filter Zhao et al., 2018
14 Modified cuckoo search Power dispatch Sun et al., 2018
15 hybrid cuckoo search Concentric circular antenna array Yang, & Deb, 2014

PREVIOUS KNOWLEDGE

As compare to other metaheuristic approaches, Cuckoo search technique has already shown its posi-
tion. Up to now there are many applications of Cuckoo search using traditional Cuckoo search as well
as with its many variants. Few of its applications are highlighted in Table.1. A detailed description of
each approach is as follows.

In this paper (Coelho et al., 2013), for correct hysteretic material simulation, and improved multiob-
jective cuckoo search-based approach is implemented. In this process a lot many parametersneed to be
considered, hence multiobjective optimization is a suitable solution strategy. So in this work Duffing’s

14

printed on 2/9/2023 11:11 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Utility of Binary Cuckoo Search Approach for Microarray Data Analysis

oscillator based improved multi-objective cuckoo search is applied to optimize the parameters of Jiles-
Atherton vector hysteresis model. In an electric power system unit commitment problems are nonlinear
mixed-integer optimization problem. Here total cost generation required to be minimized in the opti-
mization problem. For this work, (Zhao et al., 2018), the author has proposed a binary version cuckoo
search approach called improved cuckoo search algorithm. In this work (Zhang et al, 2018) author has
proposed an extended cuckoo search based Kernelised correlation filter(KCF) tracker. In the first phase
cuckoo search has been extended using simplex method. There after based on the ECS method with
Gaussian distribution, a hybrid motion model is introduced for KCF framework. Prediction of defect
dimension is an inverse problem in magnetic flux leakage signal in which after getting the effects its
cause is detected. Paper (Han et al., 2016), estimates the defects combining the optimization approach
of cuckoo search and particle filter. Inspired from the significant implementation of cuckoo search ap-
proach for high dimensional problems

In this paper (Jiang et al., 2016) author has employed Support vector machine(SVM) for dynamic
error prediction of sensor. However for proper estimation, parameter value of SVM needs to be chosen
carefully. In this regard cuckoo search algorithm is used for parameter optimization of SVM. For radar
tracking monopulse antennas play an important role. In paper (Li, Ma, & Yang, 2017) improved cuckoo
search is used to perform monopulse antennas. The improvisation of cuckoo search is done to balance
the exploration and exploitation level of this algorithm.

In the recent scenario, there are many practical applications of satellite images, however proper en-
hanced methods are required to improve the contrast of scene. In this regard optimization methods are
used. In this paper (Suresh et al., 2017) a novel adaptive cuckoo search approach is used for satellite image
enhancement. Here a self adaptive Levy flight operation is implemented to make the algorithm adaptive.

Parameter estimation is a nonlinear problem as it leads to estimation of more than one parameter
and it is solved using multiobjective optimization techniques. In this work (Wei, & Yu, 2018), a hybrid
cuckoo search approach is implemented to estimate the parameters of chaotic systems. The hybridiza-
tion work is inspired from differential evolution, based on which mutation operation is implemented.
Further opposition based learning is used to initialize population in each generation. Generation of high
dimensional space is a complex nonlinear problem and it is difficult to solve. One such problem is Be-
ampattern sidelobe (SL) suppressing especially for large-scale antenna array. In (Sun et al., 2017), author
has applied hierarchical cuckoo search approach for sidelobe reduction. In this approach the population
is utilized in hierarchical levels. An automated transfer line balancing problem is solved by (Osman, &
Baki, 2018) using cuckoo search approach. The transfer line produces cylinder heads at a high volume
incorporates identical machines that can be operated under different cutting conditions. Selection of
relevant cutting conditions affects the productivity and cost of transfer lines. Considering this work as
an optimization problem cuckoo search is implemented.

In 2018 Chitara et.al., explored Cuckoo search algorithm for power system stabilizer designing for
multimachine power systems. Performance of cuckoo search is compared with few other state-of-art
metaheuristic approaches such as genetic algorithm, particle swarm optimization and harmony search
algorithm. Finally cuckoo search based optimizer has shown its superiority as compared to other de-
signed approaches. In satellite image, noise reduction is required to improve the visualization capability
of an image. A 2D finite-impulse response Wiener filter driven by the adaptive cuckoo search algorithm
is proposed for noise reduction in Multispectral satellite images. These images are contaminated with
the Gaussian noise ofdifferentvariance levels (Suresh et al., 2017) and issues were well handled using
adaptive cuckoo search approach. A non-convex, non-continuous or nonlinear solution space called
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aseconomic dispatch problems is solved using cuckoo search approach (Zhao et al., 2018). However, the
searching capability of cuckoo search is improved incorporating a self adaptive approach. In this work
the new solution space is generated through an improved lambda iteration strategy. In a paper (Sun et
al., 2017), an improved discrete cuckoo search algorithm is adopted to suppress the maximum sidelobe
level of large-scale concentric circular antenna array.

Inspired by the vast adoption of cuckoo search swarm optimization technique through its baseline
approach, improvisation form andmany hybridization forms, author has tried to introducebinary version
of cuckoo search technique for feature selection in high dimensional datasets. As cuckoo search is quite
successful in high dimensional search space analysis, this study designed a gene selection technique in
microarray datasets though a variant of cuckoo search.

BASICS OF CUCKOO SEARCH (CS)

Algorithm Cuckoo Search

Random initialization of n host nests

While (! Termination Condition) do
Random generation of a cuckoo

Fitness evaluation of cuckoo, F.

Random selection of a nest among n nests, j
IfF>F,

Replace the new solution with j

Abandon a fraction (Pa) of worse nest & build new ones.
Keep & rank the best current nests

Return the best nest

Cuckoo search (CS) is one of latest and widely used swarm intelligence based meta-heuristic algo-
rithm. CS algorithm is inspired by the kind of bird species called the cuckoo. Cuckoos are fascinating
birds because of their aggressive reproduction strategy and beautiful sounds which they can make (Yang,
& Deb, 2014). The adult cuckoos lay their eggs in the nests of other host birds or species (Rautray, &
Balabantaray, 2018). The egg in the nest represents a solution, and one egg can be laid by each cuckoo
that represents new and possibly better solution. The standard CS algorithm can be characterized by
three idealized rules: 1) laying one egg by each cuckoo in a random nest represents a solution sets, ii) the
nests containing the best eggs will take over to the next generation, iii) an alien egg can be discovered
by a host bird with a probability (P,) for the fixed number of available nests. If this condition satisfies,
either the egg can be discarded or abandon the nest by the host, and built a new nest elsewhere.

For easy implementation, CS algorithm can be used each nest with a single egg. In such situation there
is no difference between nest, egg or cuckoo. The nest corresponds to an egg represents one cuckoo. In
some complicated cases, the algorithm can be extended to each nest with multiple eggs that represents
a set of solutions.

In this algorithm each egg in the nest represents a candidate solution. Thus the cuckoo egg may
represent a global best solution. Let for current iteration ¢, the i cuckoo is represented as x; . For the

. 1. . .
next new generation the same cuckoo x; is updated using equation-1.

16

printed on 2/9/2023 11:11 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Utility of Binary Cuckoo Search Approach for Microarray Data Analysis

X =x +a ® Lévy(L) (1)

Where a is step size, which should be proportional to scale of optimization problem (i.e. @>0), & is
entry wise move during multiplication and Lévy(4) is random numbers drawn fromLévy distribution.
A flow diagram for the working principle of cuckoo search algorithm is shown in Fig.1.

Figure 1. Flow diagram of Cuckoo search technique

(Pop ion of Nest Initialization)

Set number of host nest to n

. i (Control Parameter Initialization)
Set dimension of each nest with dim

e« Generate initial population matrix e The step size «is taken as > 0.
Xan> X2y Xa3)>* " Xadimy o The probability factor P, for finding the
_ | Xen> X Xono Xadim number of alien eggs is considered with in [0,1]
Xnny> Xn2y> Xn3)>* " X(ndim)
(Generate new solution) (Setting Initial Fitness)
o . o Identification of objective function of individuals
o Select an individual randomly (let it * Evaluate fitness of each nest
be j) Jorinti=1:n
o Generate new solution for x | S o finess (i) = execution of objective Extract the best -
through Levy flight operation Equ®-1 Junction on Xy, X2 Xa3)2* Xamy
o Evaluate fitness of X end
solution
(Update position)

e Select an individual randomly (let it
be i)

o Compare fitness of two individual and « Abandon a portion of worst nest and exact

update position —

(Filtration of good quality nest)

useful nest using The probability factor P,

if fimess(x,) > fimess(x,)
X=X
endif

SIGNIFICANT GENE EXTRACTION APPROACH: PROPOSED WORK

In section 2 of this research work, we have highlighted the potentiality of Cuckoo search through its
implementation in various application areas. Taking this inspiration, a binary version of Cuckoo search
is designed to extract the relevant information from the dataset in terms of its significant features. In
detail steps of the feature selection process are shown in Fig.2. This is an investigation carried over high
dimensional gene expression datasets. These data are highly noisy, as it contains relevant information
along with some irrelevant content.

On the other hand, Cuckoo search is a wrapper technique. Trying to learn these techniques with such
data most of the time misleads from its objective. Thus, somewhat data refinement is required prior
to work with the wrapper techniques. So, an initial refinement process is essential to be implemented.

This approach works in two phases. Basically, all these gene expression data are defined with high
dimensional space which is quite stressful for analyses. These data contain a large list of gene values and
most of them are noisy. Thus, identifying the noise-free genes from such a pool of genes is very difficult.
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Figure 2. Significant gene set extraction using BCSA approach
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Thus, to make this analysis an effective one, in this work metaheuristic based cuckoo search approach
is designed. Cuckoo search is a learning technique, when the original data is applied, it misleads the
model from its objective. Therefore, we have tried to come up with a solution, in which feature selection
is applied in two steps assuming that in one step complete noise reduction may not be possible. Thus,
our approach works in the following way.

In the initial stage of preprocessing procedure, for proper analysis of data, the gene values are brought
to a range of [0, 1]. Then first level of feature extraction is done by reducing noise. In this level the
proportion of noisy and noise free genes are evaluated using signal-to-noise ratio. The output is sorted
in descending order and high valued genes are taken out. In this work top 500 genes are extracted.

After the first stage of reduction, the dataset is scale down. Further this dataset with 500 genes are
again too high to learn a model as it may distract from its destiny. Therefore in the second stage noise
is further minimized using cuckoo search based metaheuristic approach. Designing a binary version of
cuckoo search algorithm, the author has suggested a wrapper based noise reduction technique. Significant
features are extracted optimizing the classifier performance. Thus, an efficient classifier is also plays a
major role to reduce the data complexity though noise reduction. From many literatures (Dash, & Misra,
2016) it has been clearly observed that support vector machine is one of the efficient classifiers for ana-
lyzing a dataset. Therefore,binary cuckoo search and SVM based a feature selection and classification
model is designed to extract the significant features though optimizing the classification performance.

As the performance of a model depends on both metaheuristic technique as well as classifier com-
bination, for the comparative analysis different metaheuristic technique and classifier combinations
are handled. All these analyses are carried out at different level using 4 performance measures such as
accuracy, sensitivity, precision and gmean.

Steps of Proposed Cuckoo Search-Based Feature Selection Algorithm
Step 1: Collect gene expression data values.

Step 2: Conduct data pre-processing using the min-max data normalization technique.
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Step 3: Apply initial screening process to select top 500 genes.

Step 4: Apply parameter initialization of Cuckoo search approach such as number of host nest (NHN),
step constant a,,, standard normal variable u and v, the control factor of Levy flight operation
,BCP and probability of getting exotic eggs pc

Step 5: For each nest ns €1,2,3,LL. NHN> and,

For each dimension dj€<1,2,3,L dim>,
Initialize the variable randomly with O or 1.

Step 6: Iterate the steps from 7 to 12 ¢ times, r€<1.2.3L, T, where T is maximum number of iteration

Step 7: Initialize fitness value Fir and global fitness F 1 O 0

Step 8: For each nest ns €1,2,3,L NHN>, figure out the fitness of each nest considering classification
accuracy as evaluation criteria and store it in Fit, .

Step 9: If (Fit,  >Fir) then update then update Fir i.e. Fir=Fit, ., and update the index of nest i.e.
ns, = ns,

Step 10: Estimate the maximum fitness value and store it in Fit__ .

Step 11: If (Fir  >Fit ) then update Fit, by F 1 e =F 10 and update index wrt Fit ;. and store
itin indexglo[ml

Step 12: Discard the worst nest wrt p_and construct the solution space by applying Levy for the next
generation.

Step 13: Generate the optimal solution with the selected features depending on index values.

lobal lobal

ENVIRONMENTAL SET UP FOR THE EXPERIMENTAL VALIDATION

In the following subsections, a detail experimental analysis is presented to prove efficacy of proposed
model. The experimental set up is done in the following way.

Data Set Description

In this work 5 microarray gene expression data are examined. The detail description of each dataset is
presented in Table.2.

The principal characteristic of gene expression dataset is high dimensional in nature. These are imbal-
anced dataset in the sense that number of observations is too small as compare to number of attributes.
Mostly the samples are within 200 and genes are in the range of thousands and sometimes it goes beyond
ten thousands. Thus knowledge extraction becomes complex. To handle these data, metaheuristic ap-
proaches are used to learn a model.

Data Preprocessing with Initial Feature Selection Process
In this approach, two level of feature extraction is implemented. As most of the features are noisy, ex-

traction in one level may not lead to an optimal solution. Further, learning a model taking both relevant
and irrelevant information may deviate the result from the expected result.
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Table 2. Class division and number of features in microarray datasets

S1.No Dataset Number of observations Number of features
38
1 Leukemia (David, 2002) 7129
27 | 11
5 AllAmlI (Golub et al., 44 1129
1999) 29 | 15
3 ADCALung (Gordon, 149 12533
2002) 15 | 134
60
4 CNS (Singh, 2002) 7129
39 | 21
102
5 Prostate (Ash, 2000) 12600
52 | 50

In the raw data, the feature values are scaled to a small value to very large. This range also varies
depending on the dataset. Interpretation of such data becomes difficult for a training algorithm. For
example if distance function is used in training process, then highly distant feature may dominate other.
Similarly if the feature values are quite uniform, then the algorithm may converge fast. Therefore it is
required to bring the feature value to a specified range and this process is called as data normalization.
Thus in the preprocessing stage implementing min-max normalization technique as in equation-1 data
value is brought to a range of [0-1] using equation-2.

Feature — Feature

original value
Feature

min(original value in the series) (2)

Feature

normalised value

— Feature

max(original value in the series) min(original value in the series)

Further in the preprocessing stage two level of feature extraction is carried out. In the 1* level of
feature extraction, noisy features are dropped out. In this stage, contribution of each feature towards
level of knowledge is evaluated. In this regard for each feature, level of signal with respect to level of
noise is calculated. The highly contributing features are those features whose are in the higher order
of estimation those are extracted. However in this level it is difficult to predict how many feature may
finally considered for obtaining the desire objective. Thus the number of feature in the initial stage is
restricted to 500.

Implementation of Proposed BCSA

Now the original dataset is reduced to 90% and in the reduced dataset hardly few features are insignifi-
cant. In the second stage binary version of CS algorithm is implemented to extract the most significant
feature. First cross validation approach is used to break the entire data into many folds. Thereafter data
is divided for training as well as testing purpose.

Here 10 runs are considered to extract the most significant feature. In each run there are 10 simula-
tions and in every simulation CS algorithm is iterated for 1000 times. For each run, the global optimal
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solution is obtained comparing all simulation in terms of feature indices. Finally output of each run is
compared and superior solution is picked up.

Classifier Used for the Proposed Work

In this experimental work, three classifiers are used such as artificial neural network (ANN), k-Nearest
Neighbor (KNN), and support vector machine (SVM), out of which SVM is used select the optimal
feature subset and rest two are used to validate the model.

KNN classifier is considered as the simplest classifier since only one parameter i.e. k value = num-
ber of neighbour is required to be optimized (Dash, 2018). As per this approach, the entire test sample
moves to the nearest k neighbour classes with respect to the nearest distance. For the distance calculation
Euclidian distance measure or any other distance measure can be used.

Here ANN is a single layer feed forward neural network. Final reduced dataset(obtained using BCSA)
in terms of different feature value is the number of input layer neuron. The middle (hidden) layer consists
of 8 neurons and output layer with 1 neuron (Han et al., 2016). Activation function is linear in input layer
and sigmoidal in hidden and output layer respectively.

Different variation of Support vector machines are widely accepted for high dimensional data clas-
sification. It has several advantages such as adequate generalization of new objects and a representation
that depends on few parameters. For a particular model it does not get stuck at local optimum for any
objective function (Dash, 2017; Dash, & Misra, 2017; Demsar, 2006). For binary classification problem
SVM is highly effective and here we have used quadratic SVM for performance measurement. Thus
SVM is considered as a classification model to train the network for BCSA.

SIMULATION RESULT ANALYSIS

Result of all simulation is presented in terms of three performance metrics such as accuracy, sensitivity
and specificity. Again for its depth study, each performance measure is analyzed in terms of three values
such as best, mean and standard deviation. For all the dataset, result is presented from Table.3 to Table.7
keeping in objective of getting the optimal result out of all 10 runs. For each run, the entire process of
simulation is discussed in subsection 5.3 and shown in Fig.1.

Table 3 shows the simulation result on Leukemia dataset. The model is trained in order to minimize
the classification error, thus considering mean accuracy, performance of model is evaluated. In the 8"
run proposed model shows better result with mean accuracy 80%.

Table.4 shows the performance result of proposed approach on the AllAml dataset. Here all the
simulations are independent. The model is designed in such a way that for all runs executions don’t
depend on its previous execution. Thus for AllAml dataset, the optimal result is produced at 4™ run with
mean accuracy 97%.

Binary cuckoo search-based feature selection and classification approach is implemented for AD-
CALung dataset in Table.5. In 6" run the performance result is optimal with 98% mean accuracy.

The result evaluation of CNS dataset by BCSA is presented in Table 6. Considering a minimum num-
ber of significant features performance is evaluated. This simulation shows at 4™ run, the performance
of BCSA is optimal with 90% mean accuracy.
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Table 3. Result evaluation and feature generation on Leukemia dataset

Dataset- Leukemia
Accuracy Sensitivity Specificity
No.of Run

mean Best Std mean Best Std mean Best Std
1 0.78 0.81 0.03 0.63 0.88 0.15 0.78 0.88 0.03
2 0.75 0.84 0.04 0.35 0.92 0.36 0.75 0.84 0.06
3 0.73 0.84 0.04 0.16 0.86 0.29 0.73 0.86 0.05
4 0.76 0.83 0.04 0.47 0.83 0.32 0.76 0.84 0.05
5 0.71 0.71 0.00 0.00 0.00 0.00 0.71 0.71 0.00
6 0.78 0.83 0.02 0.67 0.97 0.12 0.78 0.91 0.04
7 0.78 0.81 0.02 0.66 0.96 0.10 0.78 0.89 0.03
8 0.80 0.88 0.04 0.69 0.88 0.09 0.80 0.92 0.04
9 0.77 0.82 0.02 0.65 0.98 0.10 0.77 0.93 0.03
10 0.76 0.81 0.04 0.50 0.95 0.32 0.76 0.84 0.05

Table 4. Result evaluation and feature generation on AllAml dataset

Dataset- AllIAml
No.of Run Accuracy Sensitivity Specificity
mean Best Std mean Best Std mean Best Std
1 0.95 0.97 0.01 0.96 0.96 0.00 0.95 0.94 0.11
2 0.90 0.92 0.01 0.92 0.96 0.03 0.90 0.85 0.06
3 0.95 0.95 0.00 0.93 0.93 0.00 0.95 0.98 0.15
4 0.97 0.97 0.01 0.97 1.00 0.01 0.97 0.98 0.08
5 0.89 0.89 0.00 0.88 0.90 0.01 0.89 0.98 0.13
6 0.92 0.92 0.00 0.98 1.00 0.03 0.92 0.87 0.07
7 0.95 0.97 0.01 0.97 0.99 0.01 0.95 1.00 0.12
8 0.93 0.95 0.01 0.93 0.93 0.01 0.93 0.98 0.16
9 0.95 0.97 0.03 0.93 0.96 0.03 0.95 0.96 0.11
10 0.94 0.95 0.01 0.96 0.96 0.00 0.94 0.80 0.06

For Prostate dataset, performance of BCSA is presented in Table 7. Here performance is high with
mean accuracy 96% in 9% run.

Thereafter this research work using BCSA is compared with few other metaheuristic approaches
such binary version of genetic algorithm (BinaryGA), differential evolution (BinaryDE), artificial bee
colony algorithm (BinaryABC) and particle swarm optimization (BinaryPSO). To avoid biasing with
respect to single classifier, this analysis is further extended using few other classifiers such as k-nearest
neighbor (KNN) and artificial neural network(ANN).

The performance measures used for this analysis are accuracy, specificity, sensitivity and gmean and
the best classification performance result is presented to choose the optimal classifier.
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Table 5. Result evaluation and feature generation on ADCALung dataset

Dataset- ADCALung
Accuracy Sensitivity Specificity
No.of Run
mean Best Std mean Best Std mean Best Std
1 0.97 0.97 0.00 0.97 0.97 0.00 0.97 0.98 0.08
2 0.95 0.96 0.00 0.96 0.98 0.01 0.95 0.89 0.14
3 0.95 0.95 0.00 0.95 0.95 0.00 0.95 1.00 0.13
4 0.97 0.97 0.00 0.97 0.98 0.01 0.97 0.99 0.08
5 0.95 0.95 0.00 0.95 0.96 0.00 0.95 0.95 0.20
6 0.98 0.99 0.00 0.98 0.99 0.00 0.98 0.99 0.08
7 0.97 0.97 0.00 0.97 0.98 0.00 0.97 0.91 0.07
8 0.97 0.97 0.00 0.97 0.98 0.01 0.97 0.96 0.10
9 0.97 0.97 0.00 0.97 0.98 0.00 0.97 1.00 0.15
10 0.97 0.97 0.00 0.96 0.96 0.00 0.97 0.99 0.12

Table .Result evaluation and feature generation on CNS dataset

Dataset- CNS
Accuracy Sensitivity Specificity
No.of Run
mean Best Std mean Best Std mean Best Std
1 0.87 0.95 0.04 0.95 0.98 0.01 0.87 0.83 0.15
2 0.86 0.93 0.04 0.96 0.98 0.01 0.86 0.81 0.15
3 0.90 0.90 0.00 0.90 0.90 0.00 0.90 0.89 0.05
4 0.90 0.91 0.00 0.90 0.91 0.00 0.90 0.86 0.06
5 0.89 0.90 0.02 0.89 0.89 0.03 0.89 0.87 0.04
6 0.83 0.84 0.00 0.80 0.85 0.02 0.83 0.83 0.03
7 0.81 0.82 0.01 0.80 0.85 0.05 0.81 0.83 0.03
8 0.83 0.86 0.01 0.76 0.80 0.02 0.83 0.89 0.05
9 0.78 0.80 0.01 0.70 0.73 0.02 0.78 0.84 0.03
10 0.83 0.84 0.01 0.79 0.79 0.01 0.83 0.86 0.04

Table 8 to Table 12 shows the classification result of all the classifiers. Further a deeper level of
analysis is carried out and shown in Table 13.

Leukemia dataset is analyzed in Table 8. The high performance with respect to different classifier
and performance measures are highlighted. There are 12 outputs of each individual approach. Out of
which 10 times proposed BCSA shows highest result, and thus rest of the techniques are not comparable.

For AllAml dataset, the result is presented in table 9.Here also proposed BCSA shows its superiority
over others. With respect to KNN and SVM, most of the time performance is high. However, when ANN
is used there is no such marginal difference in performance as compared to other techniques.
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Table 7. Result evaluation and feature generation on Prostate dataset

Dataset- Prostate
Accuracy Sensitivity Specificity
No.of Run
mean Best Std mean Best Std mean Best Std
1 0.92 0.94 0.01 0.85 0.88 0.03 0.92 0.98 0.02
2 0.95 0.95 0.00 0.91 0.92 0.00 0.95 1.00 0.04
3 0.92 0.93 0.01 0.84 0.89 0.02 0.92 0.95 0.04
4 0.94 0.95 0.01 0.90 0.90 0.00 0.94 0.96 0.03
5 0.93 0.96 0.01 0.88 0.94 0.03 0.93 0.96 0.03
6 0.89 0.89 0.01 0.85 0.85 0.01 0.89 0.88 0.03
7 0.87 0.88 0.01 0.87 0.93 0.08 0.87 0.88 0.03
8 0.92 0.94 0.01 0.85 0.88 0.03 0.92 0.98 0.02
9 0.96 0.96 0.01 0.90 0.91 0.03 0.96 0.96 0.04
10 0.92 0.94 0.01 0.85 0.88 0.03 0.92 0.98 0.02

Table 8. Comparative result of proposed approach with few considered Metaheuristic approaches on
Leukemia dataset

Leukemia Dataset

Feature Types of Classifier

Selection KNN ANN SVM

A h

pproacies Acc Sen Spec Gmn Acc Sen Spec Gmn Acc Sen Spec Gmn
Proposed 00 | 100 | 100 | 100 | 100 | 100 | 100 | 9472 | 88.56 | 88.32 | 92.00 | 9542
Technique

BinaryPSO 99.32 100 96.94 | 97.37 100 97.37 | 96.94 | 97.16 83.89 77.82 81.83 94.77
BinaryABC 92.10 | 98.00 | 98.00 94.9 94.85 94.9 100 94.71 86.13 83.7 86.13 | 96.94
BinaryGA 92.31 98.87 | 98.10 | 97.37 100 97.37 | 96.94 | 96.54 87.78 78.82 | 83.79 | 94.90
BinaryDE 0.96 100 96.94 | 97.37 100 97.37 | 96.94 | 97.37 87.78 78.82 | 83.79 | 94.85

Table 9. Comparative result of proposed approach with few considered Metaheuristic approaches on

AllAml dataset
AllAml Dataset
Feature Types of Classifier
Selection KNN ANN SVM
A hy
PRESsE Acc Sen Spec Gmn Acc Sen Spec Gmn Acc Sen Spec Gmn
Proposed 99.44 | 9925 |99.44 | 9481 [97.09 |96.30 |9655 |9643 |97.00 | 100.0 | 98.00 | 9481
Technique
BinaryPSO 99.11 99.52 | 99.11 94.77 | 99.11 97.13 97.01 94.21 93.09 | 953 92.60 | 94.77
BinaryABC 97.09 | 96.30 | 96.55 96.27 | 97.44 | 96.87 | 96.59 100.00 | 91.08 | 94.13 91.74 | 96.27
BinaryGA 98.43 97.54 | 97.73 97.08 |99.34 | 97.33 | 96.55 96.38 94.31 | 96.61 94.56 | 97.08
BinaryDE 96.94 | 9737 |9564 |[97.12 |97.79 | 96.71 96.82 | 96.43 95.10 | 91.35 90.78 | 97.12
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In Table 10, the performance of the learning technique for ADCALung dataset is presented. It is
observed that more than 50% of the time BCSA shows its superiority.

Table 11 presents the performance of the learning technique on CNS data. It shows that most of the
models are comparable specially BinaryPSO, BinaryABC and BCSA.

The result analysis of the Prostate dataset is presented in Table 12. Here also proposed BCSA is
showing a better result as compared to other learning techniques.

Finally, in Table.13, a summary of each classifier’s performance is shown. It shows the number of
times a particular technique shows the highest performance in %. It is clearly observed that, BCSA is
superior as compared to other techniques.

Table 10. Comparative result of the proposed approach with few considered Metaheuristic approaches

on ADCALung dataset
ADCALung Dataset
Feature Types of Classifier
Selection KNN ANN SVM
A h

pproaces Acc Sen Spec Gmn Acc Sen Spec Gmn Acc Sen Spec Gmn
Proposed 98.66 | 9839 | 9853 | 9472 |99.44 |9925 |9944 |9694 |[99.00 |99.12 | 9934 |97.37
Technique

BinaryPSO 97.09 | 96.3 96.55 97.16 | 99.11 99.52 | 99.11 9490 | 97.37 | 97.37 96.34 | 96.54
BinaryABC 98.43 | 97.54 | 97.73 | 9477 | 9694 | 9737 | 95.64 | 94.85 95.25 97.37 | 95.25 97.37
BinaryGA 97.09 | 96.3 96.55 96.54 | 100.0 |[9490 | 100.0 |94.74 |92.88 |94.74 | 92.88 | 98.37
BinaryDE 9843 | 9754 | 9773 |97.37 | 9843 |9754 |97.73 | 9553 |[9494 |9737 |94.94 | 96.49

Table 11. Comparative result of the proposed approach with few considered metaheuristic approaches
on CNS dataset

CNS Dataset
Feature Types of Classifier
Selection KNN ANN SVM
Approaches Acc Sen Spec Gmn Acc Sen Spec Gmn Acc Sen Spec Gmn
l;:gl‘:zis;ﬂe 85.65 | 8667 |81.05 |8591 |8565 |86.82 |89.74 |8889 |91.00 |91.00 |86.00 | 89.90
BinaryPSO 83.79 87.78 78.09 91.91 83.79 87.18 85.98 86.57 88.33 82.78 92.86 84.62
BinaryABC 86.59 87.22 88.10 88.45 86.59 84.05 85.86 89.47 86.11 83.89 92.31 85.00
BinaryGA 82.84 86.67 76.80 86.67 82.84 89.12 87.58 86.79 83.89 88.33 87.41 81.82
BinaryDE 82.96 83.89 78.81 81.52 82.96 87.18 89.74 87.76 86.11 88.33 88.24 89.90
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Table 12. Comparative results of the proposed approach with few considered Metaheuristic approaches
on the Prostate dataset

Prostate Dataset

Feature Types of Classifier

Selection KNN ANN SVM

A h

PRToacies Acc Sen Spec Gmn Acc Sen Spec Gmn Acc Sen Spec Gmn
Proposed 9446 | 9825 | 9524 |8394 |91.14 |9298 |8844 |[8442 |96.00 |91.00 |96.00 |8823
Technique

BinaryPSO 90.81 92.98 85.93 88.79 | 90.97 92.40 86.97 95.00 | 94.46 89.08 92.00 | 90.40
BinaryABC 89.13 89.47 81.82 85.93 92.46 | 92.98 89.63 | 94.32 | 90.81 91.14 | 90.79 91.28
BinaryGA 89.20 92.98 90.00 83.09 92.00 | 92.98 86.36 88.27 89.13 90.97 87.35 89.71
BinaryDE 89.08 91.23 82.61 86.36 | 90.79 93.57 85.51 90.32 89.20 | 92.46 | 90.80 88.23

Table 13. Overall performance analysis of considered classification approaches (in %)

Datasets
Feature
Selection Leukemia AllAml ADCALung CNS Prostate
Approaches
Proposed 91.66 41.66 58.33 3333 41.66
Technique
BinaryPSO 8.33 16.66 8.33 25.00 16.66
BinaryABC - 8.33 8.33 33.33 25.00
BinaryGA - 16.66 25.00 8.33 -
BinaryDE 8.33 16.66 8.33 16.66 16.66
CONCLUSION

Inspired from successful application of many metaheuristic approaches and especially Cuckoo search
algorithm, in this research work a feature selection and classification model is designed. This imple-
mentation is a binary version of the cuckoo search approach, to decide whether to consider a feature or
discard it. This evaluation is done with respect to the classification outcome. Thus selected features with
better classification results are assumed to be significant. A comparative study is also presented with a
few other binary versions of metaheuristic approaches such as PSO, DE, GA and ABC. Result analysis
is conducted considering 5 performance measures such as accuracy, specificity, sensitivity and gmean.
Ultimately for all considered high dimension gene expression datasets, BCSA shows its superiority.
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ABSTRACT

Image segmentation being an important aspect of computer systems, graph theory provides the most
elemental way of representing various parts of an image into mathematical structures. There are many
applications of image segmentations including face recognition systems, remote sensing, detecting im-
ages sent by satellites, optometry, medical image reading, and many more. Bi-partite graphs are useful
in determination of cuts in the segmentation process. These structures are analysed by considering each
vertex as pixel, and each weight is some aspect of dissimilarity for two vertices connected by an edge
with weights. This makes the problem-solving part very flexible, and their computation becomes easy
and fast. The problem is usually parted into small subgraphs that are bound under some continuous
forms of graphs like spanning trees, cut vertices or edges, shortest paths graphs, and so on. The cluster
formation is proved to be one of most commonly used methods in image segmentation.

INTRODUCTION

Image Segmentation is a traditional and important concept that is studied under the field of computer
science. It is mainly concerned with breaking up of an image into many tiny subsets that are disjoint
structures and each one of these subsets represent an important aspect of the image. The quality of seg-

mentation obtained is highly valuable to whole process of image processing as it have lot of influence
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to the total extraction and consecutive steps. A lot of research activities have been taking place in this
field in computer science background and still there is lot of scope for its further development. Many
famous works in this field have been completed with amazing results in medical background, preconisa-
tion, tracking and reconstruction. From the initial stage the basic idea behind image segmentation has
been the cluster formations of the data. In 1938 gestalt theory expressed this idea in a distinct manner
by identifying a group of principles for example likeness, closeness and continuity that clarifies the
idea of man-made awareness system. This theory has been the base of many research work conducted
in image segmentation since then in the hope that significant clusters could imitate some the local or
universal aspects of an image. Image intensity and colour has been the main focus during the initial
research activities like that of Robert edge detector method, Canny edge detector method or the Sobel
edge detector method. More over some work has been done due to thresholding process for differentiation
of objects and background as many distinct structures has been seen in them. The PDE based methods
or partial differentiation-based methods gives segmentation considering the constant change occurring
in curves in space minimizing the energy to obtain a required segmentation. Breaking up of regions
and assimilation of region is also another popular method which uses iterations to obtain a particular
regularity condition. Although rigorous research has been conducted in image and video segmentation
and numerous algorithms and methods are established: Thresholding, Edge detection, Region growing
methods, clustering methods, and compression-based methods, Watershed transformations, Morphically
methods, Graph partitioning methods etc. but in general there exists no segmentation algorithm which
can be commonly applied on all the domains. (Chen and L. Pan et al. 2018)

The main step is pre-processing of the image that removes the variety of instabilities of the image
including noise by filtration and particular noise removing procedures. Further, the obtained image is
partitioned or segmented by the algorithms available for image segmentation. The most problematic
stage of image segmentation is the processing stage followed by the structure extraction process. These
structures are further used in organisation of images. Some of the application of image processing is
in areas like OCR, recognition of face and finger print, biometric, image detection by satellites, image
analysis in medical field and so on.

A flowchart of various step included in image processing step is summarized in Figure 1 below:

Figure 1. Flowchart of image processing method

Input Image Pre- Image Feature - Post- Output
Image Processing Segmentation Ezxtraction Classilication Processing Image

The various segmentation techniques and their subdivisions are summarized in Figure 2 below:
The following table 1 gives a brief description of the various Image Segmentation methods along
with their advantage and disadvantage.
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Figure 2. Flowchart of segmentation techniques and sub-techniques

Segmentation Techniques

¢ I Y
Edge Based Fegion Based Pixel Based
Segmentation Segementation Segmentation
Gradient Active
Mode Contours
Split / Merge Graph Cut
Threzholding Clustering
Edge Detection Gradient Mode
¥
h 4 Region Growth
Level Sets
Table 1. A comparative study of various available image segmentation methods
Segmentation Technique Description Advantage Disadvantage

Pixel-based segmentation

A digital image is broken down into
multiple segments or groups of pixels,

also known as super pixels.

Can deal with complex images.

It requires a manual interaction
and also cannot be used in case
of non-interactive applications.

Edge-based Segmentation

It is based on the concept of
discontinuity identification.

Gives a better output if images
have a good contrast between
objects.

It depends on the peaks of
image and spatial ideas of
images are not taken into
consideration.

Region-based

It is based on graph segmentation
ideas that break images into

Gives a better similarity
identification and is prone to

It is one of the expensive
methods on the basis of time

clusters.

graphs in this method.

Segmentation . .
homogenous graphs. noise. and memory consumption.
Thresholding Method Based on the peaks of hlstogram for Slmple method w.lthout any Depends on the peaks of
the threshold value of image. requirement of prior knowledge. | histogram.
It works on the concents on Gives stable results and
Watershed Method . P boundaries that are obtained are | Calculation complexity.
topological ideas. .
continuous
.. . . It is highly useful in real life . .
Clustering Method Divides the image into homogenous problem due to the use of fuzzy The membership function

identification is critical.

PDE-based Segmentation

It’s working is based on partial
differential equations.

It is a fast and time efficient
method.

It is computationally complex.

ANN-based Segmentation

It makes use the simulation in
decision making.

Complex programs are almost
null.

Training requires more time.
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GRAPH THEORETIC APPROACH TO IMAGE PROCESSING

If G is a graph represented as the set G=(V,E) then, V represents the set of vertices and E is the edge
set. This set of edges may or may not be ordered. If G is ordered then the edge set E of G is representing
directed graph and if it is unordered then the set of edges E represents an undirected graph. Usually, a
dot represents the vertex and links or arcs represent the edges. If two vertices say x and y are connected
by an edge say e then we represent it as e, and if e €E then these two vertices x and y are called adja-
cent vertices. We may represent the groui) of all vertices adjacent to a particular vertex u by N (u) .

Another aspect that we may come across is edges having particular weights that are some real values,
we may represent it as w(e) where e€E. As per the requirement of the topic, we can consider the weight
value as measure of attraction or length of the link among two vertices. To consider weight value as
attraction measure, we take two vertices that are adjacent to each other and bound very closely if the
weight value is more. Moreover, to consider the edge value as length value we check the bond between
the adjacent vertices to be as much low as possible. A path of graph G is an alternating sequence of
vertices and edges, u=e v e,v,...e v for all n€[1, k-1]. Also, two vertices x and y are connected in a
graph G if and only if 3 a unique path between them starting at x and ending at y. The link between two
vertices x and y in G may be represented by x~y in G. If every pair of vertices in a graph is connected,
then we may say that graph is connected else it is disconnected. (G. Cheung, E. Magli et al. 2018)

If we have two graphs G and K then K is called as a sub graph of G if and only if V(K ) C V(G)
and £ (K ) ck (G) . Also,if K is a connected subgraph of G and x~y in Gfor x belongs to K and y does

not belong to K then we say that K is a connected component of the graph G shown in Figure 3.

Figure 3. 4x4 pixel in 2D, 4-connected graph showing pixel adjacency and 8-connected graph showing
pixel adjacency

As stated earlier in image processing method using graphs, we function using the adjacency graphs
of pixel which includes the set of vertices as set elements of the image and edge set is mostly based on
the relation of these elements of image. Generally, we may define edge set E as for pairs of vertices x
and y such that:

Ax,y) <D (1)
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Where A is the distance between x and y vertices and J is some constant. This relation was given by
Euclid and is termed as the Euclidean relation of adjacency. While dealing with two dimensional im-
ages, pixels are tested in a regular network of Cartesian form with &J =1 and obtaining a connected

graphofsize4 and J = \/E gives connected graph of size 8. Whereas in three-dimensional image & = 1

and obtaining a connected graph of size 6 and & = \/g gives connected graph of size 26. This has been
shown in the Figure 4 below: (J. Mu et al. 2018)

Figure 4. 3x3x3 voxel volume image, 6-connected graph showing vOxel adjacency

The weights of the edges in an adjacency graph with pixels are mostly selected in order to indicate
the content in the image. However, it may or may not be built on ideas of changes in strength or some
other aspect underlying in between the elements of image that are adjacent to each other. Sometimes
graph structures may also be studied on ideas other than those related to pixel of adjacent graphs. For
the segmentation purpose, an image taken is characterised as a graph and the partitioning is what mainly
used for breaking up of these graphs into many distinct components that are connected. Vertex labelling
or graph cut is the form of representation after undertaking partitioning of a graph. Both these forms
of representation are interrelated and opting any one form is only based of choice. Casually, a graph is
said to have a vertex labelling if every vertex of the graph is linked to some part of the other set having
labels. This set contains vertices indicating some class of object or the background. Similarly, a cut is
defined as a set of edges which in case detached from the graph, results in splits of the graph into two
or more components that are connected. (B. Chaudhuri et al. 2018)

REGION SEPARATION

In an image a group of connected pixels having similar characteristics is usually termed as a region.
The image, object and region are interconnected due to the fact that there may be several objects in an
image and several regions in an object that tallies with various portions of the object. To have a proper
interpretation and analysis of an image, a proper partitioning of it into objects or its parts is a neces-
sary task. Since there are possibilities of errors during the segmentation, the communication between
regions and objects may not be perfect therefore towards the end of interpretation methods precise
knowledge of the object is taken into account. The most important step in image segmentation is to
patent the different regions of different objects clearly which achieved by image partitioning thorough
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the characterisation of the gray value of the pixel in an image. We know that gray values are the values
given to the elements array that an image is made up of. In an image array, the pixels or gray values are
the observations of that particular index and qualities like the membership of a region are resultant of
gray values. (B. Chaudhuri et al. 2018)

The two methods of image partitioning are segmentation on the basis of region and using edge
detection method for boundary approximation. The main idea in the segmentation of an image on the
basis of region is grouping the pixels of a corresponding object and then marking them to show their
similarity in regards of their region. This is called the segmentation process. Similarity between the
pixels and their three-dimensional closeness are the two most important aspects of this process which
can be achieved by checking the modifications in the gray value in a region and firmness in the region
respectively. However, these tasks may not reliable for all types of images. Hence, we can opt for
other segmentation techniques that include grouping the pixels and then matching them on the basis
of knowledge of their domain. Thresholding and labelling methods are quite convenient to use in most
of the simple situations. The method segmentation of an image obtained by partitioning an image into
pixel lying near the boundary region considers the adjacent pixels as edges. These edge pixels on the
boundary and adjacent neighbours on the other side may have varying gray values and this difference
is used to find the region boundary. The principle is that both segmentation on the basis of region and
edge detection method should provide identical outcomes. Extracting out the regions can also be done
using algorithms like region filling algorithm but over the year region segmentation and edge detection
method has been the most effective one.

Let us consider the set of pixels in an image as / and a homogeneity predicate as P. We find a parti-
tion set S of this set I in n number of regions R..

UiLR, =1 2)

The homogeneity predicated and partition of the image set has the property as:
P(R/) = True 3)
And that two regions that are adjacent cannot be merged into one:

P(Rj URk):False “4)

The gray value image conversion into binary image is best partition method in the image segmenta-
tion process. Thresholding algorithms to obtain binary image can X. Chen and L. Pan, be simplified into
a greater number of levels. The approach for the algorithms should not be directly from the gray value
but from the knowledge-based facts of its characters. (X. Chen and L. Pan et al. 2018)
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SIMILAR INDEX VALUE IDENTIFICATION

Although many techniques and algorithms have been provided already for the segmentation of an im-
age but they can prove to be very tedious at times when the image is complex. Hence an easier way
of computing this could be beneficial for our work. The similarity between segments of an image can
be put to use to derive a mathematical method their computation. We denote this similarity index as #
denotes the relationship between the pixel and its neighbourhood that describes the similarity in rela-
tionship for each pixel and its neighbour. The division of the range of # into various sub ranges in order
to categorise those pixels that have same region. The output after segmentizing an image is usually in
the system of a set of regions that as a whole is the complete image or may be as a set curve pulled out
from the image. Some characteristics for example colour, strength or quality of each of the pixels in a
region is alike while adjacent regions may have distinctive dissimilarity. In order to have a clear view
of the similarity or dissimilarity of pixels it is highly recommended to have proper measure that would
automatically segment the image shown in Figure 5.

Figure 5. Graph cuts and labelling

One of such ways of determination could be the approach from local intensity value. However, this
may have the limitation of considering only a few numbers of points, too many pixels having similar
intensity value, sensitivity to noise or light etc. Hence, it is the need of the hour to have a better and reli-
able approach for this task. Comparison between central pixel and neighbouring locals could be of help.

Let us consider the following 5x5 pixel window.

Box 1.
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The task is to obtain the similarity index # of the central pixel z,  and its neighbouring pixels as follows:

S))

where f(z, ) is the gray level intensity of the pixel z, A and f(6) is the weighted mean value of the neigh-
bourhoods of the central pixel z, , that can be given as below:

f(@) _ Zjl,ks’ljsjkf(xjk ) (6)

Z_j:l,k:l¢fk

Here, quk is a certain constant.
In equation (1) if f(z,)=0 then it may be adapted as:

/(9)

_ 7
F(z00) 41 @

1”:

In order to consider small gaps or errors that may arise we can add a constant say A as well such as:

_f(0)-4
T ) (8)

This value of 7 considers the difference between level of similarity by compassion between central
pixel and its neighbouring pixels. Our approach of image segmentation is through the idea of finding
such similarities or dissimilarities of pixels in the same regions on the basis of colour, light, quality or
other alike factors.

MINIMAL SPANNING TREE BASED METHOD

The method of segmentation by considering a spanning tree which is minimal or in short MST is a very
common concept in the ground of graph theory where the tree considered as tree that is spanning of a
graph G is defined by T=(V,E*) and E'cE.A graph G may possess many different trees that are
spanning trees and among these spanning trees the minimal spanning tree is the one that has the least
weights among all the spanning trees[13,20]. Many different algorithms are available to find the MST
and one very common example is the Prim’s Algorithm where iterations of boundary edges are re-
peated having the least weight of edge. Image Segmentations that are built on the basics of MST are
usually connected to clustering methods in graph theory. In this method outcomes after applying the
MST are in the form of an adjacency graphs in undirected form. A neighbourhood system is provided
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and edges with weights are given between two neighbours are presented only if they satisfy the given
neighbourhood law. Then, the removal of edges is carried out to obtain selective common subgraphs to
complete the clustering. The gestalt principles of similarity in between vertices of a graph are what
mainly concentrated on by this clustering process. In the initial days, the image segmentation taken up
under MST was fully based on the intrinsic connection of MST as well as cluster form. The base of this
connection instinctively lies in the fact that MST contains edges of spanning trees with minimal sum of
weights and approves the link of the vertices having most similarity to each other. Further, the MST
binds these vertices as well as moves through the tiny dissimilarities between various clusters. This task
highly time taking and complicated when it comes to those clusters having large variations inside it. In
real world complex picture, many a times the insight of valid clusters having different densities so it is
usually expected to take into account the different between two clusters as well as inside a cluster. The
MST based segmentation taken into consideration the gestalt law but there lacks exact computation of
the definition for quantitative results. Partitioning images hierarchically using MST gives us subdivision
in different balances grounded on the rule that maximum alike pixel must remain combined in ordered
manner and those not similar should be kept apart. Agraph having partitions with the greatest change
between nearby sub-graphs are created by breaking the MST at the maximum weights of edge. Improve-
ments to MST-based algorithms, such as the recursive MST method, have also been proposed. Subdivi-
sion is created by partition of one graph parts in each iteration. As a result, the method can result in a
final division with a predetermined number of sub-graphs. The method appears to be inefficient in this
form.

A new MST-based method has been presented that takes advantage of both differences between
sub-graphs and alterations within a sub-graph. The division is combined with a section amalgamation
procedure to obtain consequences that meet certain total properties. Adaptive thresholding is the main
to this procedure’s success. Unlike single linkage clustering, where the threshold is set by a constant A,
the threshold here is flexible and depends on the size of the clusters. If the connectivity between two
components is lesser than the greatest edge in also of the sections’ MST plus this verge, they can be
merged. The merging criterion’s formal definition is:

A A
e'|=min| Int(B )+ —,Int(B,)— 9)
|| ()2 () A

where A is the constant, |B | and |B | are sizes of components B, and B,. The Int (B) is the highest edge
width in the MST of B. le'l is the edge of lowest weight value connecting components B, and B,.

The method is delicate to edges in flat areas and less delicate to places with substantial inconsis-
tency, as shown by this equation. The segmentation results produced with this technique are shown in
Figure 2. The two photos have regions with considerable variances or varying levels of information, yet
the segmentation results keep the majority of perceptually relevant structures without biassing the size
of regions. We can see from the explanation above that MST-based algorithms clearly specify cluster
structures in the background of graphs with edge weights. These procedures can naturally organise
pixels articulated by subordinate properties like strength, colour, or surface. The algorithms, on the
other hand, are heavily reliant on the premise that labelling of pixels within the similar section is reli-
able. When pixels fit in to multiple article programs, this isn’t always the case. As a result, this class of
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algorithms is frequently utilised as a starting point for further high-level applications. MST frequently
creates a division by breaking it at the maximum weight of edges, allowing for the creation of a second
region by cutting the tree again. This means that MST uses hierarchical segmentation, which allows any
over-segmentation to be converted into higher-level counterparts without losing the cluster feature (P.
Salembier et al. 2019). Figure 6 shows Output with Minimal Spanning Tree Based Method.

Figure 6. Output with minimal spanning tree based method
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GRAPH WITH COST FUNCTIONS
Minimal Cost Methods

In 1990, Wu and Leahy proposed using cut of graphs for picture subdivision for the primary time.
Graph cut, like MST, is a concept that is clearly well-defined on a graph with edge weight. Graph cut
built approaches are distinct from earlier approaches in that they give a broad basis for ideal splitting
the graph altogether. This has the benefit of allowing multiple cost functions to be defined for different
applications using a pure specification of sectioned objects. The graph cut in the preceding equation
allows us to define graph partitioning in a straightforward and relevant way: reduction of the cut makes
vertices in distinct sets unlike. However, in order to solve a real-world graph divisor problem, vertices
in the identical set must be comparable. Existing graph cut approaches investigate these two constraints,
attempting to meet one or both of them.

Wu and Leahy minimised a cost function, minimal cut, that was defined exactly in the manner of the
equation above. The greatest flow between two vertices is same as the value of the least cut of s/t, which
can be computed proficiently, according to the Ford—Fulkerson theorem. Many writers have also described
a more general scenario in which the Gomory—Hu technique is used to identify a k -partition of graph
G, which is equivalent to “identifying the greatest flow between k -pairs of vertices”. Let us consider
two vertices x and y such that x~y in G that is 3 more than one or at least one path in G starting from x
ending at y. We consider a function which allocates a value say cost to each and every path of the graph.
In these paths we consider at least one path for which the we assign a value is the minimal. We try to
find the least cost path values existing between the various sets of vertices. The minimum cost value of
the path may be considered as remoteness of the linkage between the various sets of vertices. This con-
cept is of high value in many fields of research. In cases where the graphs used practically in image
processing, total number of links between each pair is rather huge and the solution searching process for
an optimal solution may be very tiresome. Hence, we have existing algorithms for this purpose. (W.
Huang et al. 2019)

Method of Normalized Cut

The slight cut idea is instinctive for illustrating the gestalt principle; yet, the situation favours small com-
ponents. To solve this difficulty, consider requiring that each separate set be “fairly huge”. Numerous
studies have been carried out to lecture this issue, resulting in a variety of normalised objective functions.

Shi offer a well-known objective function in terms of normalised cut to prevent this artificial bias
(Ncut). The total weight considered over thevol (.)is the entire link from vertices in a set (e.g., A) to
entire set of the vertices in the graph, are used to calculate the graph cut. Figure 7 shows Output with
Normalized Cut.
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Figure 7. Output with normalized cut

Officially, we represent vol ( A) = z et w(vi )V, ) where w(v,v) represents the weights for firm

image quantity amongst binary vertices linked by an edge. The we can define Ncut cost function as:

cut(A,B) cut(A,B)
vol(A) " vol(B)

Ncut(A,B) = (10)

2(xi>0,xj<0) B W(Vi’vj )xixj N Z(«n@omo) B w(vi’vf)xixf
2xi>0di 2x,»<0di

Ncut(A4,B)= (11)

where x. is the pointer variable. We have x =1 if vertex v.is in A and x = -1 if not. Also, d; = ZW(Vi »V; )
J
shows the total number of connections from v, to all the other vertices. As a matter of fact, the above

definition instructs that the partitions having set vertices that are smaller in size would not possess
value of Ncut that are small which implies that the least cut prejudice is avoided. The value of minimi-
zation in above equation can be presented as a general eigen value problem which is a very commonly
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studied concept in graph theory dealing with spectral analysis. Rewriting the Ncut problem taking into
account its matrix transformation, we have

7 (D—W)z

in N A,B)=mi
min cut( ) min, Dz

(12)

with respect to Z(i) € {1,—b},b = ZX_>0 d, /Zx<0 d; and z’D1=0 where D represents the degree

matrix and W represents adjacency matrices of G. Also, we may obtain the Laplacian of G given by
relating these two matrices as: L=D-W. Here, -b is the fraction of links from vertex v, to other vertices
internally located and externally located of the same set. The easier version of optimizing the equation
is by removing the distinctness and allowing z to take random values from real numbers. Rayleigh-Ritz
proved that the eigenvectors that are consistent to the next least overall eigenvalue of a matrix of L is
the required solution in actual values to this stress-free form of the equation. Applying a common thresh-
olding method on these eigenvectors gives us the segmentation of the graph. Another method to find
the partitions with multiple classes may be obtained by a process of iteration of bipartition on the graph
until the required stage of solution is obtained. The problems exist not only in segmenting the image but
also in clustering of graphs usually called as graph cut. Few of the cut functions including ratio cut or
Min-Max cut problems gives us variety of graphs in Laplacian form in clustering process. Such methods
are a solution to minimal cut principle thus giving a stable partitioning. Another type clustering idea is
by spectral method that usually out does all other existing methods due to efficiency and simplification
in concepts. Some approaches have been given on image segmentation by combining the internal and
border area information. The fraction of the cost of outer boundary and internal ideas are reduced by
some graph partition algorithms.

Furthermore, there exists some the cases where the internal and border area information arecombined
and ratio of outer border cost and inner profit is reduced with the help of partitions to present an algo-
rithm. Let G is the graph with a directed path say P and this path is a cycle beginning and end at the
same vertex say u. Then, the cost of this path cost( P ) defined the total distance of the border area and
mass, weight( P ) shows the rate of a piece of the area. We may define the graph cut cost function as:

cost(P
Region(A,B):# (13)
weight ('P)
Also, the mean cut defines the weight on the edge of a graph and accordingly formulated as:
cut(A, Blweight ( x,
MeanCut(A,B) = (4, Bweig ( y)) (14)
cut(A4,B|1)

Here, cut(A,Blweight(x,y)) is the cut (A,B) with respect to weight of x and y and cu#(A, Bl1) defines
cut(A,B) compared to the edge weights value 1.
The ratio cut gives the region cuts due to iterative segmentations and formulated as:
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cut (A, B
cut, (A,B)

—
~—

RatioCut(A,B) = (15)

IMPROVISED NORMAL CUTS METHOD

The improvisation in the normalised cuts methods is in terms of processing of the colour images. The
given image or picture is represented in the form of a graph that has weights replacing points by verti-
ces. These weights are representations of edges in the graph that has alike measures for example as that
of distance between two points evaluated by some system of measurement. In some of the methods we
consider every collection and pick every element from them which in turn is expected to be broken into
clusters that associates with the vertex of the graph. Moreover, each pair of vertices are formed by a
fraction of edges and weights that resembles a degree of similar elements. Next the edges in the graph
are cut in a way such that all the associated elements come under one set. For a supreme condition, the
coefficients of the edges having weights in the components internally must be bigger with respect to the
coefficients of associating edges. A cluster is obtained from every component and weight coefficients
generally measures the similarity criteria which may be an approach through colour or intensity. The
basic idea for this method is that we break or cut associated components such that for individual group
the cutting cost is much lower when equated to the common similarity criteria.

Let us consider a weighted graph V having components A and B. Then, formula may be presented as:

cut(A,B) cut(A,B)
Ncut(A4,B)= , + , (16)
assoczate(A, V) associated (B, V)
Ncut(A,B) 5 assoczate(A, A) assoczate(B,B) an

associate(A, V) i associated (B, V)

Here cut(A, B) represents the total of weighted amounts of edges for graph V such that one of the
endpoints is in A and next is B and associate(4, V) is sum total of the weighting amounts:

cut(A,B) = Z w(u,v)

ueA,veB

(18)
associate(A, V) = z w(u,t)

ueA,teB

In case, where the cut of the components obtained is having smaller edges with lower weight amounts
then this parameter is smaller. Now we obtain the minimization to this problem as below:
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min, (ZT )(D - W)Z

(=")(P)

min_Ncut (x) =

(19)

With the help of the conditions z (i ) € {1, —b} ,b= Zdi / Zdi and z’D1=0 and x as the vector of indi-

x;>0 x;<0
cation. Here, we have x =1 if the given vertex is inside of A and otherwise it is taken as -1. As usual W
is the matrix of weights W(i,j)=w(i,j) and D is the matrix of diagonals.

prod"
Zx, <0di

b= (20)

In conditions where, y € R where ‘R is Rayleigh Quotient then the equation reduces to an eigen-
value problem:

(D-W) =D, (21)
Summarizing the steps according to the above three equations:

1. Firstly, in a precise manner mention the graph and its matrix of weights for the given image.

2. The smallest eigen value vectors are solved in the second and third equation.

3. If itis required, we may break the areas into small sub parts of regions in a recursive manner. We
then check for the existence of borderline or boundary line in every pair of pixels. In conditions
where there is boundaries present, the strength is same as that of the gradient of image which may
be used in calculation of coefficient of weights of the boundary

w ==t (22)
e

where ¢ symbolises 10% the strength of the boundary.
The factor of weight is given by,
w= Wedgewwlour (23)
Here the closeness in the shades is used for identification as the vital alterations in the shades show
the variation of items. Such shades present also in the smaller parts of the given image. If the alterations

are highly noticeable in the shades, then, the factor of weights is increased by a factor of 0.01.Following
table 2 has comparative study of types of cuts.
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Table 2. Comparative study of types of cuts

Type of cuts Formulation Area considered
Minimal cut Mincut(A, B) = Z Weight (u’ V) bA(fz?l?iavg’th shorter
ueA,veB
- —wlv.,v. )x.x,
Ncut N. A.B)= Z("r>0"‘r <0 W(Vi’vj )xixj z("l<0~)‘/>0) (V” f) % Partitions with equal
cu CUt( > ) - Z d + Z 7 weights
x>0 i x;<0 i
cost(P .
Region Region( A, B) — # Bo?ndary with smooth
weight (P) surface
cut(A, Blweight (x,y))
Mean Cut MeanCut (A, B ) = [weig ( y) Overall area
cur(4,B11)
. cut, (A,B)
Ratio cut RatioCut (4,B) = ct, (4.5) Overall area
cut, | A,

METHOD OF GRAPH CUTS

The method of cuts of graph in obtaining the interactive image segmentation is one of the vastly used
techniques in current years. The main aim of this technique is to obtain an item with lesser amount of
connectivity between users. Although many methods are available but there is still scope for some ad-
ditional ideas for achieving a perfectly segmented image. Graph cut method one such idea that gains a lot
of priority in this field. This method is useful due to the fact that it helps in reduction of energy function
that contains the data which are generally obtained using colouring possibilities in internal and external
area and a three-dimensional coherence as well. The three-dimensional coherent terms used is the extent
of the borderline that is controlled using the distinction in image. Hence the minimization or reduction
of energy with this gain more partiality in terms of short borderline. This occurrence is sometimes ref-
ereed to as the “shrinking bias”. It may not be wrong to state that by the Graph cut methods it may be
complex to obtain segmentations of image having sleek and extended structures(Z. Tang et al. 2018).
In graph theoretical approach, we may state that the graph cut helps in obtaining the grade of variation
between two parts or components. A cut of a graph is the set of edges that is subdivided into two disjoint
sets X and Y. This gives us the segmentation in terms of graph cuts the value of which may be given as:

Cut (x,y) = ZXGX%Y w(x,y) 24)

Here, x and y are the vertices that belongs to the two components of X and Y. This presents the algo-
rithm of segmentation for the given framework which is autonomous to the characters used and boosts
the precision and firmness depending on the parameters of various images taken into consideration.
The task in such a partitioning of graphs is to select such a subset of the original set of vertices in way
that these subsets undertake only those spanning edges that is minimal and also abides by a particular
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cardinality condition. The applications of graph partitions into sets can been seen in various fields like
solution of linear systems including sparse matrix, parallel processing as well as VLSI design of circuit
and image segmentation.

Figure 8. Graph

Above Figure graph shows:

1.  the vertices A, B,C and D which are the nodes,

2. edges are links between two vertices with direction,
3. the path is sequence of vertices linked by edges

4.  Cycle or Loop: A-B-C-D-A

5.  Length of path

6. Diameter length of largest path.

CONCLUSION

Graph based image segmentation is the most commonly used method for image segmentation due to
the advantage that it gives the clearest arrangement of the elements of the image into mathematically
strong format and aids the construction of problems that are efficiently computable. In the recent years,
many practical applications in fields like medical analysis, video observations and image extraction have
been thoroughly advantaged by this particular method of segmentation. The use of image processing
in medical field is generally for the extraction of a particular tissue or organ that is to be studied. Even
though today there are numerous methods formulated specifically for medical image partitioning but
the method of graph cut on s/t models provides both region and borderline information. This enables to
have a collaborative supervision from the operator without any initialization of past prototype of objects.
Hence, this makes the graph cut based method as the most approved among all other method in medi-
cal field. Expressing the problems through graphs gives a spontaneous system for obtaining solutions
with strong mathematical base. Partitioning of medical elements is done by extractions of outlines as
paths having shortest lengths on the weighted graphs. For the better integration of object-based ideas
and highly accurate segmentation the user interface method is vigorously taken up. Dijkstra’s algorithm
is used to obtain all accessible paths having minimum cost from one point to all other points in the im-
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age in live-wire method of image segmentation. After these methods got popularised, several propos-
als were made for improvement of regarding alterations such as the live lanes and live wires of the fly
which would minimize the search area among graph categories. Modifications made for live wire in the
form of three-dimensional medical image analysis and some cross methods that uses combinations of
graphs for theoretical approach are also available in many articles. Contour models have also evolved
for contour withdrawal from two end points by finding the paths of the least length of graphs having
weights. Moreover, outlines of proofs producing the results for the discovery of boundary in a model of
contour is correspondent with the Riemann space least distance calculation. Integrations of past knowl-
edge of space has also been studied vastly for the shape models of statistics or global shape of study.
These graph methods give the least path problem solutions more correct manner unlike those obtained
by approximating the values by solving the partial differential equations in such contour models. By the
use of aptly defined graphs in these methods, the computational preciseness and time for searching are
suitable for the medical requests.
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ABSTRACT

Many government institutions and government organizations are working to adapt smart city concepts
and implementation of applications based on data techniques. It would not only streamline the process,
but it will have a bigger impact on citizen’s lives. The smart city component comprises smart education,
health, transportation, energy, environments, finance, and other subdomains alongside these. In recent
times, big data analytics has been the driving factor to enhance smart city applications and likewise
smart health. Evolution of digitalization has been the primary source of evolving smart health compo-
nents to another level. This chapter reviews applications of smart health to enhance smart cities and
compare challenges, opportunities, and open issues to dig down. This review reveals that there are still
many opportunities left for utilizing big data for smart health.

INTRODUCTION

Today’s modern epoch is developed on the concept of digitization. Conventional medicine, which has
biotechnology atits foundation, has started get digitalized and information-based as science and innovative
ideas have advanced. In addition, smart treatment has been developed, embracing a new phase of digital
technologies. Smart healthcare is more than just a technical progress; it is a multi-level transformation.
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Mediatized improvements i.e. from illnesses to patient-centered services), informatization development
modifications i.e. from physician to hospital and medical digitalization), changes in treating patients
i.e. from public to personalized administration), and improvements in the preventive and therapeutic
principle are all examples of this transformation. These developments are focused on addressing people’s
specific requirements while improve the effectiveness of medical treatment, considerably enhancing the
medicinal and health experiences, and representing modern medication’s potential development trajec-
tory in the near future.

Smart health has been the main concern over the years for not only one country or continent but for
the whole world. Smart health is not only effective for healthcare entities but will also have a huge con-
tribution on the evolvement of smart city(Al Nuaimi, E et al.2015). Government and other non-health
care entities can also benefit with this health care model. It’s not only about advancement of technology
but a combination of many powerful technologies that have emerged as a whole new world in no time.
All of these robust technologies along with big data have converted medical science into healthcare
science. Things are now expanding from smart healthcare to smart hospitals with digitized systems,
automated operations, more powerful equipment, remote patients tracking, advanced training and many
more. These changes will also create a huge impact on individual users, doctors, medical authorities,
research institutes. Individual users will have quick access to health care without having to wait for the
availability of a doctor. Patients have transparency over the process. Doctors on the other hand balance
their workload with the help of robotics. Financial documents and supply chain management can be
managed using blockchain and have a sheer transparency. Remote tracking of patients can be done with
combination of IoT, Big Data and Cloud Computing using wearable devices and transmission of data
on cloud servers will be saved and available to doctors on finger tips. Remote treatment and real time
care facilities will be available using 5G. Virtual simulation of doctors training and surgery can be done
using virtual reality and augmented reality. Robotics has also been playing a huge role in automating
predefined tasks and providing food, medicines, taking temperatures etc. to avoid human interaction.

Advancement of technologies has been the main factor behind smart healthcare but it’s not being
served like a piece of cake. Fig 1 shows the various sources of big data in smart health systems. There
are multiple challenges and requirements that need to be overcome. Secure pipelines needed to deploy
to tackle hackers attack. Data storage and scalability needs to tackle using Big Data. Predefined systems
inclusion in robots to avoid errors and severe problems. Data transparency, data security, knowledge
sharing, overpopulation are all the other factors that needed to be dealt with (See Figure 1). This paper
has been divided into multiple segments involving all the aspects of smart health. Origin of health care
has been explained then all the deriving technologies behind smart health have been explained with
possible use cases. Then the next segment describes the benefits and opportunities from smart health to
all the entities. In the next section requirements which are prerequisite for implementing smart health
has been described. After that this paper focuses on challenges that are being faced by different sectors
either individual or composite. In the end this paper concludes smart healthcare. Figure 1 shows Sources
of big data in smart health systems
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Figure 1. Sources of big data in smart health systems
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CONCEPT OF SMART HEALTHCARE

The healthcare profession is no longer an outcast, untouched by the wonders of current technology
advancements. With technical breakthroughs and the intersection of computer science, electronics, and
associated technologies, it is now feasible to develop a smart healthcare system in which all medical
organizations are linked and can interact with one another. The present trends in the health industry
support this viewpoint. Smart Health care systems are becoming a reality thanks to technology solutions
like Artificial Intelligence and Robotics, Machine Learning, Internet of Things and Cloud computing
etc. (Tripathi, G et al. 2020). Standard healthcare operations have been transformed into smart medical
services as cognitive intelligence technologies, communication services, and the Internet of Medical
Things have advanced. Many elderly people do require ongoing virtual care supervision. Intelligent
healthcare platforms necessitate the collection, transmission, and manipulation of enormous amounts
of multimodal clinical information generated by various detectors and healthcare products, which is
difficult and may render some remote patient monitoring technologies impossible. Moving cognitive
computing to the edge of network is a potential approach for enabling efficient and comfortable remote
management. To allow smart health services with optimal real-time and cost-effective remote patient
monitoring, it is critical to implement economical edge-based categorization and data reduction algo-
rithms (Abdellatif, A.A. et al.,2019).

“Smart Planet” proposed by IBM (Armonk, NY, USA) was the driving factor behind smart health
care. Smart health care was not the sole proprietor for smart planet. There were other components like
smart grid, smart transportation smart energy, smart factory and others etc. (Zeinab, et al..Elmustafa,
2017). Smart Planet tends to provide enormous benefits and infrastructure that uses modern sensors to
get information, process it and advance computers and cloud computing (Martin, J.L et al., 2010). Smart
Health care systems can be achieved in many ways and can use wearable devices, [oT, cloud computing,
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mobile internet, 5G and other mediums in order to connect people, institutions and different entities to
make life smarter in an intelligent manner. It also encourages health care related entities to carry out
smart health operations in effectible way. Apart from health care entities it also benefited for government
and insurance companies to manage health care programs through it. Government welfare agencies can
scrutinize financial applications from data provided across the country. Likewise insurance companies
can create effective packages for particular disease or for specific age. In short it is a top notch informa-
tion gathering ecosystem in the medical arena. (Gong, F., et al., 2013).

KEY TECHNOLOGIES OF SMART HEALTHCARE

Lack of technologies and expertise has always been a concern in the health care sector (Tripathi, A.et
al.,2018). Indeed technology was still a concern for healthcare professionals until 2018 according to
American Medical Association. Lack of visibility in technology was preventing the officials from
implementing it in their organizations. Digital technologies will also equalize and stabilize relationships
between patients and medical professionals. Consequently these technologies will not only be effective
in providing quality treatment but also create room for medical authorities and hospitals to accommodate
more applications at a time and provide real time treatment. It will also provide cheaper, inexpensive,
real-time and effective solutions for critical disease. By each passing year, health technologies will also
be widely used in all aspects of health care. From a patient’s perspective they can seek medical help with
the help of virtual assistants; Patient’s data will be transmitted and analyzed on regular intervals using
wearable devices, sensors and other [oT devices. From a doctor’s point of view clinical decisions can be
made from advanced algorithms using decision support systems, Surgeries can be made through human
made robots, From hospitals point of view remote treatments through 5G can make patients’ experience
more enhanced (Farahani, B. et al., 2018). Frequent use of these technologies will save thousands of lives
and better experience for all the entities of the health sector either doctors, patients or hospitals. It will
drastically reduce risk of medical procedures and effective utilization of resources and more hassle free
processes for patients. From the perspective of scientific research institutions, Manual drug screening
can be replaced by machine learning techniques to find suitable subjects with help of big data (Tian, S.
et al., 2019).

The Internet of Medical Services is a radical idea that changes the healthcare industry and the variety
of medical technologies that use IoT to make more money at some point in the near future. The researcher
can track a user’s behaviors using data collected with the use of portable, naturally occurring substances,
and integrated sensors, mobile characteristics, and gadget user activity. With more information, state-
of-the-art as well as Al or Deep Learning (DL)-based algorithms can be used to indicate their health
status. To ensure performance improvement, flexibility, and enable non-safety as well as delay-based loT
areas, traditional cloud technology that depends on structures for large data processing for the purpose
of evolutionary analysis is used (Mansour, R.F,, et al., 2021).

Now the future of health care is shaping in front of us with implementation of digital technologies
such as Artificial Intelligence, Virtual Reality, Augmented Reality, Robotics, Nanotechnology, 5G,
Cloud Computing, IoT, Blockchain, Big Data etc.Figure 2 shows the key technologies of smart health.
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Figure 2. Key technologies of smart health (Hanine, M et al., 2018)
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Artificial Intelligence (Al)

Al and associated innovations are becoming more common in economic and social development, and
they’re starting to show up in healthcare. Many elements of care coordination, as well as administrative
operations inside providers, payers, and pharmaceutical companies, could be transformed by these solu-
tions (Davenport, T et al., 2019). Al engines can mitigate risk factors and streamline the life of doctors,
patients and hospitals by performing predefined tasks in no time and fraction of a cost. In 2015 it was
analyzed that 10% of overall USA death was due to error and incorrect diagnosis of disease. Decision
support systems can be made to automate diagnosis of disease. Identify patients at high risk and require
immediate treatments.

Apart from robotics Al in healthcare depends vastly on life saving information using mass datasets.
Lots of time consuming work can be automated by analyzing data and allows health care tools to perform
automated tasks. The most common form of machine learning is predicting medicine treatment like what
type of treatment will be suitable to a patient on the basis of various parameters and past records. A
handful of studies have already shown that Al can operate as well as or superior than humans at crucial
healthcare activities like medical diagnostics. Algorithms are already surpassing radiologists in terms
of detecting dangerous tumors and advising investigators on how to build cohorts for expensive clini-
cal trials. However, we anticipate it will be several years before Al surpasses humans in large medical
business sectors for a variety of purposes.

Natural language processing mainly refers to communication between computer and humans in terms
of voice and text. NLP involves reading on human written language (Gobinda, G.C et al., 2003), precinct
human spoken words and translates one language into another. It is mainly based on deep neural networks
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which is sub domain of machine learning(Dam, S et al., 2018)and in health care it can help automate or
aligned clinical reports of the patient (Belgacem, A et al.,2018).

In the early 1980s, knowledge - based systems based on special collections of ‘if-then’ logic were the
leading Altechnique, and they were widely exploited economically at the time. They were extensively used
in healthcare for ‘clinical decision assistance’ reasons over the last few decades and are still actively used
today. Many electronic medical systems companies now include a set of guidelines with their software.

In addition to Al, Robotic process automation is a type of technology that automates organized
technological operations for administrative reasons, such as those incorporating information systems,
as though they were performed by a person following a script or set of rules. They are low-cost, simple
to program, and explicit in their activities as compared to other methods of Al. Process automation is
a term that refers to computer programs running on servers rather than robots. To behave as a semi-
intelligent user of information platforms, it uses a combination of procedure, business requirements, and
‘presentation layer’ connectivity. They’re utilized in healthcare to automate procedures including prior
authorization, patient information updates, and invoicing. They could be used to retrieve information
from, for example, faxed images and feed it into transaction processing systems when paired with other
technologies such as image detection.

The most difficult hurdle for Al in many healthcare fields is guaranteeing its acceptance in daily clini-
cal practice, rather than whether the technology will be competent enough to be beneficial. Al systems
must be authorized by authorities, incorporated with Electronic health care systems, standardized to
the point where products available to work in the same way, presented to doctors, paid for by public or
private payer organizations, and modified in the field in the near future in order for general acceptance
to occur. These obstacles will be addressed in the end, but it will require more time than the maturation
of the technology.

Text Mining

A significant volume of written and quantitative data about individuals, medications, organizational notes,
consultations, doctor remarks, and other topics is stored in healthcare management systems. Electronic
health records contain data that can help improve healthcare service effectiveness, promote healthcare
research, reduce inaccurate clinical diagnosis and treatment plans, and reduce wasteful healthcare spend-
ing. However, the difficulty, complexity, and usage of technical vocabulary of the unorganized textual
content that hold the health information vary widely, rendering information finding more difficult. A
variety of text mining algorithms can help medical professionals take advantage of a once-in-a-lifetime
potential to extract absolutely fundamental from textual data repositories (Pramanik, M.I et al., 2017).
Clinical technology and health treatment are two frameworks of text mining in healthcare. A variety of
text mining techniques are commonly used for research purposes to examine huge numbers of academic
papers in published databases and to study the heterogeneity of health and physiological investigations
conducted. Since no academic comes across any new patterns or genomes without prior understanding
of them, it’s very likely that some traits and interconnections between biological entities go unreported
in the contemporary literature because pertinent details is dispersed and no scholar has adequately cor-
related them.

Investigators have only specialized in a few subcategories due to the human brain’s limited capabil-
ity, whereas text mining tools and procedures provide adequate links between many subcategories for
uncovering new learning or forming speculations. Numerous investigations have built comprehensive
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text-mining systems to address biological research and the diverse needs of consumers. The MedScan
tool, for example, is an automated text mining tool that can infer correlations between various biomedical
domains. TXTGate is another text mining program that uses information from numerous online biological
datasets to do gene-based text characterization and grouping. Text mining-based prediction algorithms
have additionally been utilized to provide smart healthcare services, allowing predictive models to au-
tonomously code complex data using text mining categorization and functionality.

Virtual Reality (VR)

Virtual reality is a vigorous evolution technology in the health sector. It’s regarded as a wide range of
computer-based services that allows the user to gaze around and explore within a presumably realistic
or physical environmentU.S. In other regards, virtual reality is a digital depiction of real environments
that works on the premise that consumers may experience and engage with a virtual world, perceived or
actual. In 2018, there were 171 million unique virtual users around the world, up from 200,000 in 2014.
Nowadays, the healthcare sector is adopting virtual reality advancements to improve patient care since it
allows different innovations to be learnt in a safe setting. Virtual data can now be leveraged to effectively
instruct new clinicians, nurses, rescuers, and other healthcare workers in anatomical, pathologies, first
aid, and other healthcare responsibilities. It contributes to the development of trustworthiness without
incurring any harm. According to PwC experts in UK, virtual and augmented reality might enhance
global GDP by 294 billion dollars by supporting development and skills. The rapid adoption of virtual
reality has resulted in considerable price reductions as well as the creation of user-friendly, cordless,
light, and economical systems. As a result, it’s reasonable to believe that virtual reality isn’t just a pass-
ing craze (Saab, M.M et al., 2021).

Centers for Disease Control and Prevention (CDC) states that opioids should not only be the only
treatment for patients affected with chronic non cancer pain (Dowell, D et al. 2016). For more than two
decades researchers and medical professionals are working on virtual reality to conquer anxiety disorder,
stress, depression(Wiederhold, B.K et al.,2005), stress disorder and patients suffering from non-cancer
chronic pain and affected with severe incidents (Wiederhold, B.K et al., 2014). Virtual reality in health-
care is basically a simulation of a screen where sounds, graphics, motion and environment represent the
3D human made environment which allows the human mind to manipulate and feel the existence of the
environment (McGrath, J.LL et al.,2018).

Virtual simulation not only helps in patients’ treatment but can also be more effective in training
and assessment of medical professionals. It simulates surgical operations (Schwid, H.A et al., 1999)and
replicates the environment for new professionals to better understand the intensity which in result will
improve outcomes and enhanced technical abilities (Dalgarno, B et al., 2010). When implementing this
technology all the necessary parameters like duration, pace, level of simulation, standardization, level of
learner etc. should be considered to ensure effectiveness of training (Lemheney, A.J et al., 2016). Virtual
reality is still in the phase of discussion and unexplored methodology. There are many arguments in
favor of virtual reality but all of them are on the basis of theory. More research and vast amount of data
is needed to carry out virtual reality experiments in order to teach health care professionals (Fertleman,
C etal., 2018). Virtual reality solutions in the health sector were characterized as follows by investiga-
tors (Javaid, M et al., 2020):
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1. Virtual surgery is a term used to describe a procedure that by utilizing virtual 3D renderings, the
specialist may successfully schedule the surgery treatment. It provides a better approach for the
medical community to communicate, measure, and evaluate the pressure required to perform. It is
the most effective way for modelling surgery treatments since it generates a basic visual that aids
in better preparation and practice.

2.  The operation’s preparation Virtual surgeries can save time and minimize danger for specialists
in different locations, and it can be accessed digitally. The surgeon employs immersive glasses in
a 3D VE to start communicating with the surgical intervention, and this technology can build a
detailed visual of the person during the surgery.

3. Virtual Diagnosis also supports, by minimizing the utilization of magnetic resonant image and
computerized radiography scans, virtual reality can give effective medical tools for profession-
als and clinicians to make correct diagnoses. The procedure of gathering patient data for medical
evaluation is made easier by the widely recognized symptoms of infection and signs of disease.

4.  Physical treatment can also benefit from virtual reality. The way individuals use virtual reality
during physical activity may influence to disparities between patients. When it comes to physical
activity, VR therapy is more effective. It’s a helpful tool in the treatment of burn injuries who aren’t
in too much agony.

Robotics

Eventually, robotics were developed. In settings like industries and stores, they conduct pre-defined
activities such as lifting, moving, welding, or constructing goods, as well as carrying supplies to hos-
pitals and clinics. Gradually, robots have become more interactive with people and are easier to teach
by guiding them through a process. Other Al features are being incorporated in their ‘brains,” making
them quite intelligent. The same advances in cognition that researchers seen in other areas of Artificial
intelligence are likely to be implemented into practical robots in the coming future. Automated robotic
systems for surgery, which were first allowed in the United States in 2000, give surgeons ‘superpowers,’
allowing them to see better, make more accurate and least invasive procedures, stitch injuries, and so on.
However, experienced human surgeons continue to make important judgments. Gynecologic surgery,
prostate surgery, and head and neck surgical intervention are all common surgical treatments that use
robotic surgical intervention.

Robotics is one the most exciting and powerful technology that helps in evolving smart health care.
In 2019 many experiments had been performed on robot companions (Luo, F., et al., 2018). Some of
them consist of microphone, sensors, cameras to interact with their companions and to treat chronic pain,
monitor medications, continuous tracking of health stats like temperature, sugar and others. Along with
medical treatment they also help patients with their other features like playing music, talking, stories
and keeping indulge with many more things(Patel, A.R et al.,2017).

Robotics has also increased its importance in the past one year due to an epidemic that requires
minimum human interaction and isolation of humans to prevent this global disease. These robots can do
many predefined work and carry out some common tasks like providing medicines, sterilizing, taking
temperatures and many more duties that don’t require any brain processing and human interaction. This
results in minimizing the risk to life for physicians and physicians actively involved in the management
of the COVID-19 epidemic. The aim of this study is to shed light on the importance of medical robotics
in general and therefore link its application to the COVID-19 management perspective, so that hospital
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management can respond to the maximum use of robots (Agarwal, R et al., 2020). Robotics are now
adopted in medical settings to assist health personnel and improve the quality of care, in addition to
surgical units. During the COVID-19 epidemic, medical facilities began using robots for a far broader
range of jobs in order to help decrease pathogen direct exposure. It’s become evident that health robots’
automation savings and risk minimization give benefit in a lot of different disciplines.

Nanotechnology

Nanotechnology is an emerging domain that encompasses a wide range of products originating in
electronics, economics, biochemistry, and biologists. Rapid breakthroughs in science and technology
have opened up a blooming new sector of nanotechnology, which has created a slew of new options for
medical innovations and illness medication in human health care. Technological solutions intended to
interface with the body at cellular scales with a high level of reliability are examples of nanotechnology
implementations in medicine and biochemistry.

Inventory of consumer products in 2009, 1015 different products were listed, constituting the basis
of nanotechnologies produced by 485 companies around the world (Mapetu, J.P.B et al., 2019). Nano-
technology is advanced technology that deals with atoms, molecules and super molecules. It is basically
the evolutionary science of the really small has immense possibilities for quality healthcare, including
more appropriate drug delivery, faster and more acute illness diagnosis, and vaccine delivery via aerosol
particles and patches. It builds nanoparticles and particles, while performing its function in many areas,
it is also used to diagnose diseases in the human body. The applications of nanotechnology relate to
small devices which process the human body on a subcellular scale (Sahoo, S et al., 2007). Nanotech-
nology has a huge impact on healthcare and has defined a new era called nanomedicine (Allhoff, F et
al., 2009). It has also created security concerns among professionals and the general public. While it is
prudent to study the adverse health effects of the manufacture and use of nanomaterials, with adequate
guarantees and standards emanating from nanosafety and toxicity studies, there is no reason to doubt the
overriding advantage. Provide nanomedicines (Jain, K.K et al., 2008). The EU Nanomedicine Technol-
ogy Platform (Arulkumar, V et al., 2021)defines nanomedicine as “the realization of the application of
advanced nanotechnologies in healthcare”.

The fact that the patients’ body does not accept the complete therapeutic dose provided is a serious
difficulty in medical advances. Scientists can use nanotechnology to confirm that pharmaceuticals are
given to various areas of the body with better accuracy, and the drugs can be made so that the primary
ingredient penetrates cell membranes more effectively, lowering the desired amount of dosage.

Gene therapy is a relatively new strategy for treating or preventing genetic abnormalities by fixing
flawed genes that cause bacterial growth and delivering fixed genetic traits or replacing incorrect and
misleading ones (Sahoo, S et al., 2007). Lab - on - chip industry has expanded to include nanotechnology
on a chip. When certain nanotechnology particles are used as identifiers or flags, biological examinations
assessing the existence or functioning of specific compounds become faster, more accurate, and more
versatile. Cardiovascular illnesses are currently the leading cause of death, sickness, and disabilities. As
a result of numerous heart disorders, an increasing number of patients are dying. Nowadays, nanotech-
nology provides a broad framework in the domain of cardiovascular science by providing instruments
to investigate cardiac science’s frontiers at the cellular level. Cardiovascular disorders can be efficiently
treated with nanotechnology-based techniques. Diagnostics, imaging, and biomedical engineering can
all benefit from these techniques.
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5G Networks

With an expanding variety of remote services, the extremely fast increasing healthcare business demands
a strong communications infrastructure to adequately communicate patients, medical practitioners,
medical devices, and others for information exchange. The next evolution of wireless communication,
5th Generation (5G) mobile networks, will undoubtedly boost healthcare and revolutionize the direction
of healthcare provision.

Virtual health supervision and intelligent health treatment are strengthening and undergoing a dra-
matic evolution as the invention of a global communication system accelerates. To facilitate modernized
health care, we are currently using the advanced long-term evolution (A-LTE) network. Nonetheless,
smart hospitals and health care are not yet fully developed all over the world. The fifth generation (5G)
network will raise the standard of smart health care. The needs of a smart hospital, on the other hand,
will differ from those of other applications like as education, industry, and the general public. With vari-
ous small devices interconnected with the sensing devices, the smart hospitals will be interconnected
24 hours a day, seven days a week. To put it another way, the future intelligent hospitals will be built on
5G and the IoT, which will improve the system’s accessibility and efficiency.

Smart healthcare industry is steadily growing across the world with the help of digitalization in almost
all advanced technologies. 5G has a huge impact on smart health care. Around 100 hospitals from all
over the world are working on healthcare use cases such as remote group consultation, remote surgery,
emergency rescue, intra hospitals monitoring etc.

Japan has a large number of elderly people i.e. around 30% of its total population is aged more than
60. In Europe there are hundreds of thousands immigrate each passing year and to accommodate all
of the citizens Europe needs a significant change in their health care sector. Similarly China’s current
condition is quite even and at the same time they has a fastest growing population and digital healthcare
is the key to address these issues with having 5G on top of it (Arulkumar, V et al., 2021).

5G not only offers high bandwidth but also offers low latency and massive connections to deal with
various healthcare cases like (Muteeh, A et al., 2021).

1. Remote group consultation:5G supports high bandwidth with a maximum of 8K remote group con-
sultations that allows speed sharing and transfer of medical records like images and high definition
videos. This will allow medical professionals to conduct remote consultation from wherever they
are instead of physically present.

2. Remote Ultrasound: Rural areas have lack of hospitals and furthermore they lack in ultrasound
physicians and resources and in need of remote ultrasound with no latency. Remote ultrasound
can be performed using 5G with a robotic arm controlled by a physician. This can only be done
with a 5G as private lines take lots of money and effort in deploying lines remotely in rural areas
or islands. On the other hand Wifi is far from being secure for data transmission with no latency

3. Remote Emergency Rescue: In general, 5G can transmit real-time patient information tracked by
medical equipment and the location of an ambulance, as well as videos of what’s going on inside
and outside the car. . This allows doctors in hospitals to remotely arrange group calls and consult
doctors remotely in an ambulance.

Some prominent cases along with examples are shown below in Figure 3.
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Figure 3. 5G use cases and related examples (Latif, S et al.,2017)
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Biomedical robotic—assisted operation has the potential to improve accuracy and aid treatment prac-
titioners in enhancing postoperative results. 5G-enabled telesurgery improves not only the accessibility
to marginalized populations, but also the much-needed run-time communication among experts across
many facilities. This system, dubbed the Internet of Healthcare Skills (Alliance, N et al., 2014), will
indirectly aid in the mutual training and advancement of surgical expertise while reducing costs and
time restrictions.

The development of next-generation technology is accelerating due to increased request from car-
riers, businesses, and consumers. The 5G infrastructure is projected to be unavailable owing to a range
of services and capabilities. As a result, a smart hospital centered on 5G networks may not reached the
desired latencies. The present cloud architecture, on the other hand, is tailored to the 5G network. The
incorporation of other innovations with the 5G network for medical applications will inflate the perfor-
mance of 5G in health care, is uncertain, and cannot be overlooked. The sixth generation (6G) network-
ing can be adopted to address the challenges of the 5G network, delivering great software and services
in all domains. However, if 5G fails to deliver on its promises, the 6G concept will emerge as a reality.

Internet of Things (loT)

Nowadays IoT is widely used in almost all aspects of daily life. IoT is also gripping command on health-
care sector by providing services and assisting emergency services to patients (Dananjayan, S et al.,
2021). IoT refers to the connecting of gazillions of physical devices to gather and transmit data through
the Internet. The Internet of Things is made up of a variety of sensors and other application specific.
It establishes connectivity between remotely situated objects, portable devices, and other commonly
used real devices using wireless transmission mechanisms. The IoT has a big role to play in improving
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healthcare approaches. To collect patient information, many bodies have various sensors. Internal data
is collected via body-implanted sensing devices, while local and external information is collected by
the everlasting sensing elements (Rahmani, A.M et al., 2018). Physicians examine the information they
acquire in order to forecast sickness. Different machine learning categorization techniques were utilized
in the constructed model to categorize the obtained data in order to distinguish between normal and
unhealthy patients. Machine learning classifiers can detect the early diagnosis and effectively.

The fact that smartphones have been the crucial part of every one’s life and can be connected with
various devices and sensors to monitor health of subject (Kishor, A et al., 2021). It can also be used with
e health applications like early diagnosis of disease with use of sensors and emergency notifications. This
type of surveillance system needs to acquire vast amounts of data from smart equipment’s and evaluate
this data for utilization of smart healthcare (Wu, T., et al., 2017). It also provides an efficient tracking
and monitoring that helps in improvements of people (Chen, X et al., 2018).

There are still many blockers while implementing IoT services in the healthcare sector like all of the
sensors and mobile devices have limited battery supply. Frequent charging of these devices have become
a burden and source of frustration to the end user and make the end user experience awful (Subramani-
yaswamy, V et al., 2019). Also these devices can easily be hacked. There should be a proper security
management system with IoT health care (Yang, Y et al., 2017). Also energy consumption for cloud
centers is quite high and that makes the cost of cloud computing is quite expensive. Monitoring system
acquires cloud computing with very low energy consumption and low latency (Elhoseny, M et al., 2018).

IoT combined with machine learning algorithms could be used for early detection of heart diseases.
It involves multi tier architecture for transmitting data from subject to wearable devices and storing that
data into cloud based system and regression analysis on predicting early heart disease. This data will
also be redirected to health professionals to analyze the data and prescribed solutions according to it
(Gupta, V et al., 2018).

Cloud Computing

Cloud computing makes it easy to access shared information and data in a flexible, dynamic, and transpar-
ent manner. It relieves consumers of the burden of managing computation on their computers. It allows
customers to not only preserve but also retrieve their content and compute over the internet at any time
and from any location (Kumar, P.M et al., 2018). Cloud computing is healthcare is used in complex data
processing, scalable data centers, resource sharing, parallel computing, data integration with different
formats using data lakes and managing security problems (Elmagzoub, M et al., 2021). The health sector
is a multifaceted framework that seeks to avert, analyze, and cure infections in order to create a society
with fewer health and mental problems. The study discovered a link between information management
in the pharmaceutical business and cloud computing systems that could be beneficial for the economy.
In many cases, large industries or company organizations require the right implementation of data ap-
plication services in order to strengthen the client interaction mechanism, which can aid in the firm’s
success. Cloud computing has the potential to become a significant element of the healthcare business
in the near future. The healthcare business is currently facing huge hurdles as a result of the epidemic,
and the demand for modern technologies is growing in this domain. The concerns and obstacles that are
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encountered in terms of information security necessitate an appropriate solution that can improve this
service’s performance. Furthermore, additional study is needed in this subject to have a better awareness
of the concerns and provide appropriate recommendations to address the obstacles (Verma, Petal., 2018).

IoT based data is also stored in cloud servers from different types of sensors. Network latency is a
major problem in a remote monitoring system and a solution to network latency must be offered during
remote mode processing. A framework called UbeHealth is proposed to analyze network latency and
service quality challenges (QoS) that provide better health performance in smart cities (Sharma, D.K
etal., 2021).

Blockchain

Data accessibility, provenance, data integrity, auditing, data authenticity, adaptable access, authenticity,
privacy, and confidentiality are all major concerns for today’s healthcare data warehouses. Further-
more, many present healthcare DBMSs are centralized, posing the potential of ocuring a bottleneck in
the event of a catastrophe. Blockchain is a revolutionary decentralized platform that has the ability to
completely remodel, reconfigure, and revolutionize the way information is managed in the healthcare
industry(Muhammed, T et al., 2018). Bitcoin and cryptocurrency are not the only reasons for the block
chain being famous but it also allows to have digital record keeping and a transparent ledger of transac-
tions that is not possible to temper. Although blockchain focus was on financially for a long period of
time but now the trend seems to change that other sectors are also incorporating blockchain technology
like health care. Block chain technology employs the notion of smart contracts, which define terms of
service that are accepted upon by all healthcare participants in the web, eliminating the need for an inter-
mediaries. It cuts down on wasteful administrative expenses. Peer-to-peer platforms, public key encryp-
tion, and consensus procedures are the three primary elements that underpin block chain technology. It
can aid in the establishment of a smooth data interchange without the need of a middleman, increasing
customer trust in telehealth services. It allows doctors to retain extensive patient information, treatment/
procedure histories, and test findings in a decentralized, traceable, and irreversible manner. One of the
major roadblocks to blockchain technology’s acceptance in telehealthcare platforms is that it may raise
costs for individuals who already live in distant places with low facilities.

Table 1 provides the summary of key technologies involved in smart healthcare system. It also high-
lights the major hurdles before the technology was used, how the technology addressed these challenges
and specific needs for further advancement of the domain.

SMART HEALTHCARE SERVICES

Diagnostic and therapeutic research organizations (e.g., hospitals or clinics), provincial health analyti-
cal decisions of organizations, and single or family clients are the main types of service goals for smart
healthcare. Based on diverse purposes, smart healthcare applications can be categorized into the fol-
lowing categories.
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1. Support in the Treatment Plan and Recovery of Patients

The assessment and treatment of chronic illnesses has become much more sophisticated as a result of
the use of advances in artificial intelligence, robotic surgery, and augmented reality. It has accomplished
specific achievements, such as the identification of hepatitis, bowel cancer, and melanoma, by using
artificial intelligence to build the health monitoring system. Artificial intelligence diagnostic results are
more accurate than those of researchers and clinicians. Deep learning technologies, notably in patholo-
gies and scanning, are frequently more reliable than trained practitioners. IBM’s Watson, an artificial
intellectual system that provides an optimal answer using in examination of all medical derived from
the literature information, is the most remarkable and significant technology in the category of medical
decision assistance technologies. The strategy has a significant impact on diabetic and tumor prognosis.
Professionals can use the health monitoring technology to provide expert guidance learning algorithms
to enhance diagnostic performance, eliminate delayed and misdiagnosed diagnoses, and ensure that
patients get prompt and suitable medical care. Intelligent diagnosis allows for a more precise statement
of the patient’s health and illness level, which aids in the development of a specific treatment approach,
and specialists have endorsed the system.

The treatments on its own will improve in precision. With the use of smart diagnosis, the patient’s
chemotherapy treatment can be tracked proactively throughout the procedure in tumor radiation, for
example. Specialists can improve the chemotherapy program, track the progression of the illness, and
reduce the risk of physical surgery (Yaqoob, I et al., 2021). An immersive communication sequence is
created between the virtual environment, the actual reality, and individuals by modelling the objective
and transferring it to the real life for accurate synchronization. Subversive variations can occur in medi-
cal training, study, interaction, and clinical treatment as a result of the introduction of this innovation.

2. Supervision of Health

Chronic conditions have progressively risen to the peak of the human cancer continuum and have formed
a discovery since the start of the 21st century. Chronic illnesses have a protracted line of treatment, are
irreversible, and are expensive to treat. As a result, disease care monitoring is very critical. The conven-
tional hospital- and physician centered health management approach, on the other hand, seems to be ill
equipped to deal appropriately with the growing number of individuals and illnesses(Wu, X et al., 2018).
The modern digital medical health supervision approach emphasizes patient self-control. It stresses
individual self-monitoring in real time, quick health data reporting, and appropriate medical behavior
modification. The advent of surgically implanted smart gadgets, home automation, and smart healthcare
information systems linked by IoT technology offers a solution to this issue. 3rd generation wearable/
implantable devices can integrate smart equipment, micro controllers, and wireless components to intel-
ligently sense and supervise different physiological markers of patient populations while minimizing
energy consumption, trying to improve comfort, and enabling the data to be merged with health records
from other sources. This strategy entails a transition from situation surveillance to continual awareness
and care coordination. It decreases the disease’s related dangers while making it simpler for healthcare
centers to track the human disease prospects of diagnosis.
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Aged and disabled people can get help around the house with home automation. Smart home devices
are customized apartments and residences that include sensing devices and actuating equipment built
into the residential system to analyze the tenants’ physical indications and surroundings. Smart houses
can also help you live better(Andreu-Perez, J et al., 2015). Smart home devices and health surveillance
are the two main functions of smart residences in healthcare. These innovations can assist individuals
who really need care lessen their dependency on healthcare professionals and enhance their standard of
living at home by providing some simple tasks while gathering health information.

Patients can use applications and a healthcare information portal to self-manage their conditions.
The Anxiety Recognition and Relief system, for example, utilizes a smart wearable device to constantly
monitor person’s body levels of pressure and proactively assist the body in anxiety reduction(Liu, L
et al.,2016). It’s also feasible to combine healthcare information from numerous mobile devices into a
clinical selection assistance system to develop a multilayer health decision - making support platform
that can get maximum use of the knowledge for accurate diagnosis of diseases. It can

3. Early Detection of lliness and Vulnerability Assessments

Standard illness danger prognosis relies on medical authorities taking the effort to gather patient data,
comparing that data to authorized organization recommendations, and then publicize the prediction
findings. This technique has a time delay and does not offer users with correct recommendations. Il1-
ness risk prediction is adaptive and tailored in smart healthcare. It allows individuals and clinicians to
take part, effectively evaluate their illness risk, and implement customized prevention strategies based
on their own surveillance data. The new illness risk predictive algorithm gathers data from wearable
devices and smart apps, transfers it to the cloud via a connection, and analyses the results using big data-
based algorithms before sending the anticipated results to users via short messaging in real time. These
strategies have been demonstrated to work. They assist physicians and patients in making changes to
their health behaviors and routines at any moment, as well as strategic decision in developing regional
healthcare policies with the goal of lowering illness risk. For instance, in a study designed to prevent
hyperglycemia by estimating the postprandial blood glucose reaction, investigators used methodolo-
gies that incorporated blood glucose specifications, food patterns, anthropometry, physical exercise,
gut microbiome, and other aspects to accurately predict improvements in glycemic index and minimize
the chances of diabetes through a personalized diet after tracking the blood glucose feedback of 800
individuals for 46,898 meal options each week (Akmandor, A.O et al., 2017).

4. Hospitals That are Cutting Edge by Smart Monitoring

Local, hospital, and household healthcare are the three major aspects of patient monitoring. To enhance
the current patient care practices and add new features, intelligent hospitals rely on data and knowledge
technology-based settings, particularly those based on IoT efficiency and automation operations. Smart
hospitals provide three categories of services: services for hospital personnel, facilities for patients, and
facilities for managers. In hospital management decisions, the needs of these facilities users must be
taken into account.
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The knowledge infrastructure, which connects electronic devices, smart building, and staff in healthcare
administration, uses the Internet of Things to combine numerous electronic systems. This technique can
also be used to trace medical tools and physiological specimens, as well as identify and analyze patients
in clinics. For drug creation and exchange, inventory control and other operations, intelligent healthcare
is also used in the pharmaceutical sector. A different RFID tag can be provided to each patient and the
knowledge can be kept in a database that can be constantly monitored and retrieved via mobile devices
to enable secure, trustworthy, sustainable, and effective circulation of medical materials through RFID
technologies (Redfern, J et al., 2017). In regards of decision, establishing an integrated management
software can enable services like allocation of resources, quality assessment, and performance monitor-
ing, as well as lower medical expenses, maximize resource usage, and assist hospitals in determining
developmental choices.

Individuals have access to a wide range of activities. These activities includes medical examination
platforms physically, online consultations, and doctor-patient contacts. These computerized solutions
shorten the time it takes for individuals to receive medical assistance. Patients wait less time and get
more personalized care. To summarize, smart hospitals’ future developments are collaboration, refining,
and increased automation (Franssen, J.et al., 2018).

5. Contributing With Pharmaceutical Research

Pharmaceutical investigation and advancement will become even more exact and efficient with the use
of artificial intelligence and machine learning in scientific analysis. Target screening, pharmaceutical
discovery, drug testing, and other aspects of the drug research process are all included. In order to uncover
efficient strategic points, typical drug objective screening systematically crosses existing medicines with
numerous possible target molecules in the individual body. This strategy is not only time-consuming,
but it is also frequently neglected. Artificial intelligence-assisted automated testing of medication and
focus effects has considerably boosted screening performance. E.g. The Watson approach was used to
identify ribonucleic acid-binding enzymes in amyotrophic terminal disease and to perform genomics
investigations on malignancies. Furthermore, the artificial intelligence technology can gather real-time
data from the external world and can optimize or modify the filtering process whenever required (Chen,
Q et al., 2018). The Internet of Things, big data, and intelligent systems are all used in drug studies.
First, utilizing artificial intelligence to assess and match a lot of cases that can make it easier to screen
for eligibility requirements and identify the most eligible target individuals, reducing time and enhanc-
ing target audience targeting. Patients are then constantly monitored employing smart wearable devices
to gather more timely and comprehensive information at real time, such as when smart technologies are
used to analyze lung diseases clinical studies (Bakkar, N et al., 2018).Involvement of related technologies
in the development of the trial protocol can improve patient security and the reliability of research. 40
All data is gathered and consolidated onto the right opportunity so that experts can analyze it.
Table 2 highlights provides the summary of smart healthcare services.
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BENEFITS AND OPPORTUNITIES FOR SMART HEALTH

Intelligent cities, in principle, are made up of a variety of automated development of smart residences,
internet of vehicles, remote surgery, and smart tourism that allow inhabitants to access a variety of ad-
vanced services, administer cities, and set in motion beneficial and curative acts. In the framework of
healthcare, a smart city can assist doctors in achieving smart health care coverage. A smart town can use
smart management technology to assist the digital acquisition, computation, preservation, distribution, and
interchange of internal user information such as workforce, social, and other types of data. Furthermore,
the basic infrastructure of an intelligent cities can enable the intelligent monitoring and administration
of health records, medical equipment and materials, communications networks, and automated supervi-
sion and control of healthcare, consequently resolving many serious health risk challenges. Currently,
there are many cities that are in a state of development or in competition with smart health cities and are
struggling, trying to get out and talk about underdeveloped cities and take advantage of different oppor-
tunities. These opportunities also create a range of roles for different industries. Therefore, you can look
for possible options by implementing large-scale information scanning in urban applications. Later in
this excerpt, we look at a small advantage and gap that can help make the decision to change or redesign
a city to become a skilled city. With a given decision, renewed sensitivity, flexibility and organization
can be achieved. Despite increased passenger complacency and the enthusiastic organization of standard
facilities and resources(Liu, J et al., 2018),(Al-Azzam et al., 2019),(Pal, D et al., 2018),(Ismagilova, E et
al., 2020),(Condoluci, M. et al., 2016). Some of the benefits of this beautiful city are related to:

1. Consistentuse of resources: Smart health creates anumber of opportunities, one of which s resource
utilization. As many tools are missing or too expensive, it is too difficult to justify the reasons for a
more balanced use of these tools. For example, asset management and geographic data frameworks
(GIS) can be valuable from innovative frameworks. The existence of monitoring frameworks will
make it easier to identify waste sources and better rotate assets, while controlling costs and reduc-
ing the use of energy and common assets. An important part of smart urban applications is also
that they are designed for connection and selection of information, which can also facilitate a more
coordinated effort for applications and administrations.

2. Higher standard of living: With a given decision, renewed sensitivity, flexibility and organization
can be achieved. Despite increased passenger complacency and the enthusiastic organization of
standard facilities and resources. Some of the benefits of this beautiful city are related to:

3. Higherstandard of openness and clarity: the prerequisite for better wellness programs and particularly
sensible eye and application control will lead to higher levels of interoperability and responsiveness.
Sharing data and resources is becoming the norm. In addition, it produces simple information for
all included. This will increase collaboration and correspondence between components and cre-
ate more organizations and apps that will further increase the flexibility of the city. One model is
the United States government, which has collected and disseminated a wide variety of data, tasks
and content directly and directly. This allowed residents and authorities to exchange and use data
effectively.

These benefits of cultivation nonetheless require critical levels of sophistication and dedication in

terms of smart welfare programs, resources, and people. Opportunities to get these benefits are available;
Whatever their needs, commit the resources to further development, better attempts at advancement,
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and practical use of vast data. It is more than necessary to establish methods to ensure data accuracy,
superior type, high security, security and control of data, in the same way as using data documentation
rules to provide information. In addition, progress can be extremely helpful when considering organiz-
ing and protecting environmental and business assets and basic resources with an increasingly accepted
authoritative purpose.

Massive computer programs can serve different parts of a messy city. Provides better experiences
for customers and organizations that help associations do better. Improving clinical consideration by
improving preventive thinking, instrument finding and treatment organizations, clinical consideration
captures the thoughts and thoughts of patients. Transport structures can take unimaginably huge data
for updating course and schedules, forced to change requirements and be even more harmless to the
biological system.

Sending huge information applications like brilliant wellbeing applications needs the assistance of
a nice information and correspondence advancement structure. It maintains sharp metropolitan regions
since it gives important plans and besides fascinating courses of action that may not be possible without
it. For example, it enables beneficial vehicle orchestrating by giving basic ways to deal with managing
their organizations from different fields/zones to lessen transportation costs. Various models join giving
better water to the board and improved waste organization by applying headways to sufficiently man-
age these organizations. For example, wasting the heads fuses waste grouping, evacuation, reusing, and
recovery, which would all be able to be beneficially regulated using the plans. More models consolidate
new turn of events and essential procedures for the prosperity of designs and better environment; danger
the board; prosperity and security; air quality and pollution; general prosperity; ceaseless the suburbs;
bio-assortment setback; and energy profitability. All around, a quick city can be made more insightful
while utilizing ICT and gigantic data for an impressive part of its applications and organizations.

The inclusion of huge information systems will solve many problems such as: B. Sensing capabilities
and equipment. Furthermore, it helps to develop, organize and strengthen collaboration and correspon-
dence between different substances in a dynamic city. This should be possible by creating extensive
information networks that serve as a substance for developing synergistic and innovative programs for
applications in regions such as education, social protection, energy, legislation, collection, climate and
security. It also enables the gradual search for solutions to problems in agriculture, transportation and
management groups when applications and facilities are coordinated and data flows efficiently between
applications and substances. There are several examples of massive information applications serving
vibrant urban communities such ascentralized health system.With the help of smart health applications,
the data become centralized and accessible across the city in the capacity and investigation apparatuses.
In keen medical care frameworks, the patient observing gadgets burn-through a shifting measure of en-
ergy in various states, i.e., rest, alert, dynamic, and inactive. Therefore, a state-based situation is needed
to display the energy utilization of these gadgets to examine their conduct. For this reason, Medium
Access Control (Macintosh) and group based directing conventions have been explored in the writing.
The Macintosh layer conventions guarantee the activity of these gadgets with negligible obligation cy-
cling. These conventions decrease energy utilization by keeping the transmitter out of gear or rest state.
Accordingly, the transmission delay is limited, and simultaneously, the organization throughput and
lifetime are augmented. These conventions have a fundamental job in energy preservation as they control
the principle wellsprings of energy wastage, i.e., bundle impact, catching, control parcel overhead, and
inactive tuning in. Macintosh conventions are named either plan based or dispute based. On account of
conflict based conventions, e.g., Transporter Sense Different Access/Crash Evasion (CSMA/CA), the

71

printed on 2/9/2023 11:11 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Applications of Big Data in Smart Health Systems

gadgets contend with one another to get to the transmission channels for information correspondence.
They are adaptable, and simultaneously, don’t force exacting time-synchronization on the asset starving
gadgets. Nonetheless, they cause exorbitant overhead and keep the gadgets hanging tight for more than
anticipated. The affectability of a patient’s imperative signs requires prompt transmission to the medical
services workforce. Timetable based conventions, then again, utilizes Time Division Different Access
(TDMA) for proficient use of the transmission medium. These conventions diminish crash, catching,
and inactive tuning in; nonetheless, they bring about unnecessary looking out for the piece of observing
gadgets.

We investigated a few instances of enormous information, the practices, those will be termed as pri-
mary advisers that lead a fast growing city practices endeavors. Many made different degrees of progress
and most added important segments to improve keen city administrations and applications.

CHALLENGES IN SMART HEALTH SYSTEM

Smart cities face a number of challenges to implement and execute plan and sending of huge data ap-
plications for smart metropolitan networks. Splendid metropolitan zones are seen as incredibly amazing
and propelling conditions, thusly it is basic to avoid or if nothing else decline the troubles drew in with
clever applications plan and improvement for sharp metropolitan networks. There are in like manner a
couple of discussions related to the definition, use and benefits of colossal data for splendid metropoli-
tan networks. These relate to open enormous data instruments, steady assessment, accuracy, depiction,
cost, and transparency. Such issues can impact the display of clever city applications and organizations
relying upon colossal data. Is it possible that data would one say one is of the challenges? How? Here
we will address a segment of the basic troubles in using huge data in splendid metropolitan territories.

Origin of Data and its Characteristics

The data comes from different sources in a large number of projects. There are many new data plans,
many of which are unstructured. This data must be regulated and described in a coordinated manner us-
ing a first-tier information collection system. Much extraordinary data that differs from the recognized
data more resolved are the three drawbacks: speed, volume and aggregation. A few more have been
added such as authenticity, truthfulness, inconsistency value and variability. The simple attempt to ex-
tract these different attributes from large amounts of data leads to complex models and approaches and
makes them difficult to control. This is simply because current data mining techniques or programming
devices cannot handle the large size and complexity. Some issues can also be viewed later, such as: B.
Evaluation design, assessment, mining, data creation, urgency, presentation and hidden colossal data.
While smart urban applications are being considered in big data issues, there are drawbacks in several
places. On the one hand, collecting data without someone else is hindered by the existence of different
sources with different plans and types and by different approaches and access that converge. In addition,
thinking about unstructured data makes it difficult to correctly characterize, organize and use applications.
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Exchange of Data and Information

Distribution of data and information between different city districts is another test. Every organization,
office or city office regularly has its own public or mysterious information store or dissemination commu-
nity. The vast majority of them are reluctant to share data that could be considered priceless. In addition,
some data can be controlled by certain security vulnerabilities that make it difficult to share between
different components. The test here is to get straight to the point, not overcome the almost indisputable
contrast between social problems and use huge data and secure benefits for the safety of the residents.
It adapts to each city on the first level as different regions and initiatives are included. Advanced urban
applications need to find ways to counter or reduce controls in order to achieve a constant exchange and
exchange of information between different substances. Also when transferring multiple organized data
sources between partner workstations, for example certain types of data. B. Temporary geospatial data
can be reactivated quickly. In this sense, it is difficult to know the semantics of the data uniformly and
to concentrate the new data on the basis of the expressed cycle data and the consistent data. As a result,
it will be difficult to create a database for a rated city.

Data Transparency and Quality

The quality of the data looks different in the more central parts of the big news. There are several
challenges associated with the idea of data. Data obtained from different people in extraordinary and
confidential environments in indisputable information collections is rarely processed in the default set-
tings. Depending on the free support and easy use of the different providers, you will get the data for
which a planning gap is identified and, in this sense, it will be more likely that problems of consistency,
heterogeneity and uniqueness will arise. Likewise, “there is no complete and complete technique for
obtaining and manipulating data somewhere in a data center that is assembled for evaluation.” This
will bring new challenges such as weak data and reliability. For example, sensor data collected by an
untouchable controller without an associated controller may have been created by sensors that are set
incorrectly, incorrectly, or have exceeded their lifespan. Likewise, the test can loosen existing research
data (given the potential error) and reveal results that can be used by others who may not be thinking
about these questions. With this in mind, it’s important to constantly relive and relive easy-to-use event
data, share and discuss it with all parts of a large city, to ensure residents appreciate and apply practices
accurately and maintain consistency.

Cognitive Computing

Since it focuses on how to cope with complicated situations and knowledge ambiguity, cognitive comput-
ing is well suited to solving medical problems. Managing with probable knowledge is the fundamental
challenge in bioinformatics. New advances in the merging fields of cognitive technology and computer
sciences are required to achieve the goal of a smart hospital: While the data’s large complexity is some-
times seen as a disadvantage.
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Solitude and Security

In any event, when e-health approach can help in alleviating different wellbeing related concerns, yet
its ability to get unmatched information can risk the residents’ protection. Assurance of protection and
security of the framework is an inescapable issue that the examination local area is as yet attempting to
change. Security insurance and security is first in around each feature of human existence. By the by, in
a keen city setting, it is even of more prominent significance and the reason is on the grounds that the
data that is gotten is extremely close to home. From the information or data that is gathered in a keen
city, it is conceivable to get information about the propensities for residents, their societal position, other
individual data, and even the data identified with their religion. All these individual data factors are very
sensitive in nature, and when they are coordinated with the wellbeing data of an individual, the result is
much more delicate. Thus, it derives an incredible trouble and a few difficulties that are as yet needed
to be considered. Certain endeavors have been led to clarify the idea of the protection of residents and
to offer conceivable answers to ensure that protection. Furthermore, different endeavors are contributed
towards the security assurance in health, Trust-commendable Wellbeing and Health (Defrost) is one of
the delegate projects in this setting. The idea of Defrost means to determine different difficulties and
troubles to offer dependable and solid data frameworks for wellbeing and wellbeing. Likewise,

The Essential Medical care IT Progressed Exploration Activities on Security (SHARPS) is another
task that points in making upgrades in the establishments, prerequisites, advancement, plan, and send-
ing of security, just as on protection techniques and apparatuses that are utilized for m-wellbeing. Such
activities are the exploration needs and challenges with them are overwhelming.

Data Mining Isn’t Everything

Making smartregarding health information is noteasy, as Yvonne Rogers highlighted out. Smart healthcare
has the potential to empower more individuals to manage their own health, resulting in increased aware-
ness and knowledge. However, it presents a slew of moral concerns. Who owns the health information
gathered? Who is willing to reveal their personal health information? What happens to the new streams
of health data? When creating a smart hospital, all of these concerns must be addressed. These are big
problems that aren’t easy to solve, and they can be summed as “What comes after data mining?” or, in
Tim Menzies” words, “Estimation is fine - but what about enabling the management to make decisions?”

Value

Value is a vulnerable argument that reminds us of the habits that public experts use to influence people
in the use of blueprints. For example, use an energy saving system that controls public power to use new
structures, fragments or functions to select and record information. This is encouraged to create a strong
energy in the leader’s structure; In any case, the operation is also too expensive. If such an effort is not
carried out correctly from the beginning, it can create a major problem, generate huge costs and affect
the city in hostile ways. For example, testing a practical traffic light and construction signs costs a lot.
These tests incur enormous resource costs, e.g. Ex. B. On models with heavy loads, while shipping and
testing installation. Therefore, exorbitant hardware and programming must be exchanged to continue
emergency development, city recognition and smart applications.
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Overpopulation Issue

Population has a direct impact on the challenges faced by a developing city. People have influence and
are touched by smart apps. In particular, the size of the city’s general population has an extraordinary
impact on the size of the huge amounts of data. In addition, the construction of the general population
increases the size of the data provided quickly and can become very large. This is a big problem, as
rapid improvement will lead to stagnation, pollution and the spread of social irregularities, as opposed
to widespread urbanization that poses a combination of certain contingent financial and social problems
that are generally at risk. Monetary and natural justice of metropolitan areas. Along these lines, beautiful
urban applications must scale quickly and reduce the ability to handle the created volume and huge data
aggregation to avoid such problems. Ultimately, the goal is to build and deploy crisp urban applications
fast enough to generate and manage huge data. Rapid development is beautiful for best results.

Perspective, judgment, disturbance, and inconsistent data are all prevalent characteristics of medical
information. Some neural network algorithms have previously been applied in machine learning to handle
these tough challenges. Traditional healthcare strategies are constrained by the extremely complicated
characteristics of medical information, but neural network-based machine learning approaches can con-
tribute significantly to the health care environment because they can adequately integrate the ambiguous
qualities of human rationalization with the habitual comprehensiveness, accurate and consistent logic,
and great information processing of computers. We may claim, based on current research and practice,
that effective use of machine learning methodologies, tools, and strategies can support healthcare orga-
nizations in providing a wide range of opportunities to facilitate and improve health treatment.

In short, some compete with large urban applications based on large amounts of data. These chal-
lenges have different effects and recommendations for such applications and locations, fluctuate in
difficult situations, and are varied. Also, different applications have different data usage requirements.
For example, the semaphore requires quick responses from the application to logically control traffic.
Naturally viable applications may have the option of processing multiple assigned responses because
all decisions are considered over long periods of time. Trade, publishing, research, dynamics, and the
right responses are a problem; however, the degree of importance varies depending on the application.
Obtaining gradual responses depends largely on how we deal with the problems discussed above. Table
3 highlights the major challenges associated with smart health systems.

REQUIREMENTS

This section covers the key segments needed to plan and execute keen city applications using the infor-
mation parts. Information assortment and catching from sensors, clients, electronic information peruses
and numerous others represent the principal issue to deal with as the volume quickly develops. Putting
away, coordinating and preparing this information to produce helpful outcomes in the following issue.
On a very basic level, to have viable arrangements, it is needed to choose various plan and advancement
needs in an arranged way, for instance adaptable plan, snappy sending, accomplishing more intensive
sense, more thorough interconnections, and more knowledge. To additionally muddle the issues, taking
care of interconnected correspondence frameworks to get to logical data in savvy city applications and
actual spaces to help great dynamic cycles expects regard for different parts of network, security and
protection.
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Table 3. Challenges of smart health system

No. Challenge Issue(s) associated specified with the challenge

o Multiple data plans are used.

e Many of data plans are unstructured.

o Difficult to correctly characterize and organize.
o Speed of data.

o Volume of data.

o Aggregation of data.

o Complex models are difficult to control.

o Convergence is difficult.

1 Origin of Data and its characteristics

o Reluctance in sharing data.

e Security vulnerabilities.

o Difficult to know the semantics of the data uniformly.
o Difficult to maintain consistency in data.

2 Exchange of Data and Information

o Data obtained from confidential environments in indisputable.
o Weak data and reliability.

e Incomplete research data is another potential error.

o Applying data accurately is difficult.

3 Data Transparency and Quality

e Managing the patient’s information.

4 Cognitive Computing e Complex environment

o Origin of data.
5 Solitude and Security o Societal position of patient.
o Getting data while maintaining the integrity of data is challenging.

e Marinating the obtained data

6 Data Mining Isn’t Everything e Proper evaluation of the gathered data.

o Creating energy.
7 Value o Tests requires enormous energy.
o Smart applications needs to be optimal.

e Management of huge data set.
o Slow development.

8 Overpopulation Issue o Effective use of machine learning is required.

e Use of tool for evaluation in case of massive data.

The use of large information to shrewd urban communities in terms of health departments can be
grouped into two sorts, disconnected huge information applications and constant huge information
applications. Ongoing huge information applications are distinctive on the grounds that they depend
on immediate information and quick investigation to show up at a choice or activity inside a short and
unmistakable course of events. As a rule, if a choice can’t be made inside that course of events, it gets
pointless. Accordingly, it is critical to settle on all information essential for such choice accessible in a
convenient style and that the investigation is done in a quick and solid manner. Therefore, constant large
information applications ordinarily need higher mechanical prerequisites. Large information applications
for savvy cities arranged in territories like energy, traffic, schooling, and medical services are considered
disconnected. Be that as it may, those expected to give intuitive activities, upgrades and controls for wise
applications are constant applications.

Smart city applications such as health applications have been implemented from big data concept, it
is important to address a few necessities that originate from the exceptional idea of shrewd city needs
and enormous information attributes. In this segment we endeavor to examine a few of these prerequi-
sites to give an overall rule to the plan and improvement endeavors. These necessities are distinguished

76

printed on 2/9/2023 11:11 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Applications of Big Data in Smart Health Systems

depending on the kind of large information applications and the difficulties of executing these applica-
tions for keen urban areas. A portion of these necessities are mechanical while others are identified with
residents’ mindfulness and governments’ jobs. Besides, a portion of these prerequisites are the one of
the basic entities and apply to any enormous information application, although the rest are explicit to
the extraordinary necessities of keen city conditions.

Optimize and Manage Big Data

The advantages of smart health applications is that they produce enormous volumes of information in an
assortment of arrangements and from numerous areas like traffic, energy, instruction, and medical care,
and assembling. This information is created and gathered in monstrous sums and consistently, hence of-
fering ongoing perspective on what’s going on in the city whenever. To guarantee appropriate and helpful
usage of this information in brilliant city applications, it is essential to have reasonable and viable large
information the board devices set up. Large information the executives incorporate advancement and
execution of designs, game plans, practices and procedures that properly manage the full data lifecycle
needs all through its usage in splendid city applications. As the data comes from different sources with
different plans, there is a necessity for bleeding edge data the board includes that will prompt be per-
ceiving the various organizations and wellsprings of information, organizing, overseeing, grouping, and
controlling every one of these kinds and constructions. Large information the executives for savvy city
applications ought to likewise give versatile dealing with monstrous information to help disconnected
applications just as low dormancy handling to serve viably continuous applications. The ideas, methods,
and difficulties of huge information the board are examined further in and.

Big Data Processing Platforms

Smart health applications in big data for the developing cities need to perform information investigation
that normally require immense handling ability such as scalability and reliability. This prompts the require-
ment for versatile and dependable programming and equipment stages. The product stages for shrewd
urban areas should offer elite registering capacities, be streamlined for the equipment being utilized, is
steady and dependable for the diverse information concentrated applications being executed, underpins
stream handling, gives an undeniable degrees of issue strength, and is upheld by a very much prepared
and able group and seller. There are diverse accessible programming stages for enormous information
investigation like many big data platforms which give the stream handling needed by ongoing huge
information applications like astute transportations in a savvy city. These stages function admirably on
group frameworks that can give a ground-breaking and versatile equipment stage to meet the necessities
of enormous information applications for shrewd urban communities. Huge information can be addition-
ally handled on the Cloud utilizing both huge information stages as an Assistance and Framework as a
Help. This will assuage the application proprietors from the Burden of getting committed stages, which
is generally expensive and permit them to utilize all around tried profoundly dependable stages provided
by the Cloud specialist organizations.

77

printed on 2/9/2023 11:11 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Applications of Big Data in Smart Health Systems

Well Established Network Infrastructure

For the smart health applications or any other department, big data must be needed for the developing
city. Most of the big data applications related to health for developing cities require smart networks that
connect their components such as different EMRs. The established current columns, separated, and ac-
cumulated occasions can be moved to a concentrated handling to convey the middle of the road preparing
focuses in the keen organization for pre-preparing or for additional sifting and collection prior to being
moved to the fundamental dynamic unit. The unified methodology is acceptable if the current created
occasions are not enormous and there are no constraints on the organization assets used to move these
occasions. The conveyed approach is more reasonable for tremendous occasions to such an extent that
it is wasteful and some of the time difficult to move all the created occasions to a solitary area inside
satisfactory execution and time limits. Sifting and collection will be significant for this situation par-
ticularly for savvy urban communities as it will help decrease the measure of production and accelerate
information preparation. This should be possible at the occasion sources and the middle of the road
focuses utilizing an open-circle or a shut circle approach. In open-circle approach separating and ac-
cumulation arrangements are pre-characterized while in shut circle approach sifting and total strategies
are intuitively characterized dependent on the recent developments and choices, current framework and
organization assets, or outer keen city application arrangements. In the two methodologies, occasion
sifting and conglomeration ought to be managed without trading off the uprightness, exactness and
rightness of the information being accumulated. This is imperative to protect the nature of the dynamic
interaction in the continuous huge information applications.

Advanced Algorithms

The standard and optimized algorithms that are implemented in the development of regular health ap-
plications may not be adequateto manage health applications that are used in big data because of many
dependable reasons and also because of their one of a kind prerequisites and squeezing with velocity
handling. For instance, most accessible information mining calculations are not truly reasonable for
large information mining applications as their plan depends on restricted and very much characterized
informational indexes. Huge information applications for savvy urban communities should actualize
progressed and more refined calculations to manage large information productively. A portion of these
calculations should be intended for continuous application while others can be intended for cluster or
disconnected handling. These calculations should be advanced to deal with high information volumes,
huge assortment of information types, time requirements on dynamic cycles, and circulated parts across
different geological areas. Likewise, these calculations need to work successfully across heterogeneous
conditions and be fit for overseeing and working in profoundly powerful conditions.

Use of Latest Technology

Big data smart health applications include enormous scope of heterogeneous frameworks and infor-
mation, it is beneficial to adhere to the norm for planning and executing such arrangements. This will
add adaptability for redesigning, keeping up, and include many application highlights for brilliant
urban communities. What’s more, this will encourage the combination among shrewd city parts and
huge information segments. Moreover, it is essential to set standard guidelines for latest applications
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to accomplish a simple mix between the accessible keen city framework and climate and the presented
enormous information applications. This can be accomplished by playing out a full investigation of the
public authority substances, partner, and the framework to survey the status to be important for a future
keen city. In light of such examination guidelines, the latest models of plan and rules can be created for
large information applications improvement for the keen city.

Reliability and Security

With the rapid advancement of e-health, an increasing number of states have made significant advance-
ment in the improvement of electronic medical assistance. The general tendencies are the digitization
of diagnostic instruments and the structuralization of electronic health information. The increasing rise
of medical information will further learn the benefits of mining medical data, while also delivering
comfort to individuals. Clearly, figuring out how to securely store such a great amount of information
is a challenge that needs to be addressed immediately. Furthermore, the unique nature of medical data
necessitates a high level of privacy protection. This emphasizes the significance of developing a secure
method to protect data security.For the smart health applications, the data first collected then processed
contains many sensitive and private information. Guarantee that all innovation and applications seg-
ments incorporate and keep up adequate degrees of security and protection systems. There are many
EMR and other medical record systems that keep the records of the patients, they are also considered as
private and confidential. Either a developing city gives numerous positive benefits to its occupants, it
likewise represents a few dangers to their security, prosperity and protection by depending intensely on
their information. The chance of unlawful access or malignant assaults to such foundations can prompt
cataclysmic outcomes influencing the city framework, its administration elements and its inhabitants.
Huge information applications fashioners and engineers should incorporate security and protection ar-
rangements and strategies as an indispensable piece of the plan and execution of the application.

Recognition for Better Citizen

In the fast growing cities, the citizens must be well informed of how to access and use the smart health
applications for a developed city conveniently. Their dynamic interest in giving data identified the vari-
ous issues with the shrewd city, in this case the application will help in improving the nature of gathered
information and the presentation of the applications. Subsequently, more compelling choices can be
produced using gathered large information to upgrade distinctive savvy city parts. Another significant
perspective in resident mindfulness is their insight and practice of good wellbeing, security and protection
rehearses. Satisfactory preparing and mindfulness crusades should be done to ensure that individuals
know and are equipped for securing their own information and climate.

Government Role

The role of governing bodies for the developing cities either for the smart health sector or any other
department should set up core values of receptiveness, straightforwardness, investment, and coordinated
effort to keep the trade and stream of large information leveled out. Governments assume a fundamen-
tal part in a shrewd city; subsequently, it is needed to have progressed frameworks to oversee huge
information gathered and utilized by government elements. Furthermore, the public authority should

79

printed on 2/9/2023 11:11 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Applications of Big Data in Smart Health Systems

survey and recalibrate data and information arrangements as vital by zeroing in on protection, informa-
tion reuse, information exactness, information access, chronicling, and conservation. In this manner,
it should have very much characterized information to guarantee educated use regarding the datasets.
To adequately uphold huge information applications, brilliant regional governments should adjust the
valuable employment of information against people’s security worries by tending to a portion of the
principal ideas of protection laws. This incorporates characterizing “actually recognizable data”, and
the job of individual control.

Alongside these overall non-useful prerequisites for huge information applications, every application
will likewise have its own arrangement of useful for the operational necessities. These necessities are
assembled and investigated when the application is used for advancement in the shrewd city. Together
the two arrangements of prerequisites ought to completely characterize all the vital necessities and assets
to effectively configuration, create, test and send the necessary application. As the various prerequisites
for enormous information shrewd city applications are accumulated, it very well might be additionally
useful to utilize recreations to help improve and anticipate the results of such applications. Reproduction
strategies offer an alternate more reasonable perspective on how the applications may act and what the
normal results will be. This methodology diminishes a framework’s expense in the usage and testing
stages and in upgrading the necessary assets for the venture. Instances of such strategies are quickened
time recreations of traffic streams permit the framework to be dynamic and adaptable just as decreasing
the expense of executing traffic signals and signals.

CONCLUSION

Smart health comprises many advanced technologies consequently has a broad and vast future ahead.
Many startups, research institutions and health institutions have already started working on it to make
the whole process pipeline as smooth as possible. Similarly all the advanced technologies have a greater
impact on smart healthcare. From the doctors point of view. Life cycle of smart healthcare has also some
challenges and requirements that need to be addressed with the passage of time.Smart healthcare will
also contribute to a smart city which will help in connecting administrations and healthcare officials with
citizens in a much adequate way. There are still many challenges and hurdles that need to be overcome
on a timely basis. Smart healthcare is gaining momentum on each passing day and creating opportuni-
ties and exploring new ideas like robotics impact on COVID 19 as well as many other things growing
up on the IoT and Al side with the combination of big data and cloud computing, considering the fact
that 5G presence with all of these technologies will take it to next layer.

However individual users will be facilitated with highly effective procedures on fingertips in a more
secure manner. Hospitals can streamline their process, with evolution of IoT they can automate their
processes instead of highly depending on humans. Research institutions can reduce their cost, time sav-
ing research and maintain accuracy.

All of these advancements raise huge hopes for the future: Smart configurations will be able to
follow our health autonomously and, to some extent, will relocate the center of treatment away from
clinician’s premises, easing the financial burden on already overburdened medical centers and bring-
ing the precautionary component to the forefront. There has been a definite paradigm shift away from
explicitly assessing your health vitals and toward devices that blend into the surroundings and track key
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metrics. Second, customers are extremely interested in being their own health administrators and taking
an active role in their health.
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ABSTRACT

Today, in this technological world, the information available can be easily copied, manipulated, as well
as broadcasted among different channels, which should be protected. In the case of the medical field, the
reliability and authenticity of e-medical data is one of the serious concerns. The patient’s data without the
knowledge of user might be utilized by the intruders. Medical data is highly valuable for the purpose of
diagnosis and treatment. Due to increase in the usage of internet, copyright protection, content authen-
tication, and identity theft are considered to be the bottleneck issues for content proprietors. To resolve
those issues, the authors focused on the study of watermarking technology, which is used to improve the
security of data and protect information from unauthorized access. Multimedia watermarking plays a
predominant role in preserving the information from unauthorized access. This chapter aims to provide
the detailed review of various watermarking techniques, their applications for security purposes, and
the e-verification of medical information.

INTRODUCTION

Digital data is a combination of several contents such as audio, video, image, text etc., and those digital
data will be transmitted in large content over the internet. Networks acts as a driver for the growing trend
of those digital content (Sanjay Kumar et al., 2020). So, the data or information which is available over
the network are prone to attacks and can be easily accessed by the intruders. Nowadays, the protection
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for image centric data is one of the utmost tasks where the images are tampered generally by the image
processing software (Hurrah et al., 2019). So, the watermarking technique plays a significant role in
protecting our content. The watermarking technique which we develop should have high computational
efficiency. There are several multimedia editing software and different protecting methods like cryp-
tography and Steganographic Techniques are available. But these techniques are less fortified to protect
these digital contents. Therefore, digital watermarking scheme are utilized to secure those digital entities
and so this method is evolving rapidly (Dixit et al., 2017). The watermarking technique has been utilized
in various fields for securing the data like database systems, for protection of IP address etc., To make
the watermarking techniques distinguished from other technique, it should satisfy some of the require-
ments pertains such as capacity, robustness/security, and imperceptibility (Chin-Feng Lee et al., 2018).
The conditions in which watermarking apply to several digital data like:

The watermark data rate should be high.

Watermark must stay inside the host data in order to maintain robustness.

It should not be removable.

The watermark must be private and accessible to the outside party in which they must be authorized.

sl N

THE CONCEPT OF WATERMARKING

Watermarking is a concept of modifying the content of specific information by embedding information
about the data which is predominant to the user. There are two important characteristics of watermark-
ing (Baljit Kaur et al., 2017).

e  The information/ data should not make any modifications to the host environment.
o  The information/ data should associate to the host environment.

The Watermarking technique also includes a subset of information hidden which is not associated
with the host environment (for instance: by covert communications). However, specific authors describe
this situation as information hiding (Umair Khadam et al., 2016).

The Watermarking technique consists of two definite modules:

e  The module which embeds the information/ data to the host environment.
e  The module which reveal the given piece of information hosts a watermark and eventually re-
trieves the delivered information.

Based on the above module definitions and the characteristics of embedded information, the water-
marking methodology is utilized for several kinds of applications for protecting the multitude of vital
information from the intruders (Kamaruddin et al., 2018; Sowmya et al., 2021).

Generally, the concept of watermarking technique includes two phases (Raniyah Wazirali et al., 2021)
which is illustrated in Figure 1:

1. Embedding phase
2. Extraction phase
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Figure 1. Watermarking technique - concept

M Secret key

Original Embedded Watermarked
information module object
Watermark Watermark
information extraction

M Secret key

The original information was incorporated to the embedded module, where this process allows the
users to include watermarked information to their digital data. It utilizes a secret key for inserting the
secret data to the original information (Manivannan et al., 2017; Podilchuk et al., 2001; Haiming et al.,
2018). This process which is mainly utilized for authentication of data, copyright protection etc., The
embedding a watermark has been illustrated by equation 1.

X =s(1 + aW) (1)

Where,
S corresponds to the original host signal,
X corresponds to the Watermarked signal,
W corresponds to the watermark consisting of a random, Gaussian distributed sequence,
a is a scaling factor.

This step produces the Watermarked object as a result which is utilized in the next phase called Wa-
termark extraction, where this phase is used to extract the data from the watermarked object (Manivannan
et al., 2017; Podilchuk et al., 2001; Haiming et al., 2018). This phase uses the same secret key which is
used by the embedding phase for extracting the data from the watermarked object. Figure 1 shows more
details about Watermarking technique - concept. This has been illustrated by equation 2.

—~

sim (W,I;V\) = LES @

—

ww
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Where,

W corresponds to the extracted watermark from the received, possibly distorted signal Y,
W corresponds to the watermark consisting of a random, Gaussian distributed sequence.

Classification

The different watermarking techniques has been classified based on document’s type such as text, audio,
video, and image(Qasim et al., 2017). These techniques are divided into different categories in order to
improve the transparency and robustness of the original information (Tahera Akhtar Laskar et al., 2013).
The watermarking methodology is often classified based on three distinct classes which is illustrated
in Figure 2 —

1.  Multimedia based

2. Characteristic based
3. Application based

Figure 2. Watermarking — classification

Watermarking -
classification
|
v v v
Multimedia based Characteristic based Application based
Text _| Blind and non- Source based
¥ blind
Image |y Private and public Destination
based
s Audio =N Visible and
Invisible
Video L Robust, semi-
fragile, fragile
) Graphics L Spatial and
Frequency Domain
Adaptive and Non-
) )
adaptive
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MULTIMEDIA BASED

There are different kinds of watermark classification for multimedia which is shown in Figure 3. This
includes (Raniyah Wazirali et al., 2021),

Text watermarking
Image watermarking
Video watermarking
Graphic watermarking

N

Figure 3. Types of multimedia based watermarking

Text watermarking < > Image watermarking
Multimedia
based
Graphic watermarking
< > Video watermarking

Text Watermarking

The data in the form of text consists of different entities such as word, sentence, paragraph etc., The
syntax and semantics included here is important in the transformation to incorporate digital watermark
into the text.

The utilization of internet has been increased rapidly due to the transfer of information and accessibility
over the digital world. Among all other watermarking techniques, text composes of more complex and
demanding method where this watermarking technique can be administered. This technique comprises
of multiplicity of tasks, therefore this has been lead to finite research scope in this field (Kamaruddin
et al., 2018).

The contents of digital text includes various entities in the form of articles, webpages etc., These
entities whenever gets uploaded, they may get vulnerable to different kinds of attacks and copying, as a
result their security and protection becomes an influential matter. Because of insufficient techniques in
processing of those digital contexts, the protection of those content becomes difficult. The protection of
the above said digital text depends on the effectiveness of watermarking methods and techniques. The
sample image for text watermarking has been shown in Figure 4.
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Figure 4. Text watermarking — sample image

Text Watermark
For Blogger

Image Watermarking

In this methodology, the ownership of the hidden information has been enhanced by embedding it into
cover media (Vaidya et al., 2017; Savakar et al., 2019). One of the bottlenecks in protecting information
is the copyright abuse of the digital content. There are several properties which make the watermarking
technique most significant is that robustness, security, imperceptibility, complexity, and verification
(Jobin Abraham, 2011).

Those embedded watermarked information consists of string of bits which incorporates the propri-
etor’s name or image of specific symbol(Lalit Kumar Saini et al., 2014).

The watermarked information by image should be undetectable by the intruders (Altaa et al., 2012;
Thapa et al., 2011; Dhiman et al., 2016). The protection of information by algorithms should make the
data highly secure and it shouldn’t be known by the attackers (Akhtar et al., 2016). Even though the
watermark is detectable, it shouldn’t be breakable by the intruders. The image watermarking technique
plays a crucial role in protecting the user’s data at utmost concern (Mohammad Abdullatif et al., 2013;
Shweta Wadhera et al., 2021). The sample image for image watermarking has been shown in Figure 5.

Figure 5. Image watermarking — sample image

Original Image Watermark Target image with
watermark

Video Watermarking
Digital video watermarking is a methodology of incorporating the video signal into the original data.

Those incorporated data is mainly used for identification of owner’s copyright (Jayamalar et al., 2010).
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There are several video watermarking techniques have been developed. Those techniques have been used
to incorporate watermark in order to maintain the video’s accuracy. This method is utilized for prohibiting
the exploitation of the digital contents by embedding watermarks in the video sequence for the purpose
of protecting the contents from illegal copying and manipulation identification (Shahid et al., 2018). To
identify manipulation, exploitation of digital contents, illegal copying, ownership problems, a variety
of strong and fragile video watermarking techniques have been developed. Those techniques will be
suitable for compressing and uncompressing information by employing Fourier, DCT, DWT, Fractal
transforms (Kumar et al., 2020). The video watermarking techniques should meet the challenges such
as frame averaging, frame swapping, statistical analysis, lossy compressions and find the solutions for
them. The sample image for video watermarking has been shown in Figure 6.
The video watermarking techniques are classified into various techniques such as:

e  Spatial domain

e  Frequency domain
e  Format-specific

Figure 6. Video watermarking — sample image

Spatial Domain

Spatial domain is a technique which mainly concentrated on altering the pixel values of randomly se-
lected images (Mishra et al., 2018). This algorithm will incorporate the raw data into pixels of image
directly (Kumar et al., 2016). The algorithm under spatial domain includes LSB, Patchwork, texture
mapping coding, etc.,

Least Significant Bit (LSB)

LSB is one of the simplest methodology for implementation. During this process, a watermark bit has
been embedded to the LSB of each pixel. During extraction or detection method, the final bit of each
pixel has been used to convey the watermark (Kumar et al., 2016). Even though the watermark has been
cropped, it is possible to retrieve the needed data. Its because the data has been embedded n number of
times. This methodology is highly sensitive to noise, so that it cannot be used for practical utilization
but this is not so robust.
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o  Benefits of LSB:
° Simple to implement.
° Complexity for computation of LSB is very less for both embedding and extraction technique.
° Quality of image is less.
e  Drawbacks of LSB:
° Not very robust.
° Techniques like cropping, shuffling will degrade the watermark which is embedded.
° Has noise sensitivity.

Patchwork Technique

The Patchwork algorithm incorporates information into the brightness of pixels by altering the image’s
statistical qualities. This technique utilizes the pair of points which is chosen randomly. The pixel points
are named as (a,b ) and the difference between those two points have been calculated and it equals zero was
centered at Gaussian distribution. The pixel point a, has been incremented by one and another pixel point
b, has been decremented by one (Abraham et al., 2019). In the above said scenario, the distribution center
only will get changed but the image’s brightness will remain unchanged. With the aim of withstanding the
attack of compression and filtering, this technique enlarges those pixels to a pair of blocks. As aresult of this,
the brightness will get increased in one block and brightness will get reduced in the corresponding block.

e  Benefits:
While comparing with LSB, patchwork technique is highly robust against different kinds of attacks.

e  Drawbacks:
Information which is hidden will be less while comparing with other techniques.

Texture Mapping Coding

It is a technique where the watermark has been concealed under the texture part of the image. It will
be useful which contains some text part in the image where the data will get hidden under the random
pattern of the image(Abraham et al., 2019). From this it is clear this methodology will be suitable for
images with variety of textures.

e  Benefits:

° The information has been incorporated in the part of random pattern of the image.
e  Drawbacks:

° It will be suitable for the areas which have more number of texture images.

° This requires human intervention.

Frequency Domain

Frequency domain is also known as transform domain. It is due to the fact that some values are modi-
fied from their original values. The commonly utilized methods of frequency domain technique includes
Discrete Cosine Transform (DCT), Discrete Fourier Transform (DFT), Discrete Wavelet Transform
(DWT), and Discrete Hadamard Transform (DHT) (Namita Tiwari et al., 2017).
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Discrete Cosine Transform (DCT)

Discrete Cosine Transform is considered to be one of the widely used methodology in digital water-
marking world. While comparing frequency domain with spatial domain, this technique is highly robust
and it is one of the biggest advantage of it (Liu et al., 2017). It is robust against basic image processing
functionalities such as low pass filtering, blurring etc., In the other case this technique is not so robust
against some attacks such as scaling, rotation etc., So, the transform domain techniques are hard to
implement due to the large value of its computational complexity. The Discrete Cosine Transform of
two dimensional image is outlined in equation 3,

C = {g(ij),ij=0.1,...M— 1} 3)

Where,
g is an input image,
g(i,j) is the intensity of the pixel.

e  Benefits:
° In DCT transformation, the watermark is hidden into the coefficient of high as well as middle
frequency, as a result of this, the visibility of image will not get affected and it won’t be re-
moved by any of the intruders (Moosazadeh et al., 2019).
e  Drawbacks:
° During the process of quantization, some higher frequency component gets suppressed.
° DCT transformation won’t work for under scaling attacks.

Discrete Fourier Transform (DFT)

Discrete Fourier Transform is one of the technique for transformation which converts the continuous
functions into the component of frequencies. In general, the image’s Fourier transformation have such
complex values and this leads to the image’s magnitude and phase representation (Fares et al., 2020).
The Discrete Fourier Transform of two dimensional image f(u,v) of size MxN is outlined in equation 4,

M-1 N-1 -j2mux - j2mvy

F(x, y) = ZZ‘/ (u,v) e M e N 4)

u=0 v=0

Where,
u=0,1,2....M-1 and
v=0,1,2,....N-1

F(u,v) is the value of image at (u,v),
F(x,y) is the coefficient of DFT at (x,y).

° Benefits:

° DFT technique has been unchanged to rotation, scaling, and translation. So that it is easy to
recover from geometric distortion.
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e  Drawbacks:
° The implementation of DFT is complex while comparing with other methods.
° The cost of computation is also high.

Discrete Wavelet Transform (DWT)

Discrete Wavelet Transform (DWT) is based on tiny waves which is called as minimum duration and
wavelet of variable frequency. In this technique, the decomposition of image has been varied into three
different directions such as horizontal, vertical and diagonal. The decomposition process in DWT is
explained as follows: initially the image has been subdivided in the form of four wavelets such as LL,
LH, HL, and HH. L denotes low pass filter and H denotes high pass filter. The first filter (either H or L)
denotes in horizontal direction and the second filter (either H or L) denotes in vertical direction (Anand
etal.,2020). DWT is largely seen in different domains such as image compression, image processing etc.,

e  Benefits:
° DWT is highly robust to cropping.
° The ratio of compression is also high.
° It has multi resolution property.
e  Drawbacks:
° The cost of computation is high.
° The time for performing compression is also high.
° Noise is present which is adjacent to the image’s edges.

Discrete Hadamard Transform (DHT)

Discrete Hadamard Transform (DHT) is a kind of non-sinusoidal transformation and this technique
is based on Hadamard matrix. Hadamard matrix is a square matrix whose entries are +1 or -1 as well
as their rows are mutually orthogonal. This technique utilizes minimum number of coefficients while
comparing with other techniques (Elham Moeinaddini et al., 2015). The following relation has been
satisfied by the Discrete Hadamard Transformation which is given in equation 5:

HH"=1 (5)

Where,
H=NxN, Hadamard matrix,
I= Identity matrix.

e  Benefits:
° The cost of computation is less.
° The real values used here are +1 or -1.
° It is more efficient methodology.
e  Drawbacks:
° While comparing with other techniques, it is less complex then other transformation tech-
nique but it is more complex than spatial domain methodology.
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Format-Specific

In video watermarking scheme, format specific can be based on specific formats like MPEG-2 and
MPEG-4 based techniques. Namita Tiwari and Sharmila proposed a watermarking feature which is based
on MPEG-4 (Namita Tiwari et al., 2017). They proposed a method based on scrambling technique which
adopts spread spectrum watermarking technique based on the requirements of MPEG-4 (Vassaux et al.,
2002). The above algorithm can be utilized embedding and detection techniques without modifying
the watermarking algorithm. To reduce the time complexity of video processing, the formats which is
based on MPEG-1, MPEG-2 and MPEG-4 structures are highly involved in combining watermarking
and compression methodologies.

e  Drawbacks:
° MPEG based formatting structures are highly vulnerable to re-compression technique with
different kinds of parameters.

Graphic Watermarking

Text watermarking has been implemented based on the classification of position and method of embedded
watermark. There are few restrictions in familiarities of language. So, a new classification methodology
has been introduced based on Chinese characters (Liu et al., 2014). The graphic watermarking technique
has been divided into various levels based on position embedded, pixel, line, etymon, character, row,
paragraph, page, and chapter which is shown in Figure 7. Each level consists of specific number of up-
per levels based on definite rule (Agarwal et al., 2015). The pixel composed of text graphics units. Any
kind of text composed of multitude of pixels. The chapter consists of higher order of text (Shukla et al.,
2016). For each level, there are various kinds of embedding methodologies, which includes varying the
grey scale value, substituting font with similar other font, modifying the variance between etymon of
words (Agrawal et al., 2003). The sample image for graphic watermarking has been shown in Figure 8.
The characteristic for each level includes:

° Self-characteristics,
e  Similarity and
° Structural feature.

SECURING OF MEDICAL DATA

The protection of medical data is one of the important and complex process in healthcare domain. The
integrity of the data will be maintained by controlling the access of the database only to the authorized
users (Tekieh Mohammad etal., 2015). Techniques like Type-Based Proxy Re-Encryption, and signatures
schemes, such as the Bilinear Aggregate Signature Scheme can be utilized to maintain the integrity of
the data. A prototype based on secure medical database will be implemented to secure the non-secure
medical database. The strong analysis tool is required to handle and analyse those clinical information.
However, there might be huge sensitive data to be analyzed as well as several security protocols should
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be required to analyze those data (Kumar et al., 2018). But the implementation of those security proto-
cols might be provoking. So, it is important to protect both the patient’s privacy and allow the analysts
to conduct analysis. Those health data can be protected by utilizing the anonymization techniques such
as masking and de-identification techniques (Singh et al., 2017). But the usage of those anonymization
techniques might result in the loss of quality and it cannot be used for further analysis.

Issues in Securing Healthcare Data

The major reason for security threats and attacks occurs due to inadequate measures taken. Several
measures for protection of data includes tools for threat detection, upgraded software applications,
security patches etc., (Singh et al., 2013). Healthcare data includes information to be identified such as
name, address to sensitive information which includes medical ID numbers, health insurance data and
patients’ medical histories. In general, the healthcare domain is considered to be one of the weaker one,
where the data could be easily get breached (Song et al., 2010). So, the data should be protected in most
efficient manner (Ahmed et al., 2016).

Figure 7. Graphic watermarking levels
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Figure 8. Graphic watermarking — sample image
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Those sensitive and individual data can be protected by utilizing right measures and techniques. There
are several situations which acts as a bottleneck in healthcare domain include:

e  Several agents relate to the health arena that is permitted to access the health content but they
utilize for unethical ways.

e  The external user who is considered to be the real one, access the data but they are actually con-
sidered as unauthorized persons.

So, the watermarking technique plays a predominant role in efficient analysis and protection of pa-
tient’s data from unauthorized access (Singh et al., 2017).

Importance of Watermarking in Healthcare Domain

Watermarking is one of the significant methodologies for protecting the data in healthcare domain. Ba-
sically, the healthcare data contains confidential as well as unprotected data which is corresponding to
patient’s health. The digital watermarking acts as an enhanced tool to address different kinds of issues
like improvising the protection and confidentiality of healthcare data, and for systematic retrieval of
information (Khaloufi et al., 2018).

The wavelet based watermarking scheme incorporates several watermarks into medical images. Those
watermarks convey the authenticated data, patient’s personal information, and health reports of those
patients. This methodology also embeds the reference watermark for maintaining the integrity of the
healthcare image(Sanjay Kumar et al., 2018; Ali et al., 2018). The flow of watermarking in healthcare
domain is illustrated in Figure 9.
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Figure 9. Process of watermarking in healthcare domain

Watermark Watermark
Clinical image - original h generation Fmbedding

Embedding technique

|

Image with
watermark

l

Watermark

Authenticated clinical
image

Extraction

Extracting technique

WATERMARKING CRITERIA

The main requirements of watermark which includes robustness, imperceptibility, Security, Capacity,
Verifiability, Computational cost, Fragility which is illustrated in Figure10. It plays a significant role
in the watermarking field to ensure high quality of processed data.

Robustness

Robustness is the ability to detect the watermark after performing some kind of signal processing
methodologies which includes spatial filtering, scanning and printing, lossy compression etc., and
also include other functionalities such as digital to analog, analog to digital. It is also noted that not all
watermarking algorithms doesn’t expose the same level of robustness, however they might get failed
under stronger attacks (Piva et al., 2002). This kind of watermarking requirement is highly required
when copyright information is to be inserted. Robustness is specified when the embedded watermark is
not damaged (Agarwal et al., 2019). So, this kind of methodology is highly advantageous for copyright
protection(Verma et al., 2015; Tao et al., 2014; Zhang et al., 2010). The robustness is classified into
different methodologies:

° Robust

e  Fragile
e  Semi — fragile
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Figure 10. Watermarking requirements
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Imperceptibility

Imperceptibility, also called as Invisibility and Fidelity which could be considered as most significant
and elegant requirement in system of watermarking where it is invisible to the human eye and it refers to
the similarity between original image and watermarked image. The image that is watermarked must be
identical to the original image and the watermark that is embedded should be unnoticeable irrespective
of contrast in image or brightness (Agarwal et al., 2019). The robustness and Capacity are dependent of
each other; the problem is that when imperceptibility has been achieved, the robustness and Capacity
will get degraded and vice versa. This requirement has been modulated by increasing the robustness
and Capacity of the image. However, the watermark is not always pretend to be invisible, it chose to be
visible watermark into that image.

Security

The security requirement specifies that when the watermark has been applied on specified target, it
shouldn’t be removed. The process of removing the watermark without any worsening condition with
respect to host signal will become difficult task. It is the condition to protect the data against several
attacks (Zhang et al., 2017). Those attack types will be classified as:

e  unauthorized removal,

e  unauthorized embedding, and
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° unauthorized detection

To protect the data against those attacks, the specific feature must be available for efficient handling
of data. For unauthorized removal, the watermarked data should be robust and it shouldn’t be removed.
For unauthorized embedding, the watermarked data should be fragile or semi-fragile in order to encounter
the change that has been resulted. For unauthorized detection, the watermark should be imperceptible.
The security feature in watermark plays a vital role to provide ownership, privacy as well as the protec-
tion of data.

Capacity

The feature of capacity in watermark requirement indicates the amount of bits that has been incorporated
to the original image. The quantity of information that has been incorporated into the watermarked image
also called as payload of data (Korus et al., 2014). The volume of the image will get differ depending
on the application the watermark that has been created for. The concept of understanding the capacity
of the image reveals that there is a limit to the information that has been embedded and moreover, it
should satisfy the former requirements such as imperceptibility and robustness.

Verifiability

The feature of verifiability helps to verify the authenticity of the digital contents. By the concept of
watermarking methodology, the user can be able to retrieve information regarding the ownership of
protected data that has been copyrighted (Alkawaz et al., 2016). It also used to protect the data from
unauthenticated copying of digital contents.

Computational Cost

The feature of computational cost for incorporating the watermarked information into the original
image and extracting those watermarked content from the embedded image should be minimum. The
computational cost which addresses two issues such as the total time that is essential for embedding and
extracting the image and the overall embedders and detectors associated with the watermarking technique
(Sivasubramanian et al., 2020). In order to receive a significant watermarking result, consistent trade
off among the requirements such as robustness and computational complexity should be maintained.

Fragility

The feature of fragility plays an important role in the detection of modification that has been occurred
in the original image or host image (Subashini et al., 2013).

WATERMARKING - APPLICATIONS

The watermarking applications could be seen in various areas and the important one are discussed here.
Those applications are given in the Figure 11.
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Figure 11. Watermarking applications
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Medical Applications

Medical field is one of the important areas which utilize various data which is highly confidential and
sensitive. So, it is considered to be very important to protect those data from illegal usage. The water-
marking technology plays a significant role by satisfying several features such as capacity, robustness,
privacy and imperceptibility. Based on the results from various reports, a patient might be cured and
will get right treatment (Nikolic et al., 2016). A crisis might occur if results of multiple patients get
mixed. To improve the authenticity of images, reverse watermarking technique has been utilized. The
authentication feature improves the integrity of the image, and to maintain the quality, the feature of
reflection has been utilized.

Authentication

Today in this technological world, the process for modifying the data content has become simple and
easy by the utilization of different kind of multimedia editing programs. For the purpose of making the
content summarized, digital signature plays an important part in it. The modification of content will
be indicated by denoting a gap in the content and as well as the signature also gets changed (Lee et al.,
2019). The watermarking methodology plays a vital role in maintaining the authentication of data (Priya
etal., 2017).

102

printed on 2/9/2023 11:11 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Securing Clinical Information Through Multimedia Watermarking Techniques

Fingerprinting

Fingerprinting is a kind of application which utilizes watermarking technique to safeguard the privacy
of the data. For each kind of information obtained from digital entity, a special context of data and in-
formation will be incorporated to the content for protecting the legality of the data. The efficiency of the
data depends on the watermarking property which is invisible and this feature has been obtained by the
content ((Subashini et al., 2013). The significant property of this application is based on tracing copies
from illegally published data (Kumar et al., 2018).

Copyright Protection and Prevention

Copyright protection is a kind of application where watermarking technique has been implemented
significantly. The ownership of specific data will be determined by the application of it. Based on the
utilization of different kind of watermarking algorithms and techniques, the copyright prevention of
important documents will get maintained (Ray et al., 2020). The watermark technique will embed a key
for permitting copy, which results in bit stream and based on the result, a decision has been made to
accept the legal ones and to prohibit the illegal ones (Sherekar et al., 2008).

Broadcast Monitoring

To check the broadcasting feature, a specific watermark has been incorporated into the objects such as
audio, video, text and image. In added to that, the copyrighted owner of the data will track the broadcast
based on various techniques of communication through mobile, radio or TV. Those information will
be distributed by means of internet (Ray et al., 2020). To detect the features of broadcasting, the digital
watermarking is decoded and then it is applied. From the above cited technique, the broadcasting has
been monitored in order to improve privacy (Taha et al., 2018).

Tamper Disclosure

A large number of data and documents are available across online to be accessed by many users where
those documents are prone to various kinds of attacks such as unauthorized access by intruders, redistri-
bution of content and copying of data (Lee et al., 2019). Tamper disclosure is a kind of application that
utilizes the watermarking methodology for detecting and identifying the damaged areas in the contents
of original documents (Prabhishek Singh et al., 2013).

CONCLUSION

In this paper, we discussed about the brief introduction about multimedia watermarking and how it plays
a significant role in protecting the data by embedding some kind of special information. A brief review
on watermarking types such as text, image, graphic and video watermarking have been highlighted. This
paper also stated about various issues faced by the medical field and how the watermarking techniques
plays an important role in protecting those clinical information. In added to that, the requirements or
important criteria such as capacity, robustness, Imperceptibility, security, verifiability, computational cost
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and fragility of watermarking to be satisfied by various kinds of applications are discussed. The utiliza-
tion of watermarking methodology in various applications such as copyright protection and prevention,
authentication, broadcast monitoring, medical field, tamper disclosure in order to ensure the protection
of the sensitive information also have been discussed.
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ABSTRACT

Most of the IT industry’s significant research areas are remote healthcare systems that provide easily
deployable and ubiquitous healthcare systems in the recent developments. In remote healthcare systems,
user confidence is improved with providing the patients data privacy and communication security. The
basic idea about healthcare informatics is described in the introduction. Internet of things (IoT) in
healthcare systems, devices and mobile apps for healthcare, and its challenges to medical fields are
analyzed in the second part. The combination of healthcare with artificial intelligence (Al) and 1oT
technology will create a user friendly application and developed healthcare by solving the issues of
healthcare system and providing more security to personal and medical information of patients. A brief
discussion of artificial intelligence in healthcare is provided in the third section of the research. Both
the critical and prior circumstances and the applications of healthcare systems are worked along with

further developments in those applications.
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INTRODUCTION

Self-patterned objects are interconnecting the entire world with the help of using the internet for pro-
cessing its activities (Pablo Pico-Valencia et al, 2020). Each human being around the globe uses the
automotives, smart home applications, health services and all smart applications all around the world and
these applications are enabled by the IoT devices in recent years (Anas Dawod et al., 2019). Artificial
intelligence (AI) applications in healthcare are mainly focused by the researches in medical informatics
and as well as academic institutions. According to embedded systems, medical devices are designed
(Joan Cabestany et al., 2018). Transforming, refining and computations are the human tasks which are
too complex. These tasks are made easy by using IoT or Al enabled devices (RittwikSood et al., 2018).
A framework of Machine to Machine communication is called as Internet of Things technology in which
the internet facilities provided to the machines (Marco Conoscenti et al., 2017).

Health Informatics

The field of engineering is called as Health informatics in which different techniques or methods are
developed for collection, processing and developments of patient’s data. From different modalities
and sources like medical scans, diagnostic test results and electronic health recordsthe patient’s data is
collected(K. Navin et al., 2017). Computational techniques are used for solving different problems which
are obtained from the health domains (Ching-Kuan Liu et al., 2017).

The combination of multidisciplinary fieldsis called as Health informatics, and these are computational
innovation application development and its designing process which are used for healthcare improvement
(MishaPavel etal.,2015). In software engineering, theoretical computer science, bio-inspired computing,
information engineering, information systems, software engineering, information technology, data sci-
ence, behavior informatics, particular computer engineering and autonomic computing, medicine fields
and computing fields combination is involved. The context of library science uses the term informatics
in some countries for hospital data management.

Archival Science and Databases in Healthcare

Informatics concepts, health informatics tools and methods are combined with the patent’s care knowl-
edge of the Archival clinical informaticians:

1. Assess the health care professional’s knowledge needs and information, families of patient’s with
them also.

2. Evaluation, characterization and clinical processes refining.

Clinical decision support systems refining, implementation and its development.

4.  Maintain the main role in clinical information systems continuous improvement, evaluation, man-
agement, implementation, development, customization and procurement.

»

Information technology and health care professionals are combined with the Clinicians for develop-
ing health informatics tools which enhances the patient care as effective, efficient, safe, equitable and
patient-centered. Clinical informaticists called as computer scientists. In clinical informatics, the creation
of MD is announced as physician certification by the American Board of Medical Specialties (ABMS)
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organization with certification of specialist medical degree (MD)in October 201 1at United States. In Oc-
tober 2013, American Board of Preventive Medicine (ABPM) offer the clinical informatics subspecialty
board certification using first examination with 432 passing candidates for becoming a inaugural class
of Diplomats 2014 in clinical informatics. For physicians, there exist Fellowship programs in clinical
informatics in order to become a board-certified physician. From any school which is approved by the
ABPM, a graduation certificate is required for physicians including with primary residency program
completion certificate like Internal Medicine and then those are eligible for licensed practice medicine
where their fellowship program is located. 24 months of duration is required for fellowship program
and this duration is divided by fellows as didactic method, Informatics rotations, clinical work in their
primary specialty and research.

Human existence nature upgradation is requires the actualization by using the permitted progressive
answers with innovative changes. The innovative developments are considered by the analysts with
wellbeing data identification, assessing and wellbeing related issues managements. Incorporated medi-
cal care innovation advancement along with increased efficiency is achieved at medical care framework
each level in this manner. The health care industry crucial part is acquired with Long-term care (LTC)
facilities and takes care for fastest-growing group of the population. In LTC facilities electronic health
records (EHRs) adoption are more popular in health care industry (Ulrich Beez et al., 2015). Specific
issues are take care by the Electronic Health (e-Health) application frameworks advancement which
are related to the conventional medical care frameworks as pervasive information access, wellbeing
controls of powerful patient, checking of distant patient, decentralized electronic-medical care records
and quick clinical intercession. By using these frameworks, patient secured information is managed,
personal satisfaction is enhanced, results are improved, coordinated effort is increased, e-medical care
administrations efficiency is increased and expenses are decreased. In order to share the information
securely for health care systems, EHRs are required in between medical drug manufacturers, healthcare
organizations, pharmacists, patients, researchers and medical insurance providers. Main challenge of
patients’ sensitive data is security. A tech industry e-health is considered by the Eisenach which denoted
the internet assembly, medical services and systems administration. Therefore clients and partners frame-
work is incredibly benefits. In clinical informatics convergence, Internet security administrations and
general security of systems most research area is E-security by which the new innovation advancements
are used in identifying the issues, decreasing the expenses.

The combination of the Internet of Things (IoT) with these models, frameworks and gadgets are
more popular (Christopher Coelho et al., 2015). Interrelated correspondence advance improvement is
synchronized with best usage of IoT, for instance, operational frameworks, industry, business, medical
care registering knowledge and etc. In order to make reasonable executions, there is a requirement of
strong security and high efficient encompassing e-Health frameworks with all benefits, security data
advancement safe and efficient usage. In different areas such as healthcare, society and business are
uses the Artificial intelligence (Al) and related technologies widely. By using these techniques, different
aspects of patient care, administrative processes and pharmaceutical organizations are transformed. The
network of several physical devices is forming the framework of Internet of Things (IoT) in which differ-
ent sensors, software, electronic devices are embedded and works mainly on collecting and exchanging
the data. This impact is most important for the medicine field. Health-related services uses the most of
the IoT-related technology as 40% and making more than $117 billion market than any other categories.
Healthcare is defined from the medical informatics which is formed from the junction of information
technologies and medicine and thus costs are reduced, efficiency of lives increased.
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Several studies already exist for disease diagnosis by using artificial intelligence which is already
proved as more efficient than humans at performing the healthcare tasks. Most of the radiologists per-
form the algorithms nowadays for identifying the malignant tumors and for costly clinical trials uses the
researcher’s guidance in construction of associates. From many years researchers believe that humans
were replaced by the artificial intelligence (AI) in medical process domains because of deployment of
many reasons. Al in healthcare rapid implementation barriers and automate aspects of care are offered
by the artificial intelligence (AI) which is described in this paper.

10T in the Healthcare Industry

Internet of things technology based devices are widely used in present days of world especially healthcare
sector is most impacted. In present days people had received the unsure or unsafe advices from schedule
medical appointments or services which are provided through the smart phones without visiting the
hospital and avoidance of waiting more time for allotted time for us. Blood pressure (BP) is monitored
with the weighing scale connected sensors or devices to the patient, information are represented and
life-saving advices are provided to the patient by the real-time diagnostics. IoT is used in preventive care
and bed-side patients monitoring along with the usage of personal care solutions in healthcare industry.
Some of the sensors are wired by people such as smart watch etc. are identifying the heart rate of person,
calculating the number of steps covered by the person in certain time and number of calories burned in
exercise. These sensor devices or applications are helps in preventing health issues with great security
and changes the lifestyles. The network of several physical devices is forms the framework of Internet of
Things (IoT) in which different sensors, software, electronic devices are embedded and works mainly on
collecting and exchanging the data. Healthcare is defined from the medical informatics which is formed
from the junction of information technologies and medicine and thus costs are reduced, efficiency of
lives increased.

IoT devices best examples are wireless insulin pumps and Pacemakers those are work in critical condi-
tion of patient and also breaking data situations also these devices are working appropriately in any way.
Healthcare IoT systems vulnerabilities are demonstrated by the cyber threat analyst during the conference
of Black Hat in 2011. Broken security gaps of analyst who is diabetic causes a insulin pump to respond
to a remote control device and monitors the altered values on glucose pump because of wireless signals
interception. Even device manufacturers were changed, further reports are shown according to uncovered
issues and then regarding wireless device policies of Federal Communication Commission’s review is
requested by the two members of American congress which done the insufficient action by prompting it.

According to the