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Blockchain has become the latest buzzword and hottest technology in academics and
the IT industry. Blockchain is a decentralized model that maintains data growing at
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properties and explains why they can significantly impact the banking industry,
including reimbursements, payments, outflows, credentials facilities, and novel
products based on smart contracts. The study also considered the work that needs
to be done by the industry for blockchain applications to become a mainstream part
of the financial landscape. It emphasizes that this is not a technology that a single
company can perfect to obtain an advantage over competitors. Instead, it may assist
the entire sector by speeding up and securing transactions. However, it can only reach
its full potential if there is a wide-ranging alliance across the industry to explore
practices and develop shared standards.
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Inrecent years, the blockchain emerged as a trending technology, and the innovations
introduced by blockchain technology have influenced financial services as well as
other sectors. The banks are currently using several blockchain applications, but they
are not mature and still not widely adopted. Despite the numerous benefits, blockchain
has many challenges to be solved, such as lack of regulation and governance; energy
and other costs of development and implementation; interoperability, technical,
security, and privacy problems; and user-related challenges. Therefore, this chapter
aims to overview blockchain technology and discuss the opportunities and challenges
for the future banking sector concerning the extant literature.
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Blockchain technology is spreading across many sectors as many firms are
understanding its potential. In particular, such a technology may impact the way in
which many SMEs compete, offering them new ways to achieve competitive advantage.
However, many of them are struggling to embrace blockchain, thus requesting that
the discussion on the issue be deepened. For this reason, in this chapter, the authors
propose a review of the literature about blockchain and they show the main areas
in which such technology is actually used. Moreover, they propose a discussion of
the public policies adopted by Europe and they highlight possible future challenge
for SMEs aiming at adopting the new technology.
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In this chapter, the authors holistically study different barriers in the path of
implementation of blockchain technology in the growth of the banking sector. Over
the last decade, blockchain technology has received a lot of attention. This disruptive
force of digital technology is becoming an imperative factor around the world by
changing the business models. This chapter includes three different research phases.
In the first stage, barriers were identified from the literature followed by interviews
with experts of the industry. Finally, the authors design an ISM impact matrix cross-
reference multiplication model. For the mass application of blockchain technology,
policymakers tend to remove the barriers that have been shown in this chapter.
On the basis of their importance, the blockchain technology application tends to
ease by eliminating the highlighted barriers. This study is one of the preliminary
attempts at the implementation of blockchain by identifying barriers and ranking
them according to their importance.
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Priti Sharma, IMT CDL, Ghaziabad, India
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The chapter focuses on robustness of blockchain technology for recording a chain of
transactions and maintenance of data. The initial sections of the chapter explain basic
concepts like cryptography, double-entry ledger, cryptographic hashing, etc. that
have been used in the development of blockchain technology. The authors explain the
functioning of blockchain and its advantages in terms of time- stamped, immutable
records. Blockchain represents a chain of transactions in the form of blocks that are
connected through a hash unique to each block. Blockchain offers solutions to many
real-world problems like recording the transactions and maintaining the records in a
decentralized manner making the system efficient and yet ensuring transparency and
safety. In subsequent sections, the authors discuss several use cases of blockchain
in insurance and banking. The important applications include fraud detection and
risk prevention, decentralized insurance and cheaper premiums, reinsurance, Cross-
border payments, trade finance, and compliance.
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this technology. It further explains the benefits derived in the securities market and
the insurance sector through the adoption of this technology. Usage of blockchain
also faces many challenges in the technical, business, and regulatory areas, which
are discussed in the chapter.
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to the banking system. Hence, there is a serious need to do research on the impact of
blockchain on financial institutions, especially in the banking sector, to understand
the influence of blockchain as a disruptor and a technology that is revolutionizing
the banking sector. The chapter will explain the concepts and role of blockchain in
the banking domain. Secondly, the ongoing criticism of the blockchain as a disruptor
in the banking domain is answered in this chapter. Third, the role of blockchain in
the transformation of the banking sector is discussed by explaining the blockchain
process in the key banking services.
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Sumit Oberoi, Symbiosis School of Economics, Symbiosis International
University (Deemed), India
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Application of blockchain technology is feasible in the insurance sector, thus
authorising data transmission, preventing fraud, enabling automation, and
safeguarding audit trails. The present study aims at understanding the use cases of
blockchain in the insurance industry and examining the challenges and opportunities
of blockchain technology in the insurance industry. This study is approached from a
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theoretical perspective, and literature search strategy was performed for all working
and published research articles and book chapters indexed under different databanks
(e.g., CEIL Google Scholar, IEEE, Research Gate, Web of Science, etc.). Only
articles accessible in English and published between 2010 to 2021 are included in
the study. Blockchain is gaining ever-increasing attention from various industries
and research domains. A quantum leap in skills and technical know-how influences
all segments of industries, and this revolution is absolutely necessary in the field
of insurance. Thus, the implementation of blockchain in the insurance sector has
turned out to be a default platform.
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Blockchain technology has received much attention from academicians and industry
practitioners because they perceive that it can contribute to the bottom line of
corporations. Current literature shows a significant need for adopting blockchain
technology in the finance and banking sector to bring digital disruption. The main
objective of this chapter will be to identify the principles of blockchain technology
and how itimpacts the performance of the financial and banking sector. The secondary
aims of this chapter will be to examine the challenges faced by the banking and
insurance sector and analyse the characteristics of blockchain technology to suggest
a model that collaborates with the other ecosystems to overcome those challenges.
The chapter identifies models that have been suggested by other researchers and
finally proposes a framework for the adoption of blockchain technology in the
finance and banking sector.
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Bancassurance was initiated as a supplementary medium for dispensing insurance-
related products and services. The proposal was to make certain auxiliary profits for
banks exclusive of the necessity to inculcate extra funds in a period when restrictions
were under force and credit off take was unresponsive. Insurance firms thus had
the time to amplify the market penetration for them. On the other hand, online and
cybernetic intrusion in the banking sector and the inception of Bancassurance were
nearly associated. The chapter will emphasize the need for a customer-centric approach
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and recognize the tactic desired for giving a boost to the Bancassurance business
model through innovations and intensification of the digital infrastructure of banks.
The recommendation is that rather than solely relying on digital, Bancassurance
will benefit from the flawless amalgamation of omni channels (digital and physical)
to contact customers.

Chapter 12
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Satveer Kaur, Maharaj Agrasen University, India
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The objective of this chapter is to identify the applications of blockchain technology,
to discuss the advantages of blockchain technology, and to identify the principles
of blockchain technology. It was found from studies that in today’s digital era, there
are several applications of blockchain technology in the area of finance, voting,
real estate, taxation, media, healthcare, food safety, data backup, data storage, and
money transfer. Blockchain technology works on principles such as distribution
database, transparency, peer-to-peer transmission, computational logic, etc. Moreover,
blockchain technology provides several benefits over traditional technologies such
as high speed, automation, reduced cost, innovation, enhancement of speed, and
building trust, transparency, accuracy, traceability, etc.
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Real estate is among the top reliable investments because it provides a reliable source
of income through rent and leases. While there are many benefits, one of the main
negatives of real estate investment is the lack of liquidity and transparency. Blockchain
technology holds real potential to address this issue, making the market accessible
forinvestors. Due to the utility and flexibility of constructing security tokens secured
by real assets, real property can be liquidated through the use of special purpose
vehicles. Blockchain tokenisation technology will revolutionize the real estate market
across all aspects: ownership selling, managing, and investment. Tokenisation shifts
physical real estate into the digital world and could lead to significant savings in
the cost of the pre- and post-tokenisation phases. Policymakers and developers in
India have started talking about shifting from the traditional investment towards new
blockchain tokenisation. Tokenisation may prove to be a viable funding source for
those relatively poorly capitalized financial markets.
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Cryptocurrencies started gaining popularity in 2017 because of the exponential
returns despite their introduction in the year 2009. Cryptocurrency is now also seen
as an investment opportunity by many especially after various cryptocurrencies
have given unimaginable returns. Favourite investment avenues for investors were
mutual funds, stock market, bonds, fixed deposits, etc., but cryptocurrencies have
made their presence felt in recent times as an investment option and have seen a
lot of inflow. Various start-ups are facilitating the investment in cryptocurrencies,
making it feasible and reachable for every household to invest in in the hope of
high returns. This chapter tries to analyse the returns that various cryptocurrencies
have given since inception and compare the same with global benchmarks like
NASDAQ, Nikkei, Sensex, etc. It is observed that despite very high volatility,
cryptocurrencies were able to achieve very high returns as compared to stocks. The
study also found a high positive correlation between the returns given by global
indices and cryptocurrencies.

Chapter 15
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Anup Sharma, Lovely Professional University, India
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Retirement planning is a crucial step in any individual’s life, yet many complain
of dissatisfaction with the plan they made before retirement. Many variables, the
uncertainty of life, and socio-economic shocks make this planning difficult. At
times, an action plan needs some adjustments, which can be made through financial
institutions. Any loan or scheme offered to an individual involves risk calculation.
Transparency in records and the complete history of an individual’s financial
transactions can help institutions access risk correctly. Linking transactions and
other details with blockchain technology can improve transparency and can make
retirement saving plans viable for individuals. This chapter explains the relevance
of blockchain technology in context to retirement planning investment. This chapter
also suggests a blockchain model that can be implemented by financial institutions
to make their products favorable.
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Blockchain technology is the digital network of storing the relevant information
regarding cryptocurrencies and is growing its importance day by day. Advanced
blockchain technology is being used in various cases for the creation of digital
currency. Bitcoin is one of the famous cryptocurrencies and it was the main reason
for the creation of blockchain technology with various computer networks. The
security concerns of blockchain technology are quite high which results in overall
protection of crypto information through proper verification. Blockchain technology
increases the working capacity as well as profitability of various business concerns.
Blockchain infrastructure is designed as per the needs and requirements of the
organization and the focus of the organization is to keep the information secured as
well as private, and blockchain technology is responsible in doing this commendable
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XVi

Foreword

Today’s financial world, dominated by banks and insurance companies, uses
centralised database technologies primarily.

In India and in most parts of the world, all bank accounts have been digitalised
in centralised databases. Many financial services, including payments, are being
delivered using these centralised database technology platforms, as most visibly
witnessed in the superfast progress made by UPI created by NPCI. Likewise,
dematerialised equities, bonds and most other financial assets are also organised in
centralised databases.

Financial transactions take place efficiently, seamlessly and at very low costs in
this world of centralised databases. There is, however, a major systemic discomfort.
These databases are invariably owned by some central authority which controls
all these assets and transactions. The central authorities also control access of the
participants to the databases and platforms as well. The real asset owners are not in
real control and have to trust the central authorities to keep their money, assets and
access safe and to permit transactions.

There is an alternative emerging. The cosy system of centralised databases based
financial world of banks and insurance companies is in for ajolt by the new technology
of blockchain and cryptography, more commonly described as cryptocurrencies.
The blockchain-cryptography technologies is also known as decentralised databases
and decentralised ledger technologies.

The principal business of banks and insurance companies is to intermediate funds
between savers and borrowers and protection seekers and unfortunate sufferers of
covered insurable events. The blockchain-cryptography technologies threaten to
replace the intermediator (banker and insurer) and establish direct relationship
between the savers/borrowers and protection seekers/sufferers of insurable events.
In the process of using decentralised ledger/database systems, the blockchain-
cryptography technologies also solve the problem of trusting the central authority.

Thebook in your hands, Applications, Challenges, and Opportunities of Blockchain
Technology in Banking and Insurance, edited by Dr. Gagan Kukreja, Professor S L
Gupta, and Professor Pooja Kansra, unfolds this phenomenal transformation initiated
in and taking roots in the financial world.
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In the sixteen chapters contributed by twenty-five researchers, academicians,
and practitioners of blockchain-cryptography technology hailing from Turkey,
Italy, Sultanate of Oman, and India, most dimensions of introduction and inroads
being made by blockchain-cryptography technology have been dealt with quite
credibly. The book also brings out implications of and challenges faced by this
evolving phenomenon as well.

The authors deal with various dimensions of the opportunity, status, and challenges
of blockchain-cryptography technology introduction in the banking and insurance
industries in the chapters contributed by them.

The chapters are quite well-researched, and the contents organised in areasonably
free flowing way. The book brings out global perspective on blockchains and its
increasing use in the financial industry. Authors credit and mention the authorities
for the accessed contents and arrange the same seamlessly.

Dr. Gagan Kukreja, Professor S L Gupta and Professor Pooja Kansra have
painstakingly allocated distinct subject themes to the authors. Yet, as almost all the
chapters are dedicated to banking and insurance industries, there is some overlap.
Perhaps this was unavoidable.

I am sure the researchers, academicians, practitioners, policy makers and other
readers would find the Book quite informative on the subject to emerging subject
of blockchains in financial world.

Subhash Chandra Garg

Author of The $10 Trillion Dream: The State of Indian Economy and the Policy
Reform Agenda, India & Ex-Finance Secretary and Secretary Economic Affairs,
Government of India, India
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Preface

Blockchain technology as the name suggests is the chain of blocks that contain the
relevantdataregarding transactions of cryptocurrency, which firstly confide and verify
the records which cannot be removed or changed. (Makridakis & Christodoulou,
2019). Blockchain Technology is one of the dispersed forms of technology that is
used to form an appropriate ledger of the transactions which take place regarding
cryptocurrency.

Blockchain is a fiction that is inclusive of a classified summary regarding prior
concerns with a block being the original document of day-to-day transactions.
(Chiu & Koeppl, 2018). It is the register that is used to record encoded as well as
an encrypted records of digital affairs which is known as a block. This provides
protection from the intervention of a third party because itresults in direct transmission
regarding the block of data which is approved and sequentially structured with the
use of cryptography.

Cryptography is one of the mechanisms which are used to transfigure the data
into a tangled form which provides protection against third parties. Blockchains
are generally confined to cryptography to safeguard the surveillance of data that is
reserved. Itis quite important to store the data with evident accuracy and irreversibility.

Blockchain technology regulates the inter-change process between the parties
who regulate to protect their interest on a secured basis as well as the transactions
are to be signed by the parties without any intermediary through digital mode
(Makridakis & Christodoulou, 2019).

This book represents a compilation of various research papers and articles
covering the in-depth application of Blockchain technology across various sectors
ranging from banking, insurance, bancassurance, real estate, and SMEs to name a
few. It emphasises how the evolution of Blockchain technology has revolutionised
the financial sector. It also addresses the current issues and challenges being faced
in Blockchain technology across various sectors in detail. In addition to that, it also
touches base upon new emerging areas like cryptocurrency.
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This book can be used by the researchers, students of the banking and financial
services. This book will also facilitate the practitioners, and policymakers in their
work profile.

A summary of the contents of each chapter is presented below:

Chapter 1 is authored by Dr. Fasel Qadir Shusha, Mr. Gulnawaz Gani, and Dr.
Zubair Jeelani who elaborate on Blockchain-based banking theory and applications.
This chapter showcases that blockchain technology has the capability to eliminate the
inefficiencies caused by traditional digital systems, like the traditional banking system.
This chapter discusses four important applications of Blockchain Technology which
are payment system, CIBIL score system, KYC system and smart contract system.
Finally, major challenges in blockchain-based banking applications are presented.

Chapter 2 is authored by Sugandh Arora and Dr. Tawheed Nabi who deliberate
whether the adoption of Blockchain technology in Banking systems is a boon or
bane. This chapter examines the financial industry’s perception of the Blockchain.
It further explores the current impediments to blockchain technology’s widespread
adoption in banking and the perceived benefits of blockchain technology in banking.
This chapter discusses the theoretical underpinnings for examining the potential
benefits and drawbacks of implementing blockchain technology in banking.

Chapter 3 is authored by Mrs. Derya Ucoglu where she discusses the opportunities
and challenges of Blockchain Technology that would emerge in the banking sector
through a thorough analysis of the current literature prevailing on the subject.

Chapter 4 is authored by Nicola Del Sarto and Prof. Lorenzo Gai who discuss
the threats, opportunities and future research trajectories of Blockchain technology
for SMEs. This chapter analyses the various aspects of Blockchain and elaborates
on how blockchain integrates into the broader industrial processes and digital
business platforms. It also elaborates the actions that SMEs need to take to benefit
from these new solutions.

Chapter 5 is authored by Dr Gargi Pant Shukla and Dr. Nitin Balwani who
present an analysis of key barriers to Blockchain in the banking sector through an
ISM Ranking approach. This chapter presents a blend of the theoretical framework
and practical application. It uses interpretive structural modelling (ISM) analysis
to draw the linkage and impact of distinctive barriers being applied via blockchain
technology in the Banking Sector.

Chapter 6 is authored by Dr. Priti Sharma and Mr. Ritesh Chandra who highlight
the significance of Blockchain in the Banking and Insurance sector. This chapter
explains how Blockchain can be used to reduce transaction costs and improve the
efficiency of banking processes. It also elucidates that Blockchain can help banks
to tap into the unbanked customer population and create new revenue streams.

Xix
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Chapter 7 is authored by Dr. Vandana Mehrotra and Dr. Meena Bhatia who explore
the innovation of Blockchain concepts prevailing in the Financial Market. This
chapter states that the global financial markets and, more specifically, the financial
services industry is experimenting with blockchain in many of its functions. The
authors believe that Blockchain technology can transform the financial products
and services available in the financial market.

Chapter 8 is authored by Tanveer Kajla, Dr. Vishal Sarin, and Dr. Sahil Raj who
investigate Blockchain in the banking sector as arevolution or digital disruption. This
chapter explains that though the Blockchain itself provides a secure and trustable
architecture to the financial markets and however, collaborative governance is
required to bring trust in the banking and finance sector. The absence of a regulatory
framework for this new technology acts as a disruptive force. Therefore, to get the
societal benefits of the blockchain, there needs to be stringent governance and
regulatory framework to handle the blockchain technology.

Chapter 9 is authored by Mr. Sumit Oberoi and Dr. Pooja Kansra who elaborate on
the use of Blockchain Technology in the Insurance Industry. This chapter highlights
that Blockchain technology possesses the capacity to develop and enable the insurance
industry with new tools to redesign products and business models This chapter also
enlists the challenges and opportunities of blockchain technology in Insurance sector.

Chapter 10 is authored by Hesham Magd, Dr. Ravi Thirumalaisamy and Mr.
Benson Ruzive who deliberate on Blockchain Technology as a way forward toward
transformation for the banking and insurance sector. This chapter identifies the
principles of Blockchain technology and how it impacts the performance of the
financial and banking sector. It also examines the challenges faced by the banking
and insurance sector and analyzes the characteristics of Blockchain technology
to suggest a model that collaborates with the other ecosystems to overcome those
challenges.

Chapter 11 is authored by Ms. Diksha Verma who presents a theoretical perspective
of prospects and confronts of BlockChain Technology in Digitizing Bancassurance in
India. The paper emphasizes the need for a customer-centric approach and recognizes
the tactic desired for giving a boost to the Bancassurance business model through
innovations and intensification of the digital infrastructure of banks.

Chapter 12 isauthored by Dr. Satveer Kaur, Miss Neeru Jaswal, and Dr. Harvinder
Singh who elaborate on the principles, applications, and advantages of Blockchain
Technology in the Digital Era.

Chapter 13 is authored by Mr. Basit Ali Bhat and Prof. Nitin Gupta who talk about
the integration of Blockchain tokenisation in Real Estate. This chapter highlights
that virtual reality and automated homes have made significant impacts in the real
estate sector, and Blockchain technology, or real-estate Tokenisation, has a bright
future, and many industries benefit from Blockchain technology.

XX
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Chapter 14 is authored by Mr. Pitresh Kaushik and Miss Neha Kukrety who
investigate Cryptocurrency as a new investment avenue in India. This chapter
emphasise that in more recent years, cryptocurrencies have become a popular
choice of alternative investment. However, much higher volatility is seen in the
cryptocurrencies as compared to stock market indices, and Sensex and nifty and the
lack of any regulatory framework are the issues which need attention.

Chapter 15 is authored by Mr. Anup Sharma and Prof. Nitin Gupta who present
comprehensive coverage of Blockchain Application in Retirement Planning
Investment while improving transparency and viability of the blockchain technology.
This chapter elucidates Blockchains as digital ledgers that are considered to be
tamper-evident and tamper-resistant. It further states that this concept of blockchain
is applied in many areas and improvement in transparency and security is reported.
Hence, the authors insist, that the use of Blockchain technology could help in making
the retirement planning industry more lucrative.

Chapter 16 is authored by Ms. Tanya Kumar and Dr. Satveer Kaur who examine
the present and future perspectives of Blockchain Technology by studying the
companies which are using Blockchain technology. The author also tries to estimate
the future requirements of Blockchain technology.

S. L. Gupta
Birla Institute of Technology, Noida, India

Pooja Kansra
Mittal School of Business, Lovely Professional University, India

Gagan Kukreja
College of Business Administration, University of Bahrain, Bahrain
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ABSTRACT

Blockchain has become the latest buzzword and hottest technology in academics and
the IT industry. Blockchain is a decentralized model that maintains data growing at
a rapid pace. In 2008, Satoshi Nakamoto has introduced the concept of blockchain.
With the development of bitcoin, blockchain concept became popular and is now
considered one of the most impactful inventions of the last decade. It has the potential
applications in different areas of study such as banks, education, healthcare, internet
of things, cryptography, transportation, and so on. It is considered the future of
next digital transformation after mainframe computer, personal computer, smart
mobiles, and social networking. The main purpose of this chapter is to introduce
the concept of blockchain technology, its few important applications in banking
industry, and how it can be used to transform financial institutions. Some of the
most important applications of blockchain-based banking are payment systems,
loans, KYC, and so on.
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Blockchain-Based Banking
INTRODUCTION TO BLOCKCHAIN TECHNOLOGY

Making transactions in conventional systems is controlled and managed through third
parties rather than directly between two principal activities. To address this issue, the
idea and framework of blockchain technology was introduced and has been applied
successfully in different application areas such as banking, education, healthcare, and
so on. The objective of blockchain technology is to develop decentralized systems
where there is no involvement of third party. Its main strengths, such as low-cost,
less-time, transparency, security, traceability, data-sharing, data-integrity, etc. makes
blockchain an important technology for developing efficient systems. Any attempt
to change any block is immutable as the blockchain technology doesn’t permit for it
because that can be seen by the other members of the technology. So, it makes frauds
impossible and at the same time creates trust among the users which further makes
the system transparent. These are the reasons that a wide range of applications have
been developed underlying blockchain technology (Nakamoto, 2008; Yli-Huumo
et al, 2016; Alammary et al, 2019; Ben & Lahami, 2020).

The idea of blockchain is not new. In 1991, two researchers Stuart Haber and
W. Scott Stornetta gave the conceptual framework of chain of blocks (Haber &
Stornetta, 1990; Haber & Stornetta, 1991, Shrimali & Patel, 2021). The idea was to
develop a secured system of chain of blocks for timestamping digital documents,
so that their forgeries could be stopped. To achieve this target, cryptographic-hash
functions and Merkle trees were used to record verified digital documents in blocks.
However, the technology became popular only after its use in cryptocurrencies.
Bitcoin is one of the most famous examples of cryptocurrencies emerged under
blockchain technology and is the first electronic payment system executed without
the intervention of intermediators (Nakamoto, 2008).

One of the main reasons that blockchain technology is so successful today is
due to Merkle Trees, also known as hash trees. Merkle Trees are named after Ralph
Merkle, who patented them in 1979. In 1992, the concept of Merkle trees were
used with chain of blocks for making it more secure. In simple terms, a Merkle
Tree or a binary hash-tree is a data structure that is used in blockchain to encode
data more efficiently. It consists hashes of other blocks and provides the history
of block transactions. Depending upon the block size, it allows each block to hold
more than one record. The popular cryptocurrencies such as Bitcoin and Ethereum
uses Merkle Trees.

A Proof of Work (PoW) is a consensus algorithm that ensures the transaction
success and is responsible for connecting new blocks to the existing chain. However,
the computing process takes much time to verify the status of the process but can
be checked quickly. Further, tokens of PoW can’t be reused because of double-
spend problem. So, Hal Finney explored the concept further and solved the double
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spending problem by putting registered tokens on a trusted server. Later, Finney in
2004, proposed a system of Reusable Proof of Work (RPoW) that provides PoW
tokens which can be reused, particularly used for digital cash. RPoW is considered
as the primary and significant step towards cryptocurrencies.

In 2008, Satoshi Nakamoto, after understanding the framework and potential
applications of blockchain, published a paper on blockchain-based bitcoin. Blockchain
technology became popular afterits use in cryptocurrency such as Bitcoin. Nakamoto
modified the design of blockchain by allowing blocks to be added to the existing
chain without signing them by the trusted parties. It uses a distributed peer to peer
network for timestamping digital documents that can be executed without third party.
With such improvements, blockchain is considered as the fundamental technology
in the world of cryptocurrencies (Nakamoto, 2008). In 2009, Nakamoto released
bitcoin software. The first successful bitcoin transaction that occurred between two
computer scientists were Hal Fenny and Satoshi Nakamoto. At present, the underlying
technology of blockchain serves as a public ledger for wide range of applications.

The reminder of this chapter is as follows. Section (1) will present an introduction
to blockchain technology. Section (2) presents key concepts of blockchain. Section
(3) will explain a few important applications of blockchain in banking systems.
Section (4) will present characteristics and limitations of blockchain-based banking.
And, finally section (5) will present conclusions and future challenges of block-
based banking.

KEY CONCEPTS OF BLOCKCHAIN TECHNOLOGY

This section presents some important concepts of blockchain technology.
Blockchain: Blockchain is a peer-to-peer distributed digital ledger used to
store information related to transactions without any central authority. It consists a
chain-of-blocks, each containing some information, distributed over the network.
Its decentralization property provides security, integrity and transparency in making
transactions. While making a transaction, users of this technology holds a copy of
data. Later, data is stored in blocks, if both the parties agreed with each other, that
gets connected to a chain of cryptographic blocks. Finally, data is distributed on the
blockchain technology and every user then holds a copy of the same. That is, each
computer maintains security of the information by keeping its replicas on different
computers along with past transaction records. Information in cryptographically
connected blocks is immutable. That is, any attempt to manipulate any block
(even a single bit of information from any block) will break the chain of connected
blocks. It uses asymmetric cryptographic methods for validation of transactions. An

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Blockchain-Based Banking

asymmetric-key based digital signature is used in systems where there is no trust
between two activities.

As shown in the figure 1, every block consists of two sections one is block-header
and the second is block-body (Zeheng et al, 2018; Liang, 2019). A block-header
contains aunique header which is used to find the individual blocks on the blockchain
network. It consists the following. A Hash of previous block, which is an 8-byte
long hash that points immediate previous blocks. A timestamp, which is a 4-byte
long field that represents timestamp of a block. A Nonce, which is a 4-byte long
field used by the miners. It usually starts with index O and then increases for next
blocks. And, a Merkle root, which is a 32-byte long root hash of a Merkle tree. The
block-body stores transaction data that consists all transactions and their counter.
A block can contain more than one transaction. Size of blocks and transactions
determines the limit on the number of transactions that a block can store or hold.

Figure 1. Example of block and blockchain (Liang, 2019)
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Further, as shown in the figure 1, blockchain consists a sequence of connected
blocks. Every block holds a complete list of transactions like traditional public
ledger. A hash reference is used to point the immediate previous block known as
the parent block. Blockchains first block is known as the genesis block and it has
no parent block. The users participating in the blockchain network are known as
miners. They are responsible for creating new blocks in the network. They are the
first parties to validate transactions using digital signatures. The new blocks are
broadcasted over the whole network, so that all the users hold a copy of the same.

Blockchain technology stores information in such a way thatitbecomes impossible
or probably difficult to temper it. Therefore, the biggest drawback of blockchain
technology is that it cannot be used in applications where data is needed to be
deleted. Blockchain network is something different from traditional supply-chain
network and therefore requiring a new type of network infrastructure for connecting
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devices over world wide web. All users on blockchain network maintains distributed
techniques and consensus algorithms (Chen et al, 2018).

Digital Signature: The fundamental building blocks in blockchain is digital
signatures. In simple terms, a digital signature is a cryptographic proof system
required to establish a trust in the blockchain network. Primarily, a digital signature
is used to ascertain transaction authentication. In blockchain, each user holds two
keys private and public (Chen et al, 2018). A user uses a private key for signing
a transaction on the blockchain network. The digitally signed transaction is then
distributed over the blockchain network where each user holds a copy of it. The
same transaction is also visible to every user of the network and can be accessed
by the public keys.

Blockchain Generations: Blockchain technology has been evolved with time
since its development and is classified into three different generations or versions,
as shown in the figure 2. The three generations of blockchain are 1.0, 2.0 and 3.0
which are named as first, second and third blockchain generations, respectively
(Alammary, 2019; Ben & Lahami, 2020). Blockchain 1.0is designed toreplace existing
financial systems by efficient decentralized systems where two parties can make
transactions directly. Bitcoin cryptocurrency is the first practical and real application
of blockchain that emerged under 1.0. Blockchain 2.0 is designed to incorporate
terms and conditions between parties while making transactions for agreeing smart
contract terms. It is used to eliminate dependency on intermediators. That is, the
concepts of smart contract, ethereum, solidity, and so on have been emerged under
2.0. They are a piece of computer code that is to be defined, executed and recorded
on the blockchain network. Blockchain 3.0 is designed to address non-financial
applications such as education, healthcare, energy, internet of things, cryptography,
government, supply chain, etc. Further study of blockchain generations leads us to
the development of new technologies under each generation.

BLOCKCHAIN APPLICATIONS IN BANKING INDUSTRY

Blockchain technology has found potential applications in different areas of study
such as banking, business, management, healthcare, computer science, education and
so on. Although banking sector is expanding at a rapid pace but still facing major
challenges. Some of the major challenges that exist in conventional banking systems
are transaction lag, inefficient models, limited and poor data, operation risks, money
laundering, inefficiencies in validating credits, and so on. Such problems can easily
be overcome by developing efficient systems using blockchain technology. The
blockchain technology is believed to transform the banking industry by providing
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Figure 2. Evolution of blockchain generations (from top to bottom) (Shrimali &
Patel, 2021)
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tangible solutions to all these issues. Some of the most important blockchain
applications in banking industry are discussed below.

Payment System

Payment system is treated as the backbone of banking institutions. Intra-bank and
inter-bank are the two types of banking payment transfer modes. In intra-bank,
payment is transferred between accounts of the same bank. While as in inter-bank,
payment is transferred between accounts of different banks. In inter-bank payments,
third-party banks such as intermediary or correspondent banks are used to facilitate
the international electronic fund transfers and settlement of transactions between
banks. Before a payment is credited to the beneficiary’s bank account, it first goes to
the third-party bank. The third party-bank processes the request, debits the payment
from the paying bank and then credits the payment to the beneficiary’s bank account.
This process takes few-hours to few-days (known as remittance period) depending
upon the location of two banks, amount to be transferred, and guidelines of the
two banks. Therefore, the process involved, especially at third-party banks end, is
too long. Further, remittance service providers charge a transaction fee for making
such transactions.
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To address such issues, the idea of blockchain technology has been adopted, used
successfully and is believed to transform the payment systems (Guo & Liang, 2016).
It eliminated third-party banks that enables efficient and fast payment transfers at
lower transaction costs than banks. It also helps banks to smoothly settle payment
systems of commercial activities between cross-boarders. A recent poll, held among
the members of European Payments Council, reveal that 90% of them believe that
blockchain technology will change and revolutionize the banking industry by 2025.
Similarly, an estimation made by Mckinsey reveal that the cost of transactions in
international business transactions can be reduced considerably using blockchain.

Therefore, a large number of banking institutions have used the framework of
blockchain technology to test inter-bank transactions. RippleNet is one of the most
important blockchain based platform to process such transactions. It provides a global
payment solution for transferring money easily, instantly and efficiently. More than
300 financial institutions so far have joined RippleNet for real-time transactions.
Some of the leading financial institutions that joined RipppleNet are American
Express, MoneyGram, NIUM, SBI Remit, Standard Chartered Bank, Interbank,
etc. For instance, Standard Chartered Bank using RipleNet takes only 10 seconds
to complete a transaction instead of 2 days taken on a standard banking platform.
Similarly, National Bank of Australia also takes 10 seconds to complete a transaction
initiated from this bank to Canadian Imperial Bank of Commerce.

CIBIL Score System

Loans are the selling-product and life-blood of financial institutes. In simple terms,
loan is defined as the process of lending money to individuals or corporations by
some financial institute with the intention of receiving back the loan principal along
with its interest. Broadly, loans are classified into two types such as secured and
unsecured. In secured, a loan is protected by a collateral or security (such as, land,
gold, etc), whereas in unsecured loan collateral doesn’t require. The amount of loan to
be sanctioned by banks depends on collateral capacity and CIBIL (Credit Information
Bureau India Limited) score. CIBIL score, also known as Credit Information Report
(CIR) or simply Credit score, is a 3-digit numeric value of one’s credit history.
Credit history, which consists of credit taken and its pattern of payment, is used
to generate the CIBIL score. A high credit score indicates that an individual or a
company can be considered suitable for loan approval while as a low credit score
indicates less chances of getting loan approval. For instance, TransUnion, India’s
famous pioneer information and insights company, provides a comprehensive CIBIL
score of indivisibles/companies that ranges between 300 to 900. Lower the score
(lesser than 549) indicates lesser chances of getting a loan whereas a high score
(greater than 549) indicates higher chances for sanctioning of loan. Therefore, the
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financial institutions check CIBIL score (the deciding factor) for determining the
eligibility of loan or credit card application. But, the traditional way of maintaining
record in SIBIL systems has many limitations (Guo & Liang, 2016). The availability
of limited and inferior quality of customer data makes it difficult to ascertain the
position of CIBIL score. The difficulties in data sharing between financial institutions
yields poor CIBIL score. The uncertain proprietorship of data creates problems in
its circulation, due to privacy issues. To address these issues, some mechanism is
required to establish the cooperation between the financial institutes. Blockchain
technology is one such mechanism.

Blockchains data encryption can help to develop efficient CIBIL score systems
by controlling our own big data and labelling ownership to the data recorded on
the blockchain. It gives the assurance that the information stored is genuine and
reliable. These big data’s can be considered as genuine credit centers for financial
institutions to generate CIBIL scores for loan applications. As such, it enables
credit organizations to collect data at low costs than traditional banks because the
underlying technology of blockchain provides facilitation of automatic collection of
big data. Therefore, blockchain technology can efficiently collect, store and share
status of customers credit information with the financial institutions. In addition
to that, the decentralization property eliminates intermediate broker payments that
allows financial institutions to release loans with low interest rates.

KYC System

KYC is the most popular term in financial institutions used by US in late 1980’s.
It is acronym for Know Your Customer or Know Your Client. It is an essential step
towards verifying the identity of customers for opening or updating bank account. It
involves verification of ID card, face, address proof, and biometric. KYC process is
considered as a crucial and regulator governed steps in banks for performing analysis
of customers identity verification. Such steps help banks to prevent and identify
money laundering, illegal use of funds, terrorism funding, and other illegal schemes.

Figure 3 shows the process of traditional KYC used in banking systems for the
internal verification of new customers (Malhotra et al, 2021). Details required for
KYC verification needs to be submitted in the bank at the time of opening a new
account or updating the existing account. But the problem in existing systems is
that, customers are required to submit separate KYC forms in case they need to
open accounts in different banks. As shown in the figure, a new customer wants
to open account in four banks Bank A, Bank B, Bank C, and Bank D. In all these
banks, communication happens between customer and a particular bank, because
centralized systems that could connect all these banks is missing in existing KYC
systems. The submission of separate KYC forms costs each bank approximately
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$60 million annually. That is, financial institutes spend huge amount of money to
maintain KYC records. The financial institutions then verifies the records submitted
by customers with the records provided by the government. Accordingly, banks then
takes a decision whether to accept or reject the customers application for KYC. This
implies, the existing process is not only expensive but time-consuming as well. The
time-consuming KYC process delays the overall process from form submission to
banks decision. Therefore, the traditional systems used to maintain KYC records
are inefficient. To address such issues, it is believed that the underlying technology
of blockchain can be an extremely useful step in developing efficient KYC systems.

Figure 4 shows the various steps involved in KYC process using blockchain
(Hassani et al, 2018). It consists the following three steps. (1) Customer approaches
bank; A customer approach’s a bank with the request to open an account. (2) Bank
verifies and saves KYC data; bank then verifies the details submitted by the customers.
Based upon the verification process, decisions of acceptance or rejection are taken.
Bank store the original KYC information in their own databases. (3) KYC data saved
on shared blockchain; encryption algorithms are then implemented on the summary
of the data that is needed to be uploaded on the shared KYC blockchain, where other
banks can access the KYC information without asking customers to submit new
KYC applications. As shown in the figure 4 only Bank A communicated with the
new customer regarding KYC application. Remaining banks directly communicate
with the shared blockchain for getting the information related to KYC on customers
approval. Thus, there is no need of submitting separate KYC forms in different banks.

Moreover, it should be noted that immutability feature of blockchain technology
help banks to share customer information between financial institutes securely. Its
use makes the administrative process simple and efficient by reducing duplication
customer data, because it allows independent verification of one client by one
financial institute that can later be accessed by other financial institutes. Further,
the sharing of KYC record between financial institutes using blockchain technology
results in the formation of a standardized and efficient single non-editable KYC
system. Such systems help to complete the individual, institutional and corporate
KYC processes fast and accurately. In this connection, several financial institutions
established KYC software applications and their effectiveness have been tested on
R3 blockchain platform. More importantly, efficient KYC software applications
are now required as cryptocurrencies opens new ways for money laundering and
terrorism financing.

Smart Contract System

Involvement of intermediaries in financial transactions makes traditional banking
contracts complicated and cumbersome tasks. Blockchain technology can be used
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Figure 3. Traditional KYC process (Malhotra et al, 2021).

Figure 4. Blockchain-based KYC process (Malhotra et al, 2021)
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to develop efficient banking contracts known as smart contracts. A smart contract
is a computer program stored on top of the blockchain network. It holds contracts
agreement terms and conditions to be written using any programming language. It
can be executed to make financial transaction if conditions between untrusted parties
meets. Unlike banking traditional contracts, smart contract doesn’trequire involvement
of intermediaries. The agreement terms of a smart contract are executed in real-time
and are based on a principle known as the principal of “if-when-then principle”.
To prevent contract tempering, copies of the smart contract are distributed across
the blockchain network. Blockchain-based smart contracts has successfully been
implemented in refunding, insurance and finance. Further, Australia’s commonwealth
bank used blockchain-based smart contracts to monitor the shipment of 17 tons of
almonds (Hassani et al, 2018; Alharby et al, 2017; Khan et al, 2021).

There are two smart contracts types refereed as deterministic and non-deterministic.
A deterministic smart contract does not need any information from external of
blockchain network. Whereas, a non-deterministic smart contract needs some
information from external of blockchain network. For instance, running a weather
forecast smart contract on the blockchain network may require some information
about current weather status (such as, wind direction), that may not be available on
the blockchain network.

The automatic execution of contracts terms and conditions between two or
more parties is the primary goal of smart contracts. Automatic process of smart
contracts further reduces human errors to avoid contract disputes. So, they are fast
with low-transaction fees as compared to conventional banking contracts. Further,
the execution of smart contracts on blockchain network assures trust, transparency
and security, as third parties are not involved in the process. Cryptographic digital
signatures, used for the authentication of participants involved in the transaction,
makes smart contracts a good choice for financial contracts. Thus, it is believed
that use of smart contracts will revolutionize the banking industry. Despite many
advantages, smart contracts face many challenges. For instance, in 2016, a smart
contract namely decentralized autonomous organization was forged to steal around
2 million Ether 1 (approximately $15 million).

The four important blockchain platforms that are used for the development and
deployment of smart contracts are Bitcoin, NXT, Ethereum and Hyperledger Fabric.
Bitcoin is a public platform which is used to conduct and execute the transactions of
cryptocurrencies with insufficient computing power. NXT (developed by BCnxt) is
an open source and advanced platform used to conduct and execute cryptocurrency
transactions with high computing power as compared to Bitcoin. Ethereum is the first
platform used for developing modern, start-of-art and customized smart contracts
using Turing complete virtual machine known as Ethereum Virtual Machine.
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Hyperledger Fabric is a private platform that allows only selected individuals or
organizations to participate through a membership service provider.

Digital Currency System

Financial institutions traditionally use SWIFT or SEPA networking systems for
making secure money transfers along cross-borders. But, the main challenge facing
these systems is processing time of transactions that takes normally a few days
to complete a single transaction. On the hand, we have blockchain-based digital
payment systems that process cross-border transactions securely and quickly (from
few seconds to less than an hour) known as cryptocurrencies. Cryptocurrencies or
cryptos, in short, are encrypted virtual currencies managed by blockchain systems.
Cryptos, like any other currency, can be used for buying or selling of goods and for
money transferring. In 2009, the first cryptocurrency known as Bitcoin developed
by Satoshi Nakamoto, was introduced in the market and is the first electronic
payment system executed without the intervention of intermediators (Nakamoto,
2008). Its popularity lays the base for the development of new cryptocurrencies for
fulfilling different aspects and purposes in the market. As of March 2022, more than
18,000 cryptocurrencies exist in the world and the number is still growing rapidly
since its adoption by many payment applications like PayPal. Some of the popular
cryptocurrencies for investors are Bitcoin, Ethereum, Ripple, Bitcoin Cash, EOS,
Stellar, Litecoin, Tether, Cardano, Monero, etc (Joo et al, 2020). A peer-to-peer
networks, such as blockchain, can be used for conducting exchanges that is converting
cryptocurrencies into cash by just selling them over the internet. Further, such type
of systems has many strengths over conventional exchange systems such as lesser
fees, faster processing, profitable exchanges and so on.

Nakamoto modified the design of blockchain by allowing blocks to be added to
the existing chain without signing them by the trusted parties. It uses a distributed
peer to peer network for timestamping digital documents that can be executed without
third party. With such improvements, blockchain is considered as the fundamental
technology in the world of cryptocurrencies (Nakamoto, 2008). In 2009, Nakamoto
then released the bitcoin software. The first successful bitcoin transaction happened
were Hal Fenny and Satoshi Nakamoto. At present, the underlying technology of
blockchain serves asapublic ledger for wide range of applications. RPoW is considered
asthe primary and significant step towards cryptocurrencies. Cryptocurrencies-based
on blockchain technology have shown tremendous success in the area of financial
sector. However, the area is still open for making efforts to make cryptocurrencies
an all-time currency in all sectors. Further, the market is believing to get a best
blockchain-based application for cryptocurrencies that will offer services like easy
to use, less transaction fees, faster speed, highly efficient, and so on.
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BLOCKCHAIN CHALLENGES

Despite limitless benefits and opportunities in financial sector, blockchain incurs
the following limitations (Yli-Huumo et al, 2016; Zheng et al, 2018; Chen et al,
2018; Hassani et al, 2018; Lim et al, 2021; Casino et al, 2019; Malhotra et al, 2021).

Scalability

Scalability is used to measure the performance of system’s ability on changing systems
input and output. Or, itis the system’s ability to accommodate greater number of users
for processing growing amount of work and systems openness to augmentation. For
instance, scalability checks how well a system performs by increasing the number
of users/resources. Thus, for evaluating systems performance industries must pay
great attention towards scalability component. Since the development of Bitcion,
blockchains scalability remains an important and serious issues. The underlying
technology of blockchain can’t handle the load of transactions as the number of
transactions are considerably increasing day by day. Therefore, scalability is one of
the top blockchains area of study for researchers, scientists and industries to focus.

At present, blockchain-based Bitcion can handle only seven transactions per
second while as VISA can handle four-thousand and five hundred transactions per
second. The implementation of restrictions on the block size and the time required
to create a new block are the reasons that allows blockchain to process only up
to seven transactions per second. Therefore, blockchain technology can’t handle/
process millions of transactions in real time. As such, considerable efforts are
required to address blockchains scalability problem so that it can process a greater
number of transactions. Moreover, due to limited capacity of blocks, miners will
give preference to the transactions with high transaction fee over the transactions
with low transaction fee. Thus, small transactions could be delayed. However, blocks
with larger capacity will decrease the processing speed and are prone to threats.
And that is the reason that various financial institutes are of the opinion that the
current payment technology is not suitable. Thus, blockchains scalability problem
is difficult to address.

Latency

In computing, latency refers time delay between input and its associated output.
In blockchain, latency refers the amount of transaction time from submission to
acceptance in the network. Using blockchain, approximately ten minutes are required
to make one successful Bitcoin transaction while making Bitcoin-blocks highly
secure. Means, blockchain transactions, specifically Bitcoin transactions, are time
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consuming. Thus, blackchin faces serious latency issues. It could become more
dangerous, as the system is evolving rapidly, if appropriate steps at right time have
not been taken. In fact, more time (in addition of 10 minutes) is required to avoid
double spending problem. Double spending problem refers the risk of spending
digital currencies more than twice.

Bitcoin is a decentralized digital currency. Transactions in Bitcoin are processed
without any central authority. They are based on decentralized consensus mechanisms
known as Proof-Of-Work. It allows activities to make payments by digitally signing
their transactions. So, in Bitcoin, there is no involvement of trusted intermediators,
who can authenticate whether a particular digital coin has previously been used or
not. Third party’s intervention could help to avoid spending the same money twice.
In the world of digital payments, such attacks are known as double spending attacks.
The most common double spending approach in blockchain is that when the hacker
sends multiple packets and reversing them so that it seems that they have never
been arise and processed. Thus, double spending problem needs to be addressed.
Blockchain is the most suitable technique to combat the problem of double spending
by keeping digital currencies as decentralized. Bitcoin technology is used to protect
double spending problem by authenticating transactions before they added to the
blockchain network. It ensures that transaction inputs have not been spent previously.
This is done by combining blockchains security benefits and decentralization nature
of miner’s network (Pinzon & Rocha, 2016).

Expensive

The distributed architecture of blockchain technology leads to the development
of expensive systems. Because the system requires to scatter all the nodes to be
processed to all the participants. Further, to make blockchain based banking systems
effective, it is needed to follow some standardized policies/schemes. For example, to
share KYC information conveniently across financial institutes, some come policy
for the verification of individuals or corporates must be followed.

The cost of storage is another major challenge in blockchain banking systems.
For instance, the cost/gigabyte of a Bitcoin node for long-term storage is more than
$22 million.

Energy-Consuming

High energy-consumption is another major issue with miners in blockchain.
Blockchain mining describes the process of adding transactions to Bitcoin network.
Any device used to mine Bitcoin transactions is known as a node. Bitcoin miners

(users) are supposed to run specialized Bitcoin software’s for securely interacting
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with each other. Bitcoin systems reward miners who mine more number of Bitcoins.
But the power consumed by Bitcoin mining is quite high. In fact, it is reported that
mining consumes more electricity than consumed by 159 countries of the world in
one year. Moreover, if cryptocurrencies would be increased only by 5%, it would
require 10% of china’s power. So, the challenge of high energy consumption raises
two main questions. One, how to decrease energy-consumption. Second, whether
to implement resources of energy to blockchain for processing data.

The reason that Bitcoin-mining (or, systems based on blockchain) consumes
excessive power energy is the implementation of Proof-Of-Work (POW) consensus
algorithms which is used for transaction validations in trading cryptocurrencies. Some
efficient mechanism or consensus models are required to decrease the amount the
computing power. Proof-of-Stake (POS) consensus model is one such mechanism.
In case of POW, resource used for block-mining depends upon work-done carried
out by the miner. While as in case of POS, resource used for block-mining depends
on the amount of Bitcoin a miner holds. Thus, POS models, applied in several
projects such as DASH cryptocurrencies, consumes less power as compared to POW.
However, the mining problem needs to be addressed efficiently, so that process could
consumes less computing power.

Stability

Token is the most important component in blockchain. It is used as a method or
type of payment on blockchain network. For Bitcoin network, it is a cryptocurrency.
Similarly, for other blockchain-based system, it may be used as a utility token for
making transactions. In all cases, the conversion between different cryptocurrencies
and cryptocurrencies & government-based currencies (such as, $, INR, etc) is
important. But, cryptocurrencies are extremely volatile to be considered as the
medium of exchange by financial institutions. Because, it goes up and down
significantly as compared to other currencies or gold (Routledge & Zetlin-Jones,
2021). Therefore, stability of cryptocurrencies is another major issue in blockchain.
Financial institutions usually hesitate to adopt cryptocurrencies as its market is too
volatile, that is not stable. Stability ensures that neither seller nor buyer loses their
cryptocurrencies due to price fluctuations.

Instead of using regular cryptocurrencies, it is suggested to use “stablecoin”.
A stablecoin is a pegged digital currency or token pegged that has low volatility
relative to unpegged cryptocurrencies. Thus, stablecoin can be considered as stable
digital payments for performing transactions on blockchain network. For instance,
Stronghold USD is a stablecoin backed by USD deposits. Research, at IBM, is going
on for making it a credible digital currency.
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CONCLUSION

Blockchain is a peer-to-peer distributed digital ledger used to record all transactions
that have ever occurred in the network without any central authority. It’s important and
unique characteristics such as low-cost, less-time, security, traceability, transparency,
data-sharing, data-integrity, etc. has greatly attracted the attention of researchers,
from divergent fields, towards blockchain technology. With the development of
bitcoin, blockchain concept became popular and is now considered as one of the most
impactful inventions of the last decade. It has the potential applications in different
areas of study such as banks, education, healthcare, internet of things, cryptography,
transportation, and so on. It is believed that the blockchain technology has the
potential to eliminate the inefficiencies caused by the traditional digital systems,
like traditional banking system. The goal of this chapter is to introduce the idea
of blockchain technology and its important applications in banking industry. This
chapter first discusses the key and general concepts of blockchain technology that
lays the foundation for presenting the applications in banking industry. This chapter
presents five important applications of blockchain in banking which are payment
system, CIBIL score system, KYC system, smart contract system and digital currency
system. Finally, this chapter presents five major challenges in blockchain-based
banking applications. Moreover, it is evident from the presented work that there is
lack of agreement within the industry regarding practicability of using blockchain
technology in banking institutions. So, research gaps in connection to blockchain-
based banking applications were also presented. These identified gaps are needed
to address in future studies.

REFERENCES

Alammary, A., Alhazmi, S., Almasri, M., & Gillani, S. (2019). Blockchain-
Based Applications in Education: A Systematic Review. Applied Sciences (Basel,
Switzerland), 9(12), 2400. doi:10.3390/app9122400

Alharby, M., & van Moorsel, A. (2017). Blockchain Based Smart Contracts :
A Systematic Mapping Study. Computer Science & Information Technology.
doi:10.5121/csit.2017.71011

Ben Fekih, R., & Lahami, M. (2020). Application of Blockchain Technology in
Healthcare: A Comprehensive Study. In M. Jmaiel, M. Mokhtari, B. Abdulrazak,
H. Aloulou, & S. Kallel (Eds.), Lecture Notes in Computer Science: Vol. 12157.
The Impact of Digital Technologies on Public Health in Developed and Developing
Countries. ICOST 2020. Springer. doi:10.1007/978-3-030-51517-1_23

16

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Blockchain-Based Banking

Casino, F., Dasaklis, T. K., & Patsakis, C. (2019). A systematic literature review
of blockchain-based applications: Current status, classification and open issues.
Telematics and Informatics, 36, 55-81. doi:10.1016/j.tele.2018.11.006

Chen, G., Xu, B., Lu, M., & Chen, N.-S. (2018). Exploring blockchain technology
and its potential applications for education. Smart Learning Environments, 5(1), 1.
Advance online publication. doi:10.118640561-017-0050-x

Guo, Y., & Liang, C. (2016). Blockchain application and outlook in the
banking industry. Financial Innovation, 2(1), 24. Advance online publication.
doi:10.118640854-016-0034-9

Haber, S., & Stornetta, W. S. (1990). How to time-stamp a digital document.
Conference on the Theory and Application of Cryptography, 437-455.

Hassani, H., Huang, X., & Silva, E. (2018). Banking with blockchain-ed big data.
Journal of Management Analytics, 5(4), 256-275. doi:10.1080/23270012.2018.1
528900

Joo, M. H., Nishikawa, Y., & Dandapani, K. (2020). Cryptocurrency, a successful
application of blockchain technology. Managerial Finance,46(6),715-733. Advance
online publication. doi:10.1108/MF-09-2018-0451

Khan, S. N., Loukil, F., Ghedira-Guegan, C., Benkhelifa, E., & Bani-Hani, A.
(2021). Blockchain smart contracts: Applications, challenges, and future trends.
Peer-to-Peer Networking and Applications, 14(5), 2901-2925. doi:10.100712083-
021-01127-0 PMID:33897937

Liang, Y.-C. (2019). Blockchain for Dynamic Spectrum Management. Signals and
Communication Technology, 121-146. . doi:10.1007/978-981-15-0776-2_5

Lim, M. K., Li, Y., Wang, C., & Tseng, M.-L. (2021). A literature review of
blockchain technology applications in supply chains: A comprehensive analysis of
themes, methodologies and industries. Computers & Industrial Engineering, 154,
107133. doi:10.1016/j.cie.2021.107133

Lizcano, D., Lara, J. A., White, B., & Aljawarneh, S. (2019). Blockchain-based
approach to create a model of trust in open and ubiquitous higher education. Journal
of Computing in Higher Education, 32(1),109-134.doi:10.100712528-019-09209-y

Malhotra, D., Saini, P., & Singh, A. K. (2021). How Blockchain Can Automate
KYC: Systematic Review. Wireless Personal Communications, 122(2), 1987-2021.
doi:10.100711277-021-08977-0

17

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Blockchain-Based Banking

Nakamoto, S. (2008). Bitcoin: A peer-to-peer electronic cash system. Retrieved
from https://bitcoin.org/bitcoin.pdf

Pinzén, C., & Rocha, C. (2016). Double-spend Attack Models with Time Advantange
for Bitcoin. Electronic Notes in Theoretical Computer Science, 329, 79-103.
doi:10.1016/j.entcs.2016.12.006

Routledge, B., & Zetlin-Jones, A. (2021). Currency stability using blockchain
technology. Journal of Economic Dynamics & Control, 104155. Advance online
publication. doi:10.1016/j.jedc.2021.104155

Shrimali, B., & Patel, H. B. (2021). Blockchain state-of-the-art: architecture, use
cases, consensus, challenges and opportunities. Journal of King Saud University -
Computer and Information Sciences. . doi:10.1016/j.jksuci.2021.08.005

Yli-Huumo, J., Ko, D., Choi, S., Park, S., & Smolander, K. (2016). Where Is Current
Research on Blockchain Technology? A Systematic Review. PLoS One, 11(10),
e0163477. doi:10.1371/journal.pone.0163477 PMID:27695049

Zheng, 7., Xie, S., Dai, H. N., Chen, X., & Wang, H. (2018). Blockchain challenges
and opportunities: A survey. International Journal of Web and Grid Services, 14(4),
352. doi:10.1504/IJWGS.2018.095647

18

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://bitcoin.org/bitcoin.pdf

EBSCChost -

19

Chapter 2

Blockchain Adoption in
Banking Systems:

A Boon or Bane?

Sugandh Arora
Lovely Professional University, India

Tawheed Nabi
Lovely Professional University, India

ABSTRACT

Blockchain technology is a core, underlying technology that stimulates possible
applications in the banking sector. The study examines blockchain, the nascent
technology that reinforces Bitcoin and other cryptocurrencies, to determine what
it is and how it can disrupt and alter the banking services. It emphasizes the
technology’s properties and explains why they can significantly impact the banking
industry, including reimbursements, payments, outflows, credentials facilities, and
novel products based on smart contracts. The study also considered the work that
needs to be done by the industry for blockchain applications to become a mainstream
part of the financial landscape. It emphasizes that this is not a technology that a
single company can perfect to obtain an advantage over competitors. Instead, it may
assist the entire sector by speeding up and securing transactions. However, it can
only reach its full potential if there is a wide-ranging alliance across the industry
to explore practices and develop shared standards.
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INTRODUCTION

Internet of things, big data analytics, and cloud manufacturing impact the economic,
social, and political forces driving global corporate operations (Rossit et al., 2019
and Frizzo et al., 2020). For data storage and management, nearly all industries and
enterprises continue to rely on centralized information technology systems, most of
which are not real-time capable and prone to various sorts of attacks. Blockchain
technology, a decentralized, transparent, and observable technology, is one of the
technologies that can disrupt operations management, manufacturing drastically,
and supply chain management (Upadhyay, 2020; Tapscott and Tapscott, 2017 and
Swan, 2015). Blockchain can be considered a trustless system because no entity
relies on a specific counterpart’s trustworthiness. Immutable transaction records and
decentralized governance improve network confidence (Tapscott and Tapscott, 2017
and Swan, 2015). Blockchain technology is a critical component of today’s banking
industry, with numerous application scenarios. It can transform the banking industry
by democratizing, transparently securing, and streamlining processes. A blockchain
is a decentralized ledger that records transactions between two parties in real-time.
Even though these parties have simultaneous access to the updated digital catalog,
the system is virtually impregnable. Through bitcoin and other cryptocurrencies,
blockchain technology will impact the end of money in the banking business. More
than 90 central banks worldwide are experimenting with Blockchain technology, and
80 percent of institutions are projected to use distributed ledger technology shortly
(Rossit et al., 2019). As a result, most banks are building blockchain use cases to
start a global banking revolution by heralding the end of traditional banking.

The present study proposes the following research questions in light of blockchain
technology: RQ1. What is the financial industry’s perception on blockchain? RQ?2.
What are the current impediments to blockchain technology’s widespread adoption
in banking and the perceived benefits of blockchain technology in banking? This
study discusses the theoretical underpinnings for examining the potential benefits
and drawbacks of implementing blockchain technology in banking.

THE USE CASES OF BLOCKCHAIN
TECHNOLOGY IN BANKING

Indian banks test blockchain technology for vendor financing, customer loyalty
programs, and syndicated loans (Eyal, 2017). Banks like the Reserve Bank of
India and State Bank of India are looking at blockchain technology (Ateniese et al.,
2014; Universal Payments, 2017 and Upadhyay, 2020). The State Bank of India is
the country’s largest bank and the first to create a blockchain consortium with ten
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other banks. The bank completed its first blockchain project to share KYC, CFT,
and AML data (Hassani et al., 2018). Outside India, other countries and businesses
view blockchain differently. Blockchain as an ecosystem could benefit the banking
and investment industries (Hassani et al., 2018; Beck et al., 2017 and Oberoi and
Kansra,2021). Banks use Bitcoin and Blockchain for financial and utility transactions
(Ateniese et al. 2014; Taylor et al., 2019 and Zhang et al., 2018). As a distributed
ledger, this technology is open to everybody. A blockchain’s data cannot be easily
modified or transformed, making it secure (Pratap, 2018; Iansiti, 2015). Blockchain
technology may offer postal organizations decentralized platforms, safe data storage,
and quick transactions (Jaag and Bach, 2017). Like in banking, blockchain technology
is seen to improve efficiency. A variety of banks have tested and used this innovative
technology. Some banks look at interbank choices initially, while others look
internally first (Ateniese, et al., 2014). Many businesses can provide reliable and
efficient solutions to global stakeholders (Dubey, et al., 2020; Upadhyay, 2020 and
Manski, 2017). It creates an environment that fosters creativity to meet the needs and
expectations of the project’s stakeholders. This approach tracks several transactions
and is transparent, secure, and decentralized (Ateniese, et al., 2014; Zhang et al.,
2018). Blockchain aims to improve financial transaction transparency and efficiency
(Kshetrietal.,2017; Guo and Liang, 2016). Using blockchain technology to improve
payment clearing processes and credit information and management systems may
trigger anew banking revolution (Caietal.,2019; Guo and Liang, 2016). Remittances
sent via blockchain entail a 2-3 percent fee, compared to 5-20 percent for traditional
banking. Payments with cryptocurrencies may cause certain issues. Cryptocurrency
payment systems may not work unless governments balance their interests and the
currency’s use regulations (Zhang et a., 2020). Furthermore, blockchain is a new
institutional technology that affects transaction costs and redefines banking firm
governance (Nofer et al., 2017), looked into the use of blockchain in banking to
develop secure networks. According to Cai et al., (2019), claims that Blockchain
technology eliminates financial intermediaries by enabling peer-to-peer internet
payments and producing unregulated digital contracts. The most widely touted benefits
of blockchain technology are cost efficiency, more earnings, better recordkeeping,
smart digital contracts with universal online identification, a safe digital platform,
and few legislative restrictions (Ateniese, et al., 2014; Puthal et al., 2018). Enhanced
compliance, reduced risk, improved capacities, and automated trust are just a few
of the advantages of industrial Blockchain [46]. The underlying technology also
enhances the efficiency of clearing and post-transaction spending, resulting in cost
savings (Hassani et al., 2018; Tapscott and Tapscott, 2017; Guo and Liang, 2016).
According to Nelito (2018), Blockchain adoption could save the banking industry
billions by decreasing handling and processing costs. Blockchain’s timestamps on
each transaction block can help banks reduce fraud (Harigunani, 2017). Instead
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of updating ledgers manually, blockchain technology immediately, automatically,
and transparently (Kim and Laskowski, 2018 and Nelito, 2018). Banks can reduce
transaction fees by reducing operating costs and eliminating intermediaries. Data is
complete, accurate, and reliable since errors and duplication are eliminated (Thurner,
2018; New Age Banking Summit Europe, 2018). Blockchain technology canimprove
financial infrastructure and efficiency, notably in the banking sector (Mamoshina,
2018) Due to its low energy usage, it encourages global economic growth and green
technology development. Kouzinopoulos et al., 2018 and Dale (2018) argues that
rapid international payments would greatly reduce bank expenses and enhance
proficiency and competency. Professional partners can trust blockchain because
they can access technology and rely on reliable records and security mechanisms
(Iskandar, 2017). Blockchain is a real-time, open-source technology that delivers
value for the banking system’s stakeholders (Accenture,2018; Umalkar et al., 2016).
The blockchain-based financial system makes it easy to track authorized users,
improving audit reliability and accuracy. Because banking is a service industry,
intangibility and simultaneity are vital. Banking systems require service delivery,
secrecy, innovation, and data integrity, which is provided by blockchain technology.
In short, blockchain empowers a databank that is shared directly without a major
owner. On the other hand, they highlighted improved data quality and durability,
higher transaction speed, and lower transaction costs. The technology will enable
banks to authenticate, consolidate, and trade-economic reports, verify contracts, keep
track of reviews and audits, and deter money laundering. By enabling reduced fees
on cash transfers and faster settlement systems via the distributed ledger, blockchain
can disrupt the banking industry.

Figure 1. Blockchain features and their influencing factors
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Our community frequently raises finances for unexpected catastrophes like
disasters or pandemics, like Covid-19. Compared to traditional fund-raising methods,
blockchain may offer a new financial access. Nowadays, most people need loans for
houses, vehicles, and other personal needs. Blockchain can help remove barriers
to securing a low-interest loan faster and more quickly Blockchain may thereby
revolutionize the way people and societies interact. Blockchain can help boost
transparency, reduce expenses, and increase production while reducing risk.

Current Trends in the Application of Blockchain Technology

Inrecent years, the financial sector has experienced an increase in blockchain-based
applications (Hughes,2019; Zheng et al., 2018). Implementing these changes will
improve data security, system capabilities, and interoperability with other systems.
Because of these reasons, the financial and insurance sectors are investing in blockchain
technology. Blockchain technology is being used to manage financial assets and
business activities. Ledgers are distributed systematically, making transactions
decentralized and immutable. Blockchain is seen as a tool for global sustainable
development because it gives customers the benefits of the current financial system.
Blockchain technology’s promise to address trust and security, and control over data
issues, is driving the use of smart contracts in financial services predicts a paradigm
shift in capital markets and operational security through digital payments (Wall,
2018; McCallig, 2019). The use of blockchain technology in financial services,
such as loan administration, governance, service delivery, and auditing, is also
beneficial. According to financial services firms, they are already taking steps in
that direction. Contracts and distributed ledgers emphasize JP Morgan Chase’s
Quorum division’s blockchain solution. Blockchain technology has recently been
licensed and trademarked by Bank of America. Goldman Sachs is spearheading
a new effort to reduce volatility. By cutting expenses, boosting customer service,
and enhancing creativity, businesses will reap the benefits of blockchain-based
technologies. Soon, blockchain technology will be accepted as a viable component
by financial organizations.

Transformation of Banking Services
through the Use of Blockchain

Blockchain technology has the potential to alleviate difficulties in the financial sector.
Applications based on Blockchain technology have their benefits and drawbacks.

1. Payments: The most common use of a financial or banking system is to move
money between accounts. Commercial and central banks will use blockchain
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technology to process payments in the near term. These are required for cross-
border transactions to speed expenses. To make things more complicated, if
the value of your local currency is volatile, it may be challenging to convert
your bitcoin.

Digital Funding: All traditional methods of verifying identification, such
as photo IDs and facial recognition software, may be rendered obsolete by
Blockchain-based digital verification. Each time auser needs abanking service,
they don’t have to go through the tedious process of registering again. Using the
shared ledger technology, anyone can access information without permission.
Private information should not be stored on the blockchain as a result.
Lending: Traditional banks have a wide range of lending possibilities. Aside
from the fact that the process takes a while, this lending system can use
Blockchain technology for faster and more secure transactions. For KYC (Know
Your Client) and BSA (Bank Secrecy Act) purposes, banks offer loans, which
are linked to a single customer block. This technique helps to save money and
time by eliminating the need to wait for the usual lengthy process.
Bookkeeping, Accounting, and Auditing: Most traditional banks still rely
on paperwork such as double-entry transactions, gradually digitalizing after
a lengthy process. In the shared ledger system, banks can directly enter
transaction information. When using blockchain, all records are transparent
and irrevocable. Smart contracts are a feature of this system that allows it to
pay invoices automatically. Working in a bank requires prior knowledge of
blockchain, which is a significant limitation.

Crowdfunding: This is a method of raising funds online by enlisting the
help of many people who each have a modest amount of money. Initial Coin
Offerings (ICOs) can offer their tokens over the internet, with the added benefit
of decentralization provided by blockchain technology. Because of the legal
concerns surrounding ICOs, this poses a risk.

Smart contracts: A smart contract is a collection of code recorded on the
blockchain. When certain conditions are satisfied, these apps run automatically.
Because blockchain is a decentralized ledger, it can perform cryptographic
transactions and provide transparency without the involvement of intermediaries.
Know Your Customer: Traditional KYC (Know Your Customer) processes
in banks and other financial institutions take a long time to complete, one at
a time, making it difficult for new customers to get started. Blockchain can
be used to provide other banks with independent verification of each of their
customers. In addition to reducing waste, this strategy also saves time and
reduces administrative burdens.
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Opportunities for Blockchain Technology

To improve the capabilities of their employees, organizations should encourage
them to engage and attend internal Blockchain knowledge sessions and conferences.
Cross-functional teams must be encouraged to build a thorough plan forincorporating
blockchain in the company’s operations. An alternative technique must be devised so
that no one can get their hands on the data (Wall, 2018). Regulators can investigate,
contextualize or even regulate digital platforms in this virtual world. Peer-to-peer
payment and present processes of storing and processing consumer requests can be
transformed by blockchain technology. Smart contracts on the blockchain can assist
insurance companies in processing claims (Wang etal.,2019d; Sharma, 2018). Using
this technique, any claim can be traced back to its source with perfect transparency.
Settlement agents, custodians, brokers, and intermediaries all play a role in the trade
lifecycle. Allows for inefficiencies and errors due to a lack of modern technology.
Thus, the trade lifecycle will become more efficient due to blockchain technology.
Blockchain technology is intriguing potential in trade finance and the digital supply
chain. This technology can minimize paperwork, such as “letters of credit,” and
costs by cutting out middlemen and creating a reliable network of stakeholders (Guo
and Liang, 2016). Regulators in different countries have different requirements for
financial institutions around the world. Without automated customer identification,
“knowing your customer” can be a time-consuming process. The blockchain can
provide a single platform for customer identification and document exchange
among financial institutions. Privacy is a legal obligation, and this method will
help ensure it. Institutional indicators highlight benefits coming from governance,
cultural, and regulatory domains among multiple stakeholders. A culture of reducing
fraudulent transactions and boosting trust can be fostered through blockchain
technology. Auditability is achieved by identifying the source for various accounts
and documents. A solid governance platform is made more accessible by using
blockchain technology. The blockchain provides several market-based advantages
under the headings of performance and procedures. To improve the performance of
financial services, cost reduction and minimization are essential (Karamchandani,
2020). Various costs, including transaction, processing, and administrative expenses,
must be analyzed to improve financial-market efficiency and reduce operational
risk. As a result of real-time information and the elimination of intermediaries,
business processes have also become more efficient and effective. Blockchain has
solutions to assist drive perceived benefits in terms of technical metrics. In the first
place, it ensures the integrity of data by ensuring that information is protected,
accurate and controlled. For one thing, it provides better security and an automated
recordkeeping system in addition to a speedier disbursement and settlement time
frame. The architecture of any system must be able to withstand any disturbances. A
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financial system’s infrastructure has a significantimpact on the long-term viability of
acompany’s business model. Resilience, sturdiness, and environmental friendliness
are all features of blockchain technology (Kouzinopoulos et al., 2018). Information
interchange and transactions can also be seen as sources of perceived benefits in
speedy transactions, integrated systems and fewer errors, and speedier reconciliation.
Using these criteria, we were able to identify which areas of banking could benefit
from the use of blockchain. Banking relies significantly on outside companies to
monitor and control huge transactions (Guo and Liang et al., 2016). The banking
industry is tasked with regularly verifying the authenticity of data and ensuring that
it complies. Blockchain can improve this by reducing the overlap between KYC
and AML activities. AML can benefit from blockchain’s artificial intelligence (Al)
and machine learning (ML) capabilities. Any illicit conduct can be detected using
blockchain-based Al and machine learning.

Blockchain can better monitor transactions using these technologies, and suspect
transactions can be halted until additional research is complete. Traditional banking
systems have been criticized for their slow transaction processing speed and reliance
on decades-old procedures. Depending on the type of transaction, bank exchange
charges can be pretty significant. Customer service in banking is increasingly
dependent on the speed and efficiency of money transfers. Furthermore, integrating
trade finance with blockchain technology helps speed up economic processes, where
security and speedy settlements are critical.

The Challenges of Using Blockchain in the Banking Sector

In some cases, the adoption of Blockchain technology has proved difficult. It’s
crucial to think about these difficulties in the context of e-governance as an example
(Chang, 2016a). The absence of regulatory and legitimate support for blockchain in
the public sector is also a problem. Blockchain technology applications face major
three types of barriers:

Technological Indicators

Scalability and throughput constraints prevent blockchain technology from being
adopted in most corporate applications (Chauhanetal.,2018, Naser, 2018 and Oh and
Shong, 2017). All organizations want to be fast, scalable, and able to manage many
transactions per second. There is a trade-off between the amount of computational
power available and the number of transactions processed in blockchain applications.
In most IoT applications, the cost of keeping transactions on the blockchain is
prohibitive (Naser, 2018). Another challenge in device computational capabilities
is the scalability of processing capacity, restricted by limits such as “sharding.” As
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Figure 2. Major indicators implementing blockchain technology in banking sector
Source: Author’s Compilation
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part of sharding, data storage for computational and workload duties is partitioned
into smaller pieces (Sharma et al., 2018).

Technically, the algorithms employed for many blockchains are too slow and
use too much energy (Janssen et al., 2020; Upadhyay, 2020). Blockchain has
yet to significantly impact peer-to-peer energy trade, electric vehicle charging,
and transportation (Ateniese et al., 2014). Several sectors have made significant
investments in legacy systems that work well in most situations, making it challenging
to integrate blockchain with already existing systems (Schuetz and Venkatesh, 2020).

Fault tolerance and performance might be negatively impacted by the distributed
network reliability of blockchain applications (Cinque and Esposito, 2018). When
a contract function can’t handle fluctuations of more than 30 seconds and can’t
maintain its integrity, it’s known as a timestamp dependency issue (Mense and
Flatscher, 2018). Security and privacy are critical in blockchain networks (Harthy
etal., 2019; Kwok and Koh, 2019; MacDonald et al., 2016; Mamoshina et al., 2018;
Wang et al., 2019). Some other issues to be concerned about are data loss or network
attacks when there are only a small number of participants in a blockchain, cyber
threats, and vulnerabilities of blockchain systems because it is challenging to predict
threats and existing systems are unable to deploy countermeasures (Liang et al.,
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2018) and hacker vulnerabilities in intelligent contracts (Hughes, L., et al., 2019;
Abdellatif and Brousmiche, 2018; Mense and Flatscher, 2018). Blockchain adoption
in e-commerce can be bolstered by using certified bitcoins, such as the prevention of
identity theft, because of privacy concerns (Ateniese, et al.; 2014). Because of the
nature of distributed ledger technology, itis projected that blockchain technology will
take the industry by storm. The most severe DLT flaws are found at the endpoints,
where people and corporations use blockchain-based services (Lu, 2019; Deloitte,
2017). Both public and private keys are required to access data, and the ownership
of both is linked. As long as the keys are accessible, there is a significant possibility
that hackers will exploit the system’s most vulnerable places (Zamani and Giaglis,
2018). If a vendor’s security systems (flawed code) are insufficient, third-party
partners may reveal their blockchain credentials (Hughes et al., 2019). If the code
is not adequately vetted, a Decentralized Autonomous Organization (DAO) may
launch an attack on numerous blockchains, including bitcoin.

One of the most difficult aspects of putting blockchain into practice. Although
blockchain technology offers numerous advantages, it still has several technological
shortcomings. One of the key elements in this is acoding defect or loophole. Although
Bitcoin was the first to do so, the entire system smacks of wasteful design. Sure,
Ethereum attempted to compensate for Bitcoin’s flaws, but it was insufficient. Take,
for example, decentralized application development. Ethereum allows developers
to create decentralized applications (dapps) based on its platform. There have been
numerous daps based on these to date. The majority of them, however, appear to be
a result of incorrect code and loopholes. These flaws can be exploited by users to
swiftly gain access to the system. So, all of that security rhetoric isn’t working well
here. Things will undoubtedly improve if solve the blockchain adoption problem.

Organizational Indicators: Organizational challenges include a lack of
understanding of new technologies and a lack of human resources and competent
specialists (Hughes, et al., 2019a; Liang et al., 2018a; Thakur, et al., 2020). In part
because of a lack of familiarity with blockchain technology, many businesses cannot
adapt (Kwok and Koh, 2019; Mamoshinaetal., 2018; Mougayar, 2016). Weaknesses
in humans’ abilities to deal with vast amounts of data are significant roadblocks to
adopting new technologies (Kharlamov and Parry, 2018).

For blockchain integration with older systems, data scalability, interoperability,
and access to data are critical factors (Liang et al., 2018). There must be a constant
flow of information, cash, and decisions for information technology to be successfully
integrated. Businesses that need to process real-time data, for example, may face
difficulties utilizing blockchain. If there aren’t any fascinating apps or a “killer app,”
the adoption process will be hindered (Hughes et al., 2019a). Experts in computer
security and information technology are skeptical of Blockchain technology (Harthy
et al., 2019; Queiroz and Fosso, 2019). According to some academics, increasing
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the number of participants in a blockchain application will improve its trust and
security, as more transactions are made between users, trust issues will diminish
(Huges et al., 2019a). More research shows that supply chain players must have faith
in each other to keep using blockchain-based supply chain solutions (Fosso, 2019).

Dataintegrity ensures that historical data is not tampered with and that previously
given evidence is not tampered with during the process (Caro et al., 2018; Naser,
2018; Sharma and Park, 2018). Data integrity is critical to the success of management
information systems (Branco et al., 2019). Lack of infrastructure is a significant
problem for businesses. Storage, processing, and communication are the three
main building blocks of the blockchain. Companies must set up the appropriate
infrastructure to support the network’s computational capabilities (Mukkamalaetal.,
2018). Disruptive business models hinder blockchain adoption (Hans et al., 2017;
Rodrigues et al., 2018; Yoo, 2017) and the emergence of disruptive and dispersed
autonomous organizations (Yoo, 2017). Disintermediation of processes involving
numerous stakeholders [90], lack of readiness for adoption (Li et al., 2017), and
inadequate business procedures (Liang et al., 2018) are the other two significant
obstacles (Benbunan-Fich and Castellanos, 2018).

Inmany cases, business is concerned about the blockchain’s cost and performance
(Casinoetal.,2019;Zhengetal.,2018). However, even though blockchain technology
canreduce expenses, it still restricts more traditional methods. The initial investment
in blockchain infrastructure and development is expensive. It may not be worth it for
smaller financial institutions and banks to invest in this new technology. The expensive
costs of maintaining blockchain technology are another obstacle to its widespread
use (Cao et al., 2019). There are several barriers to clear when it comes to using
this technology. Human-related issues with the early implementation of blockchain
technology include knowledge-hiding, which was used to hinder institutions or
management from prospering (Chang et al., 2020). Companies, therefore, need to
keep a close eye on the development of the blockchain and prepare for its adoption.

Environmental Indicators: Regulators and technology advancements can conflict
with one other (Hughes et al., 2019a). According to Castellanos and Benbunan-
Fich (2018), and Gilcrest & Carvalho (2018), regulators and laws pose a barrier to
widespread adoption of this technology (Hughes etal.,2019b, Hans etal.,2017; Moro
etal., 2015; Thakur et al., 2020; Hughes et al., 2019a). As a result of the widespread
adoption of blockchain, there are still numerous challenges. A lack of knowledge
and understanding of technology in the workplace is a significant issue (Saberi et
al., 2019). Developing blockchain prototypes is hindered by a lack of applicable
platforms, providers, and collaborators (Clohessy and Acton, 2019; Hughes et al.,
2019Db). It has gotten increasingly difficult to protect customer data from hackers as
their abilities have increased. There is no documentation of a financial institution
using blockchain to manage its internal network and external information exchange
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for payments and transactions (Casino et al., 2019). Blockchain technology’s
decentralized nature restricts many financial businesses (Karamchandanietal.,2020;
Khan and Salah, 218). There is a problem when the goals and intentions of multiple
parties do not align in a decentralized system (McCallig et al., 2019). Blockchain
adoption is also hindered by legal validity, conflict settlement, and integration of
various laws (Hans et al., 2017; Hughes et al., 219b; Hye et al., 2017; Kwok and
Koh, 2019). Lack of trust in blockchain technologies is an essential impediment to
their widespread adoption (Hye etal.,2017). User resistance and changes in behavior
may make it challenging to implement (Hans et al., 2017). The lack of public-private
partnerships backed by the government impacts adoption rates (Benbunan-Fich and
Castellanos, 2018). As a result, the environmental impact of blockchain networks
and computing is tremendous, as encryption and cryptocurrency mining need a
large amount of computer power and a large quantity of energy utilization (Hughes
et al., 2019a; Kwok and Koh, 2019)

SUGGESTIONS AND WAY FORWARD

The use of blockchain technology boosts investor and stakeholder confidence. India
urgently needs a legislative framework to maximize the potential of blockchain
technology. The authors propose establishing a Council of Blockchain Technology
to govern and promote Blockchain and Distributed Ledger Technology to establish
trust between people and intermediaries and recognize and regulate Smart Contracts,
Cryptography, and Distributed Ledger. Amend the Information Technology Act,
2000 to include blockchain-based electronic recordkeeping. To eliminate legislative
overlaps, the author advocated merely modifying the Information Technology Act,
2000. The paper calls for creating a Council of Blockchain Technology in line with
various state legislation in the USA. Because present regulations rely on centralized
actors, such as licensed organizations and regulators, implementing a decentralized
system or a hybrid of both would necessitate legal modifications. Decentralization
of land records and registry was not deemed a practical step when the Government
of Andhra Pradesh and Telangana shifted to it. Regulators must be thoroughly
educated about the technology, its benefits, and drawbacks to get a balanced policy
result. These findings, along with education and awareness campaigns, would help
India accept technology and restructure its banking industry.

30

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Blockchain Adoption in Banking Systems
CONCLUSION

Blockchain has the potential to revolutionize finance. This includes payments,
settlements, smart contracts, and e-identity. Blockchain technology forces us to
rethink how organizations, processes, and markets work as banks and industries. It
may forever alter our perceptions of ownership, money, and risk management. It’s
not just about ‘putting a blockchain on it’ to make things more efficient. Because
blockchain technology is not a cure, the current focus is on finding real economic
value. Technology can help many layers of the financial business if participants
collaborate and properly build solutions. This takes time, effort, and focus. Short-
term targeted solutions will gradually evolve into more integrated and complex use
cases, proving the technology’s usefulness. One thing is sure: a single player cannot
develop this technology to acquire a competitive advantage. So long as everyone
works together, it will help the entire industry. Blockchain is a decentralized digital
ledger that stops hackers. Finale Abroad, the benefits of Blockchain technology
have sparked global interest. Corporate governance as a concept revolves around
three components: openness, auditability, and stakeholder trust. Because corporate
governance is a behavioral science that affects businesses from the core, it has
many theories and practical obstacles in execution. While blockchain is a unique
technology, it lacks the behavioral aspect.

Absence of central authority and human touch in governance make a fully
decentralized organization ineffective. Blockchain technology has the potential
to provide real-time accounting, increase transparency, and reduce balance sheet
fraud. By validating accounts in real time, the technology can save auditors money.
The function of smart contracts can also be a blessing or a disaster for those that
use this technology, like in the case of DAO, where smart contracts were created to
only oblige in letter and not spirit. However, firms or banks will save litigation costs
because arrangements are self-enforcing and cannot be breached. This helps the
financial industry’s efficiency. With Blockchain technology, you have unparalleled
alternatives. This unique technique to encrypt transactions simplifies the world’s
money. Banking behemoths are looking for new Blockchain use cases to enhance their
products. This technology transforms digital verification, auditing, crowdsourcing,
and banking KYC. The banking industry is anticipated to use this technology soon.
Using blockchain has its drawbacks. As such, experts should make steps to mitigate
the upfront expenses associated with integrating blockchain in banking. The system
that is being used is really advanced. As a result, designers must simplify and
educate their audiences. The study revealed that organizational and environmental
restrictions outweigh technological barriers to blockchain adoption in the banking
industry. According to the study, blockchain technology can help banks increase their
operational transparency, traceability, and trustworthiness. This study will contribute
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to our theoretical knowledge of the business benefits of blockchain. It will assist
managers in implementing blockchain more effectively and reaping its benefits.
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ABSTRACT

Inrecent years, the blockchain emerged as a trending technology, and the innovations
introduced by blockchain technology have influenced financial services as well as other
sectors. The banks are currently using several blockchain applications, but they are
not mature and still not widely adopted. Despite the numerous benefits, blockchain
has many challenges to be solved, such as lack of regulation and governance, energy
and other costs of development and implementation, interoperability, technical,
security, and privacy problems; and user-related challenges. Therefore, this chapter
aims to overview blockchain technology and discuss the opportunities and challenges
for the future banking sector concerning the extant literature.

INTRODUCTION

The concept of blockchain emerged in the 1980s, and in 1991, a contractual chain
of information was used as an electronic record enabling documents to be digitally
signed (Mishra & Kaushik, 2021). Since then, blockchain technology has captured
the attention of academics, governments, and industries to provide decentralization
and high security (Wan, Liu & Xiao, 2020).
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Although digitally wrapped, the traditional financial system has paper-based,
centralized processes vulnerable to failures and attacks. The current inefficient
system is also exclusionary as many people cannot access even basic financial tools
(Tapscott & Tapscott,2017). Traditionally, societies trust third-party intermediaries to
accurately protect their assets or transfer funds. But, blockchain technology replaces
the intermediaries by redirecting the trust to decentralized systems, which are less
costly and more secure (Macrinici et al., 2018).

Therefore, based on a careful review of current literature, this chapter discusses
the opportunities and challenges of blockchain technology in banking and how it
will reshape future banking.

BLOCKCHAIN TECHNOLOGY

According to World Economic Forum, blockchain is the heartbeat of financing
sectors. Financial institutions have been implementing blockchain technologies in
different areas, such as domestic banking and payment services (Mishra & Kaushik,
2021). Blockchain is an emerging and promising technology central to the Fintech
movement and has affected the functioning of financial institutions. Although many
people associate this technology mainly with cryptocurrencies, it can produce
solutions to challenges faced by the financial industry (Pal et al., 2021).

Blockchain technology, which is “a peer-to-peer system that operates in a
decentralized manner”, has four key features: secure, shared, ledger, and distributed
(Mishra & Kaushik, 2021). So, this technology focuses on having a universally
accessible and open decentralized ledger that contains the shared and agreed-upon
state of the blockchain for establishing trust in an unsecured environment without
relying on a third party. Blockchain can also be utilized with identity management
and encryption, providing stakeholders privacy, transparency, and trust (Osmani
et al., 2021). Blockchain can be perceived as a transparent and secure system as
users can control their information and transactions, and any change to the public
blockchain can be accessed by all users (Zhong et al., 2021).

Blockchain has three layers; protocol, extension, and application. The protocol
layer has network and storage layers that provide network programming, encryption
signatures, distributed algorithms, and data-storage technology. The extension
layer is the heart of the blockchain, where product development of applications
such as cryptocurrencies and smart contracts occurs. In addition to the intelligence
technology that makes transactions possible, data forms such as pictures, documents,
or videos are processed in this layer (Luo & Yan, 2021). The application layer has
programs for communicating with end-users. This user interface masks the technical
aspects and facilitates the real-world applicability of blockchains (Cointelegraph).
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As blockchain combines different computer technologies regarding data storage,
information transmission, and encryption, itis expected to transform existing models
of economy and finance. Therefore, some companies in the financial sector have
already established their blockchain laboratories and are formulating their plans,
working closely with blockchain platforms (Guo & Liang, 2016). These financial
institutions have invested millions in researching the best implementation (Marr,
2017).

At first, the blockchain was considered a threat to the banking industry and a
strong competitor for banks due to disintermediating financial institutions (Martino,
2021). Because blockchain-based startups can provide some banking services at
lower fees due to incurring fewer costs, they can take market share from the banks
(Stulz, 2019). For instance, in the Dec. 31, 2020, dated annual 10-K filing with
the SEC, the bank of America Corporation, one of the largest banks in the US,
addressed certain risk factors that could affect the business, results of operations,
and financial condition. Two of these factors were related to increased competition
in the financial services industry and the inability to adapt products and services.
The bank disclosed that some customers might choose to work with other businesses
providing services in risky and speculative areas, such as cryptocurrencies. As these
non-traditional financial service providers offer low or no commissions and fees, the
bank may face the pressure of lowering its prices and fees, which might unfavorably
affect earnings. Moreover, new technologies such as blockchain may force the bank
to incur expenses for modifying or adapting the current services, and these attempts
undertaken may not be completed successfully or timely.

However, fintech companies’ success and competition with financial institutions
also have certain limits. Financial institutions have a wide range of product offerings
and sizeable established consumer bases, are experienced in complying with
regulations, and are experienced in dealing with the regulatory bodies (Stulz, 2019).

BLOCKCHAIN TECHNOLOGY AND FINANCIAL SERVICES

Blockchain is a network software protocol that provides a tamper-resistant database
where the transactions are validated, carried out, and recorded in chronological
order. By blockchain, the transfer of assets, money, and information can be executed
securely without the intermediation of any party. Digital money systems, such as
Bitcoin and Ethereum, are the most common applications of blockchain, where
real-time money transfers and payments can be made in a few seconds at very low
costs. In addition to digital currency systems, blockchain technology enables the
development of applications concerning property registries, contractual agreements,
and identity confirmation (Swan, 2017). Blockchain technology can also be used in
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customer identification regarding Know Your Customer (KYC) regulations, smart
contracts for collateral transfer when a default occurs or issuing margin calls, and
data collection and sharing concerning related rules and regulations (Broome, 2019).

Public blockchains, such as digital currency systems, can be used by anyone
whose identity is unknown. On the other hand, private blockchains can be accessed by
credentialled corporate intranet users (Swan, 2017). The allowed users have specific
permissions for performing operations (Casino et al., 2019). Consortium (federated)
blockchains are private networks where a group of entities controls authorization and
access to the system. Industry consortia are primarily valuable for bringing efforts,
ideas and funds together for testing the technology in real-time (Maslova, 2018).

Blockchain technology has a vast potential for banking as it offers simplified
processes, increased transparency, and lower costs (Lang, 2017). In addition to lower
costs, as transactions are processed significantly faster, blockchain technology is
expected to revolutionize the banking industry (Mason, 2017).

The participants of a blockchain system established for financial services are the
developers of the system, regulatory and authoritative bodies, financial intermediaries
such as banks and other financial institutions, and the existing and potential customers
of financial institutions.

Figure 1. Major participants of a blockchain system for the financial sector
Source: Diemers et al., 2015; Lee & Shin, 2018
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Blockchain technology has a vital role in transforming conventional financial
products and services (Ramchandra, 2021). With blockchain-enabled applications,
digital payments, cryptocurrency payments and exchanges via e-wallets, loan
management schemes, securities and derivatives transactions, and financial auditing
can be performed more efficiently. Therefore, the financial system participants
are exploring new ways to incorporate these applications into the banking system
(Casino et al., 2019).

OPPORTUNITIES AND CHALLENGES OF
BLOCKCHAIN TECHNOLOGY IN BANKING

Opportunities
Cost Reduction, Increased Efficiency, and Timesaving

Currently, financial institutions make international payments through the SWIFT
system, whichis quite costly and sometimes takes significant processing time (Zuberi,
2017). Blockchain allows the removal of intermediaries, resulting in higher efficiency
and lower costs (Sanka et al., 2021) for financial institutions and their customers.
KYC is another crucial cost for financial institutions. When a potential customer
applies to a financial institution, the customer needs to submit basic identity
information. The financial institutions analyze the documents to avoid working
with customers that pursue illegal activities such as terrorism funding or money
laundering. In addition to the minimum KYC verification obliged by regulations,
each financial institution may have additional KYC verification processes. When
a single customer intends to work with four different banks, the total cost incurred
by that single person can be burdensome for the financial system. The process also
includes monitoring the transactions of existing customers and risk management
of new customers (Demarco, 2019). The KYC process can be introduced to the
blockchain’s distributed ledger technology, where each bank customer may create
a digital identity. The identity serving as a digital passport may store the necessary
information such as account details, addresses, and credit ratings. The identities
used by all financial institutions may result in reduced total costs for the financial
system and may help reduce fraud (Demarco, 2019). Although each blockchain
ledger uses a different protocol for verification, hybrid consensus may enable faster
verification (V. Garcia, 2018). Besides, by blockchain, one organization can make
an independent verification for a client that others can access so that the customer
verification process would not start over again (Marr, 2017). In this way, blockchain
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technology can enable banks to decrease their compliance and regulatory costs
while more transparency regarding financial transactions is achieved (Rust, 2019).

In addition to regulatory and compliance costs, the financial sector has many
operating costs such as electricity, gas, and water consumed by employees and
waste produced. Although the blockchain system incurs other expenses, it provides
substantial savings compared to the traditional financial system (Coccoetal., 2017).
Moreover, a higher computing speed of blockchain technology will decrease data
handling time (Maiti et al., 2021). Besides settlement times being just minutes, the
possibility of banking transactions being carried out 24/7 does not seem far (Ho,
2016). For instance, stock trades are settled in two business days (T+2), whereas
blockchain can reduce settlement time significantly (Maslova, 2018). The efficiency
related to speed depends on the blockchain category, such as private, public, and
consortium. Consortium blockchains are more appropriate for the financial sector,
and due to lower decentralization, the speed of such systems is high compared to
more decentralized structures such as Bitcoin (Guo & Liang, 2016).

Similarly, back-office handling consumes too much time and is burdensome when
a financial institution sells a syndicated loan. It may take about 20 days to settle
the loan trade, and the financial institution has regulatory requirements regarding
transparency and reporting. Blockchain can change the back-office handling of
transactions by creating savings in the regulatory, settlement, and cross-border
payment costs (Fanning & Centers, 2016).

The blockchain may also affect the payment processes. For example, when
customers make payment with a credit card, the settlement is generally completed
with a delay of several days. If the payment is made by a blockchain-based system,
it can be completed in real-time by only adjusting the ledger (Nofer et al., 2017). In
addition, the blockchain removes the burden of proof as all aspects of the transactions
and processes can be traced (Demir et al., 2019). Also, real-time verification of
accounts on the blockchain can decrease auditor costs (Kashyap & Saurav, 2021).

To sum up, blockchain technology can enable financial institutions to reduce
their direct and indirect costs, such as institutional exit costs, operating costs
(traditional processing and transactions costs, administrative costs for compliance),
and infrastructure costs (Hassani, Huang & Silva, 2018).

Financial Inclusion

The World Bank’s survey conducted in 2014 identified that approximately 18% of
citizens are not able to access financial services because either they do not have
digital identities or cannot provide any proof of identity (Alam et al., 2021). In the
last decade, although 1.2 billion previously unbanked individuals were able to reach
financial services via mobile money accounts by creating a 35% decrease in the
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unbanked population, still 1.7 billion individuals do not have access to financial
services (Appaya, 2021).

Potential customers who do not have a credit score can create a digital identity
and access financial services through blockchain technology. Without a centralized
authority, the identity can be verified, and the customers can choose the parties they
want to share their information. In this way, especially women in the third world
can be empowered by having access to the banking system, and gender equality
may be improved (V. Garcia, 2018). Moreover, financial inclusion may accelerate
countries’ economic development and growth (Appaya, 2021). Financial inclusion
can be increased with blockchain as it provides an authentic and secure identity at
low costs. Also, the ID cards used in most countries are paper-based, making them
suitable for forgery and fraudulent activities. On the other hand, it is not easy to
falsify information when the account of users are linked to their iris (Kshetri, 2020).

Transparency, Financial Trust, and Enhanced Security

Most banking systems have centralized databases and are exposed to economic
crime (Marr, 2017). For instance, in recent years, three cyberattacks on the SWIFT
network caused a total loss of $100 million to the banking industry (Hillsberg,
2018). Therefore, cybersecurity can be an essential issue for motivating the use of
blockchain technology. Hackers generally target centralized databases as the records
in decentralized databases are protected by cryptographic signatures (Swan, 2017).
But blockchain technology helps eliminate centralized vulnerability points, such as
cybercriminal attacks, and mainly prevents data manipulation (Osmani et al., 2021).

By the ledger system of blockchain, once a transaction is recorded, it cannot be
changed or undone. Moreover, the system avoids duplication and communicates the
information related to transactions to all participants in real-time (Zuberi, 2017). The
immutability of blockchain makes it suitable for banks and financial institutions, as
the transactions can be operated under the same blockchain from which each bank
can push the related transactions. In addition to transparency, the system facilitates
the audit of transactions (Casino et al., 2019). Moreover, blockchain assures that
the same data has not been duplicated (V. Garcia, 2018). Enhanced security is due
to this technology’s digital signatures and tamper-resistant characteristics. Hackers
cannot destroy or change any data stored in the blockchain because it is impossible
to corrupt data and attack from one point (Demir et al., 2019).

As all transactions are recorded on a public ledger, the transparency increases
with real-time information communication. Increased transparency may lower risks
regarding fraud and increase financial trust throughout the capital markets (Zuberi,
2017). When the node address is known, it is possible to trace all transactions and
activities performed by that node. This transparency and traceability of the blockchain
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can be helpful in auditing and fraud detection (Sanka et al., 2021) of financial
services. Moreover, as many different nodes store the same blockchain data, even if
anode loses its data, the network will still have access to the copy of the blockchain
and can recopy it from other unaffected nodes. In this way, data losses are entirely
prevented (Sanka et al., 2021). So, blockchain may provide enhanced security for
the future digital banking model as historical information cannot be changed, and
data alterations can be monitored (A. Garcia, 2018; Harsono, 2018; Patel, 2018).

Long-Tail Personalized Financial Services and Other New Services

With blockchain technologies, itis possible to develop personalized financial services
that might better respond to the needs and expectations of different customers. For
instance, a borrower might wish to get a 23-year mortgage rather than the standard
30-year mortgage, considering the planned home downsizing when children are
grown up. Furthermore, potential buyers and providers of personalized and specific
financial services who do not know each other may meet in a secure blockchain-
based environment via smart contracts (Swan, 2017). For instance, a smart contract
can automate the interest payment of each investor based on given issuance and due
dates for loans and bonds (Cohen et al., 2018) by the algorithms and rules that can
trigger transactions automatically (Rajnak & Puschmann, 2019).

As customers may prefer using different services from different banks, providing
a personalized experience without a high cost is crucial for achieving customer
retention. Tailored products offered by blockchain technology may better satisfy
customer needs (Lee & Shin, 2018).

Other Benefits

In developing countries, there is not much information about the creditworthiness of
individuals. For example, in Sierra Leone, about 75% of the population does not have
access to financial services, and there is only one credit bureau with information on
2,000 individuals. For such countries, blockchain-based systems may provide banks
withmore relevantinformation and easier access to assess customers’ creditworthiness
without relying on governmental agencies (Kshetri, 2020).

As the pre-funding of trades is required for the transactions under the blockchain
system, systemic (credit and liquidity) risks are eliminated, and uncertainties are
reduced (Demarco, 2019). Also, R. Wang et al. (2019) proposed a blockchain model
that will enable low-risk SMEs with no or insufficient collateral access to borrowings
from banks. Such an innovative blockchain-based credit system will have a risk pool
created by banks and companies. The risk pool will allow the control of aggregate
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default costs, reduce information asymmetry, and solve credit rationing problems
that will improve total social welfare.

Blockchain technology offers users improved data privacy with self-sovereign
identities, considering the recent scandals concerning user data sharing on social
media sites. Thus, the data ownership remains with the user, and the company
providing the services cannot share data without the user’s consent (V. Garcia,
2018). Moreover, the protocol layer of blockchain offers a data storage and access
framework, which can end the need for a centralized repository (Luo & Yan, 2021).

Banks and other financial institutions handle vast amounts of data. The
blockchain system can reduce errors that often occur in traditional systems. In
addition, repetitive and monotonous transactions and processes can be automated,
and banking professionals may focus on providing value-based services to maintain
service excellence (Garg et al., 2021) and create a competitive advantage.

Challenges
Regulation and Governance

The banks have problems with continuously changing and uncertain regulatory
environments they need to comply with and high overhead costs of customer
identification (Mason, 2017). Although the rules and regulations vary from country
to country, all financial institutions and financial markets are heavily regulated. On
the other hand, due to not having a regulatory framework for blockchain technology,
the regulators and the industry need to work closely to comply with KYC and
anti-money laundering (Zuberi, 2017). The use of blockchain ledgers will require
agreements and governance processes regarding the management, approvals for
improvement and updates, and roles and responsibilities, such as reporting for anti-
money laundering (Zuberi, 2017).

There is no established legal framework for blockchains and blockchain-based
programs, such as smart contracts. The first problem s related to jurisdictional issues.
In addition to blockchain ledgers not having specific locations, the parties involved
in an agreement or a smart contract may be located in different jurisdictions and
subject to various laws and regulations. Second, the smart contracts may not work
correctly due to design defects or miscoding. In such a case, it is not obvious which
party should be held responsible for the damages (Cermeno, 2016). So, in general,
there is no clarity about how conflicts or disputes can be solved between parties
(Petrov, 2020) and who will be liable for losses, damages, or compensation regarding
blockchain applications of financial services (Castell, 2018). Moreover, there is no
regulatory oversight regarding blockchain networks. The environment is volatile,
especially since cryptocurrency markets are open to manipulation (Marr, 2018).
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A significant challenge related to the blockchain is scalability. Scalability problem
is about latency (time taken to include blocks into the blockchain) and throughput
(number of transactions that can be included in a block at any one time) (Cohen et
al., 2018). The scalability problem arises from the inability of blockchain systems
to process and store a growing amount of data and contain the enlargement (Swathi
P. & Venkatesan, 2021). The scalability issue is affected by the block size and the
time needed to generate a new block (Momoh et al., 2021), and this inherent issue
needs consideration before blockchain is widely adopted (Peters & Panayi, 2016).

Although blockchains are considered more secure than traditional registries,
the end-point security risks should also be assessed. The blockchain’s systemic
risk is much lower than centralized systems, but the security of users and their
devices is a significant challenge. For instance, if a user loses control of the private
keys, similar to losing a cell phone or a wallet, the user’s assets might be lost. It is
estimated that at least 6% of bitcoins that are in circulation have been stolen at least
once, and this estimation does not give confidence (Narayanan & Clark, 2017) to
potential blockchain users. For instance, the identity of a party may be traced from
its transactions or by accessing another party with data decryption permission (Li
etal., 2018). Hypothetically, it might also be possible to capture a blockchain ledger
by controlling the majority of the participating computers (McLean & Deane-Johns,
2016). On the other hand, online banking customers are also subject to similar risks.

Blockchain technology also has some other deficiencies related to the privacy
and security of financial data of banks due to the complexity and variety of customer
data, the granularity of privacy-preserving of customer data not being suitable
for current bank applications, and the need for data to be managed in blockchains
hierarchically (H. Wang et al., 2020). Another critical issue is banks ensuring that
only those with appropriate permissions will access sensitive data, whereas others
will be restricted (Deshpande et al., 2017).

Organizational and User-Related Challenges

The management and users of the financial institutions may resist using blockchain
technology for financial services for several reasons. First, as all the participating
banks will share the blockchain network, it will negatively impact the competitiveness
regarding improving their banking systems and platforms (Nguyen, 2016). Secondly,
users may be worried about security threats, such as identity theft, being hacked, or
money laundering (Ante et al., 2018). Moreover, successfully integrating blockchain
technology into the existing systems and workflow of banks is another crucial
challenge for the financial sector (Gan et al., 2021).
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Firms develop different distributed ledgers, and there are no standard tools or
administration interfaces (Li et al., 2018). So, individuals may find blockchain-
based technologies hard to use due to their high degree of complexity (Kshetri,
2020) and unstandardized nature. Especially low-income individuals in developing
countries might not have the necessary technological skills, cell phones, and internet
connections to access financial services (Kshetri, 2020). Moreover, as the distributed
ledger technology and encryption principles are pretty complex, it is not easy for
people to understand the usefulness and benefits of the blockchain (Marr, 2018).
Therefore, the technology needs to build trust in the public and marketplace to be
adopted widely and can solve the KYC problem (Walker, 2018).

On the other hand, other users such as managers, auditors, accountants, bankers,
and regulators may not be aware of the vulnerabilities of the blockchain systems
because of having inadequate I'T know-how, and they may be the targets of illegal
activities (Iansiti & Lakhani, 2017).

Financial Services Employment and Changing Job Roles

Although blockchain technology is expected to create cost savings, it may also
result in job cutting, and new roles may emerge in the finance sector. For instance,
blockchain-based applications need little oversight for processing and reconciling
transactions or verifying documents (Eaton-Cardone, 2017; Murray, 2016). Moreover,
blockchain allows carrying out transactions without an intermediary. Thus, human
traders and brokers may be eliminated (Moore, 2020). The roles of individuals in
bank branches also move from routine transactions such as cash withdrawal to sales
and high-end relationship management (Hetavkar, 2019).

On the other hand, financial institutions will need auditors in security fields
like identity protection and encryption for fraud and threat detection. So, specific
roles in the banking sector may vanish or evolve, whereas new ones may come into
existence (Eaton-Cardone, 2017). Therefore, the banks are expected to focus on
re-skilling their personnel considering the need to adapt to blockchain technology
by designing new operations and architectures for future banks (Hetavkar, 2019).

Energy and Other Costs

Although blockchain technology is expected to decrease operational costs, the costs
of maintaining an appropriate I'T infrastructure for blockchain may reduce the savings
(Zuberi, 2017) in addition to high development and implementation costs (Walker,
2018). Blockchain systems rely on complex algorithms that need vast amounts of
computing power. This computing power consumes too much energy; therefore, the
environmental implications of blockchain cannotbe ignored (Marr, 2018). Especially
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public blockchains have high energy consumption that can be considered a waste
of resources (Casino et al., 2019).

Other than energy consumption, another critical concern for blockchain in
banking is the storage costs. The blockchain database requires the storage of vast
amounts of data. The low-cost storage option provided by clouds does not fit, as
the database needs to store data indefinitely, and the recurring payment model of
cloud-based storage can create high long-term storage costs (Bloomberg, 2018).
Lastly, in addition to the costs of adoption, implementation, and storage, the total
costs of running the blockchain are uncertain (Deshpande et al., 2017). On the
other hand, reduced transaction and processing costs attract fintech startups which
may cause increased competition due to establishing a new bank with lower costs
(Iskandar, 2017).

Other Challenges

In the blockchain, the interoperability among different networks is limited, and this
technological weakness may create problems related to the transactions between banks
(Osmanietal.,2021). As the number of blockchain-based applications increases, the
wide diversity of features may prevent standardization and create interoperability
problems (Casino et al., 2019). Moreover, the transition to a blockchain-based
technology may require significant time and cost, as existing documents and contracts
must be migrated to the new system (Crosby et al., 2016).

Although banks and financial institutions consider blockchain systems for KYC
processes, there are some barriers to applying this technology. For instance, access
to data from government databases and other sources and creating a common policy
for the data set to achieve the standardization of the data model where there is no
central party or authority are the fundamental problems that need to be solved
(Walker, 2018).

Another challenge to be considered is taxation. The blockchain-enabled financial
services created new assets and income types, leading to new tax bases. Therefore,
a critical issue is related to the ways of taxing such income. The technology might
affect the tax assessment, collection, and administration systems, and there may
be inconsistencies between the tax treatments of different jurisdictions. Moreover,
this emerging technology used in the financial sector may increase or decrease tax
evasion and tax avoidance probabilities (Kimani et al., 2020).

The survey by Deloitte (2019) has also identified that replacing existing systems
with blockchain and regulatory issues are the most common organizational barriers
perceived by 1,386 respondents that participated in the research (Pawczuk et al.,
2019). In the survey conducted in 2020, potential security threats and concerns about
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the sensitivity of competitive information were also regarded as essential barriers
to greater adoption (Deloitte, 2020).

The relationships in the banking and finance sectors rely on trust. Therefore,
operational and technical problems encountered during the blockchain implementation
may have an unfavorable impact on the reputation of financial institutions (Osmani

et al., 2020).

Table 1. Benefits, risks, and challenges of using blockchain technology for specific

financial services

Financial Services

Benefits

Risks and Challenges

Exchange of assets
and values (including
crypto-currencies)

Increased interoperability, decreased entry
barriers, removed burden of proof, analysis

Crypto-currencies being used as speculative
assets rather than mediums of exchange

Money transfer and
remittances

Low-cost money transfers and tracking

Identity and record
verification

By cryptography, secure and less vulnerable
identification

Record and document
keeping and data
sharing

Ensure secure recording by offering an
immutable record of transactions, reduced
error, preserving the authenticity and
integrity of records or documents, secured
data exchange

Reconciliation of
records and auditing

Providing clear financial trails for auditing
and regulatory compliance, reduction in
the number of required reconciliations, and
working days spent on reconciliation

Securities issuance

Issuance without a bank syndicate, an
opportunity to trade less liquid private
shares in a secondary market

Asset registry and
data storage

Reduced operational costs, complete
control, and management by asset and data
owners, high speed, security, and flexibility

Higher end-point security risks that may
result in losing the assets

Blockchain embedded
credit system for bank
loan assessment

Provide solutions for information
asymmetry and credit rationing problems
of SMEs, creating risk pool, reducing
counterparty credit risks, digitized
mortgage lending

Paper-based and manual business processes
and outdated ledger systems of companies,
although digital data required

Financial risk

Provide valuable and practical insights
into customers’ borrowing behavior and

mitigation .
g decisions to default
Enhanced information sharing that leads
Derivative to better management of collaterals and
transactions cash movements in real-time, reduced

operational and credit risks

Source: (Demir et al., 2019; Deshpande et al., 2017; Garg et al., 2021; Kandil et al., 2019; Li et al., 2018; Luo
& Yan, 2021; Maslova, 2018 Narayanan & Clark, 2017; Nofer et al., 2017; Nowinski & Kozma, 2017; Peters &
Panayi, 2016; Ramchandra et al., 2021; R. Wang et al., 2019; Sanka et al., 2021)
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Although blockchain technology has many advantages, there are difficulties
of applying it in the financial sector due to achieving true disintermediation and
true decentralization (Guo & Liang, 2016). It is also considered a threat to present
models in commercial life (Lang, 2017).

The newness of the technology is another challenge related to data security, as
well-developed security mechanisms have not been adopted and tested widely (Kshetri,
2017). On the other hand, the financial data are kept outside the secure firewall of
banks. Although the system makes it difficult to manipulate the financial records,
the irreversibility of transactions may cause problems when there are errors in data
entry, such as adding an extra digit to a fund transfer (Hillsberg, 2018).

Blockchain technology is also a threat to the bank-centered financial system.
As money can be transferred without centralized payment networks of banks, the
intermediary role of banks may end, and non-banks may begin competing with
traditional commercial banks (Harris & Wonglimpiyarat, 2019).

SOLUTIONS AND RECOMMENDATIONS

Although blockchain technology has certain limitations and challenges, due to the
financial industry and blockchain being evolved rapidly, its applications in financial
services are expected toincrease (Pal et al., 2021). And as customers are a significant
force, their preference for digital currencies will encourage the use of blockchain
technology in the new face of banking. Any bank that does not consider the financial
sector innovations will be left behind its competitors (Okere, 2020).

Overcoming the challenges of Al adoption is a prerequisite for the future of
banking. Pilot projects may be tested in specific industry segments, and initiatives
may start to establish a uniform rating system for KYC processes in blockchain
ledgers (Petrov, 2020). In addition, when blockchain platforms are to be used for
financial instruments like derivatives or bonds, regulatory bodies should recognize the
validity of such tools (Cermeno, 2016). Also, in the following years, the scalability
problems of blockchain technology will probably be solved, and the interface/user
experience will be improved. In this way, blockchain applications will attract more
individual and corporate users (Demarco, 2019).

Blockchain technology is not the end of banking, but it may be an existential
threat to financial institutions that do not adopt the changes in technology (Tapscott
& Tapscott, 2017). On the other hand, the cost-benefit analysis results may not be the
same for different financial players, which might necessitate cooperation between
financial institutions (Petrov, 2020).

Financial institutions have public accountability; therefore, they are heavily
regulated. In addition, even if they are not open to the public, they need to implement
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IFRS and are subject to independent audits and other regulations of related regulatory
and authoritative bodies. Moreover, financial institutions need to comply with privacy
laws regarding data safety when using blockchain-based technologies (Marr, 2017).

The literature suggests that, generally, governments are lagging in developing
regulations for emerging technologies so that their fintech sector will not stay behind
in terms of competing in the global financial markets (Lee & Shin, 2018). Besides,
regulating blockchains is not easy due to decentralization and self-governance.
However, international standards should be developed for this technology, and
regulations should be published soon as the technology is accompanied by many
problems to be resolved (Guo & Liang, 2016). Future government regulations may
prevent some of the risks arising from blockchain adoption. But proposed regulations
and heavy monitoring may also slow down the appetite for implementing blockchain
in the financial industry (Ante, 2018).

As the interdependence between financial institutions is high in terms of data
exchange regarding inter-institutional operations, blockchain technology may provide
ashared communication and working platform for exchanging data, information, and
digital values securely, efficiently, and transparently (Cuccuru, 2017). To achieve
a global network of distributed computers, the blockchain system also requires
investments by more than one party (Harris & Wonglimpiyarat, 2019). Another
problem is the question of which bank will be the first to develop and implement a
specific strategy regarding blockchain, as there is little reward if no other financial
institutions are ready to use the blockchain technology (Lee, 2017). But still, the
advantages and benefits of blockchain technology create incredible support for
banking infrastructure and make it suitable for the financial sector to demonstrate
pilot projects and revolutionize the processes of financial operations carried out by
the actors (Cuccuru, 2017).

The study by Saheb & Mamaghani (2021) confirmed organizational and
environmental factors such as lack of readiness, lack of understanding and
familiarity with blockchain, cultural and political resistance, confusion and mistrust,
environmental costs, and regulatory requirements preventing the banking industry
from adopting the blockchain technology.

FUTURE RESEARCH DIRECTIONS

Blockchain is a promising technology for the banking sector, but it is still in the
early infant stages. One main problem is the lack of regulations. Therefore, more
studies should be conducted on the regulatory aspects to guide policymakers and
regulatory bodies.
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Most of the other problems are related to technical issues such as scalability,
interoperability, privacy, security, and high energy costs. Future research should
propose solutions to technical challenges encountered in the financial sector due to
blockchain-based applications. The blockchain has a huge potential to revolutionize
financial services and the financial system. But the broad implementation of blockchain
technology can be achieved by overcoming the most significant challenges.

CONCLUSION

The financial industry has been discussing whether most of its services can be
replaced by blockchain technology (Nofer et al., 2017). Although there are many
challenges to implementing blockchain technology, it certainly will disrupt future
banking (Zuberi, 2017). As more and continuous progress is made toward the risks
and challenges of this emerging technology, it will be used more efficiently in the
banking and finance sector. The more recognized the blockchain is, the better the
potential benefits and strategic implications are realized (Gan et al., 2021).

With the adoption of blockchain, the transactions can be settled without an
intermediary. Thus, new forms of banks and other financial institutions may emerge
in addition to new forms of financial products and services (Deshpande et al., 2017).

The study by Yoo (2017) identified that blockchain technology is mainly applied
in the financial sector for settlement, securities, remittance, and smart contracts.
In this respect, the financial institutions should cooperate under a consortium,
make thorough test-bed verification for improving the safety and efficiency of
this technology, and estimate the cost of development and implementation. It is
expected that focusing on private distributed ledgers in the future may result in the
widespread use of blockchain by financial institutions due to enhanced stability,
reliability, and efficiency.

Rather than treating it as a threat, the banks should improve their business models
by implementing blockchain-based systems (Cucari et al., 2021), and considering
many benefits, the banks should develop strategies to overcome the potential
challenges of blockchain. Blockchain-based applications can disrupt and innovate
the business models of financial institutions and provide many opportunities for the
future of banking. But it may take a longer time than the claims of many people for
blockchain torevolutionize the future of banking due to the technological complexity
and regulatory and social issues (Iansiti & Lakhani, 2017).

58

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Blockchain Technology and Future Banking

REFERENCES

Alam, S., Shuaib, M., Khan, W. Z., Garg, S., Kaddoum, G., Hossain, M. S., & Zikria,
Y. B. (2021). Blockchain-based initiatives: Current state and challenges. Computer
Networks, 198, 1-20. doi:10.1016/j.comnet.2021.108395

Ante, L., Sandner, P., & Fiedler, 1. (2018). Blockchain-based ICOs: Pure hype or the
dawn of a new era of startup financing? Journal of Risk and Financial Management,
11(4), 1-19. doi:10.3390/jrfm11040080

Appaya, S. (2021). On fintech and financial inclusion. Retrieved from https://blogs.
worldbank.org/psd/fintech-and-financial-inclusion

Bank of America Corporation. (2020). Annual Report (Form 10-K)
for the fiscal year ended December 31, 2020. Retrieved from https://
investor.bankofamerica.com/regulatory-and-other-filings/annual-reports/
content/0000070858-21-000023/0000070858-21-000023.pdf

Bloomberg, J. (2018). Don’t let blockchain cost savings hype fool you. Retrieved
from https://www.forbes.com/sites/jasonbloomberg/2018/02/24/dont-let-blockchain-
cost-savings-hype-fool-you/?sh=239723435811

Broome, L. L. (2019). Banking on blockchain. North Carolina Journal of Law &
Technology, 21(1), 169-195.

Casino, F., Dasaklis, T. K., & Patsakis, C. (2019). A systematic literature review
of blockchain-based applications: Current status, classification and open issues.
Telematics and Informatics, 36, 55-81. doi:10.1016/j.tele.2018.11.006

Castell, S. (2018). Blockchain: Beware of the crypto-hype. ITNOW, 60(4), 22-23.
doi:10.1093/itnow/bwy093

Cermeno, J. S. (2016). Blockchain in financial services: Regulatory landscape and
future challenges for its commercial application (BBVA Research Working Paper
No. 16/20).

Cocco, L., Pinna, A. & Marchesi, M. (2017). Banking on Blockchain: Costs Savings
Thanks to the Blockchain Technology. Future Internet, 9(3), 25, 1-20. doi:10.3390/
19030025

Cohen, R., Sehra, A., & Smith, P. (2018). Banking on the blockchain. International
Financial Law Review, 37(1), 42-46.

59

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://blogs.worldbank.org/psd/fintech-and-financial-inclusion
https://blogs.worldbank.org/psd/fintech-and-financial-inclusion
https://investor.bankofamerica.com/regulatory-and-other-filings/annual-reports/content/0000070858-21-000023/0000070858-21-000023.pdf
https://investor.bankofamerica.com/regulatory-and-other-filings/annual-reports/content/0000070858-21-000023/0000070858-21-000023.pdf
https://investor.bankofamerica.com/regulatory-and-other-filings/annual-reports/content/0000070858-21-000023/0000070858-21-000023.pdf
https://www.forbes.com/sites/jasonbloomberg/2018/02/24/dont-let-blockchain-cost-savings-hype-fool-you/?sh=239723435811
https://www.forbes.com/sites/jasonbloomberg/2018/02/24/dont-let-blockchain-cost-savings-hype-fool-you/?sh=239723435811

EBSCChost -

Blockchain Technology and Future Banking

Cointelegraph. (n.d.). A beginner’s guide to understanding the layers of blockchain
technology. Retrieved from https://cointelegraph.com/blockchain-for-beginners/a-
beginners-guide-to-understanding-the-layers-of-blockchain-technology

Crosby, M., Nachiappan, P., Verma, S., & Kalyanaraman, V. (2016). BlockChain
Technology: Beyond Bitcoin. Applied Innovation Review, 2, 6-19.

Cucari, N., Lagasio, V., Lia, G., & Torriero, C. (2021). The impact of blockchain
in banking processes: The Interbank Spunta case study. Technology Analysis and
Strategic Management, 1-13. doi:10.1080/09537325.2021.1891217

Cuccuru, P. (2017). Beyond bitcoin: An early overview on smart contracts.
International Journal of Law and Information Technology, 25(3), 179-195.
doi:10.1093/ijlit/eax003

Demarco, A. E. (2019). Analysing blockchain/distributed ledger technology in
capital markets and know your customer process. Journal of Securities Operations
& Custody, 12(1), 58-71.

Demir, M., Turetken, O., & Ferworn, A. (2019). A financial evaluation framework
for blockchain implementations. IEEE 10th Annual Information Technology,
Electronics and Mobile Communication Conference (IEMCON),715-722.10.1109/
IEMCON.2019.8936297

Deshpande, A., Stewart, K., Lepetit, L., & Gunashekar, S. (2017). Distributed
ledger technologies / Blockchain: Challenges, opportunities and the prospects for
standards. The British Standards Institution (BSI) - Overview report. Retrieved
from https://www.bsigroup.com/LocalFiles/zh-tw/InfoSec-newsletter/No201706/
download/BSI_Blockchain_DLT_Web.pdf

Diemers, D., Lamaa, A., Salamat, J., & Steffens, T. (2015). Developing a FinTech
ecosystem in the GCC — Let’s get ready for take off. Retrieved from https://www.
strategyand.pwc.com/m1/en/reports/developing-a-fintech-ecosystem-in-the-gcc.pdf

Eaton-Cardone, M. (2017). How blockchain will affect financial services employment.
Retrieved from https://www.efinancialcareers.co.uk/news/2017/01/how-blockchain-
will-affect-financial-services-employment

Fanning, K., & Centers, D. P. (2016). Blockchain and its coming impact on financial
services. Journal of Corporate Accounting & Finance, 27(5), 53-57. doi:10.1002/
jeaf.22179

60

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://cointelegraph.com/blockchain-for-beginners/a-beginners-guide-to-understanding-the-layers-of-blockchain-technology
https://cointelegraph.com/blockchain-for-beginners/a-beginners-guide-to-understanding-the-layers-of-blockchain-technology
https://www.bsigroup.com/LocalFiles/zh-tw/InfoSec-newsletter/No201706/download/BSI_Blockchain_DLT_Web.pdf
https://www.bsigroup.com/LocalFiles/zh-tw/InfoSec-newsletter/No201706/download/BSI_Blockchain_DLT_Web.pdf
https://www.strategyand.pwc.com/m1/en/reports/developing-a-fintech-ecosystem-in-the-gcc.pdf
https://www.strategyand.pwc.com/m1/en/reports/developing-a-fintech-ecosystem-in-the-gcc.pdf
https://www.efinancialcareers.co.uk/news/2017/01/how-blockchain-will-affect-financial-services-employment
https://www.efinancialcareers.co.uk/news/2017/01/how-blockchain-will-affect-financial-services-employment

EBSCChost -

Blockchain Technology and Future Banking

Gan,Q.,Lau,R.Y.K.,&Hong,J. (2021). A critical review of blockchain applications
to banking and finance: A qualitative thematic analysis approach. Technology
Analysis and Strategic Management, 1-17. doi:10.1080/09537325.2021.1979509

Garcia, A. (2018). IBM’s blockchain app store wants to help banks cut costs.
Retrieved from https://money.cnn.com/2018/07/30/technology/ibm-blockchain-
app-store/index.html

Garcia, V. (2018). 4 key ways blockchain can facilitate people with no formal identify
to access banking. Retrieved from https://irishtechnews.ie/4-key-ways-blockchain-
can-facilitate-people-with-no-formal-identify-to-access-banking/

Garg, P., Gupta, B., Chauhan, A. K., Sivarajah, U., Gupta, S., & Modgil, S.
(2021). Measuring the perceived benefits of implementing blockchain technology

in the banking sector. Technological Forecasting and Social Change, 163, 1-18.
doi:10.1016/j.techfore.2020.120407

Guo, Y., & Liang, C. (2016). Blockchain application and outlook in the banking
industry. Financial Innovation, 2(1), 1-12. doi:10.118640854-016-0034-9

Harris, W. L., & Wonglimpiyarat, J. (2019). Blockchain platform and future bank
competition. Foresight, 21(6), 625-639. doi:10.1108/FS-12-2018-0113

Harsono, H. (2018). Bank-based blockchain projects are going to transform the
financial services industry. Retrieved from https://techcrunch.com/2018/01/28/bank-
based-blockchain-projects-are-going-to-transform-the-financial-services-industry/

Hassani, H., Huang, X., & Silva, E. (2018). Banking with blockchain-ed big data.
Journal of Management Analytics, 5(4), 256-275. doi:10.1080/23270012.2018.1
528900

Hetavkar, N. (2019). Bank digitisation creates new jobs: Robot programmer to
blockchain expert. Retrieved from https://www.business-standard.com/article/
finance/bank-digitisation-creates-new-jobs-robot-programmer-to-blockchain-
expert-119062900851_1.html

Hillsberg, A. (2018). Can blockchain technology impact banking ? We analyse this
important trend. Retrieved from https://www.comparethecloud.net/articles/can-
blockchain-technology-impact-banking-we-analyse-this-important-trend/

Ho, F. (2016). What blockchain actually means for the future of banking. Retrieved
from https://medium.com/decentralize-today/what-blockchain-actually-means-for-
the-future-of-banking-4dd868d020cf

61

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://money.cnn.com/2018/07/30/technology/ibm-blockchain-app-store/index.html
https://money.cnn.com/2018/07/30/technology/ibm-blockchain-app-store/index.html
https://irishtechnews.ie/4-key-ways-blockchain-can-facilitate-people-with-no-formal-identify-to-access-banking/
https://irishtechnews.ie/4-key-ways-blockchain-can-facilitate-people-with-no-formal-identify-to-access-banking/
https://techcrunch.com/2018/01/28/bank-based-blockchain-projects-are-going-to-transform-the-financial-services-industry/
https://techcrunch.com/2018/01/28/bank-based-blockchain-projects-are-going-to-transform-the-financial-services-industry/
https://www.business-standard.com/article/finance/bank-digitisation-creates-new-jobs-robot-programmer-to-blockchain-expert-119062900851_1.html
https://www.business-standard.com/article/finance/bank-digitisation-creates-new-jobs-robot-programmer-to-blockchain-expert-119062900851_1.html
https://www.business-standard.com/article/finance/bank-digitisation-creates-new-jobs-robot-programmer-to-blockchain-expert-119062900851_1.html
https://www.comparethecloud.net/articles/can-blockchain-technology-impact-banking-we-analyse-this-important-trend/
https://www.comparethecloud.net/articles/can-blockchain-technology-impact-banking-we-analyse-this-important-trend/
https://medium.com/decentralize-today/what-blockchain-actually-means-for-the-future-of-banking-4dd868d020cf
https://medium.com/decentralize-today/what-blockchain-actually-means-for-the-future-of-banking-4dd868d020cf

EBSCChost -

Blockchain Technology and Future Banking

Iansiti, M., & Lakhani, K. R. (2017). The truth about blockchain. Harvard Business
Review, 95(1), 118-127.

Iskandar, K. (2017). What Blockchain Will Mean for Banks ? Retrieved from https://
www.linkedin.com/pulse/what-blockchain-mean-banks-karim-iskandar/

Kandil, T. T., Nassar, S., & Taysir, M. (2019). Blockchain technology: A review of
the contemporary disruptive business applications. In N. Shi (Ed.), Architectures
and Frameworks for Developing and Applying Blockchain Technology (pp. 86—109).
IGI Global. doi:10.4018/978-1-5225-9257-0.ch005

Kashyap, R., & Saurav, V. (2021). (in press). Blockchain technology: Road to
transform the Indian banking sector. Materials Today: Proceedings, 1-4. Advance
online publication. doi:10.1016/j.matpr.2021.02.774

Kimani, D., Adams, K., Attah-Boakye, R., Ullah, S., Frecknall-Hughes, J., &
Kim, J. (2020). Blockchain, business and the fourth industrial revolution: Whence,
whither, wherefore and how? Technological Forecasting and Social Change, 161,
1-16. doi:10.1016/j.techfore.2020.120254

Kshetri, N. (2017). Blockchain’s roles in strengthening cybersecurity and
protecting privacy. Telecommunications Policy, 41(10), 1027-1038. doi:10.1016/j.
telpol.2017.09.003

Kshetri, N. (2020). Blockchain-based financial technologies and cryptocurrencies
for low-income people: Technical potential versus practical reality. Computer, 53(1),
18-29. doi:10.1109/MC.2019.2951977

Langl. (2017). Three uses for blockchain in banking. Retrieved from https://www.
ibm.com/blogs/blockchain/2017/10/three-uses-for-blockchain-in-banking/

Lee, 1., & Shin, Y. J. (2018). Fintech: Ecosystem, business models, investment
decisions, and challenges. Business Horizons, 61(1), 35-46. doi:10.1016/].
bushor.2017.09.003

Lee, P. (2017). Banking jumps to post blockchain. Euromoney, 48(584), 82—84.

Li, L., Sy, M., & McMurray, A. (2018). Blockchain innovation and its impact on
business banking operations. In M. Mittal, V. E. Balas, J. Hemanth, & R. Kumar
(Eds.), Data Intensive Computing Applications for Big Data (pp. 583-598). I0S
Press Ebooks. doi:10.3233/978-1-61499-814-3-583

Luo, H. R. & Yan, D. (2021). Blockchain architecture and its applications in a bank
risk mitigation framework. Economic Research-Ekonomska IstraZivanja, 1-19. do
:10.1080/1331677X.2021.1986672

62

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://www.linkedin.com/pulse/what-blockchain-mean-banks-karim-iskandar/
https://www.linkedin.com/pulse/what-blockchain-mean-banks-karim-iskandar/
https://www.ibm.com/blogs/blockchain/2017/10/three-uses-for-blockchain-in-banking/
https://www.ibm.com/blogs/blockchain/2017/10/three-uses-for-blockchain-in-banking/

EBSCChost -

Blockchain Technology and Future Banking

Macrinici, D., Cartofeanu, C., & Gao, S. (2018). Smart contract applications within
blockchain technology: A systematic mapping study. Telematics and Informatics,
35(8), 2337-2354. doi:10.1016/j.tele.2018.10.004

Maiti, M., Vukovic, D., Mukherjee, A., Paikarao, P. D., & Yadav, J. K. (2021).
Advanced data integration in banking, financial, and insurance software in the age
of COVID-19. Journal of Software: Practice and Experience, 1-17. doi:10.1002/
spe.3018

Marr, B. (2017). Practical Examples Of How Blockchains Are Used In Banking
And The Financial Services Sector. Retrieved from https://www.forbes.com/sites/
bernardmarr/2017/08/10/practical-examples-of-how-blockchains-are-used-in-
banking-and-the-financial-services-sector/?sh=1c7c83a61al 1l

Marr, B. (2018). The 5 big problems with blockchain everyone should be aware
of. Retrieved from https://www.forbes.com/sites/bernardmarr/2018/02/19/the-5-
big-problems-with-blockchain-everyone-should-be-aware-of/?sh=2a18d4c21670

Martino, P. (2021). Blockchain and banking: How technological innovations are
shaping the banking industry. Springer Nature Switzerland. doi:10.1007/978-3-
030-70970-9

Maslova, N. (2018). Blockchain: Disruption and opportunity. Strategic Finance,
7,24-29.

Mason, J. (2017). Why Blockchain will revolutionize the banking industry. Retrieved
from https://bravenewcoin.com/insights/why-blockchain-will-revolutionize-the-
banking-industry

Mclean, S., & Deane-Johns, S. (2016). Demystifying blockchain and distributed
ledger technology — Hype or hero? Computer Law Review International, 17(4),
97-102. doi:10.9785/cri-2016-0402

Mishra, L. & Kaushik, V. (2021). Application of blockchain in dealing with
sustainability issues and challenges of financial sector. Journal of Sustainable
Finance & Investment, 1-16. doi:10.1080/20430795.2021.1940805

Momoh, M. O., Chinedu, P. U., Nwankwo, W., Aliu, D., & Shaba, M. S. (2021).
Blockchain adoption: Applications and challenges. International Journal of Software
Engineering & Computer Systems, 7(2),19-25.doi:10.15282/ijsecs.7.2.2021.3.0086

Moore, J. (2020). 11 Industries Blockchain Will Change Forever. Retrieved from
https://www.bairesdev.com/blog/industries-blockchain-will-change-forever/

63

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://www.forbes.com/sites/bernardmarr/2017/08/10/practical-examples-of-how-blockchains-are-used-in-banking-and-the-financial-services-sector/?sh=1c7c83a61a11
https://www.forbes.com/sites/bernardmarr/2017/08/10/practical-examples-of-how-blockchains-are-used-in-banking-and-the-financial-services-sector/?sh=1c7c83a61a11
https://www.forbes.com/sites/bernardmarr/2017/08/10/practical-examples-of-how-blockchains-are-used-in-banking-and-the-financial-services-sector/?sh=1c7c83a61a11
https://www.forbes.com/sites/bernardmarr/2018/02/19/the-5-big-problems-with-blockchain-everyone-should-be-aware-of/?sh=2a18d4c21670
https://www.forbes.com/sites/bernardmarr/2018/02/19/the-5-big-problems-with-blockchain-everyone-should-be-aware-of/?sh=2a18d4c21670
https://bravenewcoin.com/insights/why-blockchain-will-revolutionize-the-banking-industry
https://bravenewcoin.com/insights/why-blockchain-will-revolutionize-the-banking-industry
https://www.bairesdev.com/blog/industries-blockchain-will-change-forever/

EBSCChost -

Blockchain Technology and Future Banking

Murray, S. (2016). Blockchain can create financial sector jobs as well as kill
them. Retrieved from https://www.ft.com/content/3a9ef8d8-33d5-11e6-bda0-
04585c31b153

Narayanan, A., & Clark, J. (2017). Bitcoin’s academic pedigree. Communications
of the ACM, 60(12), 36-45. doi:10.1145/3132259

Nguyen, Q. K. (2016). Blockchain — A financial technology for future sustainable
development. 3rd International Conference on Green Technology and Sustainable
Development (GTSD), 51-54. 10.1109/GTSD.2016.22

Nofer, M., Gomber, P., Hinz, O., & Schiereck, D. (2017). Blockchain. Business &
Information Systems Engineering, 59(3), 183—-187. doi:10.100712599-017-0467-3

Nowinski, W., & Kozma, M. (2017). How can blockchain technology disrupt the
existing business models? Entrepreneurial Business and Economics Review, 5(3),
173-188. doi:10.15678/EBER.2017.050309

Okere, A. (2020). Blockchain, Fintech and the Future of Banking. Retrieved from
https://www.afsic.net/wp-content/uploads/sites/78/2020/10/Fintechs-and-the-
Future-of-Banking-28.09.2020-002.pdf

Osmani, M., El-Haddadeh, R., Hindi, N., Janssen, M., & Weerakkody, V. (2021).
Blockchain for next generation services in banking and finance: Cost, benefit, risk
and opportunity analysis. Journal of Enterprise Information Management, 34(3),
884-899. doi:10.1108/JEIM-02-2020-0044

Pal, A., Tiwari, C. K., & Behl, A. (2021). Blockchain technology in financial
services: A comprehensive review of the literature. Journal of Global Operations
and Strategic Sourcing, 14(1), 61-80. doi:10.1108/JGOSS-07-2020-0039

Patel, B. (2018). How can blockchain help with AML KYC. Retrieved from https://
www.finextra.com/blogposting/15022/how-can-blockchain-help-with-aml-kyc

Pawczuk, L., Holdowsky, J., Massey, R., & Hansen, B. (2020). Deloitte insights
— Deloitte’s 2020 global blockchain survey — From promise to reality. Retrieved
from https://www?2.deloitte.com/mt/en/pages/technology/articles/2020-global-
blockchain-survey.html

Pawczuk, L., Massey, R., & Holdowsky, J. (2019). Deloitte insights — Deloitte’s
2019 global blockchain survey — Blockchain gets down to business. Retrieved from
https://www2.deloitte.com/content/dam/Deloitte/se/Documents/risk/DI_2019-
global-blockchain-survey.pdf

64

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://www.ft.com/content/3a9ef8d8-33d5-11e6-bda0-04585c31b153
https://www.ft.com/content/3a9ef8d8-33d5-11e6-bda0-04585c31b153
https://www.afsic.net/wp-content/uploads/sites/78/2020/10/Fintechs-and-the-Future-of-Banking-28.09.2020-002.pdf
https://www.afsic.net/wp-content/uploads/sites/78/2020/10/Fintechs-and-the-Future-of-Banking-28.09.2020-002.pdf
https://www.finextra.com/blogposting/15022/how-can-blockchain-help-with-aml-kyc
https://www.finextra.com/blogposting/15022/how-can-blockchain-help-with-aml-kyc
https://www2.deloitte.com/mt/en/pages/technology/articles/2020-global-blockchain-survey.html
https://www2.deloitte.com/mt/en/pages/technology/articles/2020-global-blockchain-survey.html
https://www2.deloitte.com/content/dam/Deloitte/se/Documents/risk/DI_2019-global-blockchain-survey.pdf
https://www2.deloitte.com/content/dam/Deloitte/se/Documents/risk/DI_2019-global-blockchain-survey.pdf

EBSCChost -

Blockchain Technology and Future Banking

Peters, G. W., & Panayi, E. (2016). Understanding modern banking ledgers through
blockchain technologies: Future of transaction processing and smart contracts
on the internet of money. In P. Tasca, T. Aste, L. Pelizzon, & N. Perony (Eds.),
Banking beyond banks and money (pp. 239-278). Springer International Publishing.
doi:10.1007/978-3-319-42448-4_13

Petrov, D. (2020). A new digital age in finance: Blockchain and smart contracts.
Horizons Series A, 26, 7-20. doi:10.20544/HORIZONS.A.25.2.20.P01

Rajnak, V., & Puschmann, T. (2021). The impact of blockchain on business models
in banking. Information Systems and e-Business Management, 19(3), 809-861.
doi:10.100710257-020-00468-2

Ramchandra, M. V., Kumar, K., Sarkar, A., Mukherjee, S. K., & Agarwal, K. (2021).
Assessment of the impact of blockchain technology in the banking industry. Materials
Today: Proceedings, 1-6. doi:10.1016/j.matpr.2021.11.554

Rust, R. (2019). Banking on Blockchains: A Transformative Technology Reshaping
Latin American and Caribbean Economies. The University of Miami Inter-American
Law Review, 50(2), 184-211.

Saheb, T., & Mamaghani, F. H. (2021). Exploring the barriers and organizational
values of blockchain adoption in the banking industry. The Journal of High Technology
Management Research, 32(2), 1-18. doi:10.1016/j.hitech.2021.100417

Sanka, A.I,Irfan, M., Huang, I., & Cheung, R.C.C.(2021). A survey of breakthrough
in blockchain technology: Adoptions, applications, challenges and future research.
Computer Communications, 169, 179-201. doi:10.1016/j.comcom.2020.12.028

Stulz, R. M. (2019). FinTech, BigTech, and the future of banks. Journal of Applied
Corporate Finance, 31(4), 86-97. doi:10.1111/jacf.12378

Swan, M. (2017). Anticipating the Economic Benefits of Blockchain. Technology
Innovation Management Review, 7(10), 6-13. doi:10.22215/timreview/1109

Swathi, P., & Venkatesan, M. (2021). Scalability improvement and analysis of
permissioned-blockchain. ICT Express, 7(3),283-289.d0i:10.1016/j.icte.2021.08.015

Tapscott, A., & Tapscott, D. (2017). How blockchain is changing finance. Harvard
Business Review, 1, 2-5.

Walker, G. (2018). Is KYC using blockchain the answer for banks? Retrieved from
https://www.refinitiv.com/perspectives/regulation-risk-compliance/kyc-using-
blockchain-answer-banks/

65

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://www.refinitiv.com/perspectives/regulation-risk-compliance/kyc-using-blockchain-answer-banks/
https://www.refinitiv.com/perspectives/regulation-risk-compliance/kyc-using-blockchain-answer-banks/

EBSCChost -

Blockchain Technology and Future Banking

Wan, N., Liu, Y., & Xiao, W. (2020). A Financial Transaction Methods Based on
MapReduce Technology and Blockchain. 3rd International Conference on Smart
BlockChain (SmartBlock), 109-113. 10.1109/SmartBlock52591.2020.00027

Wang, H., Ma, S., Dai, H., Imran, M., & Wang, T. (2020). Blockchain-based data
privacy management with Nudge theory in open banking. Future Generation
Computer Systems, 110, 812-823. doi:10.1016/j.future.2019.09.010

Wang, R., Lin, Z., & Luo, H. (2019). Blockchain, bank credit and SME financing.
Quality & Quantity, 53(3), 1127-1140. doi:10.100711135-018-0806-6

Yoo, S. (2017). Blockchain based financial case analysis and its implications. Asia
Pacific Journal of Innovation and Entrepreneurship, 11(3), 312-321. doi:10.1108/
APIIE-12-2017-036

Zhong, L., Wu, Q., Xie,J., Li, J., & Qin, B. (2019). A secure versatile light payment
system based on blockchain. Future Generation Computer Systems, 93, 327-337.
doi:10.1016/j.future.2018.10.012

Zuberi, M. M. (2017). A Silver (‘Chain’) Lining: Can Blockchain Technology
Succeed in Disrupting the Banking Industry? Banking & Financial Services Policy
Report, 36(3), 1-4.

ADDITIONAL READING

Dashottar, S., & Srivastava, V. (2021). Corporate banking—risk management,
regulatory and reporting framework in India: A blockchain application-based
approach. Journal of Banking Regulation, 22(1), 39-51. doi:10.105741261-020-
00127-z

Dozier, P. D., & Montgomery, T. A. (2020). Banking on Blockchain: An Evaluation
of Innovation Decision Making. IEEE Transactions on Engineering Management,
67(4), 1129-1141. doi:10.1109/TEM.2019.2948142

Ilievski, A. (2019). Blockchain technology in modern banking — Challenges and
perspectives. International Dialogue ‘EAST-WEST’, 6(1), 45-48.

Lissa, L. B. (2019). Banking on blockchain. North Carolina Journal of Law &
Technology, 21(1), 169-195.

Patki, A., & Sople, V. (2020). Indian banking sector: Blockchain implementation,
challenges and way forward. Journal of Banking and Financial Technology, 4(1),
65-73. doi:10.100742786-020-00019-w

66

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Blockchain Technology and Future Banking

Stoica, E. A., & Sitea, D. M. (2021). Blockchain disrupting Fintech and the banking
system. Proceedings, 74(24), 1-10.

Vedapradha, R., & Ravi, H. (2021). Innovation in banking: Fusion of artificial
intelligence and blockchain. Asia Pacific Journal of Innovation and Entrepreneurship,
15(1), 51-61. doi:10.1108/APJIE-09-2020-0142

Xu,R.,Zhai,Z.,& Chen, Y. (2020). BIT: A Blockchain integrated time banking system
for community exchange economy. /IEEE International Smart Cities Conference
(1SC2), 1-8. 10.1109/ISC251055.2020.9239045

Zhang, T., & Huang, Z. (2021). Blockchain and central bank digital currency. ICT
Express, 1-8. doi:10.1016/j.icte.2021.09.014

Zheng, 7., Xie, S., Dai, H., Chen, X., & Wang, H. (2018). Blockchain challenges
and opportunities: A survey. International Journal of Web and Grid Services, 14(4),
352-375. doi:10.1504/IJWGS.2018.095647

KEY TERMS AND DEFINITIONS

Anti-Money Laundering (AML): Anti-money laundering includes laws,
regulations, and procedures to monitor and prevent suspicious activities and
transactions related to illegally obtained proceeds.

Financial Inclusion: Financial inclusion refers to financial and banking
services being offered to all businesses and individuals, including disadvantaged
and vulnerable groups.

FinTech (Financial Technology): This term refers to innovative technologies and
software designed to provide automation to improve financial products and services.

IFRS (International Financial Reporting Standards): IFRS is a single set
of high-quality accounting and financial reporting standards published by IASB
(International Accounting Standards Board) to be used worldwide by public companies
and companies with public accountability. The standards aim to provide a common
framework and transparency in financial statements and financial information
presented.

KYC (Know Your Customer): Due to anti-money laundering regulations, a
financial institution needs to collect basic identifying information from real persons
and legal entities before working with them as customers. The KYC verification
process ensures that the financial institution will not act as an intermediary in money
laundering or terrorism funding activities.
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Long-Tail Personalized Service: It provides niche services to customers based
on their needs rather than general and basic services. Such services are personalized
and customized, aiming to improve customer loyalty and satisfaction.

Smart Contract: It is a program or protocol running on blockchain to automate
the facilitation, verification, or enforcement of a contract when predetermined
conditions are met.

SWIFT (Society for Worldwide Interbank Financial Telecommunication):
SWIFT is a messaging network used by financial institutions for transferring
international electronic payments via payment orders.

Syndicated Loan: It is a loan that is provided by multiple lenders on a single
contract where one of the lenders is generally the lead lender or underwriter that
administers the loan. Such credit facilities are extended when the loan amount is
too high.
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ABSTRACT

Blockchain technology is spreading across many sectors as many firms are
understanding its potential. In particular, such a technology may impact the way in
whichmany SMEs compete, offering them new ways to achieve competitive advantage.
However, many of them are struggling to embrace blockchain, thus requesting that
the discussion on the issue be deepened. For this reason, in this chapter, the authors
propose a review of the literature about blockchain and they show the main areas
in which such technology is actually used. Moreover, they propose a discussion of
the public policies adopted by Europe and they highlight possible future challenge
for SMEs aiming at adopting the new technology.

INTRODUCTION

The financial crisis that occurred between 2008 and 2009 due to the chain of collapses
of financials built on bad debts, has made evident the fragility and volatility of a
system of connected and indebted financial institutions around the world (Hughes,
Park, Kietzman & Brown, 2019). In an attempt to solve these problems, Nakamoto
wrote an article (Nakamoto, 2008) in which he was the first to introduce the theme

DOI: 10.4018/978-1-6684-4133-6.ch004

Copyright © 2022, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Blockchain for SMEs

of blockchain, tracing the benefits of a decentralized exchange system of currency
called “bitcoin”. To date, cryptocurrencies are probably the most recognized case
of adoption of the blockchain (Hughes, Park, Kietzman & Brown, 2019).

Considered one of the most popular emerging technologies, the blockchain
(literally: “a blocks ) can be considered a distributed data infrastructure of the”
peer to peer “type that allows a whole series of applications, such as the creation of
cryptocurrencies, self-executing digital contracts (smart contract), smart property,
etc. In the sector of financial services, the blockchain is used to manage transactions
without the need to resort to recognized intermediaries (Wang, Han, Hugh &
Beynon-Davies 2018).

In addition to its use in the financial sector, blockchain technology has found
applications and is also under development in logistics and supply chain activities. Itis
atechnology that promises to address current limitations in supply chain management
food (Kim, Laskowski, 2018) where the traceability and authenticity of the product
stand becoming an increasingly important requirement and key differentiators in
many industries (Saberi, Kouhizadeh, Sarkis & Shen 2019).

BACKGROUND: THE BLOCKCHAIN TECHNOLOGY

The blockchain was essentially invented to solve problems related to electronic
transactions. The creator developed two ideas that would have had a huge impact by
offering the opportunity for more innovations. The first was related to the “bitcoin”,
a digital currency which works on a peer-to-peer network and is decentralized,
cryptographically secure, immutable, without any kind of central support. The
second was the introduction of blockchain. The blockchain is defined in different
ways: the mainly diffused definition is that it consists of a digital ledger (i.e., a
record of all transactions of payment) open, shared, decentralized, and distributed
in which transactions and related data the parties involved in the transaction are
recorded and added chronologically to create permanent and tamper-proof records
(Nakamoto, 2008). It falls within the scope of Distributed Ledger Technology (DLT)
which generally refers to technologies that permit the spread of information across
multiple nodes, countries, or institutions. Blockchains are made up of “nodes” located
on a network that uses some accepted communication protocols: each node on the
network stores a copy of the transaction and a consensus function is implemented
to verify transactions to preserve the immutability of the chain so that transactions
can’t be modified (Sarmah, 2018).

Blockchain doesn’t need a centralized server to collect and maintain data. If
the network maintains consensus on which transactions have occurred in the past,
it acts collectively from servers to host the data (Patrickson, 2021). If a fraudulent
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participant decides to change the data, the majority of the nodes of the network are
able to quickly excludes it (Hughes, Park, Kietzman & Brown, 2019). Blockchain
is different from systems design existing information because is based on four key
characteristics: a) non-localization; b) security; c¢) verifiability; d) smart execution
(Saberi, Kouhizadeh, Sarkis & Shen, 2018). As said, a blockchain is a digital ledger
that is stored on multiple computers on a public or private network. Whenever a
transaction is verified, it is inserted in a “block”; each one of them is linked to the
previous and the sequent to form an immutable chain in which each transaction is
locked.

The advent of this new technology is seen a real revolution in the world of
digital but at the same time represents a natural consequence of the evolution of
the Internet (Firica, 2017).

Blockchains are developing in various sectors: medical record, the supply chain,
banking, and financial services, insurance, long-term storage of digital archives,
the Internet of things (IoT), the sharing economy, and access control distributed
(Chang, Chen & Lu, 2019). Blockchain is based on several other technologies that
encryption and the Internet which is used as an infrastructure (Treiblmaier, 2018).

Depending on to the type of access control, one can distinguish between two
main types of blockchain: public and private. In a public blockchain, transactions do
not need to be authorized, and users can remain anonymous. The most famous are
Bitcoin and Ethereum. Instead, within a private blockchain, the participants must ask
for an invitation or permission to join (Wang, Hugh Han & Beynon-Davies 2018).

One of the innovations generated by blockchains are smart contracts; they are
self-managing contracts, i.e. contracts that, once defined, do notneed a trusted person
such as a notary to allow its implementation. Using this contract allow, for example,
the payment of a due compensation or the initiation of a planned action upon the
occurrence of certain circumstances. This kind of contracts have made possible the
birth of the “smart marketplaces”, that make possible to obtain the disintermediation
of transactions, due to the fact that blockchain has the characteristics of “trust-less”
(Catalini, & Gans, 2020). Within this vein, the world of connected sensors introduces
the opportunity to certify automatic events occurring without human interactions
(Centobelli et al., 2021).

We can think at the verification of the punctuality of a train, which it records on
the blockchain data related to the movement of them, making the verification of the
data on effective arrival at the station public. A smart contract may provide for the
automatic reimbursement for the traveler, upon the occurrence of a delay of the train.
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AREAS OF APPLICATION

As often happens with new technologies, SMEs struggle to perceive the advantages
deriving from such a type of innovation. For this reason, they are reluctant to invest
in experimentation activities. However, some entrepreneurs have already realized
that the scenario is changing changed and SMEs have begun to evaluate the use of
this new technology following large companies that have already implemented their
transformation. Accordingly, many of them are implementing a digital structure that
sees blockchain technology as a real element of innovation. Is clear that within a
global economy, in which companies have to manage a production demand in real-
time, inefficiencies are no longer tolerated, and the use of blockchain technologies
may help them in overcoming such problems. With the Blockchain firms can trust the
technology without the use of an intermediary, developing an innovation ecosystem
and reducing the bureaucracy. The Blockchain replaces central or intermediary
authorities, with transparency and mathematics (cryptography) to create a new
system of trust. All this can be of interest to entrepreneurs and professionals, so it is
necessary to take advantage of it. Moreover, it should be added that the Blockchain,
due toits innovative peculiarities, allows companies to be able to enjoy advantageous
taxation or benefit from incentive measures. Due to its innovativeness, such new
technology is spreading across various sectors, and firms are trying to take advantage
of it in various ways.

Blockchain in Logistic

When we talk about logistics, we are talking about a complex process that involves
the use of different operators and interaction with multiple players. In addition, the
more this process is repeated over time and during the production of a material or
product, the more this can negatively affect the quality, stability, and maintenance
of the goods that are shipped and transported. For companies that find themselves
using logistics services daily, any problem along the shipping chain is difficult to
identify and resolve. Itis therefore damage that negatively affects the finished product.

Blockchain in Human Resources Management

Reliable and transparent skills simplify the work of human resources. Hiring the
right person at the right time is increasingly the need for our companies, especially
in an era like this one in which the development of talents is ever faster and more
continuous over the years. New technologies, such as Blockchain, come to our aid
and make innovative scenarios feasible to support the verification of skills and
employee mobility. Professionals, Companies, and Candidates need to have certified
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and reliable Certificates, Diplomas, and Curriculum vitae The Blockchain allow
you to build the person’s professional path in a guaranteed, non-manipulable, and
accessible way in a shared way. The Digital Identity of the Professional is associated
over time with information and digital content with the guarantee of whoever is
creating each step of the path, the date, and the impossibility of counterfeiting such
information. The entire path, but also the single documents/data/information on the
Blockchain can be made available to interested and user figures for their activities
(recruitment company, human resources DPT, etc.)

Blockchain in Banks and Financial Products

Financial services are in all likelihood the most advanced sector concerning the
adoption of the blockchain, with initiatives pursued by many major players, united
in a consortium (R3, Hyperledger, etc.). Numerous startups operate in the field of
blockchain to develop products and services in the financial field, as well as a series
of strategic partnerships have been undertaken by large banking groups, in addition
to the launch of internal projects.

The great turmoil around the blockchain is justified if we consider how DLT
technologies apply to a wide range of activities, ranging from investment risk
management to the transfer of securities, as well as support for digital operations
and payments, with the possibility of integrating new services to those present in the
catalog. In the case of payments, for example, peer-to-peer technology can be used to
transfer funds between different banks, enabling new options as regards the clearing
and settlement methods for assets, securities, and derivatives. In this context, the
blockchain allows for automated and much safer transactions, radically simplifying
the management of tickets and the consequent risk of spreading counterfeit securities.
The issue of security on the blockchain allows you to manage the entire life cycle
of the security in a much more agile manner in the various operations envisaged:
distribution of dividends, voting rights, etc.

Blockchain in the Insurance Market

Blockchain technology allows for a huge range of options, such as decentralized
management of a policy, which can greatly reduce both the complexity and costs
of activation and management, while though the elimination of the need for
intermediation. Thanks to the blockchain, insurance companies can automate
many operations: the system of appraisals and claims settlements, obtaining and
guaranteeing the policyholder maximum transparency at every stage and the
calculation of premiums.
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Blockchain in the AgriFood Sector

The agri-food chain is probably the most complex of all, as the number of products
and actors involved is very high, as well as the number of relation structured through
the life cycle of the product, from its cultivation / breeding to consumption. Keeping
track of billions of assets is a titanic undertaking, which the blockchain is starting
to lighten and make much more efficient, specifically for what concern security and
transparency for all stakeholders.

Blockchain in Industry 4.0

Within the generic Industry 4.0 context, blockchain is part of the applications of
various enabling technologies, obviously starting from I'T security. Itsuse is decidedly
transversal and goes from the management of the supply chain, regulating contracts
with suppliers and tracking the goods, simultaneously enabling new strategies for
quality control. The blockchain is part of the dynamics of digital transformation and
technology transfer that companies, especially those in the manufacturing sector,
are facing, helping to innovate processes thanks to self-controlled and autonomous
systems, able to optimize times, costs, and quality of factory operations.

Blockchain in Healthcare

The natural inclination to optimize services makes the blockchain a very interesting
tool for healthcare. This is the case of direct payment for services, which can be
automated and customized for each user registered in the system, also streamlining
the necessary authentication procedures for dedicated platforms. Another very
interesting area lies in the certification of ownership of medical records, with a
unique identifier, managed as an immutable transaction. Thanks to the blockchain,
doctors can directly certify the communications between the various loT devices with
which they are called to interact, making any diagnostic procedure transparent, which
cannot be changed in its history. For example, this reduces the risk of manipulating
medical records if they were recorded through a DLT. The tracking properties apply
to the complex and burdensome supply chain of medicines and hospital supplies,
where too often we see inappropriate speculations, which thanks to the blockchain
would be easily monitored by the authorities in charge, without having to start long
and tiring investigations.
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Blockchain in Public Administration

The introduction of the blockchain in the procedures of the PA represents one of
the most interesting application areas in terms of scope, as, once the pioneering
applications can spread, they will produce a real revolution in the quality of services
offered to citizens. The scenario is not easy to implement and there are barriers
that we could define generational in terms of digital culture, not only on the part of
institutions but above all on the part of end-users, the citizens. The blockchain could
also in this case make services efficient and transparent. If to request an act, it is
currently necessary to undergo mortifying relationship procedures with the offices,
thanks to the blockchain it would be possible to authenticate access and request useful
data, obtaining aresponse practically in real-time. In addition to reducing the number
of human resources necessary for the provision of many services, the blockchain
would also allow an enormous motivational factor for public employees, who would
see the results of their work transparently tracked, also about the achievement of
performance objectives. annually, which in their traditional conception are difficult
to monitor and evaluate.

Blockchain in Telecommunication

Rather, itis surprising how the main Telco managers have not yet massively introduced
blockchain technologies into their processes, since they appear to be tailored to
their needs, especially as regards the security of communications, thanks to the
protocols. that the blockchain is capable of enabling. Among the applications in the
Telco field, for example, we find the possibility of certified IoI' communications,
secure and tracked, even in the presence of huge amounts of data. In the same way,
decentralized storage is made possible, with peer-to-peer storage systems that make
any attack on a centralized system in the cloud or even worse locally, useless.

The blockchain allows data to be “broken up” and distributed at various points of
the network, allowing the legitimate owner, and only him, to be able to recompose
and use them. Decentralization is also an intrinsic quality in the field of network
security, not only for modernizing traditional infrastructures but also for more
innovative solutions, such as SDN (Software Defined Network).

In the new business environment, the blockchain itself allows operators to offer
new services as providers, such as blockchain-as-a-service cloud solutions, as well
as a wide range of mobile services similar to what happens in the art market, we
are witnessing a great spread of NFTs in the field of collectibles. The most famous
case is probably made up of Cryptopunks, a collection of pixel art images that are
continually resold among crypto collectors, who now come to pay them several
million dollars.
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Not bad, considering that it is a “limited” collection of ten thousand avatars. If
Cryptopunks is a frontier product between art and the collectible, the NFTs have
however enabled brands to sell digital versions of some of their products, creating
completely new markets. This is the case of Gucci, which has released virtual
sneakers in the form of NFT, at a price of only 12.99 euros, in sharp contrast with
the value of its traditional products.

Blockchain in Art and Collecting

NFTs are deeply changing the art market. The chance of making a digital work
unique is contributing to the value of goods that otherwise, due to their intrinsic
reproducibility, would know they were completely lacking. This phenomenon has
meant that lot of artists have begun to produce token of their digital works on special
platforms (SuperRare, Raible, Foundation, etc.) that are regulating the market,
recognizing the creator a royalty for each transaction of the product. An anthology
of works made by Beeple, a famous digital artist, has been recently auctioned by
Christie’s for an amount close to 70 million $, paid entirely in cryptocurrency. In
a rather similar way to what happens in the art market, we are witnessing a great
diffusion of NFTs in the field of collectibles. The most famous case is probably
made up of Cryptopunks, a collection of pixel art images that are continually resold
among crypto collectors, who now come to pay them several million dollars. Notbad,
considering that it is a “limited” collection of ten thousand avatars. If Cryptopunks
is a frontier product between art and the collectible, the NFTs have however enabled
brands to sell digital versions of their products, creating new possibilities. This is the
case of Gucci, which released virtual shoes in the form of NFT, at a price of only
12.99 euros, in sharp contrast with the value of its traditional products

OVERVIEW OF POLICIES RECOMMENDATIONS
ON PUBLIC POLICIES

Blockchain platforms are evolving concerning their origins characterized by the
management of cryptocurrencies. Currently, we look carefully at the use of this
technology in numerous different application fields: financial services, manufacturing
companies, supply chains, healthcare, insurance, real estate, TLC. This use takes
place by integrating the Blockchain with already used Company systems that are
part of the digital platform on which the activities and new technologies such as IoT
and Business Analytics platforms are based. The growth of the architecture of the
Business platform now sees the Blockchain as a value to be integrated internally to
achieve the business objectives linked to digitization.
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The Blockchain allows individuals, people, communities, and organizations to
have agreements and to store and manage all information and processes without
resorting to a central authority. It is recognized as an important tool for the creation
of a shared trust, potentially the bearer of an infrastructure capable of promoting the
growth of a digital economy. All of this has and will have significant implications
involving many of the economic, social, and political institutions. The continuous
succession of digital transformations can open up new scenarios for the exploitation
of this technology, transforming it into a point of reference for rethinking efficient
processes also for the Public Administration.

The Blockchain is a crucial component of the upcoming generation of the
World Wide Web, often referred to as Web 3.0. It can facilitate and catalyze new,
decentralized, and highly automated digital markets that create new businesses and
are sources of innovation and economic growth. For this reason, the European Union
has implemented several initiatives to explore and support the nascent Blockchain
industry, including: “European Blockchain Observatory & Forum”, “Blockchain4EU:
Blockchain for Industrial Transformation”, “Blockchains for Social Good”, “Study
on the Opportunity and feasibility of an EU Blockchain Infrastructure”, “European
Blockchain Services Infrastructure”. Several reports have been drawn up that
photograph the current situation in Europe, possibilities, and potential, emerging
issues, and the evaluation of the best options available to foster innovation, allowing
citizens and industries to reap the maximum benefits.

While European continent can count on a well-established legal and regulatory
apparatus, such as to allow the development of a usable platform, there are some
areas affected by this technology where there is no clear and shared legislation by
all the component countries or exists in an embryonic way. This puts a brake on
innovation, especially in terms of investments by companies.

The most obvious need is to clarify from a legal and regulatory point of view,
first of all resolving the tensions between the GDPR and the Blockchain. The
important topic of comparison concerns the implications related to reconciling the
Blockchain with the General Data Protection Regulation (GDPR). This regulation
was conceived before the new technology was well known and therefore is based on
the implicit assumption that the Archive is a centralized mechanism for collecting,
storing, and processing data.

Other priorities that have emerged can be listed as follows: the need to continue to
focus on research and the growth of skills, to insist on addressing the adoption where
possible of Blockchain technology in both the public and private sectors, promoting
the greatest possible collaboration between Governments and Companies. However,
the continuous study of the entire ecosystem remains essential, providing information,
data, and analysis as well as in the objectives of the initiatives mentioned above.
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The first answers can already be found in the EU Resolution of 3/10/2018 on
DLT and Blockchain, in which, based on the study initiatives undertaken, numerous
(14) areas of intervention have been defined where the introduction of Blockchain
must be stressed, analyzed, and supported, both in terms of benefits and in terms
of impact.

They follow a set of rules to grow Blockchain adoption in Europe. The
demonstration of how the topic is of great interest in Europe is the institution of the
Horizon award organized by EIC. It is worth mentioning other important initiatives
aimed at providing recommendations for the adoption in Europe of technological
standards on DLT / Blockchain (CEN-CENELEC Focus Group) and the various
working groups in operation on the ISO / TC 307 standard aimed at establishing
the standardization criteria relating to all implementation aspects of the technology.

Conclusion

We have analyzed what is meant by blockchain, what are the fields of application
with their relative advantages, how blockchain integrates into the broader industrial
processes and digital business platforms and how they reinforce it and ai solutions,
and, finally, what is the current local and European regulatory scenario. Here we
define the actions that SMEs need to take to benefit from these new solutions.

MODEL FOR ACCOMPANYING BLOCKCHAIN PROJECTS

To support the adoption of this new technology, it is important to make available
supply chains and territories accompanying tools that facilitate the adoption of this
technology by the various potentially interested parties (Ji et al., 2022). These new
services based on blockchain may help SMEs to:

e  improve knowledge about technologies and major projects underway;

e  contributing to the development of skills and competencies (technical, legal,
and process) and defining professional accreditations to facilitate better
accreditation of solutions and regulatory compliance of applications;
facilitate the creation of integrated initiatives and projects;
support the agile development of solutions, thanks also to the use of properly
“controlled” development environments and the sharing of semi-finished
products and building blocks;

e  support the definition of certification models for applications that use
blockchain

e facilitate the onboarding of actors and the dimensional growth of projects.
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A model such as the one described above should not necessarily be managed in
a centralized way but could aim to “federate” different initiatives born in different
territories and could aggregate around a set of common principles useful to ensure
consistency and transversality of solutions (Huang et al., 2022). From this point
of view, the accompaniment model could be managed by both public and private
entities operating in the collective interest of a given supply chain or a specific
product segment.

The pandemic has highlighted the importance of digital and how much the PA is
lagging behind the rest of the country. It is highlighted as the public administrations
should be called to implement projects with a high content of innovation aimed, not
only at the rationalization of management costs and the development of services
with a view to their modernization but also to the strengthening of a process of
transformation of public services offered to citizens and businesses and that stimulates
public demand, increases the competitiveness of the territories and points to the
qualitative improvement of the services provided by the market.

SKILLS AND ORGANIZATIONAL MODEL
FOR USING A BLOCKCHAIN

SME:s need to be aware of the new decentralized approach that the IT world has
begun to use for application delivery and the creation of new ecosystems and
business models (Kant, 2021). In case there is an IT sector within the company, it
is necessary to provide the structure with the basic knowledge of this technology,
the added values it can bring, the existing platforms, and the points of attention. It
is, therefore, necessary to provide adequate classroom training and participation in
Proof of Concept (POC) consistent with the company’s target market. It is strongly
recommended, moreover, to involve in the studies and POCs identified by the
Company, also its customers and suppliers. A Blockchain use case is more effective
and significant the more external and heterogeneous figures participate in it, and
the resulting advantages are more tangible if exploited by the whole ecosystem.
Particularly effective in a short time is obtained, for example, going to intervene
in procedures involving multiple actors and where information and processes must
be shared in a trusted and secure way. With the Blockchain, processes that would
otherwise be more complex and composed of dozens of interactions are flattened
and shared, with obvious inefficiencies in terms of time and costs.

When it is not possible to carve out dedicated roles within the company for these
activities, it is necessary to turn to external IT professionals who can offer adequate
consulting support on this complex issue (Rijanto, 2021).
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The adjustment of procedures, involving the integration of Blockchain in the
procedures and thus allowing for better services/goods, increased profits, and
increased compliance, must not impact the normal operations of resources and must
allow for speed of adoption of these new technologies.

It will then be up to the IT team - internal or external - to communicate directly
to management what approach to use towards Blockchain, how this technology could
affect the organization and the sector in which the company operates, in particular,
reporting on potential problems and risks. The integration of the Blockchain in the
Business Processes cannot be separated from an integrated work of the IT team with
the operational Division owners of the processes (Operation, Production, Marketing,
Sales, Provisioning, etc.) (Wan, Gao, & Hu, 2022).

To get the most out of blockchain technology, you need to know its main aspects
and potential. Blockchain can help people to develop, store, transfer data and
processes directly without a trusted authority. As described, it creates a widespread,
peer-to-peer, self-regulated, and reliable economic and transaction infrastructure. It
also creates the possibility for businesses to directly exchange value and data with
each other and co-manage complete processes. This means that business models
based on intermediation by large organizations are giving way to the opportunity to
implement “instant” business models created to exploit temporary opportunities with
new partners. The pervasiveness of technology is leading to a revolution in the way
goods and services are priced and traded. The company must have a clear framework
that highlights the concepts, opportunities, and risks of the new economic model that
blockchain technologies will implement (Biiyiikdzkan, Tiifekci, & Uztiirk, 2021).

The company must also be clear about the risks of underestimating the usefulness
of the blockchain. Companies that initiate blockchain projects are taking risks. But
companies that do not consider this technological revolution also risk being left
behind. You can focus on three areas: business context specifics, risk management,
and legal issues. Industry boundaries will become increasingly fluid as enterprise
ecosystems develop and blockchain increasingly influences decision-making and
automation. As the programmable economy takes shape, itis increasingly difficultto
imagine what enterprises will look like five years from now, as blockchain business
models are disruptive to even the most advanced platforms today.
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ABSTRACT

In this chapter, the authors holistically study different barriers in the path of
implementation of blockchain technology in the growth of the banking sector. Over
the last decade, blockchain technology has received a lot of attention. This disruptive
force of digital technology is becoming an imperative factor around the world by
changing the business models. This chapter includes three different research phases.
In the first stage, barriers were identified from the literature followed by interviews
with experts of the industry. Finally, the authors design an ISM impact matrix cross-
reference multiplication model. For the mass application of blockchain technology,
policymakers tend to remove the barriers that have been shown in this chapter.
On the basis of their importance, the blockchain technology application tends to
ease by eliminating the highlighted barriers. This study is one of the preliminary
attempts at the implementation of blockchain by identifying barriers and ranking
them according to their importance.

DOI: 10.4018/978-1-6684-4133-6.ch005

Copyright © 2022, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

EBSCChost - printed on 2/8/2023 11:36 AMvia . All use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Analysis of Key Barriers in Blockchain in Banking
INTRODUCTION

As the World is digitalizing rapidly it is high time we pay attention to the Security
level involved in the data transfer and its impact on Business processes. Security of
data had always been a concern and its importance are increasing as the processes go
online. In the financial sector, Data frauds and Leakage has been a major concern for
ages as the banks kept the processes away from public internet protocols., Blockchain
is emerging as a “Saviour” in managing this transition.

Blockchain Technology has applications in control, materializing, and
decentralizing the “Transaction” in the Financial Sector. Blockchain works on the
concept of Breaking the “information” into small data nodes and encrypting the
information for the next data node. This provides control on the data migration
from one data node to another, essential for security as that is where the hacking
happens. Each node is attached to an Encrypting code which helps the industry
to build multiple layers of Firewall Structure. Even though the data is open, the
information of the next data nodes is not leaked as the data is “Encrypted” and the
Target and Source of data are not “Crackable.”

The information from various sources is collected together in one group in blocks
with storage capacities which hold the information in a database. This database is
used in mining, creating a closed chain through cryptography. The immutability of
decentralized blockchain makes the datairreversible, thus recorded permanently. The
digital information, in form of hyper ledgers through distributed ledger technology,
can record, alter, delete, and destroy the database.

Thus, blockchain can be used to store cryptocurrency transactional history, legal
contracts, product specifications, inventories, etc. as they have the intrinsic value
which is trustworthy and fast in transmission as it uses a public internet framework
to transmit, with miniscule cost. This helps to sustain the all-important credibility
of Blockchain.

Blockchain has played a crucial role in Crypto Market in controlling and making
the transactions smoother, although it is still possible to hack as there have been a
few instances of the same. The use case is still “Subjective” as many countries are
in the dilemma of whether to Legalize the cryptocurrency usage or not.

This study determines the factors which focus on the application of blockchain in
the Banking Industry, providing for the fast and smooth functioning of the banking
industry. This research is one of the pioneering studies in the banking industry
to study reciprocal relations among all the factors obstructing the application of
Blockchain in the banking Industry. Ranking the barriers on their dependence and
driving power and studying the interrelationship among all those barriers in the
application of blockchain ISM is used by expert opinion method analysis.
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To provide a deep and precise understanding of the subject matter, the paper
is divided into seven sections. The introduction of the paper held in section 1 is
followed by analyse of the research gap with the help of past literature in Section 2.
In section 3 the detailed research methodology is discussed, forming a questionnaire.
ISM is covered in section 4 and section 5 and the results and further discussion are
covered in section 6 and section 7.

LITERATURE STUDY

We focused on literature related to cognizance and barriers impacting Blockchain
and the ISM model, to establish the framework for the study.

Understanding Barriers to Application of Blockchain

The vigorous promotion of the development of Blockchain technology and its
applications in various processes is done by several countries to reduce the spread
of distorted information and to improve the trust between the enterprises that use the
same (Wan & Li, 2021). He, 2021, focuses on the rapid use of Blockchain technology
in Fintech research and how it has impacted the development of traditional financial
formats. Blockchain technology is now being used by few Indian banks and they
are deriving benefits from the same. However certain, challenges are faced by
them in the implementation and adaptation of blockchain which act as barriers for
widespread implementation (Patki. A & Sople. V,2020). For the assessment of banking
transactions blockchain assessment has been used sporadically and is successful (Shah,
T & Jani, S., 2018). To address the issues of security, at the network, transaction,
smart contract, and ledger levels, a common platform is needed to be created using
the Blockchain technology (Karanam M. et. al., 2020) For the Indian service providers
there are significant opportunities in the execution of blockchain technology in
Indian industries. The growth of the blockchain ecosystem and implementation in
India is driven by policy and regulations (Jani.S., 2019). Blockchain technology
brings the revolution to the banking sector with applications in crowdfunding, KYC,
digital verification of documentation, credit information, and various other services
provided by the banks (Palihapitiya, T., 2020). Barriers in adoption of blockchain in
the health care sector were identified (Sharma & Joshi,2021). The most marketable
innovation in FINTECH is the Blockchain (Knewtson & Rausenbaum, 2020). In
Blockchain cryptographic hash code is used to connect the blocks to eliminate every
possibility of failure (Rabbani & Thalassinos, 2020).
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Understanding ISM

Structuring, directly and indirectly, the mentioned elements into an inclusive
methodical model, an interactive modeling technique (Interpretive Structural
Modeling - ISM) is used. In 1974 John Warfield has firstintroduced ISM Analysis. In
ISM Analysis the interrelation variables are studied with the logical and mathematical
drivers and the relation between these variables will be established (Lohana, 2021).
ISM is used as a process for model development and for identifying the relationship
between various elements involved in textbook content transformation (Rahman,
et al. 2013). To establish the association between the identified barriers for cloud
computing ISM was used and Matrices d’Impacts Croises Multiplication Appliqué a
un Classement (MICMAC) analysis was carried out to identify the most significant
barrier (Raut et. Al, 2018). In the context of green economies, ISM was used to
identify the drivers for adopting green business, ISM and MICMAC were used to
build a set of knowledge for resource maximization in the green business (Sarkar,
et.al, 2021).

Forevaluating inter-relationship between identified Critical Success Factors, ISM
was used which is carried out by MICMAC analysis to classify those factors based
on their dependence and driving power (R. Attri et al., 2020). For the expansion and
promotion of solar energy in the Indian rural sector, Fuzzy MICMAC was integrated
with ISM methodology to identify the interrelationship among the identified
barriers (Sindhu et. Al. 2016). To analyze the relationships among the elements for
manufacturing wastes Interpretive structural modeling has been used and to find
out the driving and dependence power of identified variables for manufacturing
waste MICMAC is applied (Patidar et. al., 2017). ISM and MICMAC analysis has
been used to identify the factors affecting the performance of reverse logistics in
relation to customer satisfaction, (Tiwari. k R, 2013). ISM model was used in the
cement industry to develop a direct relationship among different factors for energy
conservation and management (Saxenaetal. 1990). Interpretive Structural Modeling
(ISM), was used to analyze the interrelationship among the factors and their influence
on the development of the Portuguese Entrepreneurship Ecosystem (Banha et al.
2017). To establish interrelationship among the factors for the hospital inventory
management ISM was used and on the basis of their driver and dependence powers
categorization of the factors was done with the help of MICMAC (Kumar, D., 2015).
Interrelated challenges in the Indian Context were ranked with the help of the ISM
Approach and MICMAC Analysis was applied to categorize these challenges on
the basis of Independence and interdependence power between these challenges
(Hota, J. 2021).
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With the rapid use of Fintech in the banking sector Blockchain has become a key
factor for the banking industry. Little research have been conducted in the field of
blockchain as the difficulty lies in finding literature by the researcher on which the
barriers for the application of blockchain can be ranked by using ISM or any other
model. This study will fill a vacuum in the literature by serving as a pioneer in the
subject of blockchain in banking. In table 1, thirteen barriers that were found from
the past published research and after discussions with experts are shown.

Table 1.
S. No Barriers Description Author
P. Garg et al (2020); Saheb,
Scalability of processing power is a T., & Mamaghani, F. H.
1 Scalability difficulty in terms of device computing (2021)., Palihapitiya,
capability. Thulya. (2020). Jayasuriya
et. Al (2021)
There are few instructions and rules
on how financial services can use P. Garg et al (2020);
Regulation and blockchain to manage their internal Jayasuriya et. Al (2021),
2 . . .
governance network and external information Kumutha & Jeyalaksshmi.
exchange in terms of payments and (2021)
transactions
Lack of awareness Issue cost are very low when compared P. Garg et al (2020), Saberi
3 and understandin to traditional fund-raising methods et al., 2019, Kumutha &
& & Jeyalaksshmi. (2021)
The cosF and efficiency of blockchalp P. Garg et al (2020),
are crucial elements for mostly banking .
.. L . (Casino et al., 2019; Zheng
4 Cost and efficiency organizations. The transaction cost can
. R et al., 2017, Kumutha &
be saved by the blockchain but it needs .
L o Jeyalaksshmi. (2021)
high initial capital investment.
For Infrastructure development the initial P. Garg et al (2020); (Reyna
5 Infrastructure investment is very costl etal.,
¥ costy: 2018
N Blockchains erendaplllty of dlstflbuted Cinque & Esposito, 2018;
The dependability of | network may jeopardize blockchain .
6 L. . T., & Mamaghani, F. H.
distributed networks applications’ fault tolerance and 2021)
performability. ’
For the application of blockchain in
. . enterprises Security and privacy in T., & Mamaghani, F. H.
7 Security and Privacy blockchain networks is the primary (2021).
concern
Technological Managers are unaware of blockchain
8 g working and benefits it brings to their (Kersten et al., 2017)
unawareness -
enterprise.
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Table 1. Continued

S. No Barriers Description Author

When considering organisations for

9 Firm size blockchain applications, contextual (Min, 2019), Kumutha &
factors such as firm size must be Jeyalaksshmi. (2021)
considered.

Heavy resources will be consumed by

Energy and resource blockchain network. Banks have got to Palihapitiya, Thulya.

10 consumption think about carbon footprints they are (2020).; Jayasuriya et. Al
P leaving behind by using Blockchain (2021)
technology.
The transaction cost will raise gradually
11 Transaction cost in the later year after adapting the Palihapitiya, Thulya. (2020).

blockchain technology.

Given the significant volatility of the
crypto currency market, the use of
12 Currency stability Blockchain payment will be heavily Kawasmi et. Al. (2020)
reliant on the stability of its underlying
crypto currency.

Because of the circulated nature,
Blockchain based exchanges may go
through a few hours to finish until all

13 Time and Complexity | gatherings update their relating records.
This inactivity would make a lot of
vulnerability for exchange members and
open a gap for digital lawbreakers

Kumutha & Jeyalaksshmi.
(2021)

RESEARCH METHODOLOGY

Details of research methodology implemented are elaborated in this section and
Figure 1, explains the methodology followed in the study.

Post the Industrial revolution 4.0, with the introduction of Fintech and Al in
banking industry, the application and adaption of blockchain is the need for the
industry for the seamless functioning of the bank. 30% of the bank infrastructure
cost can be reduced by the adaptation of blockchain. For application of blockchain
public banks like SBI have collaborated with other commercial banks along with
the other private banks like ICICI Bank, Yes Bank and Axis Bank who have also
adapted the Blockchain technology for their banking business (Meity, 2021). The
study’s focus is on identifying and removing barriers to Blockchain technology
application in the banking sector. ISM is used to rank the identified barrier and the
below mentioned steps were involved in ISM methodology (Kannan et al., 2009):

) Step 1: All variables considered (Barriers) are listed
e  Step 2: For pair wise examination, with the help of identified variables in step
1 a contextual connection is recognized
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e  Step 3: SSIM is developed to pair up the relationship among variables.

e  Step 4: In ISM a fundamental hypothesis is made to check the transitivity
among the variables. If variable P and Q are interrelated and the variable Q
and R are interrelated, in that case variable P and variable R are related to
each other.

Step 5: The reach-ability matrix is spliced to different levels.

Step 6: A directed graph is drawn on the basis of association found in the
reach-ability matrix after removal of transitive links.

Step 7: The resulting digraph is transformed into ISM

Step 8: After development of resulting digraph some essential modifications
can be made as required and review of ISM model and checking “conceptual
inconsistency”.

Figure 1. Research framework

Literature review on Blockchainbarriers and ISM

Collect barriers from different literatures and expert after discussion

Development of questionnaire and collection of data in SSIM matrix

Result & discussion

Conclusion & x’Scope for Future research

Currency stability, Technological unawareness, Security and privacy, Regulation
and governance, and Energy and resource consumption are included in the major
barriers. From the past literature and opinion from the expert thirteen barriers are
shown in the table 1 for study.

Modified from Diabat et.al. (2013)
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Figure 2. Flow diagram for preparing the ISM model.

Scanning the Ltcrature
Review in the Arca
List Down all the Bamers in
the field of R as shown Identification of barriers in RP.
mn table -
Obtaining the Export’s
* Opinion
v
Construct the Develop a Stnactural Establishing the Contextual
Roachability Matrix - Sclif-mnraction Matrix Relationsdiip (X)) between
from SSIM (SSIM) Variables f and )
k\."',‘“";'.:'h"l“"’l\"&"l”“"w Formation of Digraph Remove Transitivity from the
Digraph
Various Levels

Y Check for
s Replace Variabkes Nodes with

Relationship Statoments

Nooessary
Modifications

any

Matnix

Concepual

Revise the
Reachabilty

Inconsidency

Reprosent Relationship

Statcments into Model for the Calculate the Driving and
Basiers Dependence Power of the
Variables
ISMm MICMAC

Plot the Vaniables on a Graph Perform MICMAC Analysis by

ISM Esablished Based on Driving and s Classifying  Drivers into Four
Dependence Power Clusters viz autonomous

dependent, linkage and drivers

FORMATION OF QUESTIONNAIRE

Dueto varied investment needs and governmentinitiatives, an individual’s investment
attitude and behavior in India is considerably different from that of any other country.
The major objective of the study is to highlight the importance of different factors
for the adaption and application of blockchain by the implementation of ISM. From
literature review and by discussion with experts, thirteen barriers are taken to analyze
the barriers for the application of Blockchain in banking. Only 15 experts out of
the twenty-seven experts participated in the research. These experts are the senior
professors from different universities and senior managers from the banking industry.
All the responses were combined and sent to the two experts for the final results
analysis. Once the individual results from the individual experts were received, a
response matrix was prepared based on expert responses and brainstorming among
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the authors. The specialists were chosen through personal contacts with researchers
from various locations across India who had at least fifteen years of field experience.

APPLICATION OF ISM

Reachability matrix (Structural self-interaction matrix, SSIM) is developed with
the succor of four chosen variables (V, A, X and O) to start the context-specific
association between the identified variables in ISM analysis. With the help of these
four symbols the pairwise relation is shown for the variable i and variable j. Symbol
V stipulate that for factor j, factor i is responsible, Character A indicate that the
responsibility of factor I lies on factor j. In case both factors i and j are in charge
for each other it will be indicated by sigh X. If both factors j and i are not in charge
for each other it will be specified by ideogram O.

Table 2. Structural self-interaction matrix (SSIM).

Factors affecting application of

Blockchain 13 |12 | 11 10 9 8 7 6 514 3 2 1
1 Scalability X O A \% o X | A A V|V X
2 Regulation and governance A A \% v A X |0 A V|V X
3 Awareness and understanding A X A\ A (6] O |A X vV | X
4 Cost and efficiency X X \% A A V| A X vV | X
5 Infrastructure v (6] A v (@] V|V (6] X

The dependability of distributed

>
o
o
<
o
>
o
>

networks
7 Security and Privacy A A A A X
8 Technological unawareness
9 Firm size

Energy and resource
consumption

11 Transaction cost X A X

12 Currency stability

13 Time and Complexity

Once SSIM matrix is developed, the next step is to convert the matrix information
into the binary numbers to develop reachability matrix.
The conversion is done by the rules as follows:
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“(j, i) entry will becomes 0 and the (i, j) will becomes 1 in the reachability matrix
if in the SSIM “V” is entered in the (i, j).

“(j, i) entry will becomes 1 and the (i, j) will becomes 0 in the reachability matrix
if in the SSIM “A” is entered in the (i, j).

“Both (j, i) entry and (i, j) entry will becomes 1 in the reachability matrix if in the
SSIM “X” is entered in the (i, j).

“Both (j, i) entry and (i, j) entry will becomes 0 in the reachability matrix if in the
SSIM “O” is entered in the (i, j).

After required transitivity the reachability matrix is created and shown in table 3.

Table 3. Reachability matrix after transitivity

1 2 3 4 5 6 7 8 9 10 11 12 13
1 1 0 1 1 0 0 0 0 0 1 1 0 1
2 1 1 1 0 1 1 1 1 1 0 1 0 1
3 0 0 1 0 1 0 0 1 1 0 0 0 0
4 1 0 1 1 1 1 1 1 1 1 0 0 0
5 0 1 1 0 1 1 0 0 0 0 0 0 0
6 1 0 0 0 0 1 1 0 1 0 0 0 1
7 0 0 0 0 0 1 1 1 1 0 1 0 0
8 0 0 1 0 0 0 1 1 1 1 0 0 1
9 1 0 1 1 0 0 0 0 1 0 1 0 0
10 1 0 1 1 1 0 0 1 0 1 1 0 1
11 1 1 0 1 1 1 0 0 1 1 1 0 1
12 0 0 0 1 0 0 1 0 0 0 0 1 1
13 0 0 1 1 1 0 1 1 0 1 1 0 1

For each barrier the reachability and antecedent set is calculated from the final
matrix (Wardeld, 1974). The reachability set for a factor includes the factor itself
as well as any other factors that may aid in its achievement. The antecedent set
for a factor is made up of the factor itself as well as other elements that aid in its
attainment. To make the iterations, the intersection of the reachability set, and the
antecedent set is determined for all the barriers. The barriers with same reachability
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and intersection were kept on the top-level barrier hierarchy of ISM. These are the
factors that were ranked 1 in the making of iterations and other factors would not be
impacted by these factors. These factors will be eliminated from the reaming factors
after making the first iteration and leveling of all the 13 barriers is concluded in four
iterations as shown in table 4. The Diagraph of final model of ISM is constructed
by using all the identified levels of factors after all the barriers receive a level in
ISM Hierarchy.

Table 4. Level split for barriers: iteration I to iteration IV.

Key Factors Reachability set® Antecedent set ~ Intersection set Iteration
3 3,5,89 1,2,3,4,5,8,9,10,13 3,5,8,9 I
5 3,5.89 1,2,3,4,5,8,9,10,13 35,89 I
8 3,5,89 1,2,3,4,5,8,9,10,13 35,89 I
9 3,5,89 1,2,3,4,5,8,9,10,13 35,89 I
7 7,10,13 2,3,4,7,8,10,13 7,10,13 1T
10 7,10,13 2,3,4,7,8,10,13 7,10,13 I
13 7,10,13 2,3,4,7,8,10,13 7,10,13 1T
1 14,11 1,4,8,10,11,13 14,11 I
4 14,11 1,4,8,10,11,13 14,11 1T
11 14,11 1,4,8,10,11,13 1,4,11 I
6 6 2,4,5,6,7,11 6 I
12 12 12 12 111
2 2 2,5,11 2 v

The final reachability matrix is used for the creating of the structural model as
shown in fig 3. The arrow heading towards j and i reveals the confederation allying
the factors j and i. Finally, ISM model is presented through digraph converted
through the resulting graph.

RESULT AND RECOMMENDATIONS

This analysis, by identifying and emphasizing on the most essential factors of
blockchain technology, that prevents the application implementation in the banking
sector, can help in faster and better implementation of blockchain. Below mentioned
are the key findings of this research:
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Figure 3. ISM based model for barriers.

Lack of awareness 3| Infrastructure | Technological <] Firm size
and € unawareness
understanding € €
Scalability Cost and ] Transactio Security Energy and Time and
efficiency n cost and resource Complexit
< < < Privacy < consumpti [€ y

on

The dependability of
distributed networks

Currency stability

Regulation and
governance

InFig 3 acomplete model for ISM is developed. The ISM model reveals four distinct
levels of factors with Lack of Awareness (B3), Infrastructure (BS), Technological
Unawareness (B8) and Firm Size (B9) are on the top of the hierarchy level and
Regulations and governance (B2) at the bottom level of hierarchy. Complexity (B13)
has the highest driving power

LIMITATIONS AND SCOPE FOR FUTURE RESEARCH

ISM framework has been developed through thirteen elements as barriers to the
usage of blockchain in the Indian banking Industry. To denote the suitability of the
research objective to focus on impediments, few barriers have been identified but
not included in this study. Further suggestive measures are derived for the smooth
functioning of Indian banking industry, leveraging the implementation of blockchain
technology and to eliminate the identified barriers for the same.
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ABSTRACT

The chapter focuses on robustness of blockchain technology for recording a chain
of transactions and maintenance of data. The initial sections of the chapter explain
basic concepts like cryptography, double-entry ledger, cryptographic hashing,
etc. that have been used in the development of blockchain technology. The authors
explain the functioning of blockchain and its advantages in terms of time- stamped,
immutable records. Blockchain represents a chain of transactions in the form of
blocks that are connected through a hash unique to each block. Blockchain offers
solutions to many real-world problems like recording the transactions and maintaining
the records in a decentralized manner making the system efficient and yet ensuring
transparency and safety. In subsequent sections, the authors discuss several use
cases of blockchain in insurance and banking. The important applications include
[fraud detection and risk prevention, decentralized insurance and cheaper premiums,
reinsurance, cross-border payments, trade finance, and compliance.
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INTRODUCTION

This chapter focuses on the application of Blockchain Technology in the Banking
and Insurance industry. Banks as well as insurance companies have large data which
is to be shared with their clients. An insurance company handles numerous data
sets for policies issued to their clients, claim processing and settlement. Blockchain
Technology enables the handling of this voluminous process in automated manner
without much human intervention. All the records can be shared in the form of
digital ledger and the permission can be given to network users in the open form or
the restricted access with permission. This enables the users to add the information
without permitting any editing in the records. It’s a safe and secure way to share the
records and increase the efficiency in processing and settlement of claims.

Similarly, Banks also handle huge data sets pertaining to mortgages and other
loans. These records have to be maintained and payments have to be recovered. Smart
contracts and digital ledger can make the process robust and smooth for the bank as
well as clients. The Block Chain Technology may cause huge disruptions in Payment
system. Cryptocurrency based on decentralized ledger enables the faster payment
system though the benefits come with probable risks of fraud in the banking system.

In this study we begin with the understanding of basic concepts related to
Blockchain Technology like cryptography, distributed ledger etc. The discussion
further extends to describe the blockchain technology and its features like, how the
technology offers transparency, data security, record keeping, immutability, cost
effectiveness etc. The next section describes several applications of blockchain in
insurance sector like claim settlement, micro insurance, reduced premium cost,
fraud detection etc. The study covers the start-ups which are offering blockchain
based solutions to insurance companies to solve the problems of record keeping,
double dipping fraud investigation, faster claim processing etc. Next section covers
the application of blockchain in banking services like cross-border payments, trade
finance, compliance and financial inclusion. The discussion covers the real-life use
cases of blockchain by banks and solutions offered by fintech companies.

BLOCKCHAIN CONCEPTS

Background

Property title frauds has been a significant problem in Honduras - a Central American
country. Almost 70-80% of privately owned land was estimated to have an improper

or no title at all. Title records were unreliable, and bureaucrats could simply assign
properties to themselves by modifying the records. In 2015, Honduran government
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decided to have a national level digital database of land titles (Andrikos, 2021) that
would be secure and reliable. Such a database could be used to prevent land thefts
(mostly from poor people), illegal deforestation and mining and protect mortgages
and contracts.

United Nations World Food Program (WFP) helps feed millions of people around
the globe. Since 2009, the program shifted to transferring money to people who
needed food instead of delivering food itself. While this approach was expected to
expand the program’s reach and help the local economy, itrequired coordination with
local banks. Besides transaction fees, the key challenge was how to reach out to the
people —often living in refugee camps and war-torn areas — without any government
identity documents or bank account. In 2017, WFP launched a tech-based pilot
project to make cash transfers cheaper, faster, and more secure (UN Women, 2021).

You must have heard about companies selling property on the moon. Many
celebrities have bought into these schemes even though international treaties do
not allow ownership of extra-terrestrial land and these schemes may be outright
illegal. Now, how about the idea of non-existent or virtual land being sold for
millions of dollars? Sounds unbelievable? Recently, New York based company
spend $4.4million to purchase digital land through The Sandbox (News 18,2021), a
virtual world platform where people can socialize and perform all kinds of activities
including purchase of goods and services and financial transactions. Platforms like
the Sandbox claim to be a part of the Metaverse — an internet based digital world
where online interaction would be as good as the real world using Virtual Reality
(VR) technology. There are only limited plots of land in the two largest Metaverse
platforms — Sandbox and Decentraland — and both companies have said that they will
never create more land. Technologists believe the metaverse will grow into a fully
functioning economy in a few short years and investors are buying concert venues,
shopping malls and other properties in the Metaverse (Kamin, 2021) What would be
the money in this digital world? What would be the technology to conduct financial
transactions and purchase goods and services? How would you prove ownership of
your digital home and other things that you own?

Over the last few years, Bitcoin and cryptocurrency have become mainstream
names. Cryptocurrencies are digital currencies that can be used for decentralized
peer-to-peer financial transactions without the need of a bank. In 2021, the overall
market cap of cryptocurrencies grew by ~300% and hit the $3 trillion mark which
is more than the GDP of India. Despite being highly volatile, cryptocurrencies have
become a major asset class today. But what is the underlying technology behind
cryptocurrencies?

Allthe above-mentioned applications are based on a single underlying technology
—something called the Blockchain. What is a blockchain? How does it work? Before
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getting into the details, let us look at some basic concepts. Understanding these
concepts will improve your understanding of the blockchain itself.

Ledgers

A ledger is a book of records. Ledgers are generally associated with financial
accounting. However, financial accounting is only one of the areas where ledgers
are used. Ledgers can be used to record all kinds of transactions. In addition, ledgers
can be used to record ownership (property registers), identities of individuals and
business entities (UIDAI or Aadhar database, registry of company records), rights
and status (voter register, marriage register).

Human beings have been known to maintain ledgers since ancient times. Clay
tablets discovered in Iraq, dating back to 5,000 BC were used to keep records of
sales and purchase of goods.

Double-entry Book-Keeping and Origin of Banking

The mostimportant contribution of ledgers to our economic development was through
a technique called double-entry bookkeeping. In this form of bookkeeping, every
entry into an account must be accompanied by a corresponding and opposing entry
into a different account. The two types of entries are called ‘debits’ and ‘credits. In
double-entry bookkeeping, every debit entry in one account must be accompanied
by a credit entry in some other account and vice-versa. The concept of double-entry
bookkeeping was known to the Romans and some of the early Middle Eastern
civilizations. Jewish bankers in Cairo, Egypt were supposed to be using this system
of bookkeeping in the 11th century and merchants of Northern Italy brought the
technique to Europe in the 14" century.

In 1494, Luca Pacioli — an Italian mathematician, a monk and a partner of
Leonardo da Vinci — published a mathematical treatise named Summa (Devlin,
2019). Summa covered almost all the mathematics known at that time and due to
the recent invention of printing press, it became one of the first mass-produced
mathematics books and was widely circulated. The ninth chapter of this book
dealt with business mathematics. It was in this section that Pacioli documented the
accounting techniques in use amongst northern Italian merchants including double-
entry bookkeeping and trial balances. This was the first known documentation of
the double-entry bookkeeping process and Luca Pacioli is regarded as the “Father
of Accounting” because of this work.

With single entry ledgers, a merchant recorded all the transactions in a single
column and counted the money at the end of the day. Whether you bought something
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or sold something, whether you owed money to someone, or someone owed money
to you — all transactions were recorded in a single column.

Double-entry bookkeeping was revolutionary as it allowed a merchant to check
different aspects of his business. A trader could separately see what he bought and
sold over a period. The difference between sales and purchases was the profit from
trading. He could even segregate the profits from different activities and figure out
which businesses were more profitable than others. Similarly, a merchant could
separately represent what he owed to others (suppliers and lenders) and what was
owed to him (customers and borrowers). The difference between the merchant’s assets
and liabilities was the capital invested in his business. This allowed merchants to
focus on profitability and maximization of capital. It also led to the development of
financial statements like balance sheets. Financial statements became the common
language for businesses to demonstrate their value and creditworthiness. Scholars
have considered double-entry bookkeeping as one of the enablers for a society based
on the allocation of capital, the system known as capitalism.

While lending and borrowing have been in existence for thousands of years,
roots of modern banking can be traced to medieval Italy. The most famous Italian
banking family was the Medici family of Florence (Wikipedia, 2021). Giovanni
de Medici founded the Medici family bank in 1397. Medicis were the pioneers of
branch banking with branches in all major European cities. They also pioneered the
use of Letters of Credit for settlement of trade transactions. They also popularized
double-entry bookkeeping. Medici realized that it was critical to accurately track
the capital flowing through their banks and eliminate any reconciliation errors.
With the use of double-entry bookkeeping, they were able to provide an accurate
representation of customer transactions as well as their own financial position.
Thus, they created a reputation for reliability and safety of funds which helped them
expand their banking empire.

Public Key Cryptography

The word cryptography (Merriam-Webster,n.d.) comes from two Greek words —
“kryptos” meaning “hidden” and “graphein” meaning “to write”. We can think
of cryptography as the study of techniques for secure communication (Wikipedia,
2022). Cryptography is primarily used for encryption.

Encryption involves encoding a message in such a way that it is accessible to the
intended recipient only. As part of secure communication, information is encoded
using encryption techniques into something that appears unintelligible. The encrypted
message is sent to the authorized recipient who converts it back to its original form.
The reverse process — converting an encoded message back to its original form —
is called decryption and it requires password or secret key. Encryption technique
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should be such that any unintended recipient should not be able to extract the original
information from the encoded message.

Till 1980s, encryption techniques were primarily based on the sender and the
intended recipient using the same key. The sender encodes the message using some
mathematical rule. Upon receiving the encoded message, the recipient applies the
same mathematical rule in reverse and extracts the original message. Because the
sender and the receiver used the same mathematical rule (or key) to encode and
decode a message, this encryption technique is also known as symmetric encryption

One of the earliest examples of such a technique was the Caesar Shift Cipher
used by the Roman army. It was a substitution-based technique where each letter or
alphabet was replaced by a letter some fixed number of positions away. Encryption
and decryption were based on shift, an integer value indicating the number of
positions each letter in the message had to be moved up or down.

Common symmetric encryption algorithms include DES, 3DES, AES and RC4.
3DES and AES are used in various types of Virtual Private Networks (VPNs)

Figure 1. Cryptography
Shift: 4
Cipher: EXXEGOEXSRGI

Encryption and decryption using symmetric keys is fast and straightforward and
this technique was very popular till 1970s. One of the most used forms of symmetric
encryption was the Enigma machine used by the Germans during the World War II.
However, it suffered from several shortcomings.

Key distribution was a major issue with symmetric encryption — a secret key
had to be created upfront and shared between the sender and receiver before any
secure communication could be initiated. There was always a chance that the key
could be stolen or copied while in transit. Theoretically, key exchange was still
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possible, if sender and receive belonged to a small, closed group. But this would be
impractical for commercial data exchange especially over the internet, where the
buyer and seller would have never met before. Another problem was the number of
unique keys to be created and maintained. For ‘n’ communicating parties, a total of

n(n-1
g keys would be required. If you communicate with 100 different parties,

2
*
you will need w =4,950 unique keys

Trust was another major issue with sharing symmetric keys — your counterparty
could turn rogue and share the common key with other parties.

The solution came in the form of asymmetric encryption also known as public
key cryptography.

Asymmetric encryption was proposed by two Stanford researchers — Whitfield
Diffie and Martin Hellman —in their 1977 paper, “New Directions in Cryptography”.
Their system allowed an unlimited number of people to communicate in complete
privacy.

In asymmetric encryption, each participant uses two keys — a public key which
is known to everyone and a private key which cannot be seen by others. The two
keys are related — in the sense that the public key is mathematically generated from
a private key. The mathematical function is such that the reverse is not possible —
someone cannot generate your private key even if they know your public key. The
sender encrypts the message using the public key of the receiver and only the receiver
can decrypt it using their private key. The message cannot be decrypted by a third
party who doesn’t have the private key of the receiver.

Asymmetric encryption solved the above-mentioned problems of key exchange
and trust and formed the basis of secured electronic communication over the internet.

RSA algorithm was the first implementation of public key cryptography. The
name “RSA” is based on the surnames of Ron Rivest, Adi Shamir and Leonard
Adelman, who publicly described the algorithm in 1978.

Bitcoin uses ECDSA (Elliptic Curve Digital Signature) algorithm to generate a
public key based on your private key. This public key becomes your Bitcoin address.

Cryptographic Hashing
While public key cryptography ensures confidentiality of communication, ensuring
data integrity is also critical. Data integrity ensures reliability and accuracy of

data and prevents any unauthorized modifications. This is especially important for
financial transactions and proof of ownership.
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While buying property, we always do a title search. Title search involves
constructing the chain of ownership from the present owner back to the original
owner of property. The chain of title ensures that the current ownership is legally
“clean” and can be transferred to a new buyer. In the digital realm, a sequence of
transactions is ordered by ‘timestamping’ the digital documents.

A commonly used method to authenticate data and ensure data integrity is to
‘hash’ the data that you have received and compare it with the hash of the original
message. The hash process is also used to create a digital snapshot of data in time.

A hash is an algorithm that converts an arbitrary sized input into a fixed size
string. If you give it the same input, it will always produce the same output. A hash
is a one-way function — running algorithm on a data will generate the hash for it but
by using hash, data cannot be generated. Even if there is a minor change in the data,
the hash will change. The industry standard is SHA-256 (Secure Hash Algorithm).

In the Bitcoin network, the party doing the transactions uses their private key
to sign the hash of the transaction (and not the transaction itself) — this results in
a small, fixed size signature even if the underlying transaction data is large. This
signature acts as the proof of ownership —network participants are sure that the
person with the right private key has signed the transaction.

Distributed Ledger Technology

Historically, recordkeeping has been a centralized process where the recordkeeper is
a trusted entity — government agency, bank, corporation. The centralized authority
controls access and updating of the database

Distributed ledger technology (DLT), on the other hand, is adecentralized database
wherein the control over the ledger does not rest with anyone entity — it is managed
by several or all the network participants depending on the type of distributed ledger.
In this sense, distributed ledger is different from other shared ledger technologies
likes cloud computing. In a distributed ledger, no single entity can amend past
ledger entries and no single entity can approve new additions to the ledger. There
is a pre-defined consensus mechanism based on cryptography — and built into the
design of the distributed ledger itself — to validate new data entries in the ledger.

At any given point of time, each network participant (or node) has a fully up-
to-date copy of the entire ledger. Any new entry must be broadcasted to all nodes.
Once the nodes collectively validate the change, the new entry is added to all the
ledgers, and everyone again has an up-date copy of the database.
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BLOCKCHAIN
What is a Blockchain?

A blockchain is a type of distributed ledger technology. The name ‘blockchain’
comes from the chronological linking of data blocks, like blocks of a chain. An
individual block consists of a group of transactions appended to the blockchain as
a single unit (called a ‘block’)

Timestamping is integral to a blockchain. Every block has a timestamp allowing
an audit trail of the correct order of all the blocks in the blockchain.

How Does a Blockchain Work?

Blockchain is a mechanism to store data in the secure and tamper-proof manner. As
the name indicates, blockchain is a chain of blocks where, each block represents a
specific transaction. These blocks are linked to each other through a mechanism
and hence the name Blockchain emerged. Whenever a transaction is done in the
chain, a new block is created, and a unique hash linked to that block is generated.
This enables the instantaneous sharing of information with all the members of block
chain. As soon as a transaction takes place, it is updated in the form of a block,
visible to all members and connected to all other blocks through its hash. A hash is
a unique code specific to a block. Each block contains the following components:

1.  Details of Transaction
2. Hash of Previous Block
3. Hash of this Block

This implies these blocks are linked to each other through their hash codes. By
looking at each block, one can see its linkage to preceding and successive blocks
through hash code. This gives rise to a chain like structure of blocks. Figure 2 depicts
the pictorial view of Blockchain where, each block carries the hash of previous block
resulting into chain of blocks.

Figure 2. Blockchain - a pictorial view
Source: Author Created

Block-Transaction x-1 Block-Transaction x Block-Transaction x+1
-Hash of Block x-2 -Hash of Block x-1 -Hash of Block x
-Transaction Details -Transaction Details -Transaction Details
-Hash of Block x-1 -Hash of Block x -Hash of Block x+1
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Unique Hash and Tamper-Proof Blockchain

Hash is a unique code generated for a block. Each hash code length is to be 256
bits and it must be unique for each block. Generally, SHA256 encryption is used
to create a Hash which generates a hash of 256 bits. Even if it is simple word like
“table” or “full book content encyclopedia” the outcome of hashing them would
always be a fixed length of 256 bits.

Blockchain mining is a concept associated with Cryptocurrencies which is a use
case of blockchain. It is to reward individuals to solve the “proof of work” consensus
algorithm to validate a block before it can be added to the block chain. The “Miners”
are the individuals/entities, who use Processors with very high speed known as
Graphic Processing Units (GPUs) with high computation power to generate the hash.
Each block is connected to its previous and successive block through this hash. As
depicted in the figure 2, a block for transaction x contains the hash of transaction
no. x-1 and hash of transaction no. x.

If someone tries to tamper the chain by changing the information in one block
then a new hash x’ is generated, this x” hash has no linkage with all the subsequent
hashes and the hash mentioned in x+1 block for previous transaction will not be
matched with previous hash and the tampering in chain will be immediately caught.
It can be understood with the following figure:

Figure 3. Blockchain — change of information and change of hash
Source: Author Created

Hash Apperaing in Block of ¢ Hash x-1: HHYYZZABCDPQRSSTTUUVV
Transaction x ¢ Hash x: GGHHYTURSTUBENYJIDMNNV

Hash Apperaing in Block of

rensacuion after * Hash x-1: HHYYZZABCDPQRSSTTUUWV

¢ Hash x': HFHGFIUWEUHWEHLEWHFIN

tempering (it will be treated
as x' a new transaction with
new hash generated)

Hash Apperaing in Block of ¢ Hash x: GGHHYTURSTUBENYJIDMNNV
Transaction x+1 ¢ Hash x+1: HVBHVBBVKJDBVKIDBVJKVB
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From figure 3, one can see that post-tampering, Hash of Block x changes to
Hash x* which is completely dissimilar to Hash x. This Hash x’ does not have any
linkage to next block and thereby successive blocks. Block x+1 continue to show
the previous hash as Hash x which is nowhere reflected in the previous block and
tampering will be caught and make the chain invalid.

To tamper with information in any one block, the hash of all the successive
blocks has to be changed, which is not an easy task, because generation of a hash is
time consuming process and with high-speed processors to change all the hashes in
chain, time may be as long as 6 months to several years depending upon the number
of blocks in the chain. This mechanism makes the blockchain a secure system of
recording transactions, storage of all relevant information, simultaneous sharing of
information with all members of blockchain, enforcing transparency and yet making
it tamper proof and thereby eliminating the need of any further validation by some
centralized authority.

Distributed Ledger

In common accounting parlance, a ledger is record in which all the transactions are
chronologically recorded. These records, wherever needed are substantiated by the
transaction records in the form of vouchers, invoices etc.

Blockchain is one type of a distributed ledger. Independent computers, known
as nodes, record transactions in their respective electronic ledgers resulting into
decentralized ledger. Blockchain organizes data into blocks, which are chained
together in an append only mode.

All the transactions are confirmed and validated through a consensus mechanism
among the members. All validated transaction blocks are linked and chained from
the beginning of the chain to the most current block. All members have exact copies
of ledger. This lowers the risk of fraudulent transactions. Any tampering attempt
would require changing the data across many places at the same time. Cryptographic
hashes generated by algorithm such as the SHA256 will result into a completely
different hash value even in case of very minute tampering with data. This will
indicate potentially compromised transaction input. Also, the digital signatures
using private key ensure that transactions are originated from legitimate senders. The
working mechanism of a blockchain can be understood from the following figure:
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Figure 4. Working mechanism of blockchain
Source: https://www.wipro.com/insurance/adopting-a-new-approach-to-demystify-the-future-of-
insurance-wit/

Blockchain is a peer-to-peer public ledger maintained by a distributed network of computers that
requires no central authority or third party intermediaries.
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Private vs. Public Blockchains
Permissioned and Permissionless Blockchains

Blockchains, which are open to everyone and does not require the permission from
some centralized authority, are known as permissionless or public blockchain. Public
blockchains have double protection in the form of linkages of blocks through hash
and distributed ledger technology. The most widely used form of permissionless
blockchain is for cryptocurrencies like Bitcoin or Ethereum. Each transaction leads
to the generation of a new block.

Permissioned Blockchains, also known as Private Blockchains are the ones which
are meant to be used only by a closed group of members and every new member
is to be validated by some centralized authority. This may be the case when data
on the block is sensitive and private in nature and data privacy is crucial in nature.

Oracles
Oracles are the third-party services which allows the smart contracts on blockchain

to interact with outside public data. The Blockchain contains the smart contracts.
Conditions on contract are to be matched with data off the chain. The blockchain
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cannot directly interact with off-chain data and oracles bridge this gap. Oracles can
be thought of an intermediary through which on-chain data can be matched with
off-chain data. The blockchain can take input from outside world through oracles
and send the output. For example, taking information whether a storm happened in
a particular area and matching this for insurance claim for a customer. Once data is
matched, output is to be sent to a bank network for release of payment. This is to be
done through input and output oracles. Other examples of data inputs from oracle
are price data,weather data, voting data, etc.

Blockchain oracles are entities that connect blockchains to external systems,
thereby enabling smart contracts to execute based upon inputs and outputs from
the real world.

Example of Oracles - Projects like Chainlink provide decentralized oracle network
services to many different blockchains. The input and output data feed to blockchain
through oracles can be understood with the help of following figure:

Figure 5. Oracles as a link between blockchain and off chain data
Source: https://chain.link/education/blockchain-oracles

Any Inpst Any Blockchain Any Ovipwt

An Oracle feed is provided by an external entity. While the whole premise of
blockchain is to ensure trust in the transaction data with the use of technology, here
trusting an external data source can lead to issue. For example, data feed may be
hacked by someone or manipulated by oracle feed provider in their favour.

Smart Contracts
Smart contracts are one of the most promising features of a blockchain. A smart
contract is a piece of computer code residing in a blockchain. As and when, certain

pre-determined conditions are met, the code will autonomously execute a contract
(e.g., a value transfer). Smart contracts can be used to fully automate insurance
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payouts, financial instruments and legal processes — presently these processes are
paper based and incur significant time and costs.

LITERATURE REVIEW

The blockchain has many potential finance applications—mainstream payment and
settlement, securities issuance, clearing and settlement, derivatives and other financial
instruments, trade repositories, credit bureaus, corporate governance, and many others.
Blockchain applications in many of these domains are already technologically feasible,
and the challenges are primarily legal, regulatory, institutional, and commercial.
(Varma J. R. 2019)

Blockchains could revolutionize the underlying technology of the payment
clearing and credit information systems in banks, thus upgrading and transforming
them. Blockchain applications also promote the formation of “multi-center, weakly
intermediated” scenarios, which will enhance the efficiency of the banking industry.
It is worth noting that the problems of regulation, efficiency, and security have
always sparked extensive debate in the process of each new financial innovation.
(Guo Y. and Liang C. 2016)

Non-cryptocurrencies applications based on permissioned blockchains are
currently being explored in many different sectors, such as energy, industry, supply
chain management and healthcare. A plethora of such applications are also considered
by financial organizations, as part of the wave of FinTech innovations. (Polyviou
A., Velanas P. and Soldatos J. 2019)

Companies have alluring opportunities to inculcate innovative skills and improve
their performance with the implementation of smart contracts. For instance, better
customer engagement, decreased time frame with reference to claims handling,
elimination of report duplication, payment automation and avoidance of disputes
may be experienced as a result of smart contracts. Blockchain technology attempts
to promise in revolutionizing the insurance industry, with an umbrella of bold
claims by facilitating and elevating the speed of claims settlements thus leading to
improvement of fraud management. (Shetty et al 2022)

Research Gaps

The existing research indicates that blockchain as a technology presents immense
potential in the areas like data storage, data security, transparency & enhanced
credibility in transactions etc. This chapter focuses on the application of blockchain
in the Banking and Insurance sector. There have been very few studies covering the
implementation of blockchain by fintech companies in terms of offering solutions to
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challenges faced by banking and insurance sector. This study fills the gap in terms of
studying the real-life applications of blockchain technology by start-ups which are
offering the blockchain based solutions to industry. Specific use cases are studied,
and the work put by start-ups on the application side of technology is discussed in
detail. The study also included the discussion with the industry incumbents to gain
insights on the benefits offered and challenges in the application of technology.

APPLICATION OF BLOCKCHAIN IN
THE INSURANCE INDUSTRY

Insurance industry is one of the earliest sectors which started employing blockchain
technology. The insurance industry has voluminous data storage needs in the form of
policy documents, premium collection data, customer Information, claim related data
etc. Despite lot of advancements in financial services sector, still majority of data
handling is done manually in insurance industry. At each stage right from purchase
of policy, generation of policy document, premium payments, claim processing and
settlement, customer KYC, human involvement is there which creates a probability
of error. This coupled with inherent complexity of insurance as a product/contract
for risk coverage makes the entire data chain quite amenable to erroneous record
generation and storage. For example, because of a wrong name entered at the time
of policy bond creation, the settlement of claims may be delayed as the identity
proofs of policy holder may not match with name on policy bond. Getting the name
changed in policy again requires human intervention in the form of defined process
and matching of all the records. There may be several other examples which warrants
the requirement of a more transparent and yet secure mechanism of storing records
and processing transactions.

As described in the initial sections of this chapter, Blockchain can be a solution
of this complex problem as blockchain offers a cryptographically secured method of
data storage in large quantity. The important applications of blockchain in insurance
industry are discussed as follows:

Efficient Claim Processing and Settlement

Presently claim processing and settlement process is completely handled manually, it
is lengthy, requires multiple verifications and open to human errors. The settlement
process may be delayed leading to customer troubles and causing regulatory
compliance issues for insurers.

The claim handling can be made smoother and more efficient with the help of
Smart Contracts in Blockchain Technology. Smart contracts are pre-coded conditions
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which if satisfied by the data input in blockchain by customers will lead to automatic
claim processing. A large part of claim processing involves standard documents to
be submitted by insured and standard conditions to be fulfilled. Smart contract may
ensure automated handling & verification of all these standard pre-conditions. It
will fetch data from oracles (data record outside the blockchain) to verify whether
the loss event took place or not. For example, in case of travel insurance, if the
information from oracles confirms that flight was cancelled then as the condition is
matched in smart contract, the loss will be automatically reimbursed. The process
can be quite simple in case of standardized insurance contracts where claims are to
be processes based on standard conditions like whether a particular area was draught
affected in case of crop insurance, whether car accident took place, etc. Undeniably,
each claim may have some unique elements to be verified manually; yet majority
of data validation can be efficiently managed with the instantaneous updating of
information by customers and its matching through coded smart contract making the
claim processing fast and efficient. This will lead to increased customer satisfaction,
reduced cost and robust & timely claim processing.

Further if all the transactions of claim processing are done on blockchain then
these transactions are secure, non-alterable and time stamped, no one can change
the details and timing of transaction. If the policy documents are on the blockchain
then identity of insured can be mapped to policy document and creation of forged
documents for probable misuse can be prevented.

Decentralized Insurance through Blockchain
and Cheaper Premiums

Insurance premium in the current form of functioning of insurance industry are
high and many a times out of the reach of a sizable part of population. People need
protection from probable risk of life, health, property, travel, etc.; but can’t buy
the insurance due to high cost involved. When an insurance company is managing
everything, large number of people pay premium that becomes the part of a pool
which is invested to get returns. Insurance company expects to get good returns on
investment and fewer amount of claims in comparison to premium collected to make
money. However, they need to incur several costs which include, cost of assessing
the risk and deciding on premium, i.e., actuarial expenses, cost of staff, building,
paperwork, record maintenance, claim processing cost, etc. All this cost is to be
covered from the premiums collected. This makes the insurance premium very high.

In case of insurance on blockchain, all the stakeholders in the ecosystem are
participating. Required information related to risk is available on public data like
which areas are flood prone, health hazards in a particular age group, etc. which
actuaries can use to access risk and decide on premiums. Customers record their
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data, that need not be maintained by insurance company. The policy documents
are generated electronically, reducing the paperwork. Claim processing is done by
matching the claim processing conditions in the form of pre-coded smart contracts
on block chain which take the feeds from Oracles to match the conditions. The
policies need not to be sold through large number of intermediaries and transactions
can be done directly through blockchain. The customer feeds their data, based on
which conditions are matched, premiums are decided, and policy can be generated
to complete the transaction. The entire process results into less human effort, less
paperwork, reduced need of large infra for insurance company, reduced cost of
insurance distribution, etc. This implies that insurance can be offered at reduced
premiums and penetration can be increased even to those geographies where existing
distribution channels does not reach.

Nexus, an insuretech start-up is developing blockchain-based solutions for the
insurance industry. Their goal is to replace existing insurance models with smart
contract-driven mutual markets. They want to replace the large insurance brick
and mortar infrastructure and big insurers by tech-enabled insurance offerings and
thereby reducing the insurance cost.

Lemonade, a New York based start up firm uses the combination of Artificial
Intelligence and Blockchain to offer insurance through smart contracts. From the
monthly charges from customers, company takes a part of charges as fee and balance
is allocate towards future claims. When a claim is made the customer is paid quickly
by verifying the claims through smart contracts.

Fraud Detection and Risk Prevention

The inherent complexity of insurance, Data stored in silos and manual paper processing
offers an open opportunity to fraudsters to exploit the loopholes in the system and
make substantial money. A potential fraudster can claim a loss for single event from
multiple insurers. This is because data sharing between the insurers is not there.
For data needs they depend upon paid public or private data. They are unable to
gauge patterns of previous frauds due to non-availability of data and non-sharing of
previous fraud cases and patterns among each other. Further, the claim files move
very slow and the delay in claim processing makes their task easy of claiming the
loss from multiple insurers and no centralized repository of claim settlement.

If the insurers share the claim data on a blockchain then they will have the access
of data and patterns of transaction in which malpractices were applied. This will
require coordination between insurers but if they record all previous transactions
of fraud then pattern of fraudulent behavior can be analyzed, and risk can be
prevented, or fraud can be detected at early stage. The blockchain will also contain
the personal data of those who were involved in previous frauds. The insurers will
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not be dependent on paid data as the data on chain is accessible to all. Though this
may be an early stage and require substantial efforts but blockchain can be one of
the solutions to prevent fraud.

ClaimShare is a product from global technology vendor IntellectEU that enables
insurers to identify “double-dipping” fraud. It is one of the first solution for this
problem, leveraging R3’s trust technology. Across the globe insurers lose several
billions by payment of multiple claims made on different insurers on same loss event,
popularly known as double-dipping fraud. People take advantage of the absence
of any system to share such fraud cases among insurance companies. Insurers are
reluctant to share any data with their competitors while there are legal restrictions
too on sharing the personally identifiable information (PII) of the client.

Till the time there was no way that insurers share the claim data with each other
to know the patterns of previous double dipping fraud and yet exercise the full
control on the data. Blockchain technology enable this because insurers can share
the claim data which is immutable, and time stamped.

“ClaimShare is the first platform that allows the detection and prevention of
double-dipping fraud in the insurance industry. Using Corda and Conclave, we are
one step closer to fighting fraud inreal- time.” - Chaim Finizola, ClaimShare Director

In the solution offered by blockchain, insurers share only the public data of a
claim and when an insurer receive a claim from a client it checks all the details
available to them like details of loss event, personal data of insured once everything
is confirmed a check on public data stored on blockchain is run, if there is similarity
found in two claims as per public data for example, for car accident, place, make of
car, date & time is matching then it indicates an alarm to further check the claim.
Then the private data of these two matching claims is mapped without one insurer
sharing the personal data with another. This is to be done off the chain because
Personal data cannot be shared also one insurer will not directly share this with
other. This is done using privacy enhancing technology which allows private data
matching but only would share data between insurers if only it really is a fraudulent
case. ClaimShare applies confidential computing hardware intel chip known as SGX
that are enclaves and in black boxes where private data linked to suspicious claims
that are found on the distributed ledger are then off chain be mapped with each-
other, encrypted within the systems of the insurers and shared in this black-box,
decrypted in this black-box, compared with each other. In case, they are same, fraud
can be confirmed. In case, the personal data of insured is found to be different then
claim will be paid. However, if the scrutiny shows the matching of personal data,
then claim payment will be stopped and fraud is detected in real time. This is done
without exchange of any private data of customers between the insurers.
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Blockchain and Internet of Things (loT)

Combining the technologies like Blockchain and IoT can bring enormous benefits
to the insurance sector. Insurance industry’s data requirements are very high and in
the real-world humongous data is generated every minute which is captured through
IoT. This may be in the form of data generated through smart homes, IoT device
connected to automobile, IoT enabled watches used by a person etc. This data can
be made useful by connecting the blockchain to these IoT devices. The data like
speed of car, accelerating and breaking pattern of car driver etc. can be of extreme
use for actuaries to decide on premium. Similarly, the automatic data captured on
blockchain through smart watches about a person’s health indicators like pulse
rate, walking speed etc. can be useful to assess health risk and decide on term plan
premium or health insurance policy premiums.

Blockchain and Reinsurance

Reinsurance is the insurance for insurer. An insurance firm protects itself from perils
through reinsurance services provided by reinsurers. This is specifically useful for
property and other losses in catastrophic events such as earthquake, flood, forest
fire, etc.

The reinsurance process efficiency is contingent to speed, transparency, and
efficiency of data sharing with reinsurer. The data is often captured by different
entities and lacks these features which makes reinsurance and claim settlement
processes lengthy and inefficient.

Blockchain is a solution to this problem where entire data is stored on blockchain
in an immutable and time stamped manner and accessible to all the stakeholders.
The Blockchain Insurance Industry Initiative (B3i), a technology firm which was
incorporated in the year 2018 has done tremendous work in risk transfer. They
developed their first application in reinsurance, named as B3i Reinsurance (B3i Re).
AsperB3i-“Theinitial version supports the electronic placement and administration
of Property Catastrophe Excess of Loss (Cat XoL) treaties, from structuring the
submission to negotiating, binding, endorsing and technical accounting.” B3i
developed the application in close coordination with all the stakeholders in insurance
sector so that product best serves the needs of industry.

Microinsurance Distribution
Microinsurance services are designed for low-income people to protect them against
specific hazards. Specific risk related to life, health, property etc. are covered costing

very small premiums. For example, coverage may be for live-stock or road-side
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shop, etc. Because microinsurance is for low-income people, the premiums must be
very small. The penetration of microinsurance can be increased only if it is offered
at low premium. The present distribution channels through agents, brokers, etc.
results into high distribution cost. Currently, data recording and maintenance is
centralized and involves lot of human efforts, paperwork, data center cost, etc. The
entire traditional insurance system involves huge cost in the form of human resource
cost, infrastructure cost, cost of paperwork, distribution cost, etc. This entire cost
is to be absorbed into the premiums charged to the insured. This makes success of
microinsurance, almost impossible. Blockchain can be a solution to this problem as
it eliminates a large part of these costs. Microinsurance can be distributed through
blockchain to increase their reach to masses in the low-income groups and yetkeeping
distribution and other costs at lower level and thereby enabling the lower premiums.

SURETY.AI aproject from Hearti, is using blockchain to offer microinsurance to
unbanked populations, particularly in Asia. Their working model includes combining
the blockchain technology with their Al and other technology platforms and making
microinsurance cost-effective. Their project aims at offering the insurance at lower
cost and large scale and thus making it a profitable business case. This will result
into generating enough motivation to insurers to invest in microinsurance to cover
unbanked population.

Poleecy is another blockchain-based microinsurance provider in Italy. Their
platform uses the smart contracts which increases trust timely claim settlement,
transparency, and reduced cost.

APPLICATIONS OF BLOCKCHAIN IN
BANKING AND FINANCIAL SERVICES

Cross-Border Payments

If you want to transfer money to someone else, these days, it will mostly be in the
form of electronic transfer of funds from your bank account to the other person’s
bank account. For domestic transfers, this is done through the domestic clearing
system — commercial banks within a country are part of the clearing system and
transfer funds to each other through a central bank operated clearing centre e.g., RBI
operated National Electronic Fund Transfer (NEFT) clearing centre. All member
banks of the clearing system maintain an account with the clearing centre. To make
a payment, the sending bank will instruct the clearing centre to transfer funds from
their account into the account of the recipient bank. The clearing centre may follow
some kind of netting mechanism to reduce the balance that each clearing member
has to maintain in their account.
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For international / cross-border payments, there is an added complexity. Suppose
you want to remit money from India to USA. The sending and the receiving banks (S
and R* - asterisk indicating foreign institution) are no longer members of the same
clearing system and cannot settle an international payment by debiting / crediting
their accounts with a centralized clearing centre. The traditional solution has been
to use correspondent banks.

In this case, the sending bank (S) will have a correspondent bank in USA (C*)
which is amember of the US clearing system. The two correspondent banks maintain
accounts with each other. These accounts are traditionally called — loro (meaning
“yours” i.e., your account with us) and nostro (meaning “ours” i.e., our account
with you).

For an international remittance, S sends a payment instruction to C*, which in
turn makes the payment to the recipient bank R* through the US clearing system.
The correspondent banks reconcile their accounts with each other on a periodic basis.

Global payment revenues totalled US$1.9 trillion in 2020. Of this, cross-border
payments accounted for ~US$ 175 billion (The 2021 McKinsey Global Payments
Report, 2021).

Compared to domestic payments, there has not been any major innovation in
cross-border payments despite much higher revenues per transaction (compared
to domestic payment transactions). Most countries have enabled domestic real
time payments (RTGS, IMPS in India). International payments are, however, still
processed through correspondent banks and the overall process is inefficient,
slow, and error-prone with high transaction costs. These inefficiencies arise from
operations across different currencies, time zones, message formats, customer due-
diligence requirements and legal systems.! Charges and time taken for cross-border
payments vary across market and service providers. Charges could be anywhere
between 0.3-20% of the transaction amount and it may take 2-5 business days for
the payment to clear.

Using blockchain technology for cross-border payments may resultin much faster
payments, lower transaction costs and fewer reconciliation errors. As per Deloitte
report (Deloitte, 2016), enabling blockchain based B2B (Business to Business) and
P2P (Person to Person) cross-border payments will result in 40-80% reduction in
transaction costs (~8% of transfer today) and will take ~4-6 seconds to clear (instead
of 2-3 days today).

Ripple was the first fintech to tap the international remittance market with their
xCurrent real-time gross settlement system enabling cross-border payments within
seconds using blockchain technology and real-time messaging. Banco Santander
became the first bank to use blockchain technology for the international transfer of
customer funds. Santander One Pay FX, aripple*-enabled mobile app for cross border
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payments was launched in 2018. The service uses the underlying distributed ledger
technology to enable same-day international money transfers (Delventhal, 2018).

It remains to be seen whether blockchain can become the key technology for
cross-border remittances. Given the in-built transparency in a blockchain based
system, a bank’s competitors may gain knowledge about their remittance business;
banks may be reluctant to make such information public.

The most important player in the international remittance business is the Society
of Worldwide Interbank Telecommunications (SWIFT). Set up after World War
II, SWIFT transmits messages between banks for a fee. Presently, SWIFT network
includes approx. 11,000 financial institutions around the world and processed around
33 million transactions per day in 2019 (Blaney, n.d.).

While SWIFT has described blockchain technology as too complex and inadequate
for cross-border payments, threat from blockchain based start-ups has made them act
as well. In 2017, SWIFT launched a new service — SWIFT gpi — that settles cross-
border payments within a day. In June 2021, ICICI Bank became the first bank in
Asia-Pacific to offer instant cross-border inward remittances (for beneficiaries in
India) using the SWIFT gpi service.

Trade Finance

Trade finance is another area - where distributed ledger technology and blockchain
— can play a positive role. It is estimated that 80-90% of global trade, worth $10
trillion per year, is reliant on trade and supply chain finance in some form or the
other (Trade Finance Global, 2020).

Despiteits critical role in global commerce and the general trend of technology led
innovationin financial and commercial service, trade finance has been relatively slow
to modernize its processes. Trade finance continues to operate in the old-fashioned
way with lots of paper-based processes, reconciliation and a complex chain of
several intermediaries between the ultimate buyer and seller of goods and services.

The global trade finance ecosystem is complex and includes a diverse set of
intermediaries and facilitators including financial institutions, credit insurance
companies, export credit agencies, logistics providers, government agencies and
regulators. These intermediaries facilitate the flow of goods and funds and operate
across different languages, currencies, accounting systems, business customs,
regulatory regimes, and legal systems. This result in extensive paperwork across
multiple ledgers (often duplication of data and documents), due diligence and
compliance processes at various stages of a trade transaction. All these add time
and cost to the overall transaction and also increase the risk of documentation and
reconciliation errors. These issues are especially challenging for MSMEs (Micro,
Small and Medium Enterprises) with limited expertise and liquidity.
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Blockchain technology can reduce these inefficiencies by providing a single
mechanism to cover various stages in a trade transaction including order, shipment,
insurance, logistics, financing, customs and delivery. Having all the intermediaries
on a single network reduces transaction costs and time, eliminates duplication across
multiple ledgers, improves accuracy and increases transparency.

Blockchain based solutions can also address the issue of gap in trade finance
availability. As per an Asian Development Bank (ADB) study, the gap in trade
finance availability reached US$ 1.7 trillion in 2020, representing almost 10 percent
of global trade (McKinsey & Company, 2021). The problem is especially acute for
MSMEs that get rejected for trade financing due to relatively weaker balance sheets
and availability of limited information about the credentials of the MSME and their
overseas trade counterparts. A blockchain based system makes it easier for the
financing bank to track the transaction at various stages and establish the bonafides
of the various parties to the transaction — which may have a positive impact on the
bank’s appetite to fund the underlying trade.

In 2016, Barclays issued the world’s first blockchain based letter of credit, cutting
a process that normally takes between seven and 10 days to less than four hours.
The transaction guaranteed the export of $100,000 worth of cheese and butter from
Irish agricultural food co-operative Ornua - formerly the Irish Dairy Board - to the
Seychelles Trading Company. The deal was executed via a blockchain platform
set up by Wave, an Israel based start-up. In this transaction, both parties were able
to transfer the shipping, insurance and other original documents that had been
cryptographically sealed via the blockchain (Kelly, 2016).

In May 2018, HSBC and ING Bank executed a live trade finance transaction for
international food and agriculture conglomerate Cargill using R3’s Corda scalable
blockchain platform. The blockchain transaction involved a bulk shipment of
soybeans from Argentina, through Geneva’s trading arm of Cargill, to Malaysia,
through Cargill’s Singapore subsidiary as the purchaser. A Letter of Credit was issued
using Corda by HSBC to ING. Compared to traditional exchanges for paper-based
documentation related to letters of credit that usually takes 5-10 days, this exchange
was done in 24 hours (HSBC, 2018).

These transactions demonstrate commercial and operational viability of blockchain
based trade finance solutions. We might witness widespread adoption of these
solutions within the next 5-10 years.

Compliance
Since the global financial crisis of 2008, there has been a significant increase in the

volume and complexity of regulations and compliance requirements for financial
institutions. Besides periodic structured report, regulator also make a lot of adhoc data
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requests. Regulations and compliance rules are dynamics and keep getting modified
over time. Banks have to incur significant costs to interpret and implement these
regulations and even then, compliance cannot be guaranteed (von Solms, 2021).

In addition, the cost of non-compliance has steadily increased. In 2020, fines
for non-compliance with Anti-Money Laundering (AML), Know your Customer
(KYC), data privacy and MiFID regulations against the financial sector totalled
$10.6 billion, rising 27% from the year before (Fenergo, 2020).

Presently, compliance functions use manual paper-based processes resulting
in delays and errors. It is more important than ever that banks use technological
innovation to strengthen their compliance functions.

Blockchain technology can be used to automate regulatory compliance, this can
significantly reduce the associated time and costs. Through smart contracts, it is
even possible to ensure upfront compliance rather than verifying it post-facto. This
will further improve the quality and accuracy of regulatory compliance.

Blockchain can also help the regulator. A blockchain based compliance process
can keep track of the steps that regulations require — transactions are immutably
recorded and provide an irreversible audit trail for the regulator to verify compliance
without any requirement to collect, aggregate and analyse data. A blockchain based
allowing near real time access to compliance related data, will enable the regulator to
think ahead instead of analyzing past information and creating reactive regulations.

Financial Inclusion

Globally, about 1.7 billion adults (approx. 31 percent of adults) do not have a bank
account.’ Similarly, almost half the MSMEs in emerging markets did not have access
to banking services. *

Lack of proper government issued identification is one of the reasons. In the
absence of a proper ID, banks are unable to implement KYC and other customer due
diligence requirements for opening an account. Not having enough money, high cost
of maintaining an account and limited geographical access to financial institutions
are also cited as reasons for not opening a bank account. Tapping into this unbanked
population represents ahuge business opportunity for financial institutions and banks.
As per EY report (2017), banks could generate incremental annual revenue of about
US$ 200 billion by serving the unbanked population of individuals and MSMEs.

A blockchain based solution can allow banks to serve the unbanked and
underbanked population. A blockchain system can be used to establish a digital
identity and resolve KYC related issues. Through the use of digital currencies and
allowing direct peer to peer transactions, a blockchain based system can be used to
significantly cut down transaction costs for this group of customers
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CONCLUSION

Undoubtedly Blockchainis a very strong technology which offers numerous benefits
to insurers as well as insured in the form of efficiency, data privacy, transparency
of information, low cost, etc. Large insurance companies as well as insuretech start-
ups are working hard to exploit the benefits of the technology. Blockchain is in its
nascent stage and there is lot of work still to be done to explore the multifaceted
benefits it offers to all the stakeholders.

Blockchain can be used to reduce transaction costs and improve the efficiency
of banking processes. Payment systems, trade finance and regulatory compliance
are the main areas that can benefit from blockchain based solutions. Blockchain
can also help banks to tap into the unbanked customer population and create new
revenue streams.

Block Chain Technology has the potential to be a game-changer in the field of
financial services in terms of handling of bulk records, sharing of client records, faster
processing of agreements and settlement of payments without human interventions
in most efficient manner. The shared networks are considered robust in terms of
negligible possibility of failure. The ledger is end to end encrypted wherein users
can add the information and every small change will be recorded without allowing
any editing in the previous records. As always, usage of a new technology may
pose unforeseen challenges which may lead to issues like data privacy or fraud
in case the blockchain network is hacked, though the probabilities are quite low.
However, results are encouraging so far and doesn’t indicate any required halt in
the implementation of technology.

The solutions offered by fintech firms implies that to realize the complete benefits
offered by the blockchain technology, it should be coupled with other technologies
like Internet of Things (IoT), Artificial Intelligence (AI) etc. Blockchain could be the
next big disruption in the industry which will change the way in which businesses
are conducted, transactions entered, records maintained, and customers are served.
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ABSTRACT

The financial sector, which witnesses millions of transactions every day, is exploring
the possibilities with blockchain and how it can leverage this technology for a
safer and secured investment environment. This chapter explains the innovative
products and services that have been introduced in the financial markets based on
this technology. It further explains the benefits derived in the securities market and
the insurance sector through the adoption of this technology. Usage of blockchain
also faces many challenges in the technical, business, and regulatory areas, which
are discussed in the chapter.

INTRODUCTION

The technology likely to have the greatest impact on the next few decades have
arrived. And it’s not social media. It’s not big data. It’s not robotics. It’s not even AL
You’ll be surprised to learn that it’s the underlying technology of digital currencies
like Bitcoin. It’s called the blockchain. Don Tapscott TED Talks (2016)
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The global financial markets and, more specifically, the financial services industry
is experimenting with blockchain in many of its functions. Blockchain technology
since its introduction in 2009 has shown immense potential in this industry. Its
applications and solutions range from payments, investments, exchanges to trading
platforms, trade finance, etc. All these services are provided on public or private
infrastructure. The table 1 below explains the blockchain ecosystem in the financial
services industry.

Table 1. Blockchain ecosystem of financial services

Applications and Solutions

Exchanges Merchants Soft wallets Hard wallets Retail banks

Payments Brokerage Payroll and Insurance Micro transactions E:rf][();)rate
Trade Finance Capital markets

Investments Financial data Trading platforms ATMs Money

services

Middleware and services

Services Software General & Special APIs Platforms Smart
development contracts

Infrastructure and base protocols

Public Private Payment Miners

Source: Blockchain adoption in financial services, Infosys Limited (2019)

It is expected that the global blockchain in the banking and financial services
market will grow at a compound annual growth rate (CAGR) of 61.9% from $1.17
billion in 2021 to $1.89 billion in 2022 (ReportLinker, 2022). The role of miners
is significant in the blockchain ecosystem. The miners, which could be a computer
of a group of computers, verify the block created by other miners. This verification
and validation are considered one of the most significant advantages of blockchain
technology adoption. For financial institutions, it promises huge cost reduction
and security as well. If implemented correctly, there would be a reduction in the
transaction, administrative and infrastructure costs. Disintermediation through the
digital transfer of financial assets can reduce the dependency on central counterparties.
The adoption of this technology, however, requires trust between parties. It helps
in improving accuracy and gives strength to the financial ecosystem. According
to a 2015 report of Santander InnoVentures, by 2022, when blockchain is adopted
industry-wide, there would be a considerable reduction in banks’ infrastructure costs
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attributable to cross-border payments, securities trading and regulatory compliance.
This reduction may amount to US$20 billion per annum (Infosys, 2019).

Blockchain technology can transform the financial products and services
available in the financial markets. The key features of blockchain technology have
enabled this vision. Its attributes include a secure, time-stamped transaction ledger;
cryptographic peer to peer network; copies of ledger on multiple systems, public
or private network, the consensus of all for updating records, etc. Setyowati (2021)
developed a framework design for higher education finance record keeping.

In commercial banking, it is expected that the industry will introduce newer
products and services based on blockchain technology. There will be more
cryptocurrency-based products, asset and real estate track, real-time loan funding
and servicing via smart contracts. When the capital market adopts blockchain
technology, it will make the clearing and settlement process more efficient, real-
time trade executions will be normal, and security and custody services will see a
new dimension. There is enormous potential for blockchain adoption in trade and
supply chain finance. Real-time multiparty tracking and management of letters of
credit will lead to exponential growth in trade financing.

Foreign institutions are also adopting blockchain looking at its immense potential
in the financial markets. The last decade has seen some very innovative products
and services being introduced in the sector. The next section looks at adoption of
blockchain and the innovations in the global financial markets.

INNOVATIONS IN THE GLOBAL FINANCIAL MARKETS
Blockchain Technology in Financial Markets

Blockchain is a technology that has generated significant interest in the financial
sector across the globe. This industry has millions of transactions every day, with
trillions of dollars exchanging hands. It is observed that the financial sector is now
experimenting with the latest technology of blockchain. It has enabled new digitised
products and services in the financial markets. These products are transforming the
entire financial system.

Blockchainis considered to be atamper-proof technology. It can run simultaneously
onmultiple devices (in millions!) connected as a network that makes it failure-tolerant.

Application of Technology

Over the last decade or so, Blockchain technology has disrupted traditional business
processes. The transactions and applications which necessitated centralised
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architecture or third-party surety for verification and validation can now be made
operational in a decentralised manner with the same level of assured certainty. Due
to the design of its architecture, blockchain provides transparency, security and
auditability. These inherent characteristics make it ideal for the banking sector.

1.  Digital Currencies: A digital currency is an electronic form of money issued by
governments. Whenever users transact with digital currency, there is the usage
of computers or electronic wallets. A digital currency can be either centralised
or decentralised. It is considered centralised when a body controls its supply
in the market, for instance, a Centralised Bank. It is considered decentralised
when the control is pre-determined or agreed upon democratically. In the
digital currency world, the term associated with this is ‘mining’. Popular
cryptocurrencies like Bitcoin, Ethereum, Dogecoin, etc., are examples of
decentralised digital currency systems which runs on blockchain technology.

The first major blockchain innovation in the financial markets was a cryptocurrency
called Bitcoin, launched in 2009. It was a successful experiment in digital currency
using blockchain technology. Cryptocurrency got its name from the cryptography
algorithm used in blockchain technology to keep information safe. It can be deduced
that a cryptocurrency is a digital currency that uses cryptography for keeping
transactions secure and verifiable. Thus, cryptocurrencies are thus created, traded,
allotted, and stored using a decentralised ledger system known as a blockchain.
Figure 1 below explains the world of virtual and real currencies.

Over the years, the global financial markets have seen the launch of thousands of
cryptocurrencies. In terms of market capitalisation, the significant cryptocurrencies
being traded in the world are Bitcoin (BTC), Ethereium (ETH), Binance Coin
(BNB), Tether (USDT), Solana (SOL), Cardano (ADA), XRP (XRP), U.S.Dollar
Coin (USDC), Polkadot (DOT) and Dogecoin (DOGE). The global crypto market
cap at the end of March 2022 was around $2.245 trillion, with Bitcoin’s share of
around 40% (Statista website).

Amongst the different types of cryptocurrencies trading in the market, there is
one type called ‘stable coins’. Stable coins are termed as they are considered more
stable than other cryptos. The stable coins derive their value from an underlying asset,
unlike other cryptos that are ‘mined’ by an open computer network. It makes them
less volatile. Fiat-Collateralised Stable coins derive value from a fiat currency like
the US dollar. Tether (USDT), U.S.Dollar Coin (USDC) are examples of the same.
Crypto-Collateralised Stable coins derive their value from other cryptocurrencies.
An example of a crypto-collateralised stable coin is MakerDAQO’s DAI (DAIUSD),
backed by Ethereum and pegged against the US Dollar. It permits using a basket of
crypto assets as its reserve. The market capitalisation of stable coins in February
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2022 was around $180 billion as compared to $38 billion in 2021 (Bloomberg,
2022). Tether is the largest stablecoin, but its market share has declined sharply.
This decline has been majorly caused by centralised crypto exchanges introducing
their stable coins (USD Coin by Coinbase and Binance USD by Binance).

Figure 1. The money flower: a taxonomy of money
Source: Bank for International Settlements Quarterly Review, September 2017

The money flower: a taxonomy of money
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Adaptation from Bank for International Settiements (2017

Millions of people are using cryptocurrencies for making payments. In September
2021, El Salvador became the first country to use Bitcoin as a legal tender along
with US Dollar. Some countries are experimenting with issuing their official digital
currency. Nigeria, the Bahamas and the Eastern Caribbean region have already
launched their digital currency. China, too plans to launch a digital yuan soon. The
Indian government is framing a policy to introduce a central bank digital currency
(CBDC).

2. Decentralised Finance (DeFi) — An innovation that is an extension of a
cryptocurrency is ‘Decentralised finance’ (DeFi). It is an umbrella term used
for all the financial services available on public blockchains like Ethereum.
DeFi may be better understood as a bank substitute in providing services like
borrowing, lending, buying insurance, trading in derivatives, trading in certain
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assets and much more. DeFi is fast, paperless and does not require third-party
intervention. Its reach is global and is a form of peer-to-peer service.

The financial services under DeFi include sending money across the globe,
accessing stable currencies, borrowing funds with/without collaterals, trading
tokens, buying insurance, and managing a portfolio. Users engage with DeFi through
‘dapps’ (decentralised apps) software. Most of these apps currently running on the
Ethereum blockchain. Table 2 below highlights the difference between the crypto
financial system and the traditional system.

Table 2. Crypto vs. traditional financial system

Crypto financial system
q Servi Traditional
Function COVICE Decentralised finance Centralised finance
(DeFi) finance (CeFi)
Funds . . CeFi stablecoins Traditional
transfer DeFi stablecoins (DAD (USDT, USDC) payment platforms
Trading Asset trading Crypto fl‘SSCt DEX
(Uniswap) Crypto CEX Exchanges and
Derivatives | Crypto derivatives DEX (Binance, Coinbase) OTC brokers
trading (Synthetix, dYdX)
Crypto decentralised Crypto centralised Broker-dealers
Secured ; . ..
lendin lending platforms (Aave, lending platforms active in repo and
£ Compound) (BlockFi, Celsius) securities lending
Lending .
Unsecured Crypto credit delegation Crypto banks Commercial banks
lendin, (Aave) (Silvergate) and non-bank
g g lenders
. Investment Crypto d.ecentrahsed Crypto funds
Investing . portfolios (yearn, Investment funds
vehicles (Grayscale, Galaxy)
Convex)
CEX = centralised exchanges; DEX = decentralised exchanges; OTC = over-the-counter; USDC = USD
Coin; USDT = Tether
Tllustrative examples are given in parentheses

Source: Bank for International Settlements Quarterly Review, December 2021

As per International Monetary Fund, DeFi has grown by over 600% from $15
billion at the end of 2020 to about $110 billion as of September 2021. It is mainly
due to the rapid growth of decentralized exchanges that allow users to trade crypto
assets without intermediary and credit platforms that match borrowers and lenders
without a credit risk evaluation of the customer.
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3.  Centralized Finance (CeFi)—The concept behind CeFi is to offer an opportunity
to make crypto investments that offer yield returns similar to DeFi and the
security of traditional investment products. With CeFi, an investor can borrow
money, trade-in crypto, spend and earn rewards with a crypto debit card, etc. In
CeFi, crypto trading orders are made through a centralized exchange. One of
the popular crypto exchanges is Binance. US and Coinbase. Besides providing
crypto trading services, these exchanges also support services like borrowing,
lending, margin trading, etc.

The main difference between DeFi and CeFi is regulation. CeFi is a regulated
system where the exchange is responsible for safeguarding the investors’ money
(Bellapu, 2021). It is not so in DeFi. Under DeFi, it is the responsibility of the
investor himself to safeguard his fund. Also, limitations are imposed on users. It is
not feasible in DeFi as no permissions are taken here. Another critical difference
between the two is that it is possible to convert fiat currency to cryptocurrency
through CeFI exchanges and vice versa. CeFi also supports cross-exchange for
multiple cryptocurrencies.

4. Digital assets — Each time a physical asset (real estate, gold, stock certificates,
etc.) is traded in the market, it must be verified and examined. It delays the
transaction time for each trade. Using Distributed Ledger Technology (DLT)
or Blockchain technology, physical assets are converted digitally to transact
and recordkeeping. These digitized assets then function like an online financial
instrument that changes hands with a change in ownership recorded in the
ledger. Each digital asset has a unique digital representation which enables
the trade of any asset in less time and at a lower cost.

A non-fungible token (NFT) is also a type of digital asset. The market for NFT
has grown over the past year. People have been creating and selling NFTs that
represent various assets ranging from digital images, internet memes, event tickets,
and memorabilia.

5. Digital recordkeeping —

“The Internet of Everything needs a Ledger of Everything” - Don and Alex Tapscott
(2016)

Blockchain technology, in essence, is a record-keeping technology. It is a very

innovative but safe way of recording transactions in the financial markets. Unlike the
traditional method of maintaining a centralized ledger, blockchain uses a distributed
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Figure 2. Distributed ledger setup

Source: Economic Perspective (2017), Financial Management Group, Federal Reserve Bank of Chicago
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record-keeping system. The ledger is distributed to all the computers in the chain
as can be seen in figure 2 above. A vital benefit of this technology is that an audit
trail of every transaction is maintained. Blockchain databases create standardized
records that are unchangeable but easy to query.

There are four functions that a client can perform in a traditional database. These
are Create, Read, Update and Delete (CRUD commands). Compared to this, in a
blockchain database, users can only Read and Add data. Previous datais permanently
stored and cannot be updated or altered. This ensured against manipulation or fraud.
Thus, the main difference between traditional and blockchain database technology
is public verifiability, enabling integrity and transparency. Users of blockchain
databases can thus verify how data has been added in the chain without being altered
or corrupted.

6. Smart Contracts — Smart contracts have brought about many positive benefits

to the financial markets. Earlier blockchain technology was being used for
cash-like tokens of Bitcoin. With the introduction of smart contracts on the
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blockchain system of Ethereum, these contracts enabled the representation
of financial instruments like loans or bonds. The smart contracts are stored
on a blockchain. These contracts get executed automatically when the stated
terms and conditions are met. Unlike traditional contracts, smart contracts are
paperless as these are computer coded.

Smart contracts have the potential to automate business processes. Hence, banks
are exploring the usage of the same for evaluating loan eligibility, claims processing,
and KYC compliance (Khan et al., 2021). The main features of smart contracts are:

e  Smart contracts are independent contracts that are self-executing. There is no
involvement of any party in compliance and control.

o Information is automatically sourced from external data sources. It makes the

contracts self-verifying.

Smart contracts are secured contracts that are tamper-resistant.

There is no trust issue as these are transparent contracts.

It is free of cost execution.

Sensitive data in the contracts is secured as all associated data is traceable in

the blockchain platform.

e A cryptographic digital signature verifies participation in the contract, which
makes these contracts ideal for big contracts.

There are three different types of smart contracts in the Internet of Things (IoT)
system. These are —

e  Smart legal contracts — Simplify legal processes and ensure compliance with
regulatory guidelines. Best suited for financial contracts, trade contracts and
real estate contracts.

° Decentralized autonomous organizations (DAOs) — Built for the blockchain
community itself. Participants abide by the rules set in the code and used by
crowdfunding platforms.

e  Application logic contracts (ALC) — Act as a communicator between different
IoT devices. These are application-specific codes that work in sync with other
programs on the blockchain.

Smart contracts available on NXT, Ethereum and Sila blockchain platforms are
popular.
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BENEFIT OF BLOCK CHAIN TECHNOLOGY
IN FINANCIAL SERVICES

The financial services industry has an enormous number of transactions involving
huge funds that run into trillion dollars a day. These transactions involve risk,
especially the security risk and also many become victims of cybercrime. Due to
the considerable involvement of funds, parties expect higher transparency and lower
cost with high efficiency.

The use of blockchain brings considerable advantages to the financial services

sector by ensuring secure and fast transactions, reducing fraud, and managing
risk in the global market space. This technology is resistant to hacking as it uses
cryptography, resulting in better trust in the transaction network.

Benefits for Securities Market: The securities market is a market for equity,
debt, and derivatives. The stock exchange, a part of the securities market,
provides a platform to buy and sell securities. The primary participants are
brokers, investors, traders, and regulators.

Blockchain offers multiple benefits to its participants:

Interoperability: The trading happens on stock exchanges (Bombay Stock
exchange-BSE and National Stock Exchange-NSE in India). The clearing
corporations handle the settlement (NSE Clearing and Indian Clearing
Corporation). Interoperability refers to a mechanism wherein trades executed
on any exchange can be settled or cleared through any clearing corporations
and not necessarily restricted to the clearing corporation of the exchange on
which the trade was done. For instance, a trade executed on NSE can be settled
through BSE’s Indian Clearing Corporation and vice versa. The stock markets
around the globe want to accelerate towards standardisation and interoperability.
The race for blockchain interoperability is truly on.

Quicker settlement: The global capital market is enormous and complex
and is further becoming so. As per the World Federation of Exchanges
database, there are 47,919 companies listed globally with 109 trillion-dollar
market capitalisation, and the total value of stocks traded is around 80 trillion
dollars. The primary concerns are around operational costs and transaction
time. Blockchain technology offers immediate settlements and automated
compliance through smart contracts, with a higher level of transparency and
security (Abhay Padda, n.d).
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Ablockchain settlement solution reduces the time needed for clearing and settling
the transaction. It uses cryptocurrency that immediately completes transactions and
transfers to the beneficiary happen in the wallet, confirming updates in the ledger
and faster settlement.

In the latest high-profile move to blockchain technology, the Australian stock
market will become the world’s first blockchain-based stock exchange. The Australian
Securities Exchange (ASX) stated that the technology is used to clear and settle
trades. The above move has been in the works since January 2016, when ASX began
working on a blockchain-based system with US-based blockchain firm Digital Asset
Holdings (BBC News, 2017). The Clearing House Electronic Sub-Register System
(CHESS), which has been in operation for decades, is being used by the exchange
(shownin figure 3 below). According to Michael McCarthy, chief market strategist at
CMC Markets in Sydney, the new approach will save tens of millions of dollars. By
eliminating the third-party middleman that banks presently use, the technology will
assist in making clearing and settling transactions less expensive, easier, and faster.

Figure 3. DLT — A scalable database technology

Source: Australian Securities Exchange
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c.  Unified data model: By using blockchain, the overall unified data set is
correct all the time without the involvement of a central governing authority.
Only one data set needs to be reconciled across databases, which helps report
efficiently. This technology allows multiple independent parties to work with,
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and a multitude of data types can be ‘hashed’, encrypted and entered into the
ledger to create richer datasets than today (Oliver Waynman, 2016).
Democratisation of trading: Blockchain technology also offers democratisation
as it uses a decentralised mechanism. It brings down the correlation between
distance from the stock exchange and entry price, consequently making the
nearness to exchange servers irrelevant. It will make trading faster, efficient,
of low cost, bring higher transparency in the trading and settlement process.
and reduce the need for market intermediaries. It makes stock exchanges much
more optimal through decentralisation and automation. Also, the customers
benefit from lower costs and fast transaction processing. It also results in higher
liquidity as it increases participants’ access to the market because of higher
automation and reduction in cost

The NSE, Tokyo Stock Exchange, London Stock Exchange are exploring the

opportunities this distributed ledger technology offers. NASDAQ has been using
blockchain since 2015. It has installed LINQ, a blockchain-backed platform that
expedites trade settlements in minutes rather than days.

Availability of transparent real-time data: The use of blockchain technology
will also result in updated data at every point in time. It will result in time
savings due to no need for data enrichment and reconciliations and avoidance
of disputes between counterparties. Participants can quickly disclose reliable
data to other parties well in time, building trust and reducing risk.

Risk containment: Margining and margin payment can be made quickly
using blockchain technology. The frequency of valuation of stocks can be
done daily rather than the weekly process currently used, reducing risk. Also,
the entries in this technology are irreversible, which results in lesser risk due
to manipulation. The Credit and liquidity risk would be almost removed with
blockchain-based transactions because they demand pre-funding of a deal,
resulting in a reduction in systematic risk (Oliver Waynman, 2016).
Increased precision in Asset Management: The sector uses intermediaries
to meet investors’ requests for a global selection of products, making the
process complex and time-consuming. The distributed ledger concept can
enable cross-border direct trading and settlements, lowering costs, improving
data accuracy, and reducing delays.

FundsDLT, a blockchain-powered funds distribution technology, was developed

by Luxembourg Stock Exchange subsidiary Fundsquare, Post Group subsidiary
InTech, and KPMG Luxembourg in partnership. FundsDLT is projected to provide
asset managers with a new distribution channel with lower transaction costs and
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delays, thanks to smart contracts and distributed ledger principles. Fundsquare is also
teaming up with iHub, an innovation and hacking space for innovators, investors,
and tech startups, to launch a blockchain-based Know Your Customer platform for
the financial services industry (Abhay Padda, n.d).

Figure 4. Benefits of adoption
Source: (Oliver Waynman, 2016).
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The financial services sectoris highly regulated, and the rate of blockchain adoption
will be determined by how regulators around the world support the developments.
A few have already implemented the technology; for example, Delaware, a state
in the United States, has approved legislation that recognises stock trading on the
blockchain. To function, financial services companies using distributed ledger
technology must have sufficient infrastructure and risk management procedures in
place, according to the Australian Securities and Investment Commission regulatory
framework. Because of its cryptocurrency-friendly regulations, the Zug region of
Switzerland has earned the moniker “Crypto Valley.” Switzerland is positioning itself
as a hotbed for Initial Coin Offerings (ICOs) (Open Access Government, 2019).

2.  Benefits to the insurance sector

The primary benefit of the blockchain as a decentralised ledger is that it can
exist in an infinite number of nodes since the greater the number of nodes, the
more transparent it is. Blockchain assures lower fees by eliminating intermediaries,
regardless of what the ledger contains. The distributed ledger’s data can store any
amount or type of information, not only cryptocurrencies like bitcoin. Individually
identifiable and customisable data is available. It means that data can have attributes
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assigned to it by users. The data can also be programmed to represent a currency
amount, a corporation share, or even diamond certifications.

By automating critical processes, insurance-related use cases are expected to
benefit from allowing expansion, enhancing effectiveness, and lowering costs. Many
incumbents have competitive constraints, such as poor consumer engagement, limited
development in mature industries, and digitisation tendencies, which blockchain
might address.

The insurance industry is making steady progress to benefit from the blockchain
and the most substantial use cases for blockchain in insurance are:

a. Fraud free and effective claims management: The first key advantage of
blockchainisits trustworthiness. Provenance, auditability, and immutability are
enabled by its ability to have consensus mechanisms built into it. It simplifies
the creation of smart contracts on the blockchain, which might benefit the
insurance business.

Claims triage and processing can be automated using smart contracts, and easy
access to client history and centralised customer identification can all help to improve
claims efficiency. Data exchange across industries will allow for proactive fraud
prevention. Smart contracts provide quick, transparent, and trustworthy transactions
since blockchain is an immutable ledger. Because regulators would be able to monitor
all insurance variables on the ledger in real-time, auditing will be considerably more
accessible and less time-consuming.

b. Increased automation: Smart contracts do more than making transactions
more transparent. They can also make the insurance process more efficient. A
smart contract can facilitate and enforce the contract and its fulfilment since
it stores its immutable terms. Blockchain automatically executes the smart
contract requirements, resulting in less time in the insurance claims process.
Automation is a significant feature of blockchain. For example, at First Notice
of Loss, impacted assets and insureds are quickly confirmed via blockchain.
Insurance payments can also be streamlined and made more trackable. When
payment information is stored in a blockchain database, it can be used to
expedite multiple payments to different parties in accordance with the smart
contract and responsibility determination.

c. Enabling data transformation: Data is the lifeblood of insurance firms.
Blockchain can capture various useful data when used in conjunction with
other technologies such as the internet of things (IoT) and artificial intelligence
(AI). For instance, if an insured wears a fitness watch and agrees to share
data — such as heart rate, oxygen levels, and sleep times — you might be
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able to give them a lower healthcare insurance cost. IoT data is saved on the
blockchain and then interpreted by Al, allowing your firm to make smarter
insurance premium selections.

Vehicles can be affected in the same way. IoT devices that monitor a car can
qualify insureds for safe-driver discounts and provide your insurance company with
more data regarding driver habits and vehicle performance.

Actuaries will be able to access digitised, contextual data via blockchain, which
will considerably reduce the work and improve the accuracy of risk models and
estimations.

d.  Facilitating productinnovation: With its near-real-time transaction settlement
capabilities, blockchain will enable insurers to offer new risk instruments
and capitalise on market capital opportunities. A large multiline global
insurer, Allianz, has recently released a blockchain-enabled captive insurance
solution. The company is also looking into additional blockchain potential
in the corporate insurance area. Peer-to-peer transmissions are supported by
smart contracts recorded on blockchain’s decentralised ledgers. Other types
of bespoke insurance products can now be created due to this.

e.  Costreduction: One of the most significant advantages blockchain may give
is cost reduction. It’s easy to understand how blockchain may affect claims,
administration, underwriting, and product development, and many of the current
blockchain use cases are centred on cost reduction. The use of blockchain to
automate the payment of claims is one of the first areas that insurance firms
are considering. By validating coverage between corporations and reinsurers,
blockchain has the potential to help automate claims operations. It will also
streamline payments between parties for claims, lowering insurance firms’
administrative costs. According to Gartner, by 2030, blockchain will have
generated $3.1 trillion in new company value. We can also see a future in
which new life insurance applications are submitted via blockchain technology.

According to Oberoi. & Kansra (2021), the adoption of blockchain technology

in the field of insurance is developing at a fast pace, and is gradually becoming the
default platform for the insurance industry.

Case Study: LenderBot
LenderBot is a proof-of-concept micro-insurance platform that insures all kinds of
items using the bitcoin blockchain. Most notably, sharing economy products and

services such as Airbnb stays and Uber rides. Deloitte, Stratumn, and LemonWay, a
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next-generation insurance platform, have teamed up to demonstrate the possibilities
of many innovative blockchain-based applications and services aimed at the insurance
business (Brave New Coin., n.d.).

Micro-insurance might be added to purchases, leases, and service contracts
in various ways, including texting, via a smartphone app, or during the checkout
process of a shopping cart. These could enable several parties to agree on simple
options, with the results being recorded on the bitcoin blockchain for accessibility
and immutability. While corporations may include such restrictions with their
product or service, people may do so when lending something to a neighbour, such
as their blender. Just substituting the retail store’s “service plan” could be a fantastic
use case for LenderBot insurance on high-dollar items like electronics. The big and
rising sharing economy, on the other hand, need better insurance choices that are
flexible enough to match its non-standard format.

According to the company, micro-insurance enrollment is a four-step process:
The ‘policy’ is first proposed to the buyer or sold to them. The buyer then reviews
it and signs off on it. After that, the contract is signed and notarised on the bitcoin
blockchain, and a copy is sent to all parties. Finally, a digital token, such as a
counterparty coin or one designed specifically for the job by Stratumn, is transferred
to one or both parties as an asset that can be held, exchanged, or redeemed.

Figure 5. Blockchain microinsurance process
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CHALLENGES IN THE ADOPTION OF BLOCKCHAIN
TECHNOLOGY IN FINANCIAL MARKETS

The rapid advancement of blockchain technology in the financial services sector has
fuelled the demand for higher quality blockchain-based applications. The adoption
of blockchain technology itself poses many challenges for the markets in terms of
technology, business and regulatory aspects. Some of the critical challenges are
explained below -

1. Achieving consensus — This is one of the biggest challenges the participants
face as the application of blockchain technology requires significant trust
among them for carrying out any change in the protocol. Consensus is required
amongst the vast number of nodes while verifying new transactions. Any
change in protocol needs to be approved by all the nodes, or it gets rejected.
Each node requires access to the entire blockchain. It amounts to running over
a vast database which takes time. It results in thousands of transactions waiting
in queues for verification. To overcome this challenge, some ecosystems have
partially decentralised their ledger so that only a few nodes need to reach a
consensus. Another possible solution could be granting authority to one or
a few participants to make protocol changes that are binding upon the entire
network. However, this cannot happen without significant trust amongst the
participants.

2.  Design standardisation — Design standardisation is the key to adopting
blockchain technology in the financial sector. Lack of design standards has
emerged as the main bottleneck to the mass implementation of blockchain
technology. The key benefits of standardisation are that standards provide
a baseline for performance, consumer protection and interoperability
systems. It leads to developing a familiar concept that helps in scaling,
auditing, and regulating the technology. According to research conducted by
MarketsandMarkets in 2019, the blockchain IoT market is expected to be to the
tune of USD 113.1 million by 2024, having an average growth rate of 92.92%
annually over five years. Such huge global possibilities will not actualise
unless standardisation is achieved. Therefore, many national and international
organisations are trying to establish generally accepted technical standards.

3. Operational complexities — There are many operational issues in adopting and
implementing blockchain technology in financial transactions. When adopted
at a large scale, businesses may face an interoperability challenge in relating
their existing internal systems with blockchain platforms. A more significant
challenge would be seen in the operation of blockchain from multiple businesses
with each other.
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Another complexity faced is the transaction time. At present, transaction speed
related to Bitcoin is plodding. Only three to seven transactions happen every second.
Ethereum, considered better, can only handle 15 transactions per second. On the
other hand, the traditional payment systems can handle thousands of transactions
per second (Mazer, n.d).

The transaction cost associated with this technology is very high. The electricity
consumed and the cost of computer servers needed to process the transactions add
to the transaction cost. As we all know, Bitcoins are created through ‘mining’. We,
therefore, say that coins are ‘mined’. The mining process of Bitcoin or any other
digital coin is a complex computational problem. It appears that the mining of
Bitcoin consumes more electricity than the intrinsic value of Bitcoin.

The slow speed of transactions also increases the transaction cost. The cost per
transaction needs to go down drastically, maybe more than a thousand times to
become viable for larger systems.

4.  Scalability — The financial markets will benefit from blockchain technology
only when adopted on a mass scale. It appears to be complicated. With more
transactions happening, the blockchains become voluminous and slow down.
The time taken for verification of each transaction is very long. According
to Jackson (2018), Visa handles about 24,000 transactions per second, and
Ethereum and Bitcoin can manage less than 20 transactions per second. Thus,
blockchain technology can’t process millions of transactions happening in the
financial markets in a short time. The reason behind the delay is the limited
capacity of blocks. As each node in the network maintains its copy of the
distributed ledger, the entire network (permissioned/permissionless) needs a
large amount of storage space. Thus, the requirement of high computing power
and more storage resources poses a considerable challenge to the scalability
of the technology in the financial markets across the globe.

5. Legal uncertainties — The legal concerns over digital assets and currency
holding is another big challenge. Due to a lack of clarity on the legal standing
of the digitised assets and securities, there is hesitancy amongst the financial
market participants to deal in it. There is a lack of clarity regarding the
applicability of laws in the case of bankruptcy, fraud or any other financial
failure. A primary legal concern relates to jurisdictional problems. The nodes
of adecentralised ledger may be present in multiple locations spread across the
globe. Itis difficult to determine which jurisdiction’s laws will be applicable in
such a situation. Transaction done by an entity may fall under the jurisdiction of
every place where each node of the network is situated. Another concern area
related to smart cards is dispute resolution and fixation of liability. The rules
are not yet clear. Some countries have started accepting electronic contracts,
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but it is yet to be seen whether the lawmakers include smart contracts within
the legal framework of these electronic contracts.

Security concerns — Blockchain technology is considered ‘tamper proof”. For
a dishonest participant to tamper with any block, he would have to change the
information in all subsequent blocks. It would mainly be challenging in the
case of a public blockchain which may have a network spread over different
countries. Usage of cryptography in files also helps in securing data on a
blockchain. Despite the high order of security, blockchains are not protected
against cybercrimes. Actual blocks are considered safe from hacking but not
wallet accounts. Hacking is also attempted when data is being transferred.
Blockchain technology is associated with transferring large volumes of data in
real-time. Hackers conduct arouting attack during the transfer. Itis challenging
to detect too. The number of phishing attacks in the blockchain network is
increasing too. The vulnerability of public and private blockchains to hacking
does not give much confidence to the participants in the financial markets.
Bitcoins are now associated with money laundering and criminal activities.
Cryptocurrency exchanges have also lost much value due to criminal theft
through hacking. Distributed nature of blockchain also creates security concerns.
Tax implications — The Indian government has not yet framed any particular
guideline on the taxation of income earned or gains made through crypto-assets.
At present, income from cryptocurrencies is taxable according to the tax slab
of the investors. The Government of India plans to tax it according to its usage
— investment, payment or utility. Many countries have a taxation system in
place for cryptocurrencies. Crypto is treated as property in the US, and capital
gains tax (CGT) applies to it when it is sold. Australia also recognises it as an
asset that attracts CGT when disposed of but treats it as a business activity if
traded. For smooth adoption of blockchain technology in financial markets,
tax implications on income earned through crypto assets and cryptocurrencies
must be very clear to the participants, including investors. The governments
across nations need to provide clear guidelines and legal frameworks which
are consistent tax provisions on other assets.

Regulatory challenges — Currently, there is alot of uncertainty over regulatory
agencies’ rules regarding blockchain applications. The advancement in
technology is ahead of its regulators. The centralised systems in financial markets
like banks, stock markets, etc., work within the regulatory framework defined
for such institutions. On the other hand, it isn’t easy to regulate a decentralised
system like a blockchain application. Although tracing transactions is possible
with blockchain technology, itisn’t very easy toidentify parties to a transaction.
In addition, the regulatory framework of this ecosystem may fall in different
countries. Thus, monitoring becomes difficult as sharing of information across

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Blockchain and Financial Market Innovation

jurisdictions becomes a challenge. According to the Financial Stability Board,

there is aneed to analyse the crypto economy and make appropriate regulations.

The main challenges faced by regulators are —

a.  Classification — Correct classification of existing cryptocurrencies poses
achallenge to the regulators. With the advancement of technology, crypto
assets of varied kinds have emerged. Many analysts treat cryptocurrencies
as an entirely new asset class, and others treat them as assets similar to
other investments or financial transactions. Therefore, while framing
regulation rules, the regulators need to clarify the classification of these
assets.

b.  Over-regulation — A school of thought prevailing in the market is that
regulation will stifle innovation in the crypto market. It will prevent growth
in the sector. However, it has been observed that there is a rapid rise in
the value of Bitcoin, which helped in fundraising by beginners. Hence,
the regulatory framework should be designed to permit cash strapped
firms to raise funds through this market.

c.  Technology revolution — The blockchain technology used by the Crypto
market is revolutionising the banking and finance sector. Many banks
and financial institutions have started using blockchain technology for
some of their operational and investment functions. Hence, the regulators
need to keep a close watch on these advancements and create a regulatory
environment that is dynamic enough to absorb these changes.

CONCLUSION

In the last decade, the world has seen the rise of usage of blockchain technology in
financial markets. It has enabled many market innovations, including cryptocurrencies,
crypto assets, smart contracts, decentralised financing, etc. Despite considerable
fluctuations in the value of cryptocurrencies, this form of digital currency is
attracting more and more investors. Governments of many countries are planning
to launch their cryptocurrency, a legal tender for all, after realising the benefits of
blockchain technology. While more work needs to be done in terms of regulation,
framing laws, etc., most agree that financial markets will see many more innovations
based on blockchain. The DLT technology has the potential and capability to bring
in efficiency and security in the financial markets. However, this is possible only
if implemented correctly. According to Flovik et al., (2021), the practitioners find
infrastructural qualities (reliability, immutability, transparency) a challenge which
overshadows the blockchain s transformative potential (automation of transactions,
decentralization). Shortly, financial markets will see the development of specific
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applications of DLT. It is expected that this will improve trust, transparency, sharing
of information and audit trails relating to transactions. Another benefit would be
better cooperation and understanding between the public and private sectors.

The benefits from the usage of blockchain technology can be manifold. These
benefits have the potential to revolutionize the financial world. The settlement
periods of transactions can be drastically reduced, enabling more liquidity in specific
trades where the existing settlement periods are long. Shorter settlement periods
will lead to better capital usage. The payment processes will also benefit from DLT,
especially the foreign exchange market with many intermediaries. A DLT service
that will provide digital identities to the parties involved will enable direct funds
transfer, thereby reducing the time in the process of settlement.

Even though there are many benefits of blockchain technology, its usage also faces
many challenges. These challenges can be seen as opportunities for improvement
in the technical, business and regulatory aspects. As far as technical challenges
are concerned, achieving consensus among the blockchain network’s members is
a big challenge. Blockchain being an emerging technology, is facing a skill gap.
The demand for blockchain engineers is on the rise. Trust amongst the users is also
required to adopt the blockchain ecosystem.

As the governments and regulators across the globe are still in the process of
developing a robust regulatory framework for the various applications of blockchain
technology in the financial sector, the value of cryptocurrencies continues to rise.
This uncontrolled and fluctuating rise poses a considerable risk for market investors.
Many types of investors have kept away from the market due to an uncertain regulatory
environment. Hence, to make it more popular and acceptable to all, the regulators need
todevelop more dynamic regulatory solutions. For effective regulation, coordination
is required between governments of different countries and between governments
and the industry. It will help in protecting investors and users across the globe. It
will also curtail the growth of fake crypto, hacking, and other problems this industry
faces. A proper security system needs to be provided to protect investors against
fraud. It includes developing a legal framework that clarifies the legal status of all
participants, processes and products based on blockchain technology.

Blockchain has already made an impact in the financial markets. We hear more
voices in the financial services industry advocating for adopting this technology
as DLT has shown immense potential. The thrust of financial institutions towards
blockchain adoption is in the right direction. However, Foreign Institutions need
to move cautiously. While the blockchain’s transformation capability is enormous,
Fls its adoption and implementation are a challenge. Therefore, looking forward,
regulators have a critical role to play. The regulators are expected to ensure security
for all the participants and reduce uncertainty without bringing disruption to the
market system.
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ABSTRACT

Financial institutions opting for blockchain technology raise controversy about how
this new technology can disrupt the traditional banking sector. Many issues like a
decentralized system with no middlemen and untrusted parties pose serious threats
to the banking system. Hence, there is a serious need to do research on the impact of
blockchain on financial institutions, especially in the banking sector, to understand
the influence of blockchain as a disruptor and a technology that is revolutionizing
the banking sector. The chapter will explain the concepts and role of blockchain in
the banking domain. Secondly, the ongoing criticism of the blockchain as a disruptor
in the banking domain is answered in this chapter. Third, the role of blockchain in
the transformation of the banking sector is discussed by explaining the blockchain
process in the key banking services.
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INTRODUCTION TO BLOCKCHAIN TECHNOLOGY

There has been a cryptocurrency revolution in the past ten years (Liu et al., 2021).
Bitcoin started digital currencies and cryptocurrency, and simultaneously, the concept
of blockchain has emerged, which acts as a record keeper for Bitcoin (Nakamoto,
2008). Blockchain operates as a database in which all the information got stored
in a structured manner. The traditional databases assist in finding the information
efficiently and quickly. They were designed with the distributed architecture on
very powerful computers. The architecture has exceptional computing power and
storage capacity to handle multiple records at a time.

However, blockchain structures data in groups known as blocks holding the
information (Oh & Shong, 2017). When the block is overflowed with information,
the existing blocks are chained to the previously filled blocks, forming a chain of
blocks; the reason it is known as ‘blockchain’. According to IBM, blockchain is
defined as “Blockchain is a shared, immutable ledger that facilitates the process of
recording transactions and tracking assets in a business network.”

In the recent years, the emergence of digital technologies such as online banking
and fintech has contributed to the new experiences (Tian et al., 2021). The new
technologies can handle the financial processes and handle the common bottlenecks
such as transparency, convenience, speed and efficiency in facilitating the transactions
across different sectors. The blockchains are considered as the upcoming technology
for the transformation of the banking and finance sector (Ji & Tia, 2021).

A blockchain is focused on a distributed ledger system that works on the network
of computer nodes (George et al., 2019). Blockchain had a very critical role in the
Bitcoin, which is a very popular cryptocurrency (Nam et al., 2021). It is responsible
for maintaining the transactional records in a decentralization architecture. The main
advantage of blockchain is that it provides a secure transaction without the need of
third party (Queiroz et al., 2020).

The typical difference between the database and blockchain is the structure of the
data. Blockchain collects information in the groups which are known as blocks (Oh
& Shong, 2017). Blocks helps in the storage of the data and exceeding the storage
capacity, it is linked to the previous block, hence forming a chain of blocks. Hence,
the name is given as Blockchain to the chain of the blocks. In the databases, the
data is stored in the forms of rows and columns making it a tabular data. However,
in the blockchain the data is stored in the blocks which are attached together, hence
forming an irreversible chain of blocks with a timestamp for individual block in a
decentralized structure (Rane & Narvel, 2019).

The information stored in the blockchain cannot be edited or deleted. Therefore,
blockchains are also termed as distributed ledger technology in which the records or
blocks cannot be altered (Garg et al., 2021). Blockchains are very difficult to hack.
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It is having a very secure network and over the years this technology got trusted by
internet users. When the new blocks are added at the end of the blockchain, it is very
difficult to reverse and alter the contents of the transactions. Since, any transactions,
that needs to be altered, has to be confirmed by majority of the networks.

Blockchain is highly used in the cryptocurrencies such as Bitcoin (Ghaemi Asl
et al., 2021). It has its origin from the transaction system in 1991 given by two
researchers who wanted to develop a tamper proof timestamps. However, this idea
of tamper proof stamps was first implemented in the year 2009 with the launch
of Bitcoin. Satoshi Nakamoto, referred this new system as “a new electronic cash
system that’s fully peer-to-peer, with no trusted third party”.

TYPES OF BLOCKCHAIN

When any organization is implementing a blockchain solution, then beforehand it
has to be decided that what type of blockchain has to be implemented. Broadly, the
blockchain can be created with permissions or without permissions (Alam et al.,
2021). Permissioned and permissionless blockchain has their own limitations. The
permissionless blockchain on the one hand requires no authentication to enter into the
blockchain network however they are very difficult to hack if they have a very large
network of nodes (Pimentel & Boulianne, 2020). Since the large network of nodes
requires high number of miners to authenticate the new blocks. The permissioned
blockchain are easy to hack since it works on the centralized system in which central
authority is required to add nodes to the blockchain. Hence it is very easy to hack if
the system used by the central authority is not secure (Wang et al., 2020).

On the basis of the permissioned and permissionless blockchain, there are three
types of blockchain structure:

Public Blockchain

Public blockchain are part of the permissionless network in which anyone can join
the blockchain network. In this blockchain, anyone can create the blocks on this
blockchain and even validate the blocks in the network (Gaur, 2020). These types of
blockchains are highly used in the exchange and mining of the cryptocurrency. The
highly popular cryptocurrencies such as Bitcoin and Etherium used public blockchain
in which the role of miners is to create blocks by solving the cryptographic equation
(Nakamoto, 2008). In return they get the bitcoins as a reward of creating the blocks
for the blockchains. The other miners validate the blocks created in the blockchain.
Therefore, these miners were acting as the bank managers in this cryptocurrency
era in which they get paid for their work in the form of cryptocurrency. The public

153

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Blockchain in the Banking Sector

blockchain encouraged new users to join the network and it works completely on
the decentralized framework in which no person or organization has authority to
control the access in the network.

The public blockchain consumes lot of power to maintain the distributed ledger
and there are lot of trust issues in these types of blockchain (Queiroz et al., 2020).
The blockchain uses proof-of-work which consumes lot of energy which can be
handled by replacing it with more efficient algorithm such as Proof-of-Stake (PoS).

Moreover, these blockchain suffers from transactional speed as well. Sometimes
the speed of the transaction is so slow that it takes around hours to authenticate the
transactions. This is due the mathematical problems involved during the process
of transactions. Hence it also leads to the problem of scalability. If the blockchain
network has to be increased, then with the addition of new nodes, the network
becomes very complex and slow.

Private Blockchain

Private blockchain works in an environment in which restrictions are imposed. It
works inaclosed environment and comes under permissioned blockchain ecosystem.
These blockchains were highly used by the organizations who wants to have a
restricted access to their blockchain network. Therefore, private blockchains allows
only selected participants to access their network by setting up the parameters to
securely enter the organizations. Hence, it is similar to the centralized architecture
in which a single authority is controlling the network. These kind of blockchain
networks were offered by various blockchain providers and they tend to offer unique
features customized for various organizations.

Private blockchains are faster than public blockchain and does not have distributed
ledger technology. There could be trust issues in these blockchain networks since
these blockchain comes under the control of single authority, and if the topmost
node is hacked then it is very easy to access the secondary nodes in this network.
Moreover, due to the small size of the network, it becomes very easy to breach the
trust by compromising the consensus method.

Federated Blockchain

Federated or consortium blockchain is different from public blockchain or private
blockchain. In this network, some nodes are made public, while others remain as
private, hence, offering the benefits of private and public blockchain in a single
network. The advantage of this blockchain network is that it is restricted to lesser
nodes, however still it follows the decentralized architecture for validation of the
transactions. These blockchains are more secure and offers better scalability than
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public blockchains. Hence it provides a customized centralized architecture along
with the benefits of the distributed ledger.

BLOCKCHAIN AND BITCOINS IN FINANCE AND BANKING

The banking sector was considering the use of blockchain based technologies to
have an edge in this innovative technology. Established banks like BNP Paribas,
Barclays, Swiss Investment Banks, Citigroup and stock exchanges like NASDAQ
invested in their own blockchain based solutions to reduce the costs and introduce
this new technology to their organizations. The fundamental use of blockchain in
the financial sector is money transactions and payment systems. The blockchain
provides an easy solution to the swift payments and money transactions system.
The transaction is very less compared to the traditional banking system such as net
banking and credit cards.

There is a huge difference between a blockchain and present banking system.
Banks usually works between fixed hours, i.e. from 9AM to 5SPM. However, the
blockchain system has no fixed hours and works continuously for the whole year.
Even the transaction fees also vary between the banks and blockchain technology.
In the banking system, the transaction fees are decided by the banks, however in the
blockchain and bitcoins, the fees for the transactions is provided by the miners and
users. In terms of transaction speed, the bitcoin transactions usually vary between
minutes to hours and moreover it also depends upon the network congestion.
However, the banks have faster transaction systems, but usually the banks are not
working on the weekends and therefore international transaction could be on hold
if done on the weekends.

In the financial systems it is mandatory for the banks to get all the information
about their customers before opening the account. In banking system, it is known as
‘Know your customers’ (KYC). However, there is lot of controversy regarding the
Bitcoins. In Bitcoins, the identity of the customers is not known. Even an artificial
intelligence program can participate in the Bitcoin network. Hence, it is the reason
that government does not have control over the Bitcoin network, but can seize any
account coming under the traditional banking and finance systems.

There is a lot of criticisms regarding the cryptocurrencies such as Bitcoins and
Etherium, however the change has been observed in the recent years. The main
reason is the fast transaction time and less expensive transactions as compared to
the traditional banking systems.

Therefore, blockchain in the financial sector is acting as adisruptive force in terms
of payments and banking. It exploits the banking sector by adding new technologies
such as smart contracts, digital currencies and distributed ledgers. Hence, one
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of the critical challenges with the blockchain technology is the associated with
regulatory issues. There is no law or rule in this technology that should be subject
to the regulation, however the worldwide use of this technology in cryptocurrencies,
blockchains and smart contracts demands regulation (Osmani et al.,2021). Hence the
financial services using the blockchain technology demands regulatory mechanism.
At the international level, global financial agencies are trying to regulate the
cryptocurrencies to handle the taxation issues and criminal activities (Pimentel &
Boulianne, 2020). However, Ji & Tia (2021) argue that the blockchain itself provides
a secure and trustable architecture to the financial markets and is regulated through
distributed ledger system. However, the collaborative governance is required to bring
trust in the banking and finance sector. The absence of this system is responsible for
the various cybercrimes and fraudulent transactions. Therefore, to get the societal
benefits of the blockchain, there needs to be stringent governance and regulatory
framework to handle the blockchain technology.

By looking at the perspective of infrastructure in the financial services, the
blockchain brought a disruptive change in the banking and finance systems. The
secure transactions using cryptographic algorithms across the globe was made
possible with the blockchain technology. With the implementation of the blockchain,
the process re-engineering and legacy system integration is a big challenge for the
banks. Some of the critical challenges in the implementation of the blockchain
technology are the clarity of authority, new technology and potential risks due to
the lack of governance brought a disruption to the banking sector.

Cost reduction will play as an influencing factor in the implementation of
blockchain technology. The financial solutions based on the blockchain technology
will save $8 billion per annum (Accenture, 2017). Putting the blockchain process in
the financial systems can save upto 30% of the infrastructure costs. Moreover, the
cost cutting will also be done with the elimination of the intermediaries (Hillsberg,
2018; Marr, 2017). Blockchain also provides the secure environment with its
decentralized system instead of the central database which is very vulnerable to
the cyberattacks (Park & Park, 2017). Hence it was found that the benefits of the
blockchain bringing revolution in the financial sector were related to the reduction
in costs, secure and efficient financial transactional system (Osmani et al., 2021).

BLOCKCHAIN BASED TECHNOLOGY
INITIATIVES IN VARIOUS COUNTRIES

Various countries have implemented the blockchain technology in their financial
sector. Tunisia became the first country to start the cryptocurrency based on the

blockchain technology. Tunisia tied up with Monetas for initiating the digital
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currency to do the monetary transactions (Yli-Huumo et al., 2016). Australian
Reserve Bank taken the initiative of currency system named as ‘“Developments in
Financial System Architecture” (Alam et al., 2021). Palestinian government took
the initiative of e-currency that became a central financial system for the digital
payments and bank transactions (Alam et al., 2021). Canadian authorities staged a
competition, “RegTech Hackathon” in which the idea was presented to simplify the
process of Know Your Customer (KYC) while implementing the distributed ledger
technology. The Chinese government is also working on the initiative, “Central Bank
Digital Currency” to bring down the fraud cases, reduction in the transaction costs
and accessibility to the financial services (Alam et al., 2021).

CONCLUDING REMARKS

The banking and financial sector is experiencing a tremendous change with the entry
of blockchain technology. It is bringing the revolution in the banking and financial
institution by providing various benefits in terms of cost, security and efficiency.
On the contrary, it is also acting as a disruptor by bringing the new competition and
innovative technologies in the financial sector with the entry of fintech firms and
companies who are not previously dealing in financial services.

Therefore, in this chapter, the essentials to understand blockchain technology and
the impact of this technology on the banking sector were discussed. The previous
literature was considered to understand the blockchain in the banking domain. This
chapter makes a novel contribution to the theory as well as in practice. The chapter
explained the concepts and role of blockchain in the banking and finance domain.
Secondly, the ongoing criticism of the blockchain as a disruptor in the banking domain
is answered in this chapter. Third, the role of blockchain in the transformation of
the banking sector is also discussed by explaining the blockchain process in the key
banking services. Fourth, the relevant cases were discussed in which the established
countries were initiating the blockchain process in their key financial services.

REFERENCES
Accenture. (2017). Banking on Blockchain: a value analysis for investment banks.
Accenture. https://www.accenture.com/us-en/insight-banking-on-blockchain

Alam, S., Shuaib, M., Khan, W. Z., Garg, S., Kaddoum, G., Hossain, M. S., & Zikria,
Y. (2021). Blockchain-based Initiatives: Current state and challenges. Computer
Networks, 198(March), 108395. doi:10.1016/j.comnet.2021.108395

157

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://www.accenture.com/us-en/insight-banking-on-blockchain

EBSCChost -

Blockchain in the Banking Sector

Garg, P., Gupta, B., Chauhan, A. K., Sivarajah, U., Gupta, S., & Modgil, S. (2021).
Measuring the perceived benefits of implementing blockchain technology in the

banking sector. Technological Forecasting and Social Change, 163(June), 120407.
doi:10.1016/j.techfore.2020.120407

Gaur, N. (2020). Blockchain challenges in adoption. Managerial Finance, 46(6),
849-858. doi:10.1108/MF-07-2019-0328

George, R. P, Peterson, B. L., Yaros, O., Beam, D. L., Dibbell, J. M., & Moore,
R. C. (2019). Blockchain for business. Journal of Investment Compliance, 20(1),
17-21. doi:10.1108/JOIC-01-2019-0001

Ghaemi Asl, M., Rashidi, M. M., & Hosseini Ebrahim Abad, S. A. (2021). Emerging
digital economy companies and leading cryptocurrencies: Insights from blockchain-

based technology companies. Journal of Enterprise Information Management,
34(5), 1506-1550. Advance online publication. doi:10.1108/JEIM-08-2020-0348

Hillsberg, A. (2018). Can Blockchain Technology Impact Banking? We Analyse
this Important Trend. https://www.comparethecloud.net/articles/can-blockchain-
technology-impact-banking-we-analyse-this-important-trend/

Ji, F., & Tia, A. (2021). The effect of blockchain on business intelligence efficiency
of banks. Kybernetes. Advance online publication. doi:10.1108/K-10-2020-0668

Liu, L., Zhang,J. Z., He, W., & Li, W. (2021). Mitigating information asymmetry in
inventory pledge financing through the Internet of things and blockchain. Journal
of Enterprise Information Management, 2013(5), 1429-1451. Advance online
publication. doi:10.1108/JEIM-12-2020-0510

Marr, B. (2017). Practical Examples Of How Blockchains Are Used In Banking
And The Financial Services Sector. Forbes. https://www.forbes.com/sites/
bernardmarr/2017/08/10/practical-examples-of-how-blockchains-are-used-in-
banking-and-the-financial-services-sector/?sh=4c3b945blal 1

Nakamoto, S. (2008). Bitcoin: A Peer-to-Peer Electronic Cash System. Decentralized
Business Review, 21260. Advance online publication. doi: 10.1108/TG-06-2020-0114

Nam, K., Dutt, C. S., Chathoth, P., Khan, M. S., & Dutt, C. S. (2021). Blockchain
technology for smart city and smart tourism : Latest trends and challenges. doi:10
.1080/10941665.2019.1585376

Oh, J., & Shong, 1. (2017). A case study on business model innovations using
Blockchain: Focusing on financial institutions. Asia Pacific Journal of Innovation
and Entrepreneurship, 11(3), 335-344. doi:10.1108/APJIE-12-2017-038

158

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use


https://www.comparethecloud.net/articles/can-blockchain-technology-impact-banking-we-analyse-this-important-trend/
https://www.comparethecloud.net/articles/can-blockchain-technology-impact-banking-we-analyse-this-important-trend/
https://www.forbes.com/sites/bernardmarr/2017/08/10/practical-examples-of-how-blockchains-are-used-in-banking-and-the-financial-services-sector/?sh=4c3b945b1a11
https://www.forbes.com/sites/bernardmarr/2017/08/10/practical-examples-of-how-blockchains-are-used-in-banking-and-the-financial-services-sector/?sh=4c3b945b1a11
https://www.forbes.com/sites/bernardmarr/2017/08/10/practical-examples-of-how-blockchains-are-used-in-banking-and-the-financial-services-sector/?sh=4c3b945b1a11

EBSCChost -

Blockchain in the Banking Sector

Osmani, M., El-Haddadeh, R., Hindi, N., Janssen, M., & Weerakkody, V. (2021).
Blockchain for next generation services in banking and finance: Cost, benefit, risk
and opportunity analysis. Journal of Enterprise Information Management, 34(3),
884-899. doi:10.1108/JEIM-02-2020-0044

Park, J. H., & Park, J. H. (2017). Blockchain security in cloud computing: Use cases,
challenges, and solutions. Symmetry, 9(8), 164. doi:10.3390ym9080164

Pimentel, E., & Boulianne, E. (2020). Blockchain in Accounting Research and
Practice: Current Trends and Future Opportunities*. Accounting Perspectives, 19(4),
325-361. doi:10.1111/1911-3838.12239

Queiroz, M. M., Telles, R., & Bonilla, S. H. (2020). Blockchain and supply chain
management integration: A systematic review of the literature. Supply Chain
Management, 25(2), 241-254. doi:10.1108/SCM-03-2018-0143

Rane, S.B., & Narvel, Y. A.M. (2019). Re-designing the business organization using
disruptive innovations based on blockchain-IoT integrated architecture forimproving
agility in future Industry 4.0. Benchmarking, 28(5), 1883—1908. doi:10.1108/B1J-
12-2018-0445

Tian, X., He,J. S., & Han, M. (2021). Data-driven approaches in FinTech: A survey.
Information Discovery and Delivery, 49(2), 123-135. doi:10.1108/IDD-06-2020-
0062

Wang, H., Ma, S., Dai, H. N., Imran, M., & Wang, T. (2020). Blockchain-based
data privacy management with Nudge theory in open banking. Future Generation
Computer Systems, 110, 812-823. doi:10.1016/j.future.2019.09.010

Yli-Huumo, J., Ko, D., Choi, S., Park, S., & Smolander, K. (2016). Where is current
research on blockchain technology?—A systematic review. PLoS One, 11(10),
e0163477. doi:10.1371/journal.pone.0163477 PMID:27695049

159

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

160

Chapter 9

Blockchain Technology in
the Insurance Industry

Sumit Oberoi

https://orcid.org/0000-0002-9989-2875
Symbiosis School of Economics, Symbiosis International University (Deemed),
India

Pooja Kansra
Lovely Professional University, India

ABSTRACT

Application of blockchain technology is feasible in the insurance sector, thus
authorising data transmission, preventing fraud, enabling automation, and
safeguarding audit trails. The present study aims at understanding the use cases of
blockchainin the insurance industry and examining the challenges and opportunities
of blockchain technology in the insurance industry. This study is approached from
a theoretical perspective, and literature search strategy was performed for all
working and published research articles and book chapters indexed under different
databanks (e.g., CEIL, Google Scholar, IEEE, Research Gate, Web of Science, etc.).
Only articles accessible in English and published between 2010t0 2021 are included
in the study. Blockchain is gaining ever-increasing attention from various industries
and research domains. A quantum leap in skills and technical know-how influences
all segments of industries, and this revolution is absolutely necessary in the field
of insurance. Thus, the implementation of blockchain in the insurance sector has
turned out to be a default platform.
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INTRODUCTION

Blockchainis atechnology that supports tamper-resistant and transparent transaction
recording. A blockchain serves as a distributed database which maintains records
secured by cryptography and governed by a consensus algorithm (Floviketal., 2021)

Blockchain technology was first introduced in 2008 to document immutable and
verifiable data records in the absence of intermediaries. According to Kar and Navin
(2021), “The first potential application of blockchain is its use in the transaction of
bitcoin, the first-ever cryptocurrency’. The inquisitiveness and evolution of blockchain
was majorly determined by the upsurge in cryptocurrency and huge investments in
blockchain related start-ups. The potential application of blockchain technology was
diffused to various areas such as health, insurance, finance, education, supply chain,
etc. (Thake, 2018). Thus, the market share of blockchain technology is increasing
significantly. Blockchain technology introduced modern and novel prospects for firms
and companies to enhance their competitive edge and uplift economic progression.

Quantum leapin skills and technical know-how influence all segments of industries
and this revolution is absolute necessary in the field of insurance industry. Protecting
uncertainties has always been a complex and multidimensional obligation that is
associated with numerous aspects of lives. Therefore, insurance industry is observed
as aforemost playerin handling present-day economies on their development pathway.
Crawford et al. (2018), inferred “In 2017, the gross premium of global insurance
industry was amounted to be $ 4.8 trillion”. Hence, monetary investments, firm size,
management possessions and protecting commercial risks exhibits the importance
of insurance industry.

A significant development is witnessed in the area of research associated with
blockchain technology in insurance sector, but a large proportion of research is
majorly focused to key determinants and consequences of blockchain technology
(Raikwar et al., 2018; Janssen et al., 2020). According to Oberoi and Kansra (2021),
“The espousal of blockchain in insurance industry is developing very quickly and it
has been putative to become the default platform for complete insurance industry in
coming future”. Blockchain technology possess the capacity to develop and enable
insurance industry with new tools to redesign products and business models (Brophy,
2019). According to Tasca (2021),

Technology-related challenges in insurance industry are addressed by blockchain
empowered solutions. If these new properties provided by blockchain can be combined
together, it will be very beneficial for the insurance industry.
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Therefore, this study aims at understanding the use cases of blockchain in Insurance
industry? What are the challenges and opportunities of blockchain technology in
Insurance?

MATERIAL AND METHODOLOGY
Literature Search

The literature search strategy was performed for all working and published research
articles and book chapters indexed under different databases viz. Academia, EBSCO,
Google Scholar, Research Gate and Web of Science. Moreover, for enhanced literature
search available online libraries were searched such as “Institute of Electrical and
Electronics Engineers” (IEEE) and “Computerized Engineering Index” (CEI).
Supplementary articles were scrutinized and investigated by conducting backward
referencing process.

The literature search strategy applied a combination of controlled vocabulary and
keywords such as “Blockchain Technology”, “Cryptocurrency”, “Hash”, “Nodes”,
“Indemnification”, “Insurance”, “Systematic Review” and “Decentralized Ledger”.
Both vocabulary and syntax were accustomed across various databases. A total of
117 articles were attained comprising duplicates by performing desk search criteriain
various databases. Later, manuscripts were recognized to be duplicate and removed.

Inclusion and Exclusion Standards

Few articles managed to clear the inclusion standards based on the recommendations
suggested by Oberoi and Kansra (2020). Results were limited to the English language,
the publication year between 2010 to 2021, conclusions on insurance industry and
journals to be peer-reviewed. Title and abstract of the remaining 63 papers were
assessed to determine their significance. Therefore, the screening process helped
in the selection of 24 articles as highlighted in figure 1. Finally, a large number of
articles on blockchain technology were excluded if they (a) were conference papers
or posters; (b) were published in non-peer reviewed journal and (c) were not available
in English language.
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Figure 1. Framework for the inclusion and exclusion of articles

Search Strategy Inclusion Standards Exclusion Standards
Databases ——» ‘Title”,“Abstract”& |, Limited to English, Peer- 1 conference papers, non-
“Keywords” review & Published 2010-21 peer reviewed journal.

117 24 39

BLOCKCHAIN IN INSURANCE

Rapid diffusion of blockchain technology is witnessed in several areas such as
education, financial service, health services, public administration, real estate and
supply chain (Hans et al., 2017; Johnson, 2017; Zhou et al., 2018; Demir et al.,
2019). Thus, it’s the need of an hour to develop and utilize blockchain technology
in insurance industry for smoother and hassle free working.

Lack of infrastructural development and excessive intermediaries in insurance
industry makes commercial operations expensive and burdensome. According to
Grima et al. (2020), it was inferred that insurance sector is the most assuring and
favorable domain for utilizing complex technology like blockchain. Oberoi and
Kansra (2021), concluded that “Blockchain technology could be used in distinctive
areas of insurance industry, thereby, permitting for speedier and uninterrupted data
transfer, automation progressions, prevention of frauds and lastly safeguarding
audit trails”. Thereby, adding a value proposition in service and giving assistance
to the consumers by attaining cost efficiency. With the use of blockchain technology
subrogation and intercompany claim settlement will become less complicated and
easy in insurance sector. PricewaterhouseCoopers (2016),

Work automation reduces the physical activity, confirms ineffaceable audit history
andreportsthe acknowledgement of an agreement. This automation helps in removing
barriers such as data duplication, up-to-date information, data to be accurate and
accessible at all time.

Daley (2019), highlighted the application of blockchain technology in eight
companies to revolutionize insurance sector.

The results concluded that utilization of blockchain technology benefit clients by
highlighting an overview of insurance policy, notifying about premium due dates,
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displaying history of policy, smart contracts, speeding up claim disputes and helps
in removing inefficiencies.

Bosisio et al. (2018), in the study concluded that insurance companies and firms
are amongst the primary beneficiaries to get exclusive assistance and advantage
from blockchain technology. With the utilization of blockchain in insurance firms
and companies, industry will get cost advantage, innovation, data transparency, data
upgradation and smart contract advantage (Insights, 2019). Therefore, this paper
focusses to understand the use cases of blockchain in insurance industry. What are
the challenges and opportunities of blockchain technology in insurance? Though,
expectations are extraordinary, application of blockchain is still at nascent stages
and not utilized to its fuller capacity (Pancetta, 2016; Olaf et al., 2017).

USE CASES OF BLOCKCHAIN IN INSURANCE INDUSTRY

Use cases of blockchain technology in insurance industry aims at enhancing
operational functions with providers, agents and customers. Thereby, making customer
experience better, improving product value, enhancing customer choice in the market,
etc. Finally, the end result is to reduce cost burden, enhance operational efficiency
and strengthen dealings with insured. The use cases of blockchain technology in
insurance industry is exhibited in figure 2.

Operational Considerations

Blockchain technologies potential to bring decentralized individuals together while
improving data security, exclusively positions blockchain technology in solving
the most difficult problem insurance industry i.e. sharing imperative data among
insurers, agents and customer (Woodside et al., 2017). Therefore, this use case also
acts as foundation for various possible blockchain applications in insurance markets.
Added data security and capability to develop trust among different individuals are
the two major reasons were blockchain technology helps in solving interoperability
issue and enabling operational priorities with cost advantage. With blockchain
technology insurer could easily upload or share the desired information to a shared
blockchain partner or other insurance company. Use of blockchain technology helps
in solving trust issues and reduction of cost burden through automated data between
different entities with no meddling of intermediaries and blockchain users do not
need to connect.
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Effective Fraud Prevention

According to Coalition Against Insurance Fraud (2016), “Fraud is estimated to cost
the insurance industry more than $80 billion annually” . Frauds in insurance industry
varies from insurers proposing false claims for services that are never provided to
over-charging services to obtain higher payments. Majority of life insurance frauds
happens during application process, where applicants hide their medical history of
chronic diseases such as diabetes, heart disease and etc. Submission of fraudulent
data to an insurer through fabricated claims, false applications or other channels,
smart contracts by blockchain technology could help in determining the claims to
be valid or not. Blockchain can help in verifying whether the claim submitted by
customer was actually seen for particular condition or insurer can compare applicant’s
prior electronic health record (EHR). Blockchain technologies competence to
effortlessly and securely fetch diverse data sources, enable insurers’ capability to
identify, recognize and alleviate fraudulent activity.

Enhancing Provider’s Directory Accuracy

Blockchain technology can offer a smart solution to the most vexing problems of
health insurance customers by affirming which insurance provider is in-network.
According to Deloitte (2016), “the provider directory is the most-used function
on health insurers websites, but it is too often filled with incorrect and out-of-date
information”. Inaccurate or outdated data is a problematic situation for policy
members to connect with their provider, such problems have impending impact on
care because language disputes causes unanticipated cost burden in the absence of
providerin same network. Insurers majorly depends upon providers to update directory
data and might obtain information from unknown sources. Both these conditions
make it difficult for insurer to keep the directory data accurate and generate correct
billing for providers. Blockchain technology based provider’s directory influence
and allows insurers and providers to update information rapidly and effortlessly.
For instance, if an insurer or provider identifies an error, one can easily initiate a
correction, that could be accepted or rejected by smart contracts based on available
data in blockchain.

Improving Customers Experience
The application process for getting insurance policy is a tedious and time consuming

process. Gathering provider’s data for underwriting and policy pricing is achallenging
and complicated task. Thus, accessing accurate information at point of time is a
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difficult and biggest obstacle in delivering desired insurance policy (Blumenthal,
2016).

Blockchain technology provides an easier access to comprehensive set of data
and records to both insurer and provider. This helps in more user-friendly application
process, operational efficiency, fraud prevention and cost saving. According to
Deloitte (2016),

Blockchain could be deployed to accelerate the development of web-based insurance
market coverage, centralized customer records, advanced analytics, telematics
transmission of wellness data and third-party information to dynamically profile
and recommend insurance products best suited to each consumer.

In a similar study by Gatteschi et al. (2018), discussed on several existing peer-
to-peer insurances which enhances the customers experience. The study inferred that

In peer-to-peer insurance the blockchain could really become the key technology,
from the insurance company’s perspective it must be underlined that the objective
of peer-to-peer insurance is the removal of intermediaries.

Hence, big insurance companies can recognize this threat and turn it into business
opportunity.

Figure 2. Use cases of blockchain technology in insurance industry
Source: Authors compilation based on literature review.
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OPPORTUNITIES AND CHALLENGES OF
BLOCKCHAIN IN INSURANCE INDUSTRY

Understanding regarding opportunities and challenges of blockchain technology in
insurance industry is significant for predicting profitability and achieving competitive
edge. Therefore, an integrated conceptual model was developed by carrying out a
meticulous examination of available literature on blockchain and insurance industry
as shown in figure 3.

Opportunities of Blockchain Technology

Increasing application of blockchain technology highlights various benefits and
opportunities that are not just consumer oriented, but also emphasize to add value
proposition for insurance industry (Belousov and Shustrov, 2019). According to
Oberoi and Kansra (2021),

“Application of blockchain technology in the insurance industry will majorly benefit
big companies with the availability of big data of customers by reformulating the
policies, claim management criteria in accordance with peoples need.

Additionally, insurance industries are willing to use blockchain assistance
and support to secure cost advantage, value proposition, big data availability and
operational transparency (Tarr, 2018). Thus, utilization of blockchain technology in
insurance industry is advantageous for insurers on several grounds such as validating
the policy records authenticity, intercompany claims, saving time by removal of
duplicate data, operational transparency, detection of fraudulent activity and easy
transfer of policy ownership. According to Wright and Filippi (2015),

Blockchain facilitates the development and creation of smart contracts and has
the potential to reduce costs, to accelerate the underwriting process and also to
expedite claims handling processes — again leading to savings in administrative
and operational costs.

Hence, utilization of smart contracts in insurance is a significant and novel
innovation in the blockchain technology. Finally, it is a challenging and far beyond
the articles scope to highlight the wide-ranging progressions and developments of
blockchain technology within the insurance industry.
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Figure 3. Opportunities and challenges of blockchain in insurance industry
Source: Authors compilation based on literature review
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Challenges of Blockchain Technology

Blockchain technology is at nascent stage and its diffusion in various industries
highlights numerous benefits and opportunities (Ferndndez-Caramés and Fraga-
Lamas, 2018; Grima et al., 2020; Kar and Navin, 2021). Still, the use of blockchain
technology in insurance industry involves set of challenges and restraints.

The primary and most critical challenge of blockchain technology in insurance
industry is data security and privacy (Kuo et al., 2016; Tarr, 2018). Blockchain
networks of both insurers and providers are most susceptible to any kind of security
and privacy breach recognized as 51% attack (Frankenfield, 2021). According to
Siyal et al., (2019),

51% attack involves a team of miners that own more than 50% of the blocks in a
blockchain network. The miners get an authority of the network and could prevent
any new transactions taking place by not providing them with the consent.

Additional major challenge discussed in literature is the responsibility of data
management and storage. According to Tasca (2021), “With time, as blockchain spread
its wings into insurance domain, the data storage challenge becomes quite evident”.
Moreover, with the rising size of data sets, a lag in data searching and retrieving
becomes low. Therefore, blockchain technology needs to be scalable and resilient
(McKinlay, 2016). Blockchain technology in insurance industry also suffered from
interoperability snag that is the ability of blockchain network to exchange and make
use of data in appropriate manner. Hence, this challenge of interoperability creates
interferences and interruptions in data sharing. Since, blockchain is a developing
and evolving technology, it requires a large number of licensed and authenticated
certifications from highly acknowledged standardization authorities. Lastly, social
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recognition, acceptance and adoption of such complex technology in comparison
to traditional work methods is very challenging process. Because of all discussed
concerns and challenges, implementation of blockchain in insurance industry requires
a meticulous attention.

CONCLUSION

Blockchain is considered as a major breakthrough and it is gaining an ever-increasing
attention and focus from various industries and research domains. Quantum leap
in skills and technical know-how influence all segments of industries and this
revolution is absolute necessary in the field of insurance industry. Blockchain
technology is at nascent stage and its diffusion could be applied in various spheres
of insurance sector. The purpose of the present study is to examine the following
research questions: to understand the use cases of blockchain in Insurance industry?
What are the challenges and opportunities of blockchain technology in Insurance?

A systematic review was carried out to understand the use cases, challenges
and opportunities of blockchain technology in insurance industry. Literature from
various academic databases were reviewed, compared and included in the study. The
systematic review of literature was especially commenced for insurance industry
due to the less exploration of this industry and the review shows that opportunities
are much greater than any other industry.

Addressing the question of the use cases of blockchain in insurance industry,
the review identified four major use cases as operational consideration, effective
fraud prevention, enhancing provider’s directory accuracy and improving customers
experience. Further, to address the second objective of the study it was inferred from
the review thatunderstanding regarding opportunities and challenges of blockchain in
insurance industry is imperative for predicting profitability and achieving competitive
edge. Thus, increasing application of blockchain technology highlights various
benefits and opportunities that are not just consumer oriented, but also emphasize
to add value proposition for insurance industry such as big data availability, cost
advantage, time saving, smart contract benefit and transactional transparency. Still,
the use of blockchain technology in insurance industry involves set of challenges
and restraints. The primary and most critical challenge of blockchain technology in
insurance industry is data security and privacy followed by data storage, scalability,
interoperability snag, standardization and social recognition. Thus, the discussed
challenges lead to the conclusion that blockchain technology need to work upon
the challenges and restraints highlighted in the study, before attaining maturity in
insurance sector.
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ABSTRACT

Blockchain technology has received much attention from academicians and industry
practitioners because they perceive that it can contribute to the bottom line of
corporations. Current literature shows a significant need for adopting blockchain
technology in the finance and banking sector to bring digital disruption. The main
objective of this chapter will be to identify the principles of blockchain technology and
how it impacts the performance of the financial and banking sector. The secondary
aims of this chapter will be to examine the challenges faced by the banking and
insurance sector and analyse the characteristics of blockchain technology to suggest
a model that collaborates with the other ecosystems to overcome those challenges.
The chapter identifies models that have been suggested by other researchers and
finally proposes a framework for the adoption of blockchain technology in the finance
and banking sector.
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INTRODUCTION

Blockchain is still in its infancy but lately has gained much attention from scholars
and industry practitioners. The finance and banking sector has not been excluded
from this exodus as it has emerged that Financial Technology (FinTech) and
Blockchain have been topical issues in the sector (Chang, Bandier, Zhang, Xu,
Zhang and Arami, 2020). Big data, machine learning, Artificial Intelligence, and
the commercialization of technology were the first significant and remarkable trend
in the evolution of FinTech, in addition to the risk-taking by some non-financial
firms which invested in the financial business (Chang et al., 2017). Zetzsche et al.
(2017) posit that a chemical reaction is presumed to occur when technology and
finance are combined, which inherently creates a multiplier effect. Pilkington (2016)
reiterates that the characteristics of blockchain technology, such as allowing trust
to grow faster among the platform user, swift data transfer with reduced cost, etc.
fascinate the end-users, and hence there is a need to adopt the technology.

Antonio and DiNizo (2018) state that Blockchain technology is growing very
fast in the financial sector, thus revolutionizing how people handle their businesses.
Nevertheless, the development of Blockchain technology has not yet fully grown as
it is still facing some challenges in areas such as scalability, privacy, latency, and
security (Changetal., 2017). This chapter explores the current trends in the financial
and banking sector in adopting blockchain and the barriers to its adoption, and
possible ways to overcome those barriers. In addition, this chapter will demonstrate
how Blockchain technology can leverage the sector by implementing principles
of Blockchain technology. Varma (2019) defines blockchain as the decentralized
reproduced ledger technology that motivates Bitcoin and other cryptocurrencies
that offers possibly appealing complementary ways of managing modern finance.
The blockchain is a decentralized, replicated, tamper-resistant append-only ledger
of transactions. Challenges that are associated with Blockchain technology include
scalability (Zheng et al., 2018; Marr, 2018, Biais et al., 2019), security (Werbach,
2018; Price, 2018), privacy leakage (Meiklejohn et al., 2013; Kosba et al., 2016;
Cong & He, 2019) and energy consumption (Price, 2018).

SIGNIFICANCE OF THE STUDY — THE WAY FORWARD
FOR THE BANKING AND INSURANCE SECTOR

The banking and insurance sector needs to redefine its existing business models
by collaborating with other ecosystems to incorporate more secure, reliable, and
efficient operational models into their systems. Because of security concerns, these
two industries must adopt blockchain technology. Therefore, this chapter offers and
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explores the challenges of the banking and insurance sector like inefficient records
maintenance, lack of consistent supervision, high operational costs, insecure payment
facility, etc., and how blockchain technology can overcome those challenges. The
decentralized trading activities have many supply chain stakeholders like sellers,
buyers, financiers, etc., who perform the trade on mutual trust and confidence.
However, there are instances of forgery, money laundering fraud, etc., which cause
financial losses to the parties involved in the supply chain. Frauds associated with
the Letter of Credit in international trade have been a significant cause of concern.
Blockchain is a technology established to maintain real-time records of transactions
among the parties involved in such trade at a reduced cost, with high transparency,
and a mutual trust that enables to perform error-free transactions quickly. Digital
disruptions are inevitable in five major industries due to the invention of blockchain
technology which improves the core business services like recordkeeping, data
transfer, document maintenance, supply chain management etc. The industries that
reap digital disruption benefits by adopting blockchain technology are banking,
insurance, healthcare, manufacturing, trading, and the public sector. The chapter
concentrates on radical changes experienced by the banking and insurance sector
and their future immunity to overcome the challenges of blockchain technology.

BLOCKCHAIN AND BANKING AND FINANCIAL SECTOR

The banking industry has already started establishing blockchain technology as one
of the mandatory requirements. Banks have transformed their traditional security
systems to modern tech-based security by experimenting with the blockchain where
the current assets transactions are recorded, and digital assets are recorded and
transferred at reduced cost and time. Anju Patwardhan (2014) rightly pointed out
that blockchain technology can secure digital data and safely transfer such data to
different parties involved in the supply chain. The Smart Contact Principle used in
blockchain binds all the parties involved, so they all agree on what they intend to do.
This principle allows banks to store any form of digital information, and it allows
the parties to view or update the digital data within the limitations of the set of rules.

Blockchain allows banks to secure every customer’s information and share it with
others, avoiding data duplication. Further, banks can avoid the cost of retaining the
customers’ information. Intermediaries need not authorize the transactions in the
blockchain, thus reducing the transactions’ processing cost and time. For instance,
the traditional money transfer takes a few days to transfer the amount, blockchain
transfers instantaneously. Thus, the use of blockchain in the banking sector improves
operational efficiency, provides abetter security system, transparency to transactions,
immutable records at reduced transaction time and cost. Blockchain technology
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ensures data privacy and secures data transfer, according to Popova and Butakova
(2019). Blockchain technology is the safest way of executing transactions by
avoiding financial fraud and money laundering. COVID-19 pandemic has brought
about significant changes in the banking industry, where banks are losing their
opportunities. For instance, Online payment systems like PayPal, Google Pay are
predominantly handling money transfers. The innovation of cryptocurrencies like
Bitcoin to cope with the current payment crisis has not reached all who need to use
it. Many misunderstand that Bitcoin is the same as blockchain, but a lot more can
be explored and made use of the blockchain.

THE CURRENT TREND OF BLOCKCHAIN TECHNOLOGY
CONCERNING THE BANKING INDUSTRY

The banking and financial sector has experienced that blockchain technology has the
potential to revamp local and international trade, as observed by Eyal (2017) while
highlighting the outcomes of the adoption of blockchain technology in the banking
and financial sector. The core banking system maintains records and distributes
them locally and internationally. These decentralized records are technologically
exposed to the possibility of being hacked or altered. Further, many global technology
giants have started innovating their blockchain, which creates discrepancies among
the applicability and creates a sense of untrustworthiness. Any international law
or regulations do not govern the current form of blockchain technology. However,
modernization of the current technological trend of blockchain can explore many
potentials to address these issues. Bart Suichies (2016), Technology Lead at
Philips Blockchain Lab, narrates that if developed with international collaboration,
blockchain technology can benefit all industries and consumers and bring digital
disruption in the business world, which will help withstand any emergency without
diluting the features of international trade. The business world and the IT sector
understand how blockchain technology operates differently, creating a gap between
the users and the technology administrators. So, these stakeholders should bring the
technology to reality without the core feature- the decentralized data maintenance
and dissemination- being affected.

BLOCKCHAIN TECHNOLOGY- A GLOBAL PERSPECTIVE
With the hundreds of blockchain technology innovations over the years, many
countries have initiated practicing digital transactions. Realizing the need for an

international regulatory framework to structure the blockchain technology for
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providing an international scope is the core outcome of the G20 Summit, 2018, in
Argentina. After the Summit, the international communities took a solid resolution
for regulating the cryptocurrency transactions to counter money laundering and
financing of terrorists. Table 1 describes the international perspective of blockchain
technology in a nutshell. The UNESCO conference entitled “Blockchain: practices
and perspectives” at UNESCO Headquarters on 17 May 2019 emphasized the
significance of blockchain technology for social good globally. Blockchain has been
the center of attraction globally as it offers opportunities to modernize many areas
of government transactions, business transactions, and the regular walk of life of
an ordinary person in society. Blockchain technology contributes to implementing
the Trade Facilitation Agreement (TFA) and makes participation in international
trade easier. The International Chamber of Commerce (ICC) estimates that the TFA
could increase international exports considerably by some developing economies
(International Chamber of Commerce, 2017b).

Table 1. Global perspective of blockchain technology

Countries Application Area
Sweden Real estate transactions
Singapore Issuing invoicing
UK Government grants distribution
Estonia e-Citizens records, e-Payments key, medical records secured on Blockchain
Ghana Recording land registry
Dubai Government operations
USA Supply Chain Management
Spain Banking industry
China Government Services
Japan Legalizing Bitcoin changed the entire global financial system digitally
Australia Sugar industry
Georgia Mining or investing in the crypto space
Malta Government Services
Cyprus Cyprus is playing an excellent role in becoming a Blockchain hub
Gibraltar Training young professionals and new generations on Blockchain
Thailand Postal Service to ensure safety and security
Slovenia Soon will be the Silicon Valley of Blockchain in the world
India 56% of Indian businesses are moving towards blockchain technology

Source: by Muhammad Ahsan Khan @mahsankhan. Blockchain Evangelist & Cryptocurrency Proponent.
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ISSUES WITH THE CURRENT BANKING SYSTEMS

Banks and financial organizations perform numerous daily transactions involving
massive transactional costs. For instance, JP Morgan, Bank of America Wells Fargo
earned almost $6 billion from various services in 2015 (CNN Business, 14" January
2016). Anotherissue with the existing system is double spending. One of the primary
causes for the financial crisis and financial depression in 2008 is that the financial
institutions had lent out the money to all who could not afford to replay. Such lending
decisions brought about the most devastating financial crisis for everyone associated
with the banking system. These issues are due to the centralized power held by the
central bank or any regulatory body in the monetary system. Further, the records
are prone to hacks in the centralized banking system. Blockchain technology solves
these issues by embedding the following features into the system:

e  Decentralized power: Blockchain allows the use of distributed ledger,
meaning that anyone who becomes a part of the supply chain has the authority.
So, the centralized authority gets distributed to everyone who joins the chain.

e  Public Ledgers: In a blockchain network, the ledger becomes public against
the current banking system where the ledger is private. Therefore, members
of blockchain networks get an updated copy of their complete transactions
immediately after signing up. Thus, the records are fully secure.

e Immutable to Hacks: The blockchain system has a structural format that
prevents the transactions performed from being manipulated.

e No Double spending: The Blockchain system is structured to tackle
double-spending.

e  No or minimal transaction cost: Blockchain networks do not accommodate
intermediaries to perform the transactions, resulting in zero transaction cost
or a minimal fee.

Blockchain -Operational Roadmap

It’s imperative to understand the way blockchain technology works which is the
backbone of cryptocurrencies like Bitcoin (see Figure 1).

When a member of the blockchain network intends to execute a transaction, for
instance, transferring a sum of money to another member of the same network, it creates
the information of the transaction in a new block. There are miners in the network
whose duty is to verify and validate the transactions. The validated transactions,
that is, the blocks created, are distributed to all members on the blockchain. In
this process, only the details of transactions are recorded and shared. No one can
find the balance of amount in members’ accounts explicitly. The transaction gets
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complete once validated by the miners. The system distributes the updated record of
the transactions to all members. If the transaction information is wrong or altered,
it does not match the records held by other members. Thus, validation will fail, and
the transaction will not be processed.

Figure 1. Operational roadmap of |blockchain technology
Source: https://doi.org/10.4236/jsea.2021.147018
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BLOCKCHAIN TECHNOLOGY IN INSURANCE: ADAPTABILITY

Blockchain technology has been introduced into the business sector to ease the
trouble of entering data twice in most transactions (Kalsgonda and Kulkarni,
2020). For instance, in the insurance industry in India, it is common to find that the
insured procures insurance through an agent who will, in turn, buy the policy from
the Insurance firm, which means that the insured must keep the documents safe to
be able to claim in the event of a mishap a process which gain involves the agent.
Without the documents, claims will not be processed, and it usually takes a long
time; in some cases, fraud is inevitable. The use of blockchain in these insurance
transactions is expected to benefit society by keeping the documents intact and
having claims processed quickly. Kalsgonda and Kulkarni (2020) claim that the
technology aims to secure the documents process the claims at an accelerated speed
and make the whole process cheaper, and more efficient. Mobile applications are
being utilized for processing these claims, with as much as ninety-eight percent of
life insurance policies being sold directly (Sangani n.d). Virtual branches are being
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set up taking advantage of artificial intelligence (AI), enabling agents to market
the correct policies to the intended markets. Singh (nd) reports that an annual loss
in the region of US$80 billion is suffered in the insurance industry, and a portion
of that is a result of manual entry errors. A regulatory and legal framework for the
operations of the blockchain is suggested by Afroz (nd), and this will give guidelines
on all legal matters and the operational procedures of insurance from the point of
buying a policy, during its life, and eventually the cession stages for life insurances.

Blockchain Insurance Industry Initiative (B3i) was launched in 2016 to improve
and examine dataexchange among insurance firms, including reinsurance companies
(Amponsahetal.,2020). A blockchain application system that could detect fraudulent
entries has been developed by Dhieb (nd) and can predict clients’ future behaviors.
There has been a recent development in which a proposal has been advanced to track
vehicle insurance while identifying fake insurance proofs (Demir, nd). Amponsah,
Adekoya and Weyori (2020) posit that it is a challenge in the insurance industry to
identify counterfeit documents in a fight to eradicate bogus clients. Insurance assists
people if they have faced unexpected mishaps to the assets they would have insured,
and as such, they will receive some payment to soften their pain (Sharifinejad, Dorri
and Rezazadeh, 2020). This process involves massive paperwork associated with
inefficiencies and slow speed (Amponsah et al., 2020). The nature of business in
insurance depends much on the principles of utmost good faith and trust, and as
such, partners in the chain have no chance to examine again what would have been
brought into their hands by upstream partners (Guo, Qi, Xian, Wu, Yang, Zhang
& Wenyin).

GENERAL BLOCKCHAIN INSURANCE BENEFITS

Blockchain can adversely reduce the process of creating, accepting, and facilitating
claims within the shortest possible time in an effortless manner which is evident
to all (Mainelli and Manson, 2016; Huckstep, 2016; Nath, 2016; Xu et al., 2020;
Liu et al., 2019). Transparency and visibility brought about by blockchain make it
possible for partners to re-examine and audit claims. The Federal Burau Investigation
(FBI) has noted that over $40 billion annually is lost through fraud (Lorenz et al.,
2016; Tarr, 2018), resulting in increased costs for policyholders and insurance
firms. This act involves insiders who manipulate the system for financial gains. The
use of blockchain technology in insurance makes it difficult for fraudsters as the
visibility to all partners allows them to trace and track the originality of statements
whose entries are hard to alter (Nath, 2016; Wahlstrom, Skog and Handel, 2015).
People’s virtual identification is now in place to identify who they are and verify
their true identities electronically (Lee, 2017; Lemieux, 2016). Correctidentification
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of people is vital in insurance as lack of proper identification may open doors for
fraudulent cases (Lamberti et al., 2018). With the blockchain technology in place in
the insurance business, it becomes difficult for anyone who intends to defraud firms
to alter any previously entered data related to beneficiaries. Blockchain technology
increases data authenticity and integrity, thus preserving the image of the sector
as well and at the same time creating confidence in the mind of those who already
have registered with insurance companies as well as potential clients.

Data sharing has become the norm of the business in the 21* century, given the
need to quickly respond to different needs and requests by both business partners
and end-users of company products and services. Therefore, it is inevitable that
this development is absorbed in the insurance industry. Nath (2016) posts that such
intercompany connections are associated with deliberate attempts at siphoning its
coffers’ system. Deliberate attempts have been made in the insurance industry to
make considerable investments to identify and inform stakeholders of any attempts
to defraud the system (Amponsah et al., 2021). Insufficient and correct information
coupled with visible and transparent procedures, including legal processes, has
hampered the acceptance of digital technology in the insurance industry (Vakilinia
et al., 2018; Lepoint, Ciocarlie and Eldefrawy, 2018).

The concept of Peer-to-peer is a widely accepted insurance model in which
money is pooled together by members of a family, friends, or colleagues with the
advantage of lower insurance premiums (Amith K.V., Prasad A. and Rajashekara
M. S, 2019). At the end of a period, usually a year, money that would not have been
used will be returned to the members. The emergence of peer-to-peer (P2P) insurance
has brought some great relief and advantages to likeminded clients whose needs
and interests can be grouped to manage these at once. A notable advantage that has
been brought about by P2P insurance is the reduction in expenses associated with
the management of policies, re-insuring policies, and processing payments using
reserves (Amponsah et al., 2021). The use of blockchain technology has seen a
massive reduction in paperwork related to these transactions (Pritzker, 2020), and
all these gains have been achieved using a mobile application, facilitating filing
claims and processing payments in less costly and fast methods (Amponsah et al.,
2021). Amponsah et al. (2021) points out that the characteristics of P2P insurance
are connected to the characteristics of blockchain technology, including the ability
of an application to be decentralized, provision of speed, and ease of use.
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PITFALLS OF THE CURRENT TRENDS
IN THE INSURANCE SECTOR

The traditional approach in the insurance industry was to have amiddleman who would
provide several services, from the initial sale and promotion of insurance policies
to timely and speedy processing of the required documentation for claim purposes.
Even though the presence of the middlemen in these transactions offered value,
bottlenecks such as the duration taken to process claims could not be underestimated.
Blockchain technology’s architecture has seen the elimination of the middlemen
facilitated by including an algorithm that permits peers to share information among
themselves. Claims approval time is extensively reduced by using such a blockchain
application; nevertheless, much trust is required amongst users. Money laundering is
prevented in the insurance industry by encouraging brokers, insurers, and reinsurers
to know their clients thoroughly. A know-your-customer and anti-money-laundering
mentality and approach are encouraged in the insurance sector.

Amith, Prasad, and Rajashekara (2019) point out that in vehicle insurance,
two concepts have been introduced, namely Pay-As-You-Drive (PAYD) and Pay-
How-You-Drive (PHYD). Telematics is fitted on the car, and they give real-time
information on the driver’s behavior as s/he maneuvers the vehicle. Blockchain
technology is incorporated into these insurance concepts to facilitate efficiency,
transparency, and security during the policy’s tenure. Once data about the patterns
of a vehicle has been stored using blockchain technology, it becomes problematic
if not difficult for anyone to make some alterations to the insurance information. A
number of benefits have been indicated by Amith, Prasad, and Rajashekana (2019),
and these are listed below:

e  Decentralization of the system ensures transparency and lack of control by
one party

Defaulters are eliminated as the system demands premiums promptly

The repair of vehicles is fast as claims automatically trigger the process
Owners automate premiums

No single point of failure

Optical character reader has replaced papers

The implementation can be efficient

Fraudulent companies are eliminated from the system

The Federal Advisory Committee on Insurance (FACI) on the 5" of January
2017, in its quarterly meeting, pointed ten things about blockchain technology:
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e  Blockchain technology is an emerging and promising technology that has far-
reaching consequences of efficiency and high security

e  This technology is being applied across all industries even though it is still
young

e  Momentum is being gained in the investment towards blockchain technology

Seventy percent of financial organizations are still in the experimentation

stages of the use of the technology

Collaboration of partners is vital for the success of the investment

Value creation is possible even though the feasibility differs across the sector

Blockchain is no silver bullet solution for all the pain points in the industry

Collaboration, regulatory environment, and transparent business cases are

crucial to justifying the move

e  Full potential can be reached within five years if organizations are prepared
to overcome these challenges

e  Value can be unlocked through a five-step journey: Education, Strategy,
Solution Design, Implementation, and Approach.

From Figure 2, itis understood that the term ‘blockchain’ in Blockchain Technology
emanated from the concept of connected blocks using a hash of previous input of
information. These blocks will be a chain of ledger distributed publicly and can be
verified, shared in addition to possessing immutability characteristics. Blockchain
technology facilitates the storage and tracing of transactions in the cooperate
connection (Amponsah et al., 2021). Those who participate in chains can input new
transactions, but they cannot in any way alter previously fed information into the
system. Peer-to-peer connections are facilitated by a series of nodes that individually
keep a copy of the chain at a local level. In insurance, the assets listed and covered
include houses, cars, cellphones, bonds, title deeds and can be transferred from one
peer to the other privately and securely.

A six-step approach as to how blockchain works suggested by McKinsey and
Company is as follows:

Creation of electronic messages

The message is sent to distribution nodes with unique crypto signatures
Economic race to validate the transaction

Confirmation broadcast to the rest of the network

Block is added to all the distributed ledger copies

The network replicates record of verified transactions
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Figure 2. Blockchain technology in insurance industry
Source: (https://www.bing.com/images/search?q=clipart+of+blockchain+in+insurance &id)
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From Figure 3, one can understand that fraud is a phenomenon associated with
traditional insurance because of several loopholes that may include the duration it
takes to process claims. The length duration it takes usually disappoints the insured,
who will connive with repair companies to inflate. However, the coming in of
blockchain technology will disappoint the insured because verification is done by
other people who are anonymous in the system. Policies are created quickly, and
everything is decentralized to fast-track the process and streamline interactions
among peers. Insurance that can be taken in blockchain include vehicles, houses,
and other movable properties. The technology also permits re-insurance of these
assets, thus allowing all valuable assets to be on the network (Atlam et al., 2018).

There are ten ways Blockchain will disrupt the insurance sector.

Fraud Prevention

Policy creation and claims processing
Streamlining routine interactions
Risk prevention

On-demand Insurance

Property and Casualty Insurance
Reinsurance

Microinsurance

P2P Insurance

Parametric Insurance
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Figure 3. Ten ways blockchain will disrupt insurance
Source: https://www.bing.com/images/search?q=clipart+of+blockchain+in+insurance &id
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CHALLENGES OF BLOCKCHAIN NETWORKS-
ADOPTION BARRIER OF BLOCKCHAIN IN THE
BANKING AND INSURANCE SECTOR

Blockchain technology is undoubtedly the future solution for the banking industry
to sustain efficiently. However, the banking sector faces challenges while adopting
blockchain technology on a large scale. Wide adoption of the technology needs
to address some of the significant issues. The risk of international jurisdiction,
scalability, protection of data privacy, and consumer rights protection are crucial.
However, there are ways to overcome such barriers. Like any other technology to
ease human tasks, blockchain has its shortcomings in its use in insurance services.

§  Blockchain technology finds it difficult to scale with ease, and this challenge
may lead to centralization as the number of connected nodes goes up (Atlam,
Alenezi, Alassafi & Wills, 2018).

§  Hardware and software used by different peers in the chain are hardly the same,
making compatibility difficult. Other algorithms apply to different hardware
computers, and therefore it will be a complete fallacy and misinformation to
expect the different nodes to work at the same speed (Torkaman & Seyyedi,
2016).

§  Morespaceis required in the long run as nodes can only keep a sizable quantity
of ledger, and when that takes place, even the speed of processing transactions
will be affected adversely.
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§  Skilling must know how the blockchain works, and educating the public is a
challenge (Bafana, 2017).

N Connections can be made possible from different countries, but that poses the
challenge of which state will preside over a case in the event of a misunderstanding
between the parties or which country’s regulations should be followed if the
rules are different (Asatryan, 2017).

FRAMEWORK TO OVERCOME THE PITFALLS
OF THE CURRENT TRENDS OF THE
BANKING AND INSURANCE SECTOR

The chapter suggests possible ways to overcome the barriers of adopting the
blockchain networks in the banking and insurance sector to reap the maximum
benefits of digital disruption, considering the new challenges.

Blockchains should be used by partners in the same country or region with the
same legal systems to avoid misunderstandings and have reasonable solutions to
litigation cases, which calls for continued dialogue with regulators. This may also
build on the law or regulation that partners must be within the same jurisdiction and
practice the same legal systems in business transactions. There is a need to continue
educating the public about how blockchain technology works and not neglecting
employees of insurance companies. Further, the following suggestions are noteworthy:

e  Risk of international jurisdiction: when there is no single universal law
regulating the functions of blockchain as the spectrum of which is spread
across international borders, the trustworthiness, privacy of data, and
consumer protection are at high risk. Bringing the international tech giants
involved in providing blockchain solutions, like IBM, to a consensus to frame
an international regulatory body to govern the international adaptability can
address the cross-border risk in blockchain technology. According to the
decentralized financial technology company -RippleNet (2014), a vital nexus
among the global financial solution providers is recommended to bring a
technology disruption to many industries through blockchain.

e Scalability: There is no scope for broader adoption of blockchain technology
in all services areas as it involves huge capital expenditure and the support
of technical know-how, which is not affordable to many financial institutions.
However, banks can facilitate E-identity to provide a broad scope of
application. Further, maintenance of distributed ledgers of current assets
by the central bank or the regulating authority offers an extended scope for
blockchain technology.
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e  Protection of data privacy: Adoption of a single international law for
regulating the spectrum of blockchain will protect the privacy of the parties’
information.

e  Protection of consumer rights: An international legal framework that
governs cross-border transactions must protect consumer rights.

INTERNATIONAL REGULATORY FRAMEWORK

One can understand that every technology has challenges, either regulatory or
software application for international transactions. Blockchain is not an excuse. Thus,
the formation, innovation, and development of international standards for proving
solutions to these challenges are essential. According to Marina and Koulouri (2018),
a voluntary international legal framework is necessary to connect the international
community in applying blockchain technology. The following principles or standards
are suggested to be parts of the international framework to resolve the cross-border
issues on the blockchain technology application.

1.  Definition of Terms: Terms with multiple meanings involving the legal
frameworks of different countries, legal rights, etc., need to be understood in
the same way by all members and its applicability, and the impact should be
well defined.

2. Clarity on the application framework: Clarity of the challenges, range of
application, and the legal approach to resolve the issue are essential in applying
the technology. So that members in the supply chain can understand the issue
and how to resolve the issue.

3. Scope of applicable regulatory standards: the international framework should
assist the application of national regulations when something illegal is found
in the cross-border transaction in the Blockchain. For instance, if there is a
fraud or misrepresentation of facts by any member in the chain, this should
attract the local law governing such fraudulent acts as well.

4.  The international jurisdiction of laws: It is essential to draw the jurisdiction to
apply the international law of blockchain technology governing cross-border
transactions.

5. Privacy and Security: The framework should accommodate specific principles
for identifying public and private keys to provide the desired security and
privacy framework.

6. Risk Mitigation: A mechanism for international dispute resolution is to be
operational in the framework to mitigate the risk associated with international
transactions, which helps to expand the universal application of the technology.
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CONCLUSION

The chapter comprehends the adaptability of blockchain networks in the banking and
insurance sector to understand and overcome the pitfalls of the current centralized
financial system. Businesses, information, and financial solutions are inseparable
elements. Thus, a foolproof nexus established by blockchain technology disrupts
the banking and insurance sector worldwide. Blockchain technology assists the
banking and insurance sector to bring about a significant digital transformation
in their operational systems. Transactional security is a significant threat with the
obsolete conventional systems, which forces the adoption of blockchain technology,
reducing cost, time, and effort in the operational management of these industries by
ensuring security and transparency. However, there are stills areas of concern like
international regulation to govern the networks used by members across different
countries to protect consumer rights, scalability in the adaptability of blockchain
technology in the banking and insurance sector.
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ABSTRACT

Bancassurance was initiated as a supplementary medium for dispensing insurance-
related products and services. The proposal was to make certain auxiliary profits
for banks exclusive of the necessity to inculcate extra funds in a period when
restrictions were under force and credit off take was unresponsive. Insurance
firms thus had the time to amplify the market penetration for them. On the other
hand, online and cybernetic intrusion in the banking sector and the inception of
Bancassurance were nearly associated. The chapter will emphasize the need for
a customer-centric approach and recognize the tactic desired for giving a boost
to the Bancassurance business model through innovations and intensification of
the digital infrastructure of banks. The recommendation is that rather than solely
relying on digital, Bancassurance will benefit from the flawless amalgamation of
omni channels (digital and physical) to contact customers.
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INTRODUCTION

Bancassurance simply refers to sale of insurance through bank. Both banks and
insurance companies are in win-win condition under the scenario of Bancassurance.
After having around 92,114 local offices in India, penetration level of life insurance
in India was just approximately 2.82 percent and non life was too low around 0.92
percent according to a survey in 2019. The Indian insurance sector is a massive
industry which is waiting for the potential prospect to exploit. In spite of the fact that
India is second largest country in world in terms of population still the penetration
and density of insurance is extremely low this is around 2 percent in total (Kumar
& Senthil, 2017). The preamble of Bancassurance in banking sector was the leading
contribution of the era in the financial industry. For satisfying the customer’s needs,
Bancassurance is adding its role by developing new insurance products according
to customer’s needs and intensifying the competitive atmosphere. Along with the
phase that needs development in Bancassurance service, bankers are also intending
to offer the products that include innovativeness for satisfying customer needs as
well as aiding the customer for economic learning development and digitalization
(Elda, 2018).

Indian insurance market is the fastest growing market in the financial industry.
When the main bread earner is not able to hold up the responsibilities of the ancestors
then the reparation which is provided is the foremost thought behind the concept of
insurance and banks are the major contributors in this field nowadays. Bancassurance
is the widespread model of dispersion of insurance among the customers. Along
with this, insurance and banking industry is also adapting itself to the digitization
part and trying to adopt artificial intelligence. Insurtech is the new term under the
scope of Bancassurance in which the huge stand-alone digital startups especially
for insurance gain seed funding from the potential financier and are simultaneously
applauded outside India (Relan, 2020).

Block chain know-how as well as its progress in the financial zone are reliant
on rules and regulations which basically influence how remote and how hasty the
technology grows, and regulatory bodies will require to implement its novel courage
beside the possibility of unintended general perils to the economic arrangement
(Yeoh, 2017). Analysis of the development of Bitcoin and several crypto currencies
has quietly led to superior center of attention on the theory of dispersed Block chain
catalog (English et al., 2016).

Majority of the literatures have proven that block chain technology has the
potential and prospective for various beneficial arrangements. Although various
studies have not thoroughly explained about prospects and confronts of block
chain technology especially in digitization era. Insurance itself needs a noteworthy
management for its customers or policy holders, underwriters, regulatory bodies
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and alleges dispensation (Brophy, 2019). Many published works have innovatively
focused on insurance perspective with block chain but till now no such work have
been conducted so far for block chain and digitization of Bancassurance.

HISTORY OF BLOCKCHAIN TECHNOLOGY

Numerous literatures exist on Block chain technology as this concept is now not
as such latest. Block chain technology was formerly originated to support its
innovativeness in the fields of economics and crypto currency and now it is getting
bigger and higher in various other sectors as well including the insurance and banking
sectors. Through succession at global level and increase in prying for the concept,
it becomes easy to presage the prospects and confronts of Block chain technology.

Block chain is a disseminated ledger know-how which is basically used for
maintenance and preservance of number of transactions proficient in an organization
(Lord, 2016). All digital or computer reliant transactions are can be authenticated
by various peer systems working at the same level and also on the same network as
they are connected with each other through internet and cloud computing; hence
they have access of all the records (Hackett, 2016). The process of making a chain of
prior block information with the new-fangled block information is called technology
of block chain (Oberoi and Kansra, 2021).

Evolution of Bancassurance

The concept of Bancassurance was introduced in Europe for the very first time.
When Government of India issued a notification under Banking Regulation Act,
1949 for allowing banks to sell insurance, it was launched in India as well. The
basic idea behind ingression of this system was providing insurance services to the
existing bank customers as well as potential customers without adding any extra
capital. Bancassurance is explained as the indemnity creation deliverance model
through which the insurance service is channelized through the bank’s system to
the customers of the bank (tinted by McGoldrick and Greenland, 1994).

In order to survive the tough competition and creating a dynamic environment,
banks felt the need to opt new technological advancements so that needs of the
customers could be satisfied as well as the market standing should not get affected.
Therefore, the insurance organizations apprehended the call for generating cutthroat
innovative associations that can escort them to devise diverse fresh canal in addition
to compel technical modernization. The companies observed that for surviving in
this spirited atmosphere there is a requirement to buckle up and cross the threshold
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into locked association and novel joint ventures. Consequently the ideas of alliances
get nearer to execution (Relan, 2020).

Digitization of Bancassurance

Digitization of Bancassurance has made the possibilities for the customers to buy
insurance products without taking in to consideration the cash transactions. Now
the era of cashless and digitalized nation has made the insurance sellers and buyers
to sell and buy the policy through this mode only. The purpose of modernization
is to lessen the duty evasion, to battle in opposition to forged currency plus false
annotations etc. Customers also feel safe as they have their details with bank and
for availing insurance service they don’t have to share their details with any third
stranger party. This is essentially the foremost advantage of Bancassurance approach
while other channels don’t have this benefit with them (Kumar & Senthil, 2017).

Blockchain and Bancassurance

Block chain needs a united concord for the changes required. If a banker wants to change
certain information of the customer then the changes made will be acknowledged
by mass of the members of block chain. With this it would be possible to prevent
majority of human errors as well as deceptions. With the facilitation of block chain
it would turn out to be extremely effortless for the insurance sellers to surface the
manner for safe, secure and translucent system as well as the pace for the dealings
would also amplify. According to Deloitte, joining Bancassurance with block chain
will lower the desired labors. Bancassurance has become very successful and popular
in Asia. Most of the banks are making efforts to proffer several types of insurance
products to their customers such as life insurance, home insurance, car insurance
etc. In spite of its popularity, Bancassurance has been very slow in its processing.
Keeping in mind this issue China Construction Bank has urbanizedits first block chain
facilitated Bancassurance model. By implementing block chain with Bancassurance,
the exploitation time of policies have been lowered (Levdikova, 2020).

Looking behind the concept of crypto currency, it could be observed that the
existence of block chain has only made it possible. By using cryptography in bitcoin
there is less need for an outside party to record transactions as it could be possible by
the automated system only by allowing ledgers to get synchronized after verification
with the help of an algorithm. Some points which clarify the concept of block chain
behind its execution along with insurance have been explained in various literatures.
Due to its exclusive and constructive characteristics, it could be concluded that block
chain with bancassurance has been working efficiently. Although block chain is a
complicated technology yetits basic purpose is simply defined i.e. providing accurate
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and authentic records. With block chain technology, a copy of dynamically updated
ledger could be created and the data in all the copies of the ledger would remain
same, devoid of even an essential admistrator and master edition (Brophy, 2019).

Prospects of Block Chain in Digitizing Bancassurance

Digitization of bancassurance is a win-win strategy for banks as well as customers. It
has the potential to diminish the mistakes that used to occur in spite of human hard
efforts. With the introduction of Block Chain in Bancassurance, it has become much
effortless for the parties to trust banks for insurance purposes. Various prospects of
Block Chain technology has been discussed further.

Scam Discovery with Threat Avoidance

Block chain has the prospective to eradicate fault, carelessness and sense deception
by giving a decentralized online depository to autonomously authenticate the
genuineness of consumers, guidelines and claims (along with an absolute essential
deal history). Due to this the role of third party is replaced, it also prevents fraud
and double transaction for an authentic record of the transactions. Many insurers
are already in practice to make block chain applicable in their premises for adopting
public ledger and encrypted personal information of the customers as well as reduce
the frauds.

Online Grievance Administration

Insurers are staring afar from algorithmic scam exposure to institute a claims model
that is claims-centric and also customer focused. This claims administration is
pedestal on belief, defeat anticipation, alleviation and reinstallation. For prevention
of claims they are looking forward to combination of novel online technologies
and also big data to augment the process of tasks including risks and analytics. By
means of cellular phone cameras as substantiation to make data move more timely,
trim down thrashing adjuster expenses and enlarge client pleasure. Along with this,
employing mobile and internet technologies in the happening of natural disaster in
remote area aids by recovery for every sufferer.

Authenticity for Decisions
Implementation of block chain in insurance sector assures sincerity; therefore
conclusion can be made quicker and in complete assurance. The most important

development in this area is the Telematics or the quantity of statistics engendered
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by M2M events developed from a multiplicity of distant piece of equipment. Motor
insurance is one of the ways through which huge quantity of innovation data and
opportunities are created. Block chain technology is to be expected strong innovations
and inventions in micro-insurance and micro-finance. These types of line to line
networks will be created for mobile payments for premiums, claims settlement, loans
and some other dealings in the insurance sector. It will try to provide authenticated
collaborations between customers and bankers. With this type of joining insurers
are developing the concept of mobile wallets that are restrictive to their offering.

Novel Sharing with Commotion

Top global settled insurance companies are mounting treaties with different business
payment models to attain competence with leaders situated at other places so that
business could be expanded. Automation in banking and insurance sector facilitates
various innovative avenues for upgrading the market knowledge, digital payments
and avoids financial risk. Insurers are basically surveying various block chain
competences in order to diminish fraud and disturbances. A large global insurer is
trying out various experiments with block chain technologies adoption and its efficient
uses in real estate, property management and intellectual property for administrating
insurance services to their customers in promising and growing markets. Most
important insurance adviser has shaped association through telecommunications
organizations to frame novel insurance canals. These will hold up latest markets in
addition to demographics and moreover impel innovative avenues in digital, virtual
and assertions by implementing existent record-keeping.

Digital Library

Block chain has one more aspect for safety experts in which an association of digitally
enabled assets and arrangement of data points, routers, knobs, binaries etc. will be
carried outin order to provide anetwork that could be authenticated autonomously and
in factual time period. There are numerous examples of existence of Bancassurance
companies that has adopted block chain which are like Bitcoin waller service, BitGo,
Coinbase, BTC Delta etc. There is expectation of novel gesture of investment into
suitable products that would be modified to combat with quantifiable proposals to
digitally enabled risk or threat.
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Figure 1.

Source: Author’s compiled model based on literature review
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CONFRONTS OF BLOCK CHAIN IN
DIGITIZING BANCASSURANCE

The execution of block chain ought to be measured beneath assured circumstances.
The transactions that includes number of parties and also include mediators that
deal needs precise and unchallengeable data of time and day and block chain is the
one that propose this solution. Various issues such as retroactive exploitation of the
data, different uses of same data, potential competent benefits etc. needs block chain
very efficiently and it also results successfully. But there are certain cases where
block chain is not an appropriate solution to the problems and it witness certain
confront in its implementation with bancassurance. If there are no intermediaries
in any transaction or only limited parties are involved in any transaction, insurers
will not be able to implement block chain technology for their services. Ascend
ability, safety and similarity and evenness are the major confront or the challenges
that banking and insurance company has to face while implementing block chain
with bancassurance.

Ascend Ability

Due to existence of harmony based support system and uninterrupted duplications
and nonstop and ever growing data storage, ascend ability of block chain is a big
challenge for the whole system. Although there are novel, fresh and innovative
accomplishments of block chain that ultimately have very less presentation limitations,
hasty speed and large quantity data transactions, concurrent information capture
also collection of huge quantity data are not the required province of block chain
technology especially with bancassurance.

199

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Blockchain Technology in Digitizing Bancassurance
Safety

On the basis of latest researches it has been observed that new types of attacks are
on their way in block chain system. These are very less implicit and less alleviate
as these were happening in old type of data base infrastructure.

Similarity

In order to observe the regular and consistent benefits, communal with disseminated
organization, similarity is enormously serious. The shortage of advantageously
practical allusion executions prove that block chain technology in bancassurance is
still atits infant stage. Therefore it becomes essential while practicing bancassurance
digitally by banks that it should be used carefully.

Figure 2.
Source: Author’s compiled model based on literature review
Ascend
Ability Safety
\ Pa
N ;//
Confronts of
Block Chain in
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CONCLUSION

The banking sector in India has become difficult in period of progress and fiscal
enlargement and also the integer of clients in the banking and insurance sector of
the economy. Block chain technology in the coming time will play an important job
in advance intensification of the banking and insurance sector. Now the innovative
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block chain technology is confident that the potential and prospect of banking will
commence additional proposals to their customers with the logical banking creation
and services. Banking sector has also amplified the convenience of an ordinary man
to bank for his needs and requirements. Through digitalization, a novel sharing
canal will be formed, therefore Bancassurance will have an augment and boost in
the sales of insurance by providing various avenues to the customers of the bank.
Various prospects and confronts of digitalization of bancassurance along with block
chain have been shown in the chapter through two different models. Basically banks
will be providing insurance to its customers in digital mode with more confidence
and trust from the customers. Although digitalization of bancassurance has its own
prospects but it still have some confronts that make it’s counting in infant stage
only. Banks are in a constant trial of adapting customers’ requirements along with
technological innovations.
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ABSTRACT

The objective of this chapter is to identify the applications of blockchain technology,
to discuss the advantages of blockchain technology, and to identify the principles of
blockchain technology. It was found from studies that in today’s digital era, there
are several applications of blockchain technology in the area of finance, voting, real
estate, taxation, media, healthcare, food safety, data backup, data storage, and money
transfer. Blockchain technology works on principles such as distribution database,
transparency, peer-to-peer transmission, computational logic, etc. Moreover,
blockchain technology provides several benefits over traditional technologies such
as high speed, automation, reduced cost, innovation, enhancement of speed, and
building trust, transparency, accuracy, traceability, eftc.
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INTRODUCTION OF STUDY

Inthis digital era, with the advent of modernization of today’s lives, Technology is the
need of the hour. Now there is an addition to the list of technology as the blockchain
technology that came into existence in 2009. First-time blockchain technology
was introduced in the form of Bitcoin. Blockchain Technology is the recording
of the digital recording of transactions in the public ledger that is transparent and
authenticated to everyone through blocks arranged in chronological order. There is
no single authority to control the transactions. Every transaction is secured with a
digital signature to provide authenticity to transactions (Bogart & Rice 2015). There
is also no extra fee for doing transactions through blockchain technology. Blockchain
transactions cannot be altered or deleted by anyone unless with the consensus of
the parties (Fanning & Centers 2016). There are several types of blockchains such
as private, public, and consortium blockchains (He et al., 2016). Public blockchain
ledgers can be assessed by anyone everywhere. Private blockchains can be assessed
by trusted participants. Consortium blockchains are used by multiple organizations
instead of single organizations.

WORKING OF BLOCKCHAIN TECHNOLOGY

The working of block comprises of the following procedure. For example, A wants
to send money to B. The transaction between A and B is represented as a block. The
block is broadcast to other parties for approval of the transaction. The block added
the transaction in the chain if it is a valid transaction and then Money moves from
A to B. The working of blockchain technology is shown in Fig: 1.

REVIEW OF LITERATURE

Kitsantas et al. (2019) conducted a study on applications of blockchain technology
and found that blockchain technology had applications in the area of Finance,
Government, Banking, Business process management. Rawat et al. (2020) had
done a study on Emerging Applications and Use Cases for Secure and Trustworthy
Smart Systems and found that blockchain Technology had applications in the area of
finance, banking, real estate, cyber security, and smart contacts. Kibet et al. (2019)
conducted a study on applications and principles and unforeseen issues and found
that blockchain technology had applications in the area of finance, cryptocurrency,
private data storage, education, banking, taxation, health care, voting, internet of
things, and blockchain technology works on principles such as decentralization,
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Figure 1. Working of blockchain technology

Source: https://data-flair.training/blogs/working-of-blockchain/
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openness, and transparency, independence and unforgeable. Pilkington studied the
principles and applications of blockchain technology and found that blockchain
technology had applications in the area of finance, voting rights, supply chains,
and social inclusion.

OBJECTIVES OF THE STUDY
The study was conducted to fulfill the following objectives:

1. To identify the applications of blockchain technology.
2. To discuss the advantages of blockchain technology.
3. To identify the principles of blockchain technology.
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RESEARCH METHODOLOGY

The descriptive research was conducted in this study. The secondary data was used
for this study. The secondary data was collected from books, magazines, websites,
and research papers related to the application, principles, and advantages of block
technology.

APPLICATIONS OF BLOCKCHAIN TECHNOLOGY

In today’s competitive scenario numbers of industries were affected by block chain.
The impact of blockchain technology can be seen in Government sectors, banking
& financial services, Health sectors, and various other business like real estate,
supply chain, insurance, etc. Some of the big users of blockchain technologies are:

1.

Processing of payments, money transfer& international payments: It is
currently the most perfect use of blockchain technology. Blockchain technology
hasincreased the pace of transferring funds from one party to another. Maximum
transactions carried over by the application of this technology are settled in very
little time as compared to banks. It can create a security system for sensitive
activities which makes it best for international payments and money transfers.
Supply Chains Monitoring: With the advent of blockchain technology,
paper-based trials have been eradicated enabling business houses to spot
inefficiencies within their supply chain on time also detect items in real-time.
It helps enterprises and consumers to get an insight into how the product
performs from the quality control point of view while moving from producer
of the product to retailer.

Digital voting: Blockchain technology has also changed the way voting is
done. It has made it possible to vote digitally and the process is so transparent
that every voter can see if some changes have been done with regard to the
digital votes on the network. It makes every vote real and countable.
Transfer of Real Estate, Land, and Auto Title: Since blockchain technology
is based on a paperless concept its objective is to do transactions without
involving paper. So in transactions of buying or selling of property, land, car
blockchain helps in getting titles on its network. This gives a crystal clear view
of transfers and legal ownerships.

Food Safety: Another area where blockchain technology is successfully applied
is providing food safety. With the help of this technology, we can easily track
the transportation of food products from the place of production to actual
consumption.
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Data Backup: It is an ideal application for the storage and backup of data.
Other sources like cloud storage systems are also used for the safekeeping
of the data but they are insecure from a hacker’s point of view and they may
face infrastructural problems. Blockchain technology has very conveniently
removed this issue.

Impact on Capital Markets: Blockchain technology has improved capital
markets to a great extent and also has scope and potential to further improve
capital markets. As per the McKinsey report, various benefits that have been
offered to capital markets by blockchain technology are fast clearing and
settlement, operational improvements, and consolidated audit reports.
Trade Finance: Under the traditional method of trade financing liquidity was
hard to manage because of slow business processes. Also, cross-border trade
was a very difficult and cumbersome process as it involved huge variables
while communicating information such as country name, product details & high
documentation. Blockchain technology has simplified the process across the
border. It has made communication and transactions very easy across borders.
Money Laundering Protection: Blockchain technology is a record-keeping
system that supports and promotes the “Know your Customer (KYC) process.
KYC is a system that helps businesses to identify and verify their client’s
identities.

Insurance: Blockchain technology has made its place in the insurance sector
also through the introduction of smart contracts. Through these contracts claims
of customers and insurers against each other are managed in a transparent
and secured way. These claims are validated by the network which would all
together remove invalid claims

Healthcare: Blockchain technology is widely used in the health care sector. With
the help of general information like age, gender, medical history is something
which will not help to identify any particular patient thus making it secure
and stored on the shared blockchain that has access to numerous individuals
without any fear of privacy of individuals being tracked by someone else.
Media: Even the field of Media is not lagging behind in the use of blockchain
technology. Media companies are using this technology to reduce fraud, reduce
cost, protection of copyrights like music records.

Record Management by Government: Government -National, state and local
are bound to maintain an individual’s records. It is very difficult to manage
huge data and still exists in paper only. Block chain technology can solve the
problem of record keeping and making the records much safer than historical
record.
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14. Taxes: Blockchain tech could make the cumbersome process of filing taxes,
which is prone to human error, much more efficient with enough information
stored on the blockchain.

Principles of Blockchain Technology

1. Distributed Database: Blockchain technology offers distributed database,
which means there is equal authority to all the members in the network. On
one enjoys superior control over others. There is no need for middlemen in
blockchain technology.

2. Peer to Peer Transmission: In blockchain Technology, no one is dependent
upon the central authority for any type of communication. Every node in the
network participated equally in the network with confidentiality and security.

3. Transparency: Blockchain technology facilitates the transparency during
and storage of information. Every user has a unique key for participation in
the network. When a user initiates to do the transaction in the network, the
end-user responds to confirm it.

4.  Computational Logic: Blockchain technology is based on computational
logic. There is no need for manual calculations or repetitive tasks.

ADVANTAGES OF BLOCKCHAIN TECHNOLOGY

Blockchain technologies have various benefits over traditional technologies. Some
of the very popular benefits gained by the adoption of blockchain technologies are:

Building Trust: One of the most important benefits derived from blockchain
technologies is that it has helped big businesses to build trust between them which
was earlier not present. This trust-building among entities has helped them to
engage in transactions or share data that would not have been done if there were
no blockchain technologies or would have required some intermediary to do the
transaction. It facilitated transactions between the entities which were not have any
direct relationship with each other yet they had to engage in transactions, share data
or make payments. For example, cryptocurrencies or Bitcoin is building trust among
sellers and buyers who are not familiar with each other

Decentralized Structure: Blockchain technologies work based on adecentralized
structure that operates where nobody is in charge of anything. So this system works
in an environment where no one is specially authorized. For example Suppliers,
producers, distributors, transport companies require information or data from one
another in that supply chain but still, no one is held responsible or authorized
for providing that information. Such a problem of non-accountability of anyone
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can be easily solved with the use of blockchain technologies with the help of its
decentralized structure.

Provides Improved Security and Privacy: Another most important benefit of
blockchain technologies is the security provided by them. This security is another
great leading benefit of this rising technology. Blockchain technology creates an
unaltered record of transactions with end-to-end encryption which closes the door
for fraud or any unauthorized activity. Also for enhancing the security services data
on blockchain technologies is stored across a network of computers because of which
it becomes difficult to do any hacking of the data. Apart from providing security it
also helps in privacy concerns of the users by asking for permission to limit access.

Enhancing Speed

One of the most important features and benefits of blockchain technologies is the
speed offered by the technology. Since in the use of this technology intermediaries
are eliminated. There is no intermediary in the process thus enhancing the speed
with which transactions take place. Blockchain technologies can handle transactions
in a much faster way as compared to traditional methods. Though It helps in the
speedy working of the transactions the time taken for each transaction depends on
various factors like network traffic, how vast is the information or data to be shared.
Even if in some cases it takes a slightly higher time but it will always win over the
traditional technologies and processes used.

Visibility and Traceability: As per experts Blockchain technologies can help
to track the origin of any problem or item. For example, it can be used on organic
items to confirm if they are organic. By use of blockchain technology supply chain
becomes more clear and transparent. It helps in creating a supply chain that will
work with suppliers. Under traditional technologies, it was very difficult to locate
or trace any item that can lead to multiple problems like theft, loss of goods, or
counterfeit. It becomes easy to trace the items or goods ensuring that they are not
misused or replaced.

Control of data: Blockchain technology enables a varied amount of control by
an individual over his own digital data. Blockchain enables us to decide how much
data we want to share, with whom we want to share; when we need to share, and for
how long do we need to share. All these variables are controlled by an individual in
blockchain technology with limits enforced by blockchain smart contracts.

Innovation: In today’s scenario big business players are using this technology
to solve various problems which earlier were difficult to handle as solutions were
not easily available. Industries today are using blockchain-based systems to find
solutions to various problems. For example, verifying information provided by the
applicant through resumes is a time-consuming task by recruiters so in order to
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minimize time wastage and make the process easy blockchain-based systems are
used which allows educational institutions to put their data about their graduates
on the blockchain which can be used by the recruiter thereby getting a solution to
the problem in seconds and efficiently.

Transparent Transactions: The use of blockchain technologies provides
transparency in the transactions as all the data & transactions are recorded in anumber
of locations and every user or participant can see the same information at the same
time with permission access thus providing clear transparency. Thus any member
can view the full transaction and the opportunity of any fraud is eliminated virtually

Automation: Smart Contracts are another important feature of blockchain-based
systems which increase the efficiency and speed of the process. Smart Contracts
remove human involvement to a great extent to verify the conditions of the contract.
For example in the insurance business once the customer provides all information
and documentation regarding the claim to the insurance company the claim will
auto settled & paid.

Reduced Costs: Blockchain is very cost-effective for the organizations using it.
Blockchain-based systems create efficiency in transactions; reduce manual tasks such
as averaging data or correcting data. By eliminating suppliers vendors or distributors
it helps in cutting the cost of the business

CONCLUSION

Thus it can be concluded that in today’s digital era. There areseveral applications
of blockchain technology in the area of finance, voting, real estate, taxation, media,
health care, food safety, data backup, data storage, and money transfer. Blockchain
technology works on principles such as distribution database, transparency, peer-
to-peer transmission, computational Logic, etc. Moreover, blockchain technology
provides several benefits over traditional technologies such as high speed, Automation,
reduced cost, innovation, enhancement of speed, and building trust, etc.
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KEY TERMS AND DEFINITIONS

Consortium Blockchains: Consortium block chains means blockchains which
can be assessed by multiple organisations.

Digital Ledger: Digital ledger refers to the data base distributed among multiple
participants.

Peer-to-Peer Transmission: Peer to peer transmission means no one in the
blockchain technology is dependent on central authority for any type of communication.

Private Blockchain: Private blockchain means blockchains which can be assessed
by trusted participants only.

Public Blockchain: Public blockchain means blockchains which can be assessed
by anyone.
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ABSTRACT

Real estate is among the top reliable investments because it provides a reliable source
of income through rent and leases. While there are many benefits, one of the main
negatives of real estate investment is the lack of liquidity and transparency. Blockchain
technology holds real potential to address this issue, making the market accessible
for investors. Due to the utility and flexibility of constructing security tokens secured
by real assets, real property can be liquidated through the use of special purpose
vehicles. Blockchain tokenisation technology will revolutionize the real estate market
across all aspects: ownership selling, managing, and investment. Tokenisation shifts
physical real estate into the digital world and could lead to significant savings in
the cost of the pre- and post-tokenisation phases. Policymakers and developers in
India have started talking about shifting from the traditional investment towards
new blockchain tokenisation. Tokenisation may prove to be a viable funding source
for those relatively poorly capitalized financial markets.
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INTRODUCTION

The use of technology in real estate has changed how the sector based on pen-paper
works. Virtual reality and automated homes have made significant impacts, but the
Blockchain technology, or real-estate Tokenisation, has a bright future, and many
industries benefit from Blockchain technology. Real estate Tokenisation is a digital
asset that represents ownership rights to a physical or virtual asset, such as real
estate or a fund, on a Blockchain-based platform. A ‘token-based economy’ might
hasten the shift of corporate realty (Real Estate) ownership. It flips the equity and
liquidity paradigms that have previously hampered investment. The token economy,
for example, uses global capital markets to provide a liquidity alternative previously
unavailable for privately owned real estate assets. Furthermore, security tokens
may be used in conjunction with programmable algorithms (also known as “smart
contracts”) to achieve a number of benefits (Uzair et al., 2022).

According to industry analysts, digitalizing real estate using Blockchain
technology, tokenized real estate assets, and smart contracts based on digital ledger
technology would provide unprecedented benefits to the real estate sector and the
larger economy (Shin et al., 2021). The influence of real estate, on the other hand
Tokenization should not be thought of in isolation. It must be studied in conjunction
with continuing industrial trends. The Fourth Industrial Revolution (Industry 4.0),
which fundamentally alters business paradigms, is driving disruptive transformation
across all industries. This directly impacts corporate motivations regarding how
much real estate ownership will be needed in the future. In addition, over the past
two decades, there has been a shift toward privatization rather than public listing.
This has consequences for how businesses access financial markets and recycle
operating money in real estate asset portfolios.

With the advent of distributed ledger technology (also known as Blockchain
technology in India), Indian real estate is changing. Although it’s still in its infancy
and not yet fully developed, real estate Tokenisation has already had a major impact
on India’s real estate industry. The real estate sector will account for almost 13%
of India’s GDP by 2030. It has a market value close to USD 1 trillion. Blockchain
is essentially a democratic market where property possession can be broken down
into small ” tokens ” items. This makes it easier to sell your home, attracts investors
with diverse backgrounds, and in real estate cases, liquidity. One of the world’s most
populous countries, India has trillions of dollars worth of real estate assets. Property
investment remains problematic due to high capital investment, difficulty in entry,
and low liquidity. There is also a lack of an efficient trading marketplace. Real
property investment trusts attempted to address these problems, butlegal compliance
and taxation are still concerns. The face of Indian real estate is changing with the
advent of distributed ledger technology, also known as Blockchain technology, in
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India. Even though it is still in its infancy, real estate Tokenisation has significantly
impacted the Indian real-estate sector.

Indian markets are still relatively new to the concept of Real Estate Tokenisation.
It has proven very successful in the USA, Hong Kong, Singapore, and Europe.
Property is still the largest asset class globally, at $300 trillion. This is more than
stock markets and gold. Itis therefore well-suited for Tokenisation. Property investors
can invest in any residential or commercial property they choose. Investors benefit
from no entry barriers and greater transparency because every deal is done in the
open market. Prices of crypto tokens can fluctuate according to market conditions
and specific real estate values.

BACKGROUND

Real estate crowdfunding is a platform that allows investors and entrepreneurs to
meet individuals or corporate funders who are looking for funding opportunities
to purchase, construct or renovate the real property. Many crowdfunding options
are available, including those that reward, donate, lend, or invoice. Real estate
crowdfunding is an equity-based type of crowdfunding. (Cummings et al., 2018)
The motivation of funders is to make a profit without the need for bureaucracy and
buying the entire property. Funding campaigns specifically designed for real-estate
acquisition typically necessitate a significant investment as well as a small share
of the property.Investors who are unable to conduct proper research on real estate
investments can join the online platform and review due diligence materials. They
can then evaluate the potential benefits of the real estate investment, such as capital
appreciation and rental income.

Real estate crowdfunding is a unique alternative to traditional real estate
businesses. It provides numerous advantages to consumers, real estate owners,
and the marketplace. The most important is fractional ownership. Investors on the
crowdfunding platform have the option to purchase fractional ownership of the
property. This is a great alternative to traditional real estate investments that require
the purchase and maintenance of the entire property.

Large investments in one project can increase the risk for investors in traditional
markets. This new platform allows you to build a portfolio of smaller investments
in more projects. Real estate crowdfunding provides a unique answer to investors’
lack of market expertise. These platforms collect and disseminate information on the
property and its surroundings. They also provide appraisals. Crowdfunding enables
investors to choose the proper degree of investment depending on a number of
factors. By offering a simple point-and-click interface, fractional ownership makes
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the transaction more feasible. Customers may now invest in real estate, although
traditional real estate markets require extensive documentation and bureaucracy.

Real estate crowdfunding also has the advantage of expanding the market and
reducing structural inefficiencies. This financial model provides a more flexible
funding environment than traditional real estate investments. Traditional real estate
corporations have a small investor base, which increases the time it takes to sell real
estate and decreases the pool of possible investors. The crowdfunding platform expands
sales potential by making projects available globally. Real estate crowdfunding also
helps to improve market efficiency by removing middlemen and linking investors
with previously unavailable investment possibilities to economically privileged
or clustering investors. It enables investors to identify real estate investments and
register ownership online without the use of traditional institutions such as real estate
brokers, attorneys, and notaries. Both parties save money and cut transaction expenses.
According to (Taniyama, 2019), the speed with which real estate transactions are
executed is critical to competing for business and creating a firm’s reputation for
professionalism and efficiency. This capability may enable [crowdfunding platforms
for real estate] to continue developing and building on their existing pace. Because
it is more stable than other solutions, crowdfunding provides investors with a
greater opportunity to diversify. 2020; Gibilaro and Mattarocci). The. Even though
crowdfunding platforms have made it easier to aggregate this information, “buyer
beware!” remains a major problem.

LITERATURE REVIEW

According to (Chow and Tan 2021), Tokenisation in real estate is still a new market;
platforms such as BrickX, KASA, and ADDX have launched successfully in Australia
and South Korea. Tokenisation could prove to be a feseable funding source in some
of the APAC’s less well-capitalized financial markets. Tokenisation with Blockchain
technology provides both opportunities and challenges for the real-estate sector. It
may allow EU transactions, improve processes, and connect public administrations.
This Blockchain must have special features to protect parties’ rights, including
the possibility of being modified (Garcia-Teruel, 2020). Tokenisation could allow
investors to participate in the market, creating diversified portfolios using small
amounts of money. Real estate is illiquid and lumpy. Two developments are required
for the digital Tokenisation of single real property assets. (1) An expressed desire
to fractionalize single real property assets (2) Market participants must be familiar
with Blockchain, the digital underpinning to Tokenisation. In many land markets,
fractionalization is required to establish an intermediate structure because land
ownership cannot be shared between many people, which increases the cost of

216

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Integration of Blockchain Tokenisation in Real Estate

TOKENISATION (Baum, 2021). However (Konashevych, 2020) stated that Private
and permissioned DLT systems are not considered a major evolutionary step in
government systems. Blockchain is an innovation in governance. It is distinct from
the permission system as it is an immutable ledger technology that doesn’t require
authorities. This technology is not yet ready for use at the state level. Therefore, more
research and further development are required. Blockchain requires an architecture
that can support multiple technologies overlaid to address digital identity, privacy,
legal compliance, the smart contracts enforceability, and scalability (Karamitsos
et al., 2018).

THEORETICAL FRAMEWORK AND METHODOLOGY

This paper involves different sources such as research articles, opinion pieces, news
articles, and outcomes of different workshops. This paper also involves the empirical
experience of authors by acquiring knowledge throughout several years in the area
of technology disruption in financial sectors (fintech, digital currency concepts, and
other technological innovations in organization levels).

BLOCKCHAIN TECHNOLOGY AND TOKENISATION

Since the birth of Blockchain technology, it has gained traction in the financial
industry as well as other areas such as pharmaceuticals and supply management
(Nakamoto 2017). According to the report, technology like blockchain and its
underlying distributed and decentralised technologies are “the primary technological
enablers for recent breakthroughs in distributed transaction systems and ledger
systems” (Lindman et al., 2017). Blockchain technology is a disruptive technology
in traditional corporate operations because to its digital ledgers and transparency,
redundancy, immutability, and disintermediation (Zhao et al., 2016).
Blockchainis revolutionising financial services including settlement, cross-border
payment, remittances, and credit-information systems. It also addresses issues like
as fraud, trust, transaction costs, and others (Guo and Liang, 2016). Blockchain
technology has the potential to alleviate fund collection and administration concerns
while also improving corporate governance. These characteristics establish a high
level of faith in the ability of tiny, scattered shareholders to govern the organisation.
Land conflicts might potentially be mitigated by blockchain (Yapicioglu and
Leshinsky, 2020). The tokenization of scarce assets is perhaps the most significant
benefit of Blockchain. This TOKENISATION serves as the foundation for pre-order
crowdfunding platforms, as well as ownership shares in profit-sharing crowdfunding
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and other alternative fundraising strategies (Huang et al., 2018). Tokens, unlike
cryptocurrency, are frequently managed via smart contracts. They are frequently
governed by standards, depending on the Blockchain platform.. This enables
Blockchain ecosystem players to readily recognise, trade, and exchange tokens. The
underlying assets and services of a token determine its value in general. Tokens
are also helpful and valuable since they contain a digital representation that stores
contractual and physical information (Wouda and Opdenakker, 2019).

Funds can be raised by Entrepreneurs and innovators directly from investors
without relying on financial institutions. Tokens also allow investors to invest in
lucrative ventures or assets and provide instant liquidity. Technology and user-
friendly platform design allow for continued development of offering initial coins,
token offerings, or initial exchange offers.

There is a significant disparity between conventional security and Blockchain
Tokenisation for managing rights of property. Tokens are manufactured using
cryptographic procedures. The token owner can transfer it by producing a transaction
message, signing it with their private keys, and submitting it to the Blockchain.
Trading conventional securities, on the other hand, is impossible without the help
of financial intermediaries. Tokenisation allows for partial ownership of a certain
asset. This might be regarded as numerous individuals sharing an asset, which could
be actual property (Graglia and Mellon, 2018). Customers can invest in high-value
assets that fractional ownership cannot. Customers might partake in ownership
rewards such as capital appreciation and rental revenue, or they could own simply
a fraction of the property. The intermediary may absorb or reflect all of the costs
incurred by investors.

While many real estate crowdfunding platforms have been regulated and trusted by
the public, central platforms might be vulnerable to fraud and information asymmetry
(Konashevych, 2020), which is a key barrier to equity crowdfunding. Tokens make
third-party verification more easier, while Blockchain eliminates security and
asymmetrical information problemsA crowdfunding method that uses Blockchain
technology protects investors by reducing information inconsistencies, increasing
market stability, and, eventually, reducing market manipulation and systemic risks.
Blockchain technology allows for the transparent recording of information about
the shares of investors. It also ensures trust between money seekers and fundraisers,
resulting in more secure and safe contracts.. Blockchain technology allows digital
registration and confirmation of investors’ shares regardless of their location (Zhu
and Zhou, 2016). These platforms may also be required to meet regulatory burdens
such as minimum capital requirements, corporate governance, internal controls,
compliance infrastructure, trust accounts, and internal controls.

Tokenisation would refer to converting any object into tokens in its most basic
meaning. Tokenisation is a key concept in natural language processing (NLP), even
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though it may have applications in credit card security. Tokenisation is essential to
break down the text in natural-language processing and improve learning. In the
Blockchain context, TOKENISATION refers to converting real-world assets into
tokens.

A token can be described as a digital Blockchain share of an asset. The underlying
asset of real estate Tokenisation is property. A holding company holds the property
through which property managers and valuers, auditors, and others can access it.
The holding company also manages the net operating income. A special purpose
vehicle is used to control the holding company. This was created by the original
company that acquired the property. The special purpose vehicle is the tokenized
underlying asset.

To tokenize and partition the special purpose vehicle, a tokenisation platform
is utilised (Colliers International et al., 2020). The property can then be liquidated
on the secondary market by selling tokens. If the tokenized asset is published on
an exchange, the tokens can be traded openly. Dividends and token ownership are
distributed, transferred, and stored in read-only memory (ROM) smart contracts and
Blockchain. Figure 4 depicts the lifecycle of a tokenized property.

Figure 1. Lifecycle of tokenized property (Colliers International et al., 2020)

SECONDARY MARKET

& Investor 2 & Investor 3

ey — te

Increase Font Size

— l T e B
> ik

w kenizati & Offshore SPV —} Digital ROM
Platform ety Dssuer) 3 i

Ownarsh ©on Blockchain
oo ————— i}
I —> m Valuer
G e
L 5@ Auditor

219

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Integration of Blockchain Tokenisation in Real Estate

Real estate Tokenisation is a broad term that can be used in many ways. This could
be used to represent shares in a trust for real estate investments with tokens or to use
a token to signify debt against a single property. Or to convert a single property into
500,000 tokens. A security token can digitally represent a real-world financial asset
such as a loan, share certificate, or land title. They are made with Blockchain-based
technology and can be highly secured digital assets. Security tokens significantly
improve the security and accessibility of digital assets. They also make it easier to
raise funds and lower the cost of compliance and cross-border transfers. Security
tokens are growing in popularity all over the globe - because of their potential to
improve capital markets, financial inclusion, and increase capital markets.

EXISTING SYSTEM

Real estate encompasses both tangible and intangible property, such as land, natural
resources, buildings, plants, and wildlife. Real estate is divided into three types:
residential, commercial, and industrial. Buying land or property through a broker is
a traditional method of investing in real estate (Xie, 2017). Real estate investments
provide several benefits, including high physical asset value and competitive risk-
adjusted return, consistent income returns and rent, and leasing fees.

Traditional real estate investing has many drawbacks. The first is the high initial
cost of property purchase. Many investors cannot afford this amount, so they cannot
invest in real estate. A lack of liquidity is another problem in the system. Real estate
investments can be very volatile. The owner must find suitable tenants to continue
earning rental income from their underlying property. You cannot sell just a portion
of your asset. It would help if you sold the whole asset. There are frequently several
intermediates, such as attorneys, brokers, and so on. The mechanism is intricate.
Real estate transactions are expensive and time-consuming. Because of these
characteristics, regular investors find the system complex and unavailable.

Real Estate Investment Trusts are another way to invest in real estate. Das and
his associates (2013) A real estate investment trust (REIT) is a trust, business, or
organisation that invests in rental real estate. It might be either publicly traded or
privately held. A REIT generates money through collecting rent from assets, receiving
interest from financing real estate assets, or selling assets under management (Arora,
2011).

Crowdfunding is a combination of loan and equity that may be invested in
various projects through an online platform that creates possibilities by combining
sponsors and lenders. Real estate crowdfunding funds are used to Buy or refurbish
a Real Estate asset for subsequent usage or trades. Crowdfunding for real estate has
been stagnant for a many reasons. One of the primary reasons is the high quality
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of homes offered on the sites. Another concern with crowdfunding is the extended
lock-in time necessary for assets that cannot receive funds using standard financing
techniques. The crowdfunding platform secures investor funds, while platforms that
offer secondary marketplaces for these investments reduce total liquidity. Although
these secondary markets are restricted, several platforms allow investors to sell
their shares within a year. Because of these factors, crowdsourcing and REITs are
inappropriate for regular investors (Arora, 2011).

REAL ESTATE IN INDIA

The government has taken various initiatives to boost the expansion of the real estate
industry, including the liberalization of FDI rules in 2005, the introduction of the
SEZ Act, and allowing PE funds to invest in the industry. The government is also
aided by a growing economy, favorable demographics, a better lifestyle, and the
development of new sources of financing and financing, among other things (Gaikwad
et al., 2022). However, the sector has recently seen an evolving profile due to shifts
in consumers’ preferences and growing interest. Development companies are now
more organized and transparent in leveraging opportunities on the market. Due to
the large capital requirements, the sector’s interest rates depend on the number of
purchases financed by borrowed financing.

In addition, there have been increased prices by RBI many times. India is
experiencing high urban population growth (Das et al., 2013). However, India’s
per-capita investment in urban infrastructure is quite low, thus hindering real estate
development. Although there is an increasing demand for commercial and housing
projects in India, the inaccessibility of land within the city limits and the increasing
construction costs and land prices are increasing the overall cost of projects. This
makes the projects impossible to finance. There is no coordination between state and
central ministries. The Indian real estate sector faces numerous challenges. Poor rental
yields, inadequate rental contract implementation, trust deficiency between tenants
and owners, and easy access to properties are just some of the primary problems
that plague the real estate sector (Gaikwad et al., 2022). Recently the loan-to-value
(LTV) ratio, which is the amount of loan available to a home with the market value
of a specific amount, is now limited by 70% as it was previously ranging between
80% to 90% of property’s value.
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FINANCIAL SIDE OF REAL ESTATE IN INDIA
Credit Restrictions

Currently, the financing options favor personal loans compared to developers’
financing. Many housing finance companies focus on people in the upper-income
bracket and guaranteed creditworthiness. About 5-7 percent of loans issued by
these firms for housing finance go-to builders and institutional developers. The
high default rates among developers are the main reasons financial institutions
deal with housing finance from investing in this industry. The legal mechanism for
recovery takes a long time. The absence of a code of conduct for the business is the
second reason that prevents investors from investing. At present, developers have
been corporatized to get financial institution funding. This leads developers and
builders to pursue private financing sources with higher interest rates, which leads
to higher prices for real estate.

Sources of Financing

Inindustrialised countries, the primary investors in the housing market are real estate
mutual funds, insurance firms, and pension funds. Pension funds in the United States
invest 5% of their reserves in mortgages, real estate equity, and mortgages (Ullah
and Al-Turjman, 2021). At the same time, developers in India have limited access
to financial help through these resources (Chung and Lee, 2020). Companies in
India that finance housing must also have pension, provident, and insurance funds.
Because real estate projects might take more than five years to complete, developers
must access these long-term finance sources.

Securitization

Another source of funding for housing businesses is the development of secondary
markets for mortgages converting mortgages into tradeable debt or financial
instruments. Securitization is an increasingly popular process for housing finance
firms in the West, where the home loan assets are packaged into securities and then
sold to investors. These securities are referred to as mortgage-backed securities.
They assist finance firms in converting their loan assets to cash to fund loan
repayments, thereby ensuring a steady flow of cash from lenders. They also help
finance companies reduce their risk when investing and the risk of receiving lower
returns on cash flows through the prepayment of home loans.
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Foreign Direct Investment

Small companies currently dominate the market for real estate. The local developers
do not have a national presence, and big companies aren’t yet fully engaged in real
estate development. The current players do not are financially able enough to fund
large-scale projects. The creation of new cities and towns would require massive
investment and the technical expertise that local players cannot offer on their own
(Law, 2022). One method to overcome this issue is to raise funds via the FDI
method. But, at present, the FDI route within the property market is only permitted
to develop integrated townships.

BLOCKCHAIN TOKENISATION IN INDIAN REAL ESTATE

The real estate industry in India is one of the most well-known sectors. It comprises
four sub-sectors: Housing and hospitality, retail, and commercial. The expansion
of this industry is accompanied by an expansion of the corporate sector and the
increasing demand for office space, as also semi-urban and urban accommodation
(Bureau, 2022). The construction industry is third in the 14 main sectors regarding
direct or indirect effects across all areas that make up the economic system.

Figure 2.

Now Future Fractional
Ownership of
Real Estate

. Full Ownership
[Eas]

w =_ of Real Estate
—

TOKENISATION technology has the potential to transform the Indian real estate
market. It gives issuers and investors many advantages over existing alternatives to
investing and opens the doors for many investors to enter the market (Baum, 2021). In
the public eye, the real estate market in India contains a significant amount of black
money, and it is difficult for political leaders to deal with it. Tokenisation will bring
a great amount of transparency with the advancement of Blockchain technology. Itis

223

printed on 2/8/2023 11:36 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Integration of Blockchain Tokenisation in Real Estate

evident that the real estate sector was resistant to change for a long time and is now
catching up to other industries (X, 2020). The real estate sector in India has yet to
realize how Tokenisation based on the Blockchain can bring a significant revolution
in real estate by solving all the major problems related to liquidity, transparency,
investment security, accessibility, and management.

The real estate market in India deals with delays, approval, and procedural
difficulties in projects. Tokenisation is a solution to the disadvantages that traditional
real estate has that comes with high upfront costs for investment and inefficient
processes that involve costly intermediaries, paper-based documentation, and loan
qualification

Tokenisation makes use of fractionalization to cut down on the costs associated with
traditional real property. When investors buy the entire property using conventional
real estate investment, Tokenisation permits individuals the opportunity to buy
smaller pieces within the same building, making it easier to invest at a lower cost.
For example, the TOKENISATION of the most expensive Antilla (Mukesh Ambani
house), which costs 12000 crores, can be divided into 10000 pieces, worth 1.2 lakh
each. The Tokenisation process drastically cut down on the investment costs and
made it accessible to a wider range of investors. Furthermore, Tokenisation eases
the process by enabling digitization. In contrast to traditional real estate, which is
restricted to investors in regional areas in the local hours of opening, Real estate
tokens can be exchanged at any moment across boundaries (Forum, 2022).

According to the broker discovery and platform for comparison Broker Chooser,
India has the biggest amount of crypto-owners around the globe at 10.07 crore. Fully
adopting Tokenisation in real estate would bring phenomenal results for property
owners and developers.

Benefits of Real Estate Tokenisation
Liquidity

The real estate industry has always been a low-liquidity investment or illiquid asset.
It is primarily due to the multiple stakeholders are involved. It is necessary to have
substantial capital. There are more private players in contrast to public companies.
With the Tokenisation of real estate, investors can easily access the market, and assets
are fractionalized, increasing the value of tokens (Real Estate Commercial Cafe,
2022). Thus, real estate could become more than purchasing homes and become
one of the leading industries in revenue generation.
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More Access to the Market

Investment in real estate is typically seen as a sport for the elite. But, the Tokenisation
of real estate changes this perception and expands the investment pool. Anyone with
enough money with an internet connection can trade, buy, or invest in real property
assets from anywhere in the world, of the globe. Because the assets (or those) are
divided, selling the entire token unit is unnecessary.

Transparency and Inexpensive

Each piece of information is encoded into a secure, digital token from contract
clauses and transaction details to your preferences and due dates for interest. Thus,
there is complete communication between the investor as well as the buyer (Huh and
Kim, 2020). Additionally, fewer intermediaries and fewer administrative burdens
will make buying and selling houses inexpensively.

Ownership

The real estate business has often seen intense legal battles for ownership and rights.
They are financially draining, but they can affect the brand’s value. Blockchain
technology eliminates the potential cause of fraud. The information stored in the
Blockchain ledgers can’t be altered. So when the ownership of fractional or full
ownership is disclosed, you can review transactions from the past or present.

Property Management

Delayed rent payments or leases renewals frequently pose problems for the property
owner and tenants. (Kothari et al., 2020) Blockchain-based smart contracts, also
known as tokens, could speed up the process. You can record documents in an online
database by utilizing real estate TOKENISATION, collecting timely rent payments
from tenants, syndicating loans, and speeding up your due diligence procedure
(Ullah and Al-Turjman, 2021).

Challenges

Legal Challenges

In many countries, including India, there aren’t many laws that govern the legality or
invalidity of smart contract technology. Numerous top real estate firms and investors,

contractors, and contractors do not engage in Real Estate Tokenisation to stay clear
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of any legal disputes that could arise from a legal framework for technology that is
not yet established.

Tax Implication

As a truly global phenomenon, Real estate Tokenisation is a magnet for investors
from all over the globe. But, tax laws associated with it are not clearly defined or
implemented in all countries. These results in which make understanding the legal
frameworks a little difficult.

Digital Infrastructure

There is a deficiency of infrastructure that can facilitate real estate Tokenisation,
which is the case across many countries, including India. Since itis a new technology,
there is a lack of understanding of how these coins could be utilized, their benefits,
and how various technical issues can be resolved.

Cyber Threat

While having assets held through cryptography technology is considered secure,
the security of digital tokens is still unsettling. In the absence of a well-established
law regarding cybersecurity, the possibility of hacking is a concern.

Energy

Blockchain networks consume a huge quantity of electricity. In July of 2019, an
online tool of the University of Cambridge determined that the energy utilized for
the Bitcoin network is close to that used by the entire nation of Switzerland. This
could be a financial burden for startups.

CONCLUSION

The process of investing inreal estate is a lengthy process of administrative processing
as well as heavy capital infusions and numerous commitments. Tokenisation is
a solution to these issues and is beneficial to all parties. Tokenisation provides
fractionalized ownership and a simple entry point for investors with small amounts
in the property industry. Alongside fractionalized ownership, it allows portfolio
rebalancing and management for those with high net worth. With regard to token
issuers, digitalization and automation improve efficiency, decreases operating costs,
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and allow the opportunity for a broad range of investors. For intermediaries such
as brokers, agents, and lawyers, automation stores information, improves precision,
reduces costs, and protects the data.

India is one of the leading real estate markets, with an urban population of more
than 35% of the total population. Integration of Tokenisation will open new doors
for the real estate sector as well as investors and developers. The housing crisis in
India’s cities has increased by 54 percent in the last year to reach 29 million in 2018
from 18.78 million in 2012. According to the paper of ICRIER entitled housing
for the poorest urban households in India. The floor area per capita of congestion-
ridden households decreased from 111 sq feet between 2012 and 83 sq feet in 2018,
highlighting the need for urgent action to tackle the issue of congestion. Early
adoption of the Blockchain Tokenisation concept in India will bring a pool of small
investments in the shape of tokens in real estate, particularly in the housing sector.

The future of Tokenisation for real estate is deemed and supported by a number
of promising researchers. Certain researchers predict massive changes in the business
world due to the rising popularity of Tokenisation because of the adage “The most
profitable investment on Earth is the Earth itself” that can be available to all people
by using fractional ownership. Land prices are always increasing, and technology
is constantly evolving.
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Chapter 14

Cryptocurrency:
A New Investment Avenue in India
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ABSTRACT

Cryptocurrencies started gaining popularity in 2017 because of the exponential
returns despite their introduction in the year 2009. Cryptocurrency is now also seen
as an investment opportunity by many especially after various cryptocurrencies
have given unimaginable returns. Favourite investment avenues for investors were
mutual funds, stock market, bonds, fixed deposits, etc., but cryptocurrencies have
made their presence felt in recent times as an investment option and have seen a
lot of inflow. Various start-ups are facilitating the investment in cryptocurrencies,
making it feasible and reachable for every household to invest in in the hope of high
returns. This chapter tries to analyse the returns that various cryptocurrencies have
given since inception and compare the same with global benchmarks like NASDAQ,
Nikkei, Sensex, etc. It is observed that despite very high volatility, cryptocurrencies
were able to achieve very high returns as compared to stocks. The study also
found a high positive correlation between the returns given by global indices and
cryptocurrencies.
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INTRODUCTION

As afuturist, one of the things we try and do is not just look at what’s going to happen
in the future, analogies for what might happen based on what’s happened in the past
have to be looked at. “You have to be a good ‘pastist,”’. The isolated technologies
like blockchain and digitizing which are being noticed because of consumers’ low
friction and immediacy can scale up to more rapidly in the global system. A decade
runs at a faster pace. Within the last 10 years, technology has changed the way
people bank and invest. From the era of the first currency being minted to digital
banking, there is an amalgamation of the banking business and digital technology.

Traditionally, financial deals were cracked between two parties using fiat money
which is now been replaced by an authentic chain of private networks through
cryptography. For transferring digital money from one source to another, puzzle-
solving techniques are rewarded in terms of cryptocurrencies. This is known as mining
through blockchain technology. Satoshi Nakamoto conceptualized an accounting
system post-financial crisis 2008 mooting an idea for transactions and value of money
digitally on public availability. The same was mentioned on open ledgers (blockchain)
containing all the transactions ever made through anonymous and encrypted forms.
Cryptocurrency, amedium of exchange in a digital format uses encryption techniques
to create monetary units and verify the exchange of money. Bitcoin topping the
chart followed by Ethereum according to market capitalization. There have been
voices calling for stable coins as an alternative to volatile cryptocurrencies. Recent
cryptocurrencies have become a popular choice of alternative investment. These are
digital currencies like Bitcoin (BTC), Ethereum (ETH), and many more. Alternative
investments beyond usual stocks and bonds can be non-traditional assets like private
equity, private debt, and other collectibles or can be exotic derivative investments
like credit default swaps or mortgaged-backed securities.

The adoption of cryptocurrency proved to be most advanced in North America
and Europe, covering other emerging countries like Asia, Latin America, Africa,
and the Middle East. The concentration of merchants observed in North America
and especially Europe covers P2P exchange platforms in almost 249 countries. The
user database obtained from incorporated wallets providers exchanges payment
platforms linked to the securities had covered 40% of cryptocurrency users based
out of the Asia Pacific region. (Hileman et al, 2017). The role of exchange and trust
attached to each of such exchange platforms hold significance in the cryptocurrency
economy offering confident investment plans from the marketplace.

The market-specific factors which are predictive tools of returns dependent
on cryptocurrency network factors and independent of production and cost of
production of cryptocurrency devised strongly through the time-series momentum
effect forecasting the returns (Liu & Tsyvinski, 2021).
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The social sentiments of the investors during bulls and bears market situations
have been drifted by the crypto market shift because of heterogeneity patterns of
market behaviors. The trend was seen that a positive response was based on the bulls
effectand the bears’ effect was more evident with adownward trend.(Kimetal,.2021)

The common risk factor in cryptocurrency can be linked to the cryptocurrency
market, its size, and momentum of returns listing market-related factors in the
stock market and constructing their cryptocurrency counterparts. Crypto long-short
strategy under three-fold model constructs fit sizable and statistically significant
returns (Liu et al., 2019).

The existence of Bitcoin, Litecoin, Ripple, and Dash over half a decade indicated
the endurance of setting up a correlation between its past and future values. (Caporale
et al, 2018). Primecoin being the first cryptocurrency in the market dearth of
hashcash proof-of-work is used therein Bitcoin these days. Thus, proof-of-work in
cryptocurrency helped in advanced transition providing both security and scientific
computing values to maintain dominance in the long term. (King, 2013)

Digital currencies globally known for their volatility have bounced backed strongly
in 2020. Post the crash of bitcoin in 2018 the digital currency has squirt roughly 800
percent. The popularity of cryptocurrencies was racked in 2018 turning dormant for
the most part of 2019. The virtual currencies evolution over the past decades proved
to be a virtue for economic growth. The global investment portfolios clasping the
digital coin as an alternative asset to equity, gold, mutual funds, and real estate.
The start-ups in the world looking forward to venturing into capital financing have
diluted their preference from stock sales-based investment to cryptocurrencies in
the apprehension of high returns.

A smart contract is a piece of code signed as a solidity agreement between
multiple people agreeing upon certain conditions when successfully met. Investment
in cryptocurrency surged along with that of NFT because of smart contracts as these
contracts are immutable and are distributed. This helps to control bugs, as these
contracts cannot be changed and only new contracts can be created mentioning
not to use the old ones. This happens very often and the contract doesn’t carry any
discrepancies as it’s used to avoid human errors. Thus, financial agreements are done
under codes that cannot be changed. Smart contracts are capable of giving rise to
the next generation of super entrepreneurs. These contracts render transactions that
are traceable, transparent, and irreversible. (Mell et al.,2017)

The wallet holders as creditors and debtors of a smart contract automatically
enter the multilateral agreements as participants. (Geiregat, 2018).

Blockchain technology entices the ecosystem ensuring enhanced security in the
context of cryptocurrency dominance through the Internet of Things (IoT). Proof
of work in the digital ledger usage has become least incorruptible using a public
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key (PK) as a distinctive identity maintaining the privacy of individuals. (Miraz &
Ali, 2018).

The introduction of Nano grid architecture cryptocurrency in which accounts have
their blockchain with unlimited scalability, making the transaction faster through
direct networks. Transactions keep track of account balances rather than transaction
amounts, concentrating on serious data mining without hampering the security of
users becoming feeless in a brief moment. (LeMahieu, 2018).

Blockchain technology entices the ecosystem ensuring enhanced security in the
context of cryptocurrency dominance through the Internet of Things (IoT). Proof
of work in the digital ledger usage has become least incorruptible using a public
key (PK) as a distinctive identity maintaining the privacy of individuals. (Miraz &
Ali, 2018).

The introduction of Nano grid architecture cryptocurrency in which accounts have
their blockchain with unlimited scalability, making the transaction faster through
direct networks. Transactions keep track of account balances rather than transaction
amounts, concentrating on serious data mining without hampering the security of
users becoming feeless in a brief moment. (LeMahieu, 2018).

Blockchain analysis mentions crypto in India has grown 200 times in the past
year, from $200 million to nearly $40 billion. About 15 million cryptocurrencies are
been traded in India i.e more than 65 percent of that US numbers. The reason behind
the trust factor for this new era investment can be Encryption algorithms which are
allowing secure payments online, that cannot be counterfeited and maintained as”
tokens” orledger entries. Although, Pump-and-dump schemes (P&Ds) are penetrating
the cryptocurrency market leading to short-term increases in price, volume, and
volatility. Price brow and trough being noticed within minutes implies significant
wealth transfers between insiders and outsiders. (Li et al., 2021).

Post-April 2021, the Ethereum (ETH) market cap grew to over $250 billion.
Companies like JP Morgan, AWS (Amazon Web Service), Microsoft Azure, etc started
adopting Ethereum-based applications. Polkadot Crypto (DOT) is being offered by
financial institutions like Goldman Sachs, JPMorgan, ICAP, and UBS have bought
the first ETP (Exchange-Traded Product). Cardano (ADA) plans to rehabilitate the
education system in Ethiopia through its blockchain technology. Dogecoin gained
popularity post-Elon Musk tweet referring to two brothers who fight out of Jealousy
slanting to DogeCoin and Shiba Inu. Companies like NBA’s Dallas Mavericks,
Kessler Collection (luxury hotels), AirBaltic (Latvian Airlines), Such list, Strange
Donuts, STEEM, Burger Bear, All Gamer, etc. planned to adopt DogeCoin as means
of payment. Binance Coin the world’s largest cryptocurrency exchange became the
first to trade other cryptocurrencies. The exceptional performance of other asset
classes can enhance potential returns while reducing overall portfolio risk.
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Cryptocurrencies have become immensely popular since the introduction of bitcoin
in 2009. The market speculation on cryptocurrencies is negatively associated with
returns after controlling for a variety of factors, such as supply growth and liquidity.
The weekly positive returns are associated with the supply prior to market research,
predicting the industry rather than speculating the market. (Wang & Vergne, 2017).

Most cryptocurrencies are decentralized networks based on blockchain technology,
which is a distributed ledger spread over a wide network of computers. The oldest
amongst the whole lot is Bitcoin, with thousands of other alternatives offering
differentiated risk and return characteristics. The new field of cryptographic currencies
and consensus ledgers: blockchains, has become popular almost in all different
communities. “These diverse Communities include technical enthusiasts, activist
groups, researchers from various disciplines, start-ups, large enterprises, public
authorities, banks, financial regulators, businessmen, investors, and also criminals”.
The adaption though slow for quite a while has reached a hype with the only resource
available i.e Bitcoin. Excogitation in this new age of development has brought in fast
free software development introducing various other cryptocurrencies for acceptance.
There exists a gap that can be structured with a technical viewpoint The paradigm
for modern cryptographic currencies i.e Bitcoin verifies the authenticity through
the combination of the proof-of-work via the peer-to-peer network (Nakamoto
consensus). (Judmayer et al., 2017).

Due to the steaming profits, the digital currency has become popular amongst
new-age investors. The platform for digital currencies investment using digital wallets
stood incompetent in explaining the functioning of the financial markets using an
efficient market hypothesis The comparison between Bitcoin, Ethereum and Litecoin
was drawn to estimate the volatility in investments for different cryptocurrencies. The
Hurst exponent methodology used for application to examine long-range memory
in some of the cryptocurrency’s markets led to conclusions like (i) Long memory
exists in the selected cryptocurrencies; (ii) Ethereum market is more persistent than
Bitcoin and Litecoin as its Hurst exponent is more than the other cryptocurrencies.
The findings helped the policymakers and investors while making prudent decisions
regarding investment in the emerging cryptocurrencies market. (Hameed etal, 2021).

Over 30 years of coincident crises have collectively cost the world’s economies
$30 trillion with the emergence of the internet resulting in an exponential stream
of online sales evolving into cryptocurrencies. “The mysterious Satoshi Nakamoto
(2008) created Bitcoin as a purely peer-to-peer electronic cash system, removing
trusted third parties (bitcoin serves as a digital unit of account of Bitcoin network)”.
The psycho love for those exponential returns can also lead to swipe fall or collapse
of Bitcoin (Kindleberger, 1978).
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Some who advocate the dominance of Bitcoin in the future mentioning it as
a global reserve currency believe in “this time is different” (Reinhart & Rogoff,
2008). “Financial turmoil in the new millennium together with the United States’
abuse of sanction power since the 2008 global financial crisis have re-emerged the
interest in the search for a viable alternative to the U.S. dollar”. The price of Bitcoin
is expected to grow exponentially higher hitting $1 million by 2040 (John, 2018).

The cryptocurrency market transcended the roadblock of $100 billion market
capitalization in June 2017. The informative basis lacked because of unawareness of
other cryptocurrencies than Bitcoin. From 2013 to 2017 multiple cryptocurrencies
reached out to super-exponential market growth though disappeared abruptly.
Ecological adoption and meeting out the empirical observation’s assumptions on
one over other cryptocurrency created a spark of growing market research studying
1469 cryptocurrencies, of which around 600 were active by that time.

Adopting an ecological perspective, studies show that the so-called neutral
model of evolution can reproduce several key empirical observations, despite its
simplicity and the assumption of no selective advantage of one cryptocurrency over
another. “The results shed light on the properties of the cryptocurrency market and
establish the first formal link between ecological modeling and the growing system.
The anticipation will spark further research in this direction”. (Abeer et al, 2017).

Popular tokens of 2018 like Bitcoin, DASH, Litecoin, Monero, Ripple, and
Stellar with a market capitalization above $0.5 billion, uncovering surprising results.
The historical currencies are analyzed inefficiently without any opposition over
the analyzed period mentioning the efficiency and ranking being dependent on the
denomination (the US dollar or Bitcoin). Major coins especially DASH became
efficient from 2017 to 2018 except for the least efficient coins i.e Ethereum and
Litecoin (Kristoufek and Vosvrda, 2019). The Ethereum (ETH) had 2nd market
capitalization after Bitcoin. Taking time series analysis Bitcoin gained more attention
than Ether based on log returns on daily volatility. Using the Vector Machine
algorithm for testing the marginal predictability level Ether mediated triangular
arbitrage between six major fiat currencies which stated an increase in the Ether
market over the period. (Pichl et al, 2020).

Cryptocurrencies are likely to offer more rigorous regulations than some other
types of unorthodox investments. The Covid-19 pandemic thrashed economies
around the globe leading to strict lockdowns imposing devastating consequences
on world economies and mainstream investments. An amplifying number of global
investors are looking thoughtfully for a longer period of time in digital coins instead
of gold. This article tries to identify the effects of coronavirus on blockchain and
cryptocurrency. The benefits and drawbacks of adopting cryptocurrency and the
future of bitcoin after the pandemic are also being analyzed. The assay of the future
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of cryptocurrency in the coming years will be floated on the NASDAQ adding
credibility to blockchain-backed by the exchange-traded fund.

Coeval cryptocurrencies lack the legal, monetary, and institutional assistance that
traditional financial services employ. After the Industry revolution, 5.0 technology
reinforced cryptocurrency’s trust in the economy. The reliability constructs a users’
trustin technology post blockchain development making a significant trustin Bitcoin
amongst investors. The transforming phenomenon brought radical changes in the
digital markets globally. Banking and financial institutions’ revolution post industry
5.0 introduction cater to the market with cryptocurrencies (Woodford, 2019).

Cryptocurrency: Paving the Way for Future of Start-Ups

Chain analysis working hard to build up trust across the ecosystem providing banks,
financial institutions, government agencies, etc. artificial intelligence awareness for
blockchain acceptance worldwide. Digital Portfolio being brought and sold by the
users either through coin base or cryptocurrency are breaking down the barriers
of acceptance forming a nationwide network of cryptocurrency Kiosks, accepting
cash investment, and storing investment via Coinme application. IBM the tech giant,
integrating hyper ledgers helped more than 200 businesses develop applications and
data governance tools that run on the blockchain. FinTech has brought blockchain-
powered investment platforms for users to invest in start-ups, real estate, crypto, and
gaming associations becoming angel investors and building up a robust portfolio.
The information transfer is faster but secure between businesses using transparency
and real-time data ledger technology. Companies providing platforms allowing users
cash loan facilities based on the leverage of their cryptocurrency like bitcoin, ether
dogecoin, etc for short-term ranging up to 36 months have made start-up investment
seamless. Digital assets exchanges on other hand have helped the ecosystem,
allowing individuals and institutional investors to trade everything from Bitcoin to
Litecoin and Ether. When public blockchain ledger and various solutions to trustless
speculate institutional permissions of blockchain, crypto trading will then increase
the industrial strength. Security token offerings & Initial token offerings will pave
the way to a direct electronic IPO market (Low & Marsh, 2019).

CONTEXT AND DISCUSSION
Cryptocurrency as an Investment Option

When it comes to investment, people in India generally opt for instruments that
guarantee returns with minimum risk. Though there are investments options like
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stocks, FDs, forex, bonds, etc. but people are slowly taking up the idea of investing
in cryptocurrency looking at the huge returns provided to them in recent years. Table
1 below summarises the annual returns comparing the indicators of the share market
i.e, Sensex and Nifty with the two largest cryptocurrencies in terms of volume which
are Bitcoin and Ethereum.

Table 1. Summary of annual returns given by cryptocurrencies and indicators of
stock market

Period Annual Returns

From To Sensex Nifty Bitcoin Ethereum
Jan-21 Dec-21 20.05% 22.12% 96.51% 529.01%
Jan-20 Jan-21 15.56% 14.70% 302.31% 469.51%
Jan-19 Jan-20 14.35% 12.13% 94.00% -2.04%
Jan-18 Jan-19 6.17% 3.32% -73.22% -82.10%
Jan-17 Jan-18 27.51% 28.28% 1337.67% 8917.99%
Jan-16 Jan-17 2.34% 3.42% 124.05% -
Jan-15 Jan-16 -5.04% -4.04% 35.14% -
Jan-14 Jan-15 29.51% 30.82% -60.52% -
Jan-13 Jan-14 8.76% 6.50% 5869.63% -
Jan-12 Jan-13 25.61% 27.96% 187.23% -
Jan-11 Jan-12 -24.67% -24.88% 1466.67% -

Average Returns 10.92% 10.94% 852.68% 1966.48%

Source: Official Website of “Bombay Stock Exchange” (BSE) and “National Stock Exchange” (NSE) and
Investing.com

It clearly shows that the annual returns in the past decade were higher in the
case of cryptocurrencies except for two instances. Incomparable returns can be
seen between stock market indices and cryptocurrencies where Sensex and Nifty
had given returns averaging 10.92% and 10.94%, Bitcoin was able to give 852.68%
average returns. Ethereum started late and was able to register average annualized
returns of 1966.48%. These figures are evident enough to draw the attention of
Indian investors and the investment volumes saw an increase by leaps and bounds.
The market capitalization of Bitcoin amounted to $893.77 Billion whereas Ethereum
clocked a $ 451.69 Billion market capitalization as per the last data available in
December 2021.
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Stocks and cryptocurrency both are volatile but data suggests that cryptocurrency
is very volatile. Stocks have different kinds of risks like business risk, financial risk,
government regulations, volatility risk; while cryptocurrency is a decentralized
structure that is not yet backed by the government in India as the government does
not have any control over cryptocurrency and the same can be used for illegal
purposes as well.

Comparison of Global Benchmarks with Cryptocurrencies

Table 2 below analyses the monthly returns are given by six-global indices as they
represent the most reliable companies in the world. These returns are compared with
the returns given by the top five cryptocurrencies in terms of volume according to the
latestdata. The analysis not only compares the returns of indices with cryptocurrencies
but also compares the volatility of returns.

Looking globally, the biggestindices of the world like NASDAQ, FTSE, Shanghai,
Euronext, Nikkei, and DAX are compared with the top five cryptocurrencies in
terms of volume. In Table 2, it can be observed that the monthly returns of global
indices are looking weaker against the monthly returns given by cryptocurrencies.
NASDAQ was able to manage a maximum mean of monthly returns of 1.47% which
is much weaker as compared to 16.88% by Bitcoin, 16.20% by Ethereum, 24.37%
by Binance, and 61.72% by Solana. Tether was the only exception which has given
lower returns of 0.14%.

Butatthe same time, observing the volatility of returns, returns of cryptocurrencies
are very much volatile as compared to that of global indices. Where the global
indices have a standard deviation ranging from 3.54% to 5.4%, cryptocurrencies
have a much higher standard deviation ranging from 44.86% to 105.81% Tether
again remaining an exception with 2.07%. Variance also strengthens the conclusion
with respect to volatility and global indices shows a very low variance ranging from
0.13% to 0.36% whereas cryptocurrencies show a very high variance ranging from
20.12% to 111.95% with Tether as an exception at 0.04%. This is evident enough
to prove that the cryptocurrencies had given a higher return as compared to global
indices but with higher volatility as well.
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Post comparing the returns of Bitcoin and Ethereum with Sensex and Nifty, it
was clearly seen that there is a huge difference in the returns which has certainly
made cryptocurrencies a very appealing option for investors. From January 2011
to December 2011, Sensex and Nifty were able to give only 178.17% and 176.67%
returns respectively. On the other hand, during the same period, Bitcoin has given
18963800% returns as its price was only $ 0.3 inJanuary 2011. Since its introduction
in April 2016, Ethereum has given 40467% returns as compared to 13586% return
of bitcoin and 126.72% and 121.45% of Sensex and Nifty respectively.

Table 3. Descriptive stats of monthly return of Indian indices mean differences

Sensex Nifty Bitcoin Ethereum Tether Binance Solana
Return Return Return Return Return Return Return
Mean 0.91% 0.91% 17.26% 16.20% 0.14% 2437% | 61.72%
Standard 491% 5.03% 58.96% 44.86% 2.07% 7575% | 105.81%
Deviation
Sample 0.24% 0.25% 34.76% 20.12% 0.04% 5738% | 111.95%
Variance
Kurtosis 420.38% 409.57% | 3293.95% | 549.00% | 3226.79% | 1493.70% | 72.68%
Skewness 90.22% 87.17% | 502.11% | 18238% | 467.92% | 369.97% | 129.85%
Range (%) 35.59% 36.64% | 509.75% | 267.26% | 18.09% | 420.18% | 362.08%
?;:)mm“m 24.17% | -2462% | -3887% | -53.77% | -472% | -46.15% | -46.52%
?g%’“mum 11.42% 12.02% | 470.88% | 21349% | 1337% | 374.02% | 315.56%
(2
Count 131 131 131 68 55 48 16

Source: Investing.com and official website “Bombay Stock Exchange” (BSE) and “National Stock Exchange”
(NSE)

As mentioned in Table 3, it is clearly seen that the mean return of Bitcoin,
Ethereum, Binance, and Solona is much higher as compared to Nifty and Sensex.
The mean return of sensex and nifty stood at 0.91% which is higher than other global
indices except for NASDAQ which has given a 1.47% mean return. On the other
hand, mean returns given by cryptocurrencies range from 44.86% by Ethereum to
105.81% by Solana which are much higher than that of nifty and sensex. Although,
Tether was the only cryptocurrency that had not given higher returns and had a
mean monthly return of only 2.07%.
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Atthe same time, itis imperative to note that the Standard Deviation and Variance
of Bitcoin, Ethereum Binance, and Solona is much higher as compared to Sensex
and Nifty. Where the standard deviation for sensex and nifty is 4.91% and 5.03%,
the standard deviation for bitcoin records 58.96%, ethereum records 44.86%, binance
records 75.75% and solona records the highest standard deviation of 105.81%.
Variance also indicates the same story and points that cryptocurrencies are much
more volatile as compared to stock market indices. Sensex and nifty records only
0.24% and 0.25% variance as compared to 34.76%, 20.12% 57.38%, and 111.95%
variance of bitcoin, ethereum, binance and Solana respectively.

There is not much significant difference observed in kurtosis between sensex,
nifty and ethereum which were 420.38 %, 409.57% and 549.09% respectively. Binance
observes kurtosis of 1493.70% whereas bitcoin and tether records a higher kurtosis
0f3293.95% and 3226.79% indicating that investors had experienced extreme returns
at times. Solana shows a kurtosis of only 72.68% indicating less extreme returns
but the same has less observation as compared to others in the table due to its late
introduction.

After observing the minimum and maximum percentage of monthly returns, it
was found that sensex and nifty had not shown very high monthly returns during the
period. Maximum returns were 11.42% for sensex and 12.02% for nifty which were
much lower than the highest monthly returns of cryptocurrencies. The maximum
returns of bitcoin were 470.88%, Ethereum was 213.49%, 374.02% for Binance, and
315.56% for Solana but there is not much difference between the minimum returns.
Although the minimum returns for bitcoin were -38.87% ethereum was -53.77%,
binance was -46.15% and Solana was -46.52% but they were very much comparable
with sensex at -24.17% returns and nifty at -24.62% returns.

Tether has been an exception in the above analysis. It had given mean returns of
only 0.14% which was lower than the mean returns of sensex and nifty. Its standard
deviation and variance is lower than other cryptocurrencies as well as share market
indices which makes it less volatile. It had given much fewer returns as compared
to other currencies as well as indices and does not fall in line with the analysis of
other cryptocurrencies.

Impact of Returns by Indices on Returns by Cryptocurrencies
Whenlooking at cryptocurrencies as an investment avenue, then analysis of an existing
correlation between the returns given by various indices and cryptocurrencies can

be established. Table 4 attempts to take out the correlation of monthly returns of all
the cryptocurrencies with the monthly returns given by global indices.
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Table 4. Correlation of returns given by cryptocurrencies and indices

Global Indices
Cryptocurrencies | NASDAQ | FTSE | Shangahai | Euronext | Nikkei | DAX | Sensex | Nifty | Average
Bitcoin 0.883 0.248 0.442 0.708 0.724 | 0.694 | 0.832 | 0.825 0.669
Ethereum 0.824 0.071 0.646 0.813 0.783 | 0.811 0.848 | 0.867 0.708
Binance 0.823 0.038 0.634 0.803 0.791 | 0.807 | 0.859 | 0.868 0.703
Tether -0.004 0.677 0.551 0.705 0.421 | 0.606 | 0.801 0.798 0.569
Solana 0.776 0.677 0.551 0.705 0.421 | 0.606 | 0.801 0.798 0.667
Average 0.660 0.342 0.565 0.747 0.628 | 0.705 | 0.828 | 0.831 0.663

Source: Investing.com and official website “Bombay Stock Exchange” (BSE) and “National Stock Exchange”
(NSE)

It can be observed in Table 4 that there is a highly positive correlation between
the monthly returns given by cryptocurrencies and global indices. Returns given
by Sensex and Nifty have a very high average correlation of +0.828 and +0.831
with the cryptocurrencies followed by Euronext and DAX with +0.747 and +0.705
respectively. FTSE is having the lowest average correlation with cryptocurrencies
reaching only 4+0.342. There is just one negative correlation by a very nominal
margin which is between NASDAQ and Tether of -0.004. It can be concluded
reasonably that there is a higher positive correlation between the returns given by
global indices and cryptocurrencies.

CONCLUSION

There is no second opinion to the fact that Indian investors had now started looking
at cryptocurrencies as an investment option. Cryptocurrencies have become an
increasingly popular choice of investment for investors as a diversification strategy.
Crypto has made investing easily attainable to far-flung people filling the gap between
alternative as well as traditional investments. Four out of five largest cryptocurrencies
had given significantly higher returns as compared to share market indices. At the
same time, much higher volatility is also seen in the cryptocurrencies as compared to
stock marketindices, and sensex and nifty are giving less but consistentreturns. It was
also found that there is a high positive correlation between the returns given by global
benchmarks like NASDAQ, Nikkei, Sensex, and cryptocurrencies. Although, these
are early days for cryptocurrencies to establish themselves as an investment option,
especially under uncertainty that looms in the absence of a regulatory framework
it is also true that due to significantly higher returns, they were successful in luring
a great chunk of investors towards them.
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ABSTRACT

Retirement planning is a crucial step in any individual’s life, yet many complain
of dissatisfaction with the plan they made before retirement. Many variables, the
uncertainty of life, and socio-economic shocks make this planning difficult. At
times, an action plan needs some adjustments, which can be made through financial
institutions. Any loan or scheme offered to an individual involves risk calculation.
Transparency in records and the complete history of an individual’s financial
transactions can help institutions access risk correctly. Linking transactions and
other details with blockchain technology can improve transparency and can make
retirement saving plans viable for individuals. This chapter explains the relevance
of blockchain technology in context to retirement planning investment. This chapter
also suggests a blockchain model that can be implemented by financial institutions
to make their products favorable.
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INTRODUCTION

Blockchains are digital ledgers that are considered to be tamper-evident and tamper-
resistant. These ledgers are without any central repository and are implemented in a
distributed fashion. This system enables users to record transactions but at the same
time, restrict restricts any change post-publication. This concept of blockchain is
applied in many areas and improvement in transparency and security is reported
(Arshadi, 2019).

Systems can be made autonomous by implementing blockchain technology
(Antonopoulos,2014). Such systems can work without too much of human intervention
and thus mathematical calculations can be trusted over people.

This concept can be applied in areas other than financial transactions and
cryptocurrencies (Lamberti et al., 2017; Oberoi & Kansra, 2021). Any organization
can implement blockchain technology and can store data with it. Such data can
be updated, and new blocks can be created with updated information. Though
updating of data is done the history of such actions will be available to users. These
transactions, including deletion or addition, can be validated by participants by
reaching a consensus.

Organizations may choose from two different approaches: permissionless network
and permissioned network. The permissionless network is open to the public
where no authorization is required for reading or writing to the blockchain. Under
permissioned networks, permission is granted to certain individuals or organizations.
The authority granting these permissions are difficult to identify and thus present
design issues. Both approaches have their advantage and organization may choose
based on their requirements.

ISSUES FACED BY FINANCIAL INSTITUTIONS

Financial institutions face the following issues while giving loans to individuals:

The Authenticity of Applicant: Any applicant may have to furnish identity by
officially verified documents. If these documents are not linked to each other than
different loan accounts may not be mapped correctly. It is also possible that certain
details might be updated in documents. Through blockchain, updates in details of
an individual will be recorded. Thus, documents available with institutions will be
always updated and validated.

Transparency in Financial History: Financial transactions done with financial
institutions can be recorded as information mapped against an individual. This
information can be saved in blockchain (Lee D., 2016). Any further transaction
adds more information and thus, more blocks into the system. It will be impossible
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to hide any transaction. Institutions can get the complete history of an individual
and can thus calculate risk appropriately.

Product Viability: Financial products are designed to address a larger customer
base. These products consider associated risk with the customer. Institutions face
problems in getting the complete financial history of an individual. Actions taken by
an Individual, with other institutions, may also reflect attitude. This helps institutions
to compute associated risk accurately, rather than taking conservative numbers. Such
actions can reduce overall risk and the same may be reflected as lesser interest on
loans. Better offerings can make products viable for the larger population.

Thus, the use of Blockchain technology is expected to give good results and
may make the retirement planning industry more lucrative. In the following section,
relevant blockchain components are explained in our context. The further section will
use these ideas, to frame a blockchain model, suitable for investment and insurance
aspects of retirement planning.

BLOCKCHAIN COMPONENTS

Multiple components of Blockchain can be utilized for the model. These components
are:

1. Cryptographic Hash Functions

Hashing is a process where any data can be converted to its “digest”. This hash
function can be applied to a file, text, or even to an image. This is believed to generate
a digest that is unique for data but can’t be the same for any other data. Any small
change in data will generate a different digest. Thus, data integrity can be confirmed
by comparing their digest (National Institute of Standards and Technology, 2015).

Hash functions are secure as it is infeasible to compute input values from a digest.
Additionally, it is impossible to find another input that can give a similar digest.
Even searching two input values that can give the same digest is computationally
infeasible (National Institute of Standards and Technology, 2015).

Thus, following functions hold true:

If, f (Hash (I,)) = Digest (D) and f (Hash (I,)) = Digest (D,),
Then, ' (D,): Impossible to calculate

And, If (D, =D,), Then, I, =1,;

And, If (D, ' D,), Then, I, ' I,
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A Secured Hash Algorithm (SHA) is used in the implementation of various
blockchains. This algorithm has an output size of 256 bits (SHA-256).

256 bits = 32 bytes = 2%¢ (= 107") possible digest values

Though this size of possible output values looks finite but to get any repetition,
it would require 10" years of computation for the blockchain network. Thus, the
output can fairly be considered infinite and the chances of any collision in output
are almost impossible.

The above discussion supports the fact that any new data will always generate
a different digest and thus, uniqueness of data is ensured. An arbitrary but unique
number (“nounce”) is added to the data before calculating the digest. Same data will
have the same nounce and thus same digest but similar data will get different nounce
and thus different digest (National Institute of Standards and Technology, 2015).

2. Transactions

Transactions in blockchain refer to any interaction between two or more involved
parties. This transaction need not be only of cryptocurrency. In a business, activities
may occur on physical or digital assets. Transactions may be the recording of such
activities (Lamport, 1998).

Every blockchain may have different data comprising of transactions. In our
case, a user may send account details, digital signatures or keys, transaction input
and output. Attributes of an individual may change with any event and such change
may be recorded (Nakamoto, 2008). Expenses, income and investments information
can be recorded as transactions. All such information is unique for an individual and
thus validation through an individual’s private key can be verified by an associated
public key.

3. Key Cryptography

There exist two types of key cryptography: asymmetric and symmetric. Asymmetric
key cryptography is used in blockchain technology.

Asymmetric Key Cryptography
There exist two types of keys: private and public keys. These keys are related to each

other mathematically. A private key is kept secret and can be used to retain the safety
of information. The public key can be made available to the public without risking
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security. Even though a public key is available, generating a private key from it is
almost not possible. Encryption and decryption are done as followed:

Document => Encrypt (Private key) => Encrypted Document=> Decrypt (Public
key) => Document

Or

Document => Encrypt (Public key) => Encrypted Document=> Decrypt (Private
key) => Document

In the case of a public transaction, a digital signature is done through a private
key. Only a linked public key can decrypt the document. It will ensure that only the
concerned user can decrypt it with the private key. Similarly, any document may be
submitted with public-key encryption. Only users with access to the linked private
key can decrypt the document.

This method is used when parties have trust and authenticity issues.

Symmetric Key Cryptography
This method is adopted where both parties have trust or both have already shared a
common private key. In this case, encryption and decryption are done by a common

private key. Encryption and decryption are done as:

Document => Encrypt (Private key) => Encrypted Document=> Decrypt (Private
key) => Document

This process is faster but finding trusted parties are difficult.
Asymmetric - Symmetric Mix Key Cryptography
This method uses the benefits of both Asymmetric and Symmetric key cryptography
(Narayanan et al., 2016). Encryption and decryption are done through Symmetric
key cryptography. The private key used in the process is encrypted and decrypted
using Asymmetric key cryptography. The process is:
Step 1:

Document => Encrypt (Private key) => Encrypted Document=> Decrypt
(Private key) => Document
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And, Step 2:
Private Key => Encrypt (Private key 2) => Encrypted Key=> Decrypt (Public
key 2) => Private Key

4. User Address and Private Key

In a blockchain, any transaction is linked with Input and Output. Thus, both parties
need to be identified for recording a transaction. Multiple methods are used to create
the address, but the private key is used widely to create an address (National Institute
of Standards and Technology (NIST), Digital Signature Standard). A private key
can be generated which is unique for a party. The cryptographic hash function can
be applied to this private key. Digest generated in this process will be unique for a
private key and thus for a party. This digest can be taken as an address of a party.
The process is as followed:

Party 1: Private key => hash function (Private key) = Digest => Digest = Address
(Party 1)

In any system, private keys may be distributed through Asymmetric - Symmetric
mix key cryptography. Any transaction information can be mapped to an individual
address by mapping private keys to records.

In this process, private key storage becomes crucial. Digital assets linked with
this key are lost if the key itself is lost by the user. If any hacker gets access to this
key, the transaction can be done and it will be recorded in the blockchain. Reverting
is impossible as transactions can’t be undone in a blockchain.

5. Ledgers

In accounting, a ledger is used to record the exchange of goods and services. These
transactions can be stored digitally in large databases. In a blockchain network,
multiple copies of this ledger are created. These copies can update and sync data
among peers. Blockchain works on a heterogeneous network of software and
hardware and thus, if one node is attacked, other nodes may be safe. These distributed
ledgers are across the globe (Lamport, 1978). This ensures that data loss, due to
any geographical event in a region, is prevented. Any malicious node can be easily
identified and can be avoided from propagation. Thus, any invalid transaction will be
ignored in the blockchain. A new node always takes a reference to the previous node.
It ensures that blockchain is expanded over valid transactions. As the transactions
in the ledger are encrypted, users can be sure that data was never tempered (Peter
& Panayi, 2016). This distributed network provides publicly available information
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on multiple points. Attacking multiple points becomes impossible and damage may
be limited to an unpatched individual node.

According to Swanson (2015), a state of ledger is validated by majority of
validators in the network. This coherence across multiple nodes is done through set
of rules and procedures. Any transaction is held for certain duration for validation
and then transferred to the node for integration.

6. Blocks

In a blockchain, any transaction is transferred to the network through software or
web applications. This transaction is sent to the node and propagated to other nodes.
This pending transaction is then added to the blockchain through the publishing
node (Peck, 2017).

When a block is published then a transaction can be assumed to be added to
the blockchain. In any block, block data and block header are present. Block data
contains a list of validated transactions while the block header has metadata of the
block. Block header consists of block number (also called block height), the hash
value of the previous block, the hash value of the block, timestamp, size of a block,
and the nounce. Block data may include other ledger events and some miscellaneous
information, in addition to the list of transactions. Validation of each block of data is
done by ensuring that it is properly formatted and is digitally signed by the provider.
The same validation is done across the other full nodes. Once validation is done
and the authenticity of data is confirmed, the block is accepted in the blockchain.

7. Block-Chaining

Block consists of a block header and block data. The digest of a block is used as
one of the components of the next block. This process keeps repeating to link all
blocks into a blockchain. It works as followed:

For any Nth block,
Block, B (n) = [Block Header, BH (n) + Block Data, BD (n)]
Where,
BH (n) = Hash [BH(n-1)] + Hash [BD (n)] + Timestamp (n) + Nounce (n)

This system also ensures that data is not tempered in any previous block. Any

change in data will change the digest of that block and thus of the entire chain.
Such change can be easily noticed and such blocks can be rejected by the system.
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8. Smart Contract

Smart contracts are protocols that are followed for computerized transactions as per
the terms of the contract. Such a design ensures that all the contractual conditions
are satisfied while minimizing malicious exceptions. A contract consists of data
and a code which uses cryptographic validation for deployment. These contracts
are executed at each node and all of them are expected to generate the same results
after execution (Szabo, 1994).

Codes used in the smart contract are tamper-proof and thus can be assumed safe
by all users. These contracts can execute any calculation, store some information
or can expose any property to the public. It is not limited to financial transactions
but can be used for other information. It can also deal with transactions between
multiple parties (Ethereum Team).

PROPOSED MODEL

Retirement planning deals with a long time frame and multiple factors determine
successful planning of the same. During pre and post-retirement life, multiple
transactions are done by any individual. These transactions are done with other
individuals or financial institutions. Thus, on financial transaction grounds, the
following players are involved:

Individuals: 1,1, 1,1, ...... I

2% 73 n
Financial Instltutzons. Fw Fz, FS, F AT F

Transactions may be between individuals, between institutions and between
individuals and institutions.

In addition to financial transactions, information related to an individual’s
credentials, transaction history, attributes etc. may change. Similarly, information
linked with financial institutions (like performance, investor details, investment
details etc.) may also change (Figure-1). Thus we can get the following set of
information in the system:

For Individuals:

financial transactionS" L(f,f, fg, £, £)...... L(f,f, fz, £, f)
Information:: I (i, i,, 1, 1,5 «-.... 1j) ...... L@, 0,01, ... 1)
For Financial institutions:
financial transactionS" F (f,f, fg, f, ... f)...... F (f,f, fg, £, f)
Information:: F (i, i,, 15, 1,5 «-.... 1) BRI F (i, 1,151, ...... i
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Figure 1. Record update in ledger (Source: Author’s own)
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All the users who want to get associated with the network and need a reliable
and efficient system may need the private key. Digest of these private keys will be
the respective addresses of the users. Thus, we have:

Key (I)) = KI, ; And Address (1)), AI, = Digest (KI,)

Similarly, we can have keys for other individuals (KI, KL, KL, KL, ...... KI)
and financial institutions (KF,, KF, KF,, KF,, ...... KF ). For these private keys,
the linked address will be Al , AL, AL, AL, ...... Al forindividuals and AF,, AF,,

AF,AF,, ...... AF .

Every time a transaction is done by an individual or financial institution, these
addresses will be used along with the encryption through the respective private key.
The information generated in the process may also be added to the data. This data
will be clubbed with a block header to generate a block (Figure-2).

Financial institutions need to define smart contracts for all the possible transactions
with individuals or within financial institutions. Any transaction, involving financial
institutions, needs to be executed through these smart contracts. This smart contract
information should be made publicly available and can be decrypted by a public
key of any user.
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Figure 2. Block creation flowchart (Source: Author’s own)
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In addition to the financial transaction, any change in the institution’s information
should be encrypted and added to the block. This will ensure transparency at
institutions’ end. Whenever any interaction happens between an individual and
institutions, information related to the individual needs to be verified. Any update
in an individual’s information needs to be validated and added to the block. This
will ensure that financial institutions know the complete history of an Individual
(Figure-3).

Different combinations were explained above. These processes can run
simultaneously between multiple institutions and individuals. Further studies may
suggest improvement to this model where processing efficiencies can be increased.

CONCLUSION

The blockchain model proposed for retirement planning is in a very nascent stage
but can be a stepping stone for further research. This model conceptualizes users and
the type of transactions they might be involved in. This model further suggests the
ways through which blocks can be generated and added to the blockchain network.
This system is expected to bring all financial institutions and linked transactions
on common ground. It is also expected to build confidence in financial institutions
resulting in more reliability for financial planning. Access to the full history of an
individual enables institutions to calculate risk more efficiently. Individuals are also
expected to get the benefit of a lower interest rate as a result of this transparency.
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ABSTRACT

Blockchain technology is the digital network of storing the relevant information
regarding cryptocurrencies and is growing its importance day by day. Advanced
blockchain technology is being used in various cases for the creation of digital
currency. Bitcoin is one of the famous cryptocurrencies and it was the main reason
for the creation of blockchain technology with various computer networks. The
security concerns of blockchain technology are quite high which results in overall
protection of crypto information through proper verification. Blockchain technology
increases the working capacity as well as profitability of various business concerns.
Blockchain infrastructure is designed as per the needs and requirements of the
organization and the focus of the organization is to keep the information secured as
well as private, and blockchain technology is responsible in doing this commendable
job in handling the mechanisms in an appropriate manner.

INTRODUCTION

The thought regarding Bit coin was turned up in 2008 and that thought was turned up
into reality in 2009 which further resulted in birth of block chain technology as well
as crypto currency as they work on mutual programmed framework. (Copigneaux,
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Vlasov, & Bani, 2020) Crypto currency is the digitally mechanized money as like
Bit coin and is one of the buzz words as everybody is familiar with and it has gaining
its importance day by day in various countries because people are becoming wacky
to gain the in-depth knowledge regarding bit coin as well as block chain technology.
(Faisal, 2020)

Block chain technology as the name suggests, it is the chain of blocks which
contain the relevant data regarding transactions of crypto currency, which firstly
confide and verify the records which cannot be removed or changed. (Makridakis &
Christodoulou, 2019) Block chain Technology is one of dispersed form of technology
which is used to form appropriated ledger of the transactions which take place
regarding crypto currency. Block chain is a fiction which is inclusive of classified
summary regarding prior concerns with a block is the original document of day-to-
day transactions. (Chiu & Koeppl, 2018) It is the register which is used to record
encoded as well as encrypted record of digital affairs which is known as block.

This provides the protection from intervention of third party because it results
in direct transmission regarding block of data which is approved and sequentially
structured with the use of cryptography. Cryptography is one of the mechanisms
which are used to transfigure the data into tangled form which provides the
protection against third party. (Kitsantas, Vazakidis, & Chytis, 2019) Block chains
are generally confined on cryptography in order to safeguard the surveillance of
data which is reserved. It is quite important to store the data with evident accuracy
and irreversibility.

Block chain technology regulates the inter-change process between the parties who
regulate to protect their interest on secured basis as well as the transactions are to be
signed by the parties without any intermediary through digital mode. (Makridakis
& Christodoulou, 2019) There are generally three types of Block Chains such as
Pubic Block Chains, Private Block Chains, and Hybrid Block Chains. Public Block
Chains which are open as well as provide read and write permissions to everyone
and on the other hand, Private Block Chains which are also known as permissioned
Block Chains are restricted to some. Hybrid Block Chains are the consortium of
both Public and Private Block Chain technology where reading permissions are
opened for everyone and writing permissions are subject to various restrictions.
(Copigneaux, Vlasov, & Bani, 2020) It is only because of block chain technology
crypto currencies are gaining the trust of the people as well as is one of the reason for
positive attitude and attraction of the people towards crypto currencies and various
business organisations are adopting them in order to ensure dynamism in their
working which further result in growth and development of the economy as a whole.

Currently, there are three emerging generations of Block Chain Technology
such as Digital Currency (Block Chain 1.0), Digital Finance (Block Chain 2.0), and
Digital Society (Block Chain 3.0). (Fabian Knirsch & Engel, 2019) Persistency as
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well as auditability is the unique characteristic of block chain technology. (Ramana,
M.V.Rajesh, & Devi, 2018) Crypto currency can be stored and protected by the
users in the form of wallets and the wallets used for crypto currencies are of two
types, the one which is used for online storing is known as hot wallet, whereas on
the other hand, cold wallet is used to store the crypto in offline mode.

OBJECTIVES OF THE STUDY

The research in the area of Block Chain Technology is quite vast so it is important
to limit the study and in order to reach the specific goal it is important to sub-divide
the goal into further objectives. The research is conducted to concisely achieve the
objectives which are as follows:

1. To study the working of Block chain Technology
2. To explore the companies using Block chain Technology
3. To estimate the future requirements of Block chain Technology

WORKING OF BLOCK CHAIN TECHNOLOGY

Block chains are responsible for handling the crypto related tasks which involve
monitoring, storing as well as validating each and every transaction in systematic
and chronological manner ensuring greater level of dependence as well as security
because the information stored in block chain is automatically saved and can never
be deleted or even modified at any cost. (Copigneaux, Vlasov, & Bani, 2020) There
are two methods of verification of crypto transactions i.e. Proof of Work Method and
Proof of Stake Method and the difference between both the methods is computing
power, on one side proof of work method requires high power of computing and
on the other side proof stake method requires lesser computing power. (Kashyap
& Chand, 2018)

Thereis arequirement of authoritative verification in case of bock chain technology
in order to handle the transaction for recording and maintaining its confidentiality
that is why approximately ten minutes are required for successful confirmation
of the transaction because bundle of nodes are working to handle and manage the
transactions in appropriate manner. (Fabian Knirsch & Engel, 2019) The processing
of each and every transaction is intimated to even a single node and this is one of
the reasons of longer time duration of handling the transaction (Faisal, 2020). But
the cost of handling as well as storing the transaction is quite lower as it does not
have any physical existence and is one of the logic behind minimal transaction cost.
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The mechanism of asymmetric cryptography as which is generally used in digital
signatures is the essence of block chain technology which is used to handle the
validation as well as authenticity of the transactions which require confidentiality.
(Ramana, M.V.Rajesh, & Devi, 2018) Block chain technology follows the systematic
process of transaction recording in appropriate manner which begins with transaction
identification and definition. After this, the next step is communication and
transmission of transaction to nodes of network. After this transmission, block is
created and then it is also transmitted to the network. The last but not the least is block
is recorded in the chain and in this way block chain technology works (Copigneaux,
Vlasov, & Bani, 2020)

COMPANIES USING BLOCKCHAIN TECHNOLOGY

Block chain can helpintransforming the areas of accounting and finance, entertainment,
banking, law, insurance, e-governance, medical, real estate, international trade,
and e-commerce and so on. (Kitsantas, Vazakidis, & Chytis, 2019) Block Chain
Technology can be also be used in supply chain as well as logistics management.
Various companies are in the race of exploring applications of block chain network
to meet the future needs and requirements of the economy.

In 2014, only two companies were there who engaged in block chain networking
i.e. Walt Disney and PayPal but if we talk about the current scenario, there are almost
81 out of top 100 companies are applying and are on the path of application of block
chain technology. If we discuss in detail, out of these 81companies, 16 companies
are engaged in research process regarding block chain technology which include
famous companies such as Apple, Loreal, Adobe, P & G, QualComm, Johnsons
and Johnsons etc. 14 companies are in pilot testing and companies like Nike, Tesla,
Pepsico, Nestle, United Health Group etc. are the part of it. 24 companies are on
development stage like Facebook, Pfizer, Reliance, Coca Cola, Starbucks, Cisco,
Citi etc. companies play major role. The rest of 27 companies are successfully using
the block chain technology like Amazon, Walmart, Visa, Intel, Alibaba Group,
MasterCard, and J.P. Morgan etc.

Block chain technology is one of the updated technology and one of area of
focus of those companies who were sitting aside and were showing the negative
attitude block chain technology as with the dynamism of business environment, it
is important for all the companies to adopt the changes as soon as possible in most
effective way through which they can improve their efficiency as well as profitability
in the long-run which is not only beneficial for individual business organisations
but for the economy as a whole. (LIM, 2021) The companies which are the early
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and timely adopters of block chain technology are at the safer side in updated and
dynamic ecosystem. (Iredale, 2020)

FUTURE REQUIREMENTS OF BLOCKCHAIN TECHNOLOGY

Crypto currency is the responsible in reshaping the payment and currency system and
Bit coin is one of the steps taken to initiate the innovation in digital payment system.
The community dealing with crypto currencies is trying to adopt the better ways
to manage and handle the block chain in integrated market economies. New digital
coin can be created as extracting gold from earth by the miners. Crypto currency
and block chain technology are the prospect to qualify the broadening with social
as well as economic perspective all round the world which is inclusive in evolving
economies by contributing accessibility to financial services as well as capital.

The pace at which crypto currency is evolving in crucial manner and it is be
proved by ultimate acceptors who turn out wealthy in lasting one night because
they find the moment in order to cultivate financially. The organisations in which
there is requirement of integrity, honesty as well as reliability are required to adopt
block chain technology to handle their operations in desired manner. Therefore, it
is beneficial for underdeveloped as well as developing countries to adopt it in order
to reach the developed stage. Evidence can be seen that block chain technology
has bright future and is remarkable in changing the industry forever. (Sahu, 2020)
Central Bank will adopt crypto currency very soon in near future and which offer
better opportunities to banks in order to handle the transactions efficiently. (Ramana,
M.V.Rajesh, & Devi, 2018) Reserve Bank of India will launch India’s crypto currency
known as ‘Lakshmi’.

Hence, it is proved that in India, there is bright and strong hope of block chain
technology to regulate and handle the crypto currencies in effective and promising
manner. (James & Parashar, 2018) It all dependents upon the change in order to
handle the boredom of life as in exchange and regulation, we have seen the changes
from time to time as like from barter exchange to gold exchange, then gold is
transformed in to fiat money, but in future trends, crypto currency will be the major
players in the market.

CONCLUSION

The general people, researchers and policy makers are feeling attracted towards
crypto currency and block chain technology plays the major role in implementation
and execution of block chain technology in appropriate and systematic manner
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(Perkins, 2020). Crypto currency does not have any physical existence and is
electronically established by encryption which ensures transparency inits mechanism.
The working can be balanced and handled in scientific form through the network
known as Block chain Technology which includes creation of nodes which work in
storing and verifying the transaction to ensure transparency and security without
any intermediary (Kashyap & Chand, 2018).

The combination of artificial intelligence with block chain technology can
proved to be highly superfluous for the economy as a whole and will lead towards
bright future outcomes in the form of digital infrastructure and can also improve
the living standards of the people which further results in social and economic
development of the economy as a whole. (Makridakis & Christodoulou, 2019)
Economic transactions can be conducted in better and advanced manner which
reduces the cost and increases the speed with trust and security could further result
in development of the economy as a whole.

Various e-commerce companies are joining theirhands with block chain technology
networks by providing wallet for storing crypto currencies to their customers. Proper
authenticity of block chain technology provides protection against cyber risks. The
government can use this technology to handle the Tax evasion process in the economy
as well as businesses can use this technology to keep the records of their customers.
(Sahu, 2020) The use of block chain technology is not just confined to these areas
only but is pervasive in nature and can be used everywhere as per the suitability and
requirements. Various startups are also looking at the block chain technologies to
grow and survive with smart work which could provide them support and existence
and their survival for longer period of time in the economy.

DISCUSSION AND RECOMMENDATIONS

In today’s world block chain technology has sky-high potential as well as upright
anticipation in data handling issues by ensuring straightforwardness, developing
more clarity, reliability boosting, elimination of embezzlement, and foundation of
confidence as well as trust too. (Kitsantas, Vazakidis, & Chytis, 2019) Block chains
can proved to be helpful in affixing additional degree of monitoring, detectability as
well as clarity to business and commerce and can also helpful for the organisations
for developing their intellectual property rights, trademarks, terms and conditions
in order to assist the market with affixed information. (Copigneaux, Vlasov, &
Bani, 2020)

Block chain technology can be used to handle the day-to-day affairs which are
value-driven may be in the form of goods, money, medical record keeping, ownership
of property as well as in elections too. (Kitsantas, Vazakidis, & Chytis, 2019) It is
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essential to create proper awareness among the people regarding crypto currency
in order to safeguard their interest because education as well as time both plays a
major role for the business organisations as well as individual level also in order to
handle the innovative practices to fulfill the needs and requirements in near future.
(Xu, Chen, & Kou, 2019) Social welfare will also take place through adoption of
block chain technology as it would also help in eliminating corruption, hoarding,
and black money and so on.

The people living in remote areas can also have a financial access through
growth and development of block chain technology in order to regulate and maintain
crypto currency. It would be easy for the government to keep the details of each and
every individual in significant manner which further that information can be used
by experts in framing accurate policies which can be the base for new innovations
and development of new and updated technology. Block chain technology will be
helpful for the developing country like India in order to reach the desired heights.
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