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Quantum blockchain is a distributed database that is decentralized, encrypted, and
based on quantum information theory and computation. This comes as a result of the
recent progress made in quantum computing and the need for quantum equivalents
of classical blockchains. Algorithms, frameworks, models, tools, architectures,
and databases, of which quantum blockchain is a part, are still being standardized.
Recently, the growth of quantum information theory and computation has resulted
in a rise in the number of research ongoing in this domain. This chapter presents an
insightinto quantum blockchain using the PRISMA technique with results registered
and analyzed. The literature is analyzed based on some parameters or categorizations
accompanied by graphical and tabular representations.
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Quantum-resistant blockchains refer to cryptographic processes that are resistant
to attacks via quantum computers. Present public-key algorithms depend on the
difficulty of deciphering the discrete log and factorization problem of large prime
numbers. Shor’s algorithm can be used to break the hash signatures by quantum
computers. Therefore, it is necessary for the development of a post-quantum secure
signature scheme or quantum-resistant blockchain for post-quantum blockchain
security. This chapter will discuss the impact quantum computers are predicted to
have on public key cryptography based on the following topics: quantum computers,
public key cryptography, quantum threat to PKI, Shor’s and Grover’s algorithms,
post-quantum cryptography, and quantum-resistant blockchain.

Chapter 3

Emerging Blockchain Technology vis-a-vis Limitations and Issues:

Emphasizing the Indian ConteXt.........cccoeviriiriiinienienieneeeceeeeeeeeee e 56
Prantosh Kumar Paul, Raiganj University, India

Blockchain has now become blockchain technology, and this is the record of data
that are encrypted, and here distributed database is required for the purpose of
transaction, contract, and independent record. It is therefore a digital ledger and can
be reachable in different platforms for different financial activities and services. It
is supported by healthy digital currency systems like bitcoin transactions and does
not depend on any third party systems. Blockchain supports the multiple numbers
of shared copies, and it works in a same database. Very recently blockchain was
considered as an important subfield of information technology. It is therefore treated
as a tool, technique, as well as procedure for financial management. This chapter
is based on existing literature on blockchain with basics and special focus on the
issues and limitations. This chapter highlights the scenario of blockchain technology
in India with opportunities, companies, and scenario of manpower availability and
potentiality.
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Biometric templates must be secured with traceability, immutability, and high-trust
capabilities. A variety of system models are proposed by researchers, most of which
either utilize blockchains or machine learning for improved security and quality
of service (QoS). The augmented sharding model is designed using light weight
incremental learning framework, which assists in shard formation and management.
Performance evaluation of the proposed model indicates that it is able to achieve
high accuracy attack mitigation, along with low block mining delay and high
throughput. This performance is compared with various state-of-the-art methods
and an improvement of 10% in terms of delay and 14% in terms of throughput
is achieved. Further, an attack detection accuracy of 99.3% is obtained for sybil,
masquerading, and man in the middle (MITM) attacks. This text further recommends
improvement areas which can be further researched for enhancing security and QoS
performance of the proposed model.
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English poet Samuel T. Coleridge wrote “O! lady, we receive but what we give?
And nature alone lives in our lives.” The Earth is one, but nations are not. New
technology, especially blockchain paves the way toward a global village. This chapter
analyses the ultimate solution to the global warming issue through the introduction
of green currency based on blockchain technology to inculcate the concept of
environmental protection in the next generation. We never value the free gifts of
nature as the economies are driven by markets globally. Unless and until a monetary
value is associated with environmental protection it’s difficult to motivate the next
generation to protect it. The introduction of green currency helps in creating a market.
Development with the acceptance, protection, and maintenance of nature as it is is
possible only through the use of advanced technologies. This chapter introduces a
new concept of global green currency based on blockchain technology. This tool
may ultimately present a platform as a solution to the global warming issue.
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Blockchain is a leading-edge innovation that gives the possibility to streamline
numerous enterprises like gaming. There have been many investigations done
utilizing blockchain innovation in money, wellbeing, and different areas, yet gaming
is aregion yet to be conquered. This chapter will explain how blockchain innovation
can be utilized in games. Blockchain is known to make exceptional computerized
resources that can be copied and make decentralized environments. There are two
parts of blockchain innovation that can change the gaming industry. Blockchain has
generally affected our ways of life somewhat recently. A word that frequently emerges
while discussing blockchain is bitcoin. Current answers for planning and building
decentralized blockchain applications need interoperability. Thus, blockchains and
existing advancements don’t incorporate well in a brought together system. The
authors propose a design expecting to effortlessly connect existing decentralized
advances and blockchains. Blockchain gaming is an arising diversion worldview.
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Data collection mechanisms have become effectively advanced by leveraging the
internet of things and cyber physical systems. The sensors are heavily developed
with intricate details to capture data in varied forms which can be stored and used
as an information base for knowledge extraction using analytics and statistical
prognostication in artificial intelligence sub-branches. Storing this data with adifferent
approach that ensures stringent security measures is done using blockchain. The
loopholes that compromise the security of blockchain are quantum computing for
which quantum resistant blockchain ideas are discussed. This chapter finally sheds
some light on the effective approach to implement the CPS 4.0-based blockchain
mechanism with detailed scrutiny.
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Blockchain and quantum technology breakthroughs are currently being debated
publicly across a variety of forums. There are numerous applications and capabilities
that can provide transparent, redundant, secure, accountable environments thanks
to these technologies. To ensure resource-dependent high security requirements,
certain cryptographic primitives and protocols can be used effectively. Quantum
proofs, safe quantum solutions, and anti-quantum systems will assess any system for
quantum attacks and create a secure quantum computing system. Therefore, this work
intends to encourage experts from different fields to provide technology-integrated
solutions that combine cost-effective and quality service, quickly, securely, and meet
requirements. Researchers will be encouraged to provide helpful overviews and
guidance in dealing with real-time applications from post-quantum technologies.
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Manish Dadhich, Sir Padampat Singhania University, India
Harish Tiwari, Sir Padampat Singhania University, India

Smart cities are a futuristic urban development concept that uses ICT to enable
citizens, governments, and organizations to collect and share real-time data. Q-BoC
technology can provide a new level of convenience and security for communication
and transactions among all of a smart city’s many stakeholders. Information
technology, including quantum blockchain, has been integrated to govern physical,
social, and business infrastructures in today’s rapidly developing smart cities.
Innovative technologies and concepts such as the IoT, 5G, artificial intelligence,
and quantum blockchain have become necessary for an intelligent and advanced
society. In recent years, both academics and industry have demonstrated a strong
interest in the revolution of smart cities. Smart cities can deliver a variety of smart
functions, such as intelligent transportation, Industry 5.0, governance, Healthcare
5.0, and smart banking, to improve people’s quality of life. The chapter explores the
application, challenges, and opportunities for making a smart society.
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Blockchain is a new but quickly growing technology in the world, which was
developed by a pseudonymous Satoshi Nakamoto in 2009 as the cryptocurrency
Bitcoin. Blockchain was un-hackable but now, due to use of quantum computers,
it is possible to tamper with blockchain. As a counter to this, the researchers have
come up with quantum blockchain using the principles of quantum cryptography.
Today we see that the technology has given birth to many new technologies as
well. One of its examples is non-fungible tokens (NFTs). These are a new sort of
blockchain-based token that is unique and indivisible. They were first created in
2014. These are blockchain-based virtual assets. Since early 2021, the phenomena
and its marketplaces have increased dramatically.
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Preface

After the Internet, blockchain is one of the most promising new technologies with
the potential to radically alter our global society. Blockchain technology is being
adopted and implemented across the entire spectrum of business and industry
operations, following the initial phase of bitcoin and cryptocurrencies. The solutions
that guarantee trust, transparency, non-repudiation, and redundancy have been
developed by application developers who have taken advantage of the characteristics
of the blockchain, such as decentralization, immutability, cryptographic security,
and so on. Blockchain 3.0 provides a large amount of distributed storage space
with minimal effort, scalability without compromising security, assistance in
integrating data from multiple sources without compromising privacy, transparency
without revealing ownerships, interoperability without excessive complexity,
and authenticity in provenance. Blockchain’s adaptability and multidimensional
capability, combined with the incorporation of Al, ML, IoT, etc., promises to have
a significant, positive impact on a wide range of industries and organizations, and
opens exciting opportunities to deliver a superior value proposition to customers
through novel products and services.

Digital signatures, hashing algorithms, and public-key cryptography are all heavily
utilised in blockchain infrastructures to create a one-of-a-kind secure and reliable
application backbone. Whether it’s for digital signatures or encryption, the time it
takes to solve certain mathematical problems is generally used as a yardstick of the
strength of the various cryptographic methods currently in use. Due to the massive
amount of time required relative to the available computational power, Blockchain
deployments are safe from hacking for any practical purpose. The current blockchain
encryption systems, however, are vulnerable to the emerging quantum computing.
The prospect of quantum computer cyber-attacks on the Blockchain network is a
very real possibility soon, given the rapid pace of progress being experienced with
quantum computing technology.

Members of the Blockchain community and developers are working on projects
to strengthen existing distributed ledger technology (DLT) and blockchain networks
so that they are immune to attacks from quantum computers. These post-quantum
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algorithms are based on computational problems that Shor’s algorithm, Grover’s
algorithm, or similar ones have proven to be infeasible for quantum computers. Secure
computing is achieved through the incorporation of post-quantum cryptography in
cyber-physical systems, which also opens up new possibilities in fields like smart
contracts, quantum blockchain, and intelligent security solutions. There is a growing
consensus that the only way to protect computing and security infrastructure from the
imminent threat of quantum attacks is to implement quantum-proof cryptography.
Post-quantum implementations of the Blockchain can be seen in projects like
Ethereum 2.0 and Ethereum 3.0. Research into quantum Blockchain has attracted
a lot of attention in recent years thanks to the growth of quantum computation and
quantum information theory. Although post-quantum cryptography shows great
promise in many areas, there is surprisingly little written on the subject from an
applied perspective. For those unfamiliar with distributed ledger technology (DLT)
and blockchain, this book offers a primer on the topic, as well as an overview of the
most popular post-quantum algorithms and how they ensure the long-term viability
of DLT-based applications.

Quantum computing, post-quantum cryptography, quantum attack-resistant
blockchain, quantum blockchains, multidisciplinary applications, and real-world
use cases are all topics covered in this book. Several industry-specific problems,
and their potential resolutions, are also covered in the book. This reference is perfect
for computer scientists, industry professionals, academics, practitioners, scholars,
researchers, teachers, and students, as it covers crucial topics like cybersecurity,
data management, and the smart society.

ORGANIZATION OF THE BOOK

The book is organized into 10 chapters contributed by researchers, scholars, and
professors from prestigious laboratories and educational institutions across the globe.
A brief description of each of the chapters in this section is given below.

Chapter 1: Quantum Blockchain — A Systematic Review

Quantum blockchain is a decentralized, encrypted, quantum-based database.
This is due to quantum computing progress and the need for quantum blockchains.
Quantum blockchain is part of standardized algorithms, frameworks, models,
tools, architectures, and databases. Quantum information theory and computation
research has grown recently. This chapter analyses quantum blockchain using the
PRISMA technique. Literature is analyzed using parameters and graphical and
tabular representations.

XV
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Chapter 2: Introduction to Quantum-Resistant Blockchain

Quantum-resistant blockchains resist quantum computer attacks. Present public-
key algorithms depend on the discrete log and factorization problem of large prime
numbers. Shor’s algorithm breaks quantum hash signatures. Post-quantum blockchain
security requires a quantum-resistant signature scheme or blockchain. This chapter
discusses the impact quantum computers will have on public key cryptography based
on quantum computers, public key cryptography, quantum threat to PKI, Shor’s and
Grover’s Algorithms, post-quantum cryptography, and quantum-resistant blockchain.

Chapter 3: Emerging Blockchain Technology vis-a-vis Limitations and Issues

Blockchain Technology is a record of encrypted data that requires a distributed
database for transactions, contracts, and independent records. It’s a digital ledger
accessible on multiple platforms for financial activities and services. It’s supported
by digital currency systems like bitcoin and doesn’t rely on third parties. Encrypted
data can be breached. Blockchain works in the same database with multiple shared
copies. Blockchain is anew IT subfield. It’s a financial management tool, technique,
and procedure. This chapter covers Blockchain basics, issues, and limitations. This
chapter describes Blockchain technology in India, including opportunities, compa-
nies, and manpower availability.

Chapter 4: Design of a Blockchain-Powered Biometric Template Security Framework
Using Augmented Sharding

Traceability, immutability, and high trust are required for biometric templates.
Most proposed system models use blockchains or machine learning to improve
security and service quality (QoS). Using a light-weight incremental learning frame-
work, the augmented sharding model aids in shard formation and management. The
proposed model achieves high attack accuracy, low block mining delay, and high
throughput. This performance improves by 10% in delay and 14% in throughput
compared to state-of-the-art methods. Sybil, masquerading, and MITM attacks are
detected with 99.3% accuracy. This text also recommends areas for improving the
proposed model’s security and QoS.

Chapter 5: Green Currency Based on Blockchain Technology for Sustainable
Development

This chapter analyses the ultimate solution to global warming using Green Currency
based on blockchain technology to inculcate environmental protection in the next
generation. As global economies are driven by markets, we don’t value nature’s
free gifts. Until a monetary value is associated with environmental protection, it’s
hard to motivate the next generation to protect it. Green Currency helps Bad find a
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market. Advanced technologies are needed to accept, protect, and maintain nature
as-is. This chapter introduces Block-Chain-based global green currency. This tool
may help solve Global Warming.

Chapter 6: Blockchain in Gaming

Blockchain can streamline many industries, including gaming. Blockchain
technology has been studied in money, health, and other areas, but gaming remains
unconquered. This chapter discusses blockchain’s use in games. Blockchain creates
decentralized, copyable computer resources. Blockchain can change gaming in 2
ways. Recently, blockchain has impacted our lives. Bitcoin is a common Blockchain
term. Interoperability is needed for planning and building blockchain apps. Thus,
blockchains and existing innovations don’t mix well. We propose a design to link
decentralized advances and blockchains. Blockchain gaming is a new distraction.

Chapter 7: A Scrutiny Review of CPS 4.0-Based Blockchain With Quantum
Resistance

Internet of Things and Cyber Physical Systems have improved data collection
over time. The sensors capture data in various forms that can be stored and used
for knowledge extraction using analytics and statistical prognostication in artificial
intelligence sub-branches. Blockchain stores this data with stringent security mea-
sures. Quantum computing loopholes compromise blockchain security, so quantum-
resistant blockchains are discussed. This review article explains how to implement
CPS 4.0’s blockchain mechanism effectively.

Chapter 8: Quantum and Blockchain for Computing Paradigms — Vision and
Advancements

Blockchain and quantum technology advancements are widely discussed today.
These technologies and others have created many applications and abilities to cre-
ate transparent, redundant, secure, accountable, and well-organized environments.
Blockchain provides a secure peer-to-peer, decentralized network with advanced
cryptography primitives and protocols. These cryptography primitives and proto-
cols ensure resource-dependent security. It inherits environmental conditions and
automates solutions. Test existing blockchain networks against quantum attacks
and design quantum-computing enabled secure blockchain solutions. Any system
against quantum attacks, post-quantum computing, quantum-proofs, quantum-safe
solutions, quantum-resistant systems, and processes must be studied.

XVii
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Chapter 9: Quantum Blockchain for Smart Society — Applications, Challenges,
and Opportunities

Smartcities use ICT to collect and share real-time data with citizens, governments,
and organizations. This technology can improve Smart city stakeholders’ communica-
tion and transactions. Quantum Blockchain is used to govern smart cities’ physical,
social, and business infrastructures. Intelligent and advanced societies need IoT, 5G,
Al, and Quantum Blockchain. Both academia and industry are interested in smart
cities. Smart cities can provide intelligent transportation, industry 5.0, governance,
healthcare 5.0, and smart banking to improve people’s lives. The chapter discusses
smart society applications, challenges, and opportunities.

Chapter 10: Advancements in Blockchain Technology With the Use of Quantum
Blockchain and Non-Fungible Tokens

Blockchain was developed by Satoshi Nakamoto in 2009 as the cryptocurrency
Bitcoin. Quantum Computers can now tamper with blockchain, so researchers have
created Quantum Blockchain using Quantum Cryptography. Today, technology
has spawned many new technologies. Non-Fungible Tokens (NFTs) are a unique,
indivisible blockchain-based token.
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Introduction

When we discuss the future of computing, Blockchain and Quantum computing
emerge out as the two most interesting, promising as well as controversial computing
paradigm. While blockchain is already being used across industries and adoption
is growing faster, quantum computing is making headlines and approaching fast
towards becoming reality in the near future.

We have witnessed how the web and the Internet of information has shaped the
world around us. In a similar manner the Internet of values, driven by Blockchain
technology, is adding unimaginable values to every bit if life around us. Blockchain
is a decentralized permission-less distributed ledger technology across peer-to-
peer networks where the nodes of the network embed trust amongst themselves.
Blockchain technology has revolutionized the businesses and operations across
industry segments. The Inherent attributes and characteristics of the blockchain
technology solves most critical issues of trust and transparency and thus makes it
suitable for almost every business and industry domain. At the time when different
industries are adopting blockchain and implementing it to make operations more
efficient and secure, the quantum computing is evolving silently and poses a threat
to the classical blockchain technology. Quantum computer uses qubits, quantum bits,
rather than traditional digital bits that can solve the highly difficult computational
problems with ease and at a lighting fast speed. While ttraditional computers,
often called as classical computers, performs calculations on bits that are either 1s
or 0s, quantum computers work on qubits. A concept of quantum physics called
quantum super positioning, permits these bits to simultaneously exist in both states
at the same time. Additionally, unlike classical bits, qubits can affect each other at
the time of processing, through a phenomenon called quantum entanglement, that
generates one, large quantum state for the whole computing system. Every time a
qubit is added to the system, the number of potential computing states gets doubled
and that is what makes quantum computers too powerful compared to traditional
computing machines.

printed on 2/9/2023 8:08 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

Introduction

Apart from solving the highly complex computing intensive problems quantum
computers have incredible potential to affect the cryptographic system and that’s
what poses a threat to the existing blockchain systems. The security, integrity, and
transparency of the blockchain to alarger extent depends on cryptographic procedures.
For example, digital signatures, based on public key cryptography, are used to
authenticate a transaction whereas data immutability is achieved by the hashing
based on symmetric key cryptography. Speed of quantum computing and quantum
algorithms poses a real threat to the very foundation of the blockchain technology
i.e. cryptography and hashing. It makes digital signatures used in the blockchain
technology susceptible to quantum threat. The asymmetric cryptography works on
the basis of mathematical relation between key pairs. A private-public key pair is
generated, and private key is kept secret, whereas public key is made available to the
public. This permits anybody to generate a digital signature using their private key
that can be validated by anybody with the corresponding public key. This scheme
is the very essence of the blockchain based BFSI industry to prove authenticity and
integrity of transactions. The security of asymmetric cryptography is derived the
mathematical function called a “one-way function”. This function dictates that the
public key can be easily derived from the private key but not the other way around.
All traditional algorithms used to derive private key from the public key needs
unimaginable huge amount of time to do such a computation which is not feasible
for any practical purpose. However, in 1994, the mathematician Peter Shor designed
an algorithm based on the quantum computing that can break the common belief
regarding the security of the most common algorithms of asymmetric cryptography.
This suggests that a person with a sufficiently large quantum computer could make
use this algorithm to calculate the private key from its corresponding public key,
and thus, forge a digital signature. And so, there is an urgent need to address the
issues in the context of evolving quantum algorithms and computing.

There are two angles to look into the quantum resistant blockchain — one is to
append guards to the existing already deployed systems called as quantum proofing
and second is to design a quantum safe blockchain from the very scratch. One of the
approaches to solve the problem is to replace the existing digital signature schemes
like RSA or ECDSA with the post quantum signature schemes. We can use much
bigger public/private keys or digital signatures but then it will create further issues
for the scalability. Decreasing the size of the signature and public /private keys is the
most critical issue in designing the quantum resistant blockchain. As per blockchain
researchers the most feasible and cost-effective way of making blockchain safe
against quantum attack is to replace the existing RSA or ECDSA schemes with post
quantum algorithms which works on the basis of computational security. Some of
the computational security schemes are lattice-based schemes, learning with errors,
super singular isogenies schemes, multivariate-polynomial schemes, code-based
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schemes, or Merkle tree-based signature schemes. These cryptographic schemes
are having solid resistance against quantum attacks in the sense that till date there
is nothing which can compromise security of these schemes. The only practical
issues is that are computational incentive because of their slightly larger key sizes.

A study by Deloitte states that 25% of bitcoin are at risk of being stolen in security
attacks. As onJanuary 2022, that amounts to approximately $300 billion. A quantum
computer-based crypto attack can rob trillions of dollars and has the potential to
throw the global markets and economy into recession and chaos. For an example and
to be more specific, Shor’s function, when used by a quantum computer, can solve
for the prime factors that are currently concealed by elliptic-curve multiplication
and is considered to be impossible to reverse. As per the data a typical classical
computer requires approximately 340,282,366,920,938,463,463,374,607,431,768,
211,456 basic operations, to determine a private key associated with a public key
utilizing elliptic-curve multiplication and this will take thousands of years of time.
However, a quantum computer that uses Shor’s function would take only 2,097,152
operations to figure out the corresponding private key and this can be achieved in
just a few hours. It’s only a matter of time when such powerful quantum computers
will become part of mainstream computing but than it is the need of the hour to
develop blockhead-based systems and solutions which are quantum safe.

This book presents a systematic review of the current situation and how different
industry applications should implement blockchain for the post quantum era.
It provides various industry cases, applications and research studies around the
quantum proofing of the Blockchain and will help readers to understand the issues,
challenges; and approaches and was forward.

XXi
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ABSTRACT

Quantum blockchain is a distributed database that is decentralized, encrypted, and
based on quantum information theory and computation. This comes as a result of the
recent progress made in quantum computing and the need for quantum equivalents
of classical blockchains. Algorithms, frameworks, models, tools, architectures, and
databases, of which quantum blockchain is a part, are still being standardized.
Recently, the growth of quantum information theory and computation has resulted
in a rise in the number of research ongoing in this domain. This chapter presents an
insight into quantum blockchain using the PRISMA technique with results registered
and analyzed. The literature is analyzed based on some parameters or categorizations
accompanied by graphical and tabular representations.
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Quantum Blockchain
INTRODUCTION

This chapter seeks to provide some insight into quantum blockchain technology by
presenting and analyzing relevant literature as well as proposing a framework to
address land management and administration transparency.

The goal of this chapter is to

Identify literature on quantum blockchain

Categorize the literature on quantum blockchain.

Present results of categorization of literature in tabular and graphical formats.
Compare quantum blockchain to classical blockchain.

Propose a classical and quantum framework to address the issue of
transparency when it comes to land management and administration.
Present future directions of quantum blockchain and unanswered questions

e  Outline the method and shortfalls of some of the quantum blockchain literature

Background

Blockchain is a modern technology with a lot of potential real-world applications in
fields like medicine, energy, and finance. It is distributed and encrypted to prevent
tampering (Kiktenko et al, 2018). The present blockchain networks depends on
schemes, which are susceptible to assaults from quantum computers despite their
promise in a wide range of applications. The most serious is the storage problem in
blockchain systems, which arises from the fact that each node must store a copy of
all blocks. Immutability is a fundamental attribute of blockchain systems, which has
gained some attention in recent times. Due to their promise to offer accountability,
transparency, and redundancy, blockchain technologies have been advocated for
a variety of applications in recent years (Fernandez-Carames & Fraga-Lamas,
2020). Figure 1 below shows a diagram comprising the various types of blockchain
technology.

Karbasi and Shahpasand proposed a solution that ensured the validity of
digital data that is shared and published online such as cryptographic keys, digital
certificates, and common reference strings by combining several recently developed
innovations, the most prominent of which are blockchain, smart contracts, and the
quantum-resistant Password-based Authenticated Key Exchange protocol over rings
(Karbasi & Shahpasand, 2020).

Wau et al. introduced a couple of hash algorithms based on a lattice, with or
without trapdoors, and demonstrated their applications in the redactable blockchain.
Furthermore, their study proposed two ways to avoid the misapplication of blockchain’s
redaction functionality. They proposed a key management mechanism, which is
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fully distributed for the first scheme, and used the general framework to handle the
redaction-misuse problem that still exists in blockchains, but they also suggested
a voting strategy for their second scheme. To better comprehend their work, they
demonstrated how to combine the blockchain technology with the hash with relatively
slight changes to existing blockchains (Wu et al, 2021).

Figure 1. Blockchain technology
(Wegrzyn & Wang, 2021)

Permissionless Permissioned

Private
Controlled by one authority

Public Hybrid
No central authority Controlled by one
authority with some
! permissionless
processes

Consortium
Controlled by a group

Attacks are now possible due to the algorithms proposed by Shor and Grover, and
quantum computer’s development and progress. Blockchains have been rebuiltto use
cryptosystems that can withstand quantum attacks as a result of these algorithms,
leading to quantum-resistant cryptosystems. Inlight of this, there was an investigation
of post-quantum cryptographic systems and how they can be used in blockchains
and distributed ledger technologies. As a result, their effort aimed to give future
blockchain researchers and developers a wide perspective and practical instructions
on post-quantum blockchain security (Fernandez-Carames & Fraga-Lamas, 2020).

Mesnager et al. suggested a threshold verified multi-secret sharing technique
centered on hard problems that are post-quantum lattice-based based for verification
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and private communication. The proposed threshold technique was then implemented
in a distributed storage blockchain (DSB) system to exchange transaction data at
each block in their work. The suggested DSB system encrypts the data block with
the AES-256 encryption technique before distributing it to nodes at each block, and
the proposed scheme simultaneously shares the hash value and private key of the
block across nodes (Mesnager et al, 2020).

Khalid & Askarreviewed the quantum blockchain and the major issues associated
with the most essential post-quantum blockchain systems to provide researchers
with a broad insight and advice on post-quantum blockchain security. Furthermore,
signature encryption and digital blockchain signature techniques showing signs of
promise are described in depth in their work concerning the usefulness and durability
(Khalid & Askar, 2021).

Kiifner et al. offered an instantiation of a platform for quantum-safe blockchain
secure authentication that leverages key distribution through an urban fiber network
as a likely answer to the quantum-era blockchain challenge. Their findings provided
answers to key questions about the implementation and expansion of these blockchains
in commercial and governmental applications (Kiifner et al, 2012).

To solve this difficulty, Ablayev et al. adopted the natural notion of adapting the
Grover quantum search algorithm to the broader blockchain technology (Ablayev et
al,2018). Sun et al. provided a paradigm for logic-based blockchain, which enhances
the efficiency and power of quantum-secured blockchain. The power was boosted by
including quantum protection and quantum certificate into the transaction syntax,
and the efficiency was increased by the replacement of the Byzantine agreement
protocol with aquantum equivalent. They were able to resolve amomentous problem
in cheat-sensitive quantum bit commitment protocols thanks to their work (Sun et
al, 2018).

Bennet & Daryanoosh proposed ablockchain architecture thatis quantum-enabled
based on a group of quantum servers. They created an interactive mining protocol
that is carried out among servers and clients and employs quantum data encoded in
light to eliminate the need for network infrastructure trust (Bennet & Daryanoosh,
2019). Sharma et al. identified assaults on optical networks and advocated using
quantum-secured blockchain to safeguard networks from security threats. They
provided an overview of blockchain technology which included security problems,
and concentrated on QKD, which protects blockchain technology from quantum
attacks. In addition, they included a detailed overview of quantum-secured blockchain
and network architecture for future research and development of safe and trusted
optical communication networks based on quantum-secured blockchain (Sharma
et al, 2021).

Given the vast amount of keys and signatures utilized by lattice cryptosystems,
Zhang et al. presented a way to store the whole content of public keys and signatures
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on an interplanetary file system by putting their hash values on the blockchain
(IPFS). As a result, each blockchain block could only carry so many transactions
(Zhang et al, 2021).

To combat quantum computing, Xie et al. developed a lattice signature algorithm,
as well as a cuckoo filter to reduce the overhead of the verification step of the user.
Finally, a decentralized blockchain network is implemented to supplant traditional
centralized audits to disseminate and certify verification outcomes, hence boosting
the scheme’s transparency and security (Xie et al, 2021).

Lietal completed the development of a signature scheme, which could be utilized
to protect the blockchain network over existing traditional channels. The keys were
created utilizing the Bonsai Trees technology and the Rand-Basis algorithm, which
ensures randomization while also creating lightweight non-deterministic wallets.
The strategy can be demonstrated securely in the oracle model and is effectual.
Their research could help to progress post-quantum biology research in the future
(Li et al, 2019).

Choi et al suggested a new approach of monitoring the information veracity of
Programmable Logic Controllers (PLCs) using blockchain technologies. In the context
of nuclear power plants, they designed ablockchain to check the information integrity
of PLCs. A novel concept called Proof of Monitoring (PoM) for information integrity
of PLCs was presented to circumvent the restrictions of the application of blockchain
to the nuclear power plants cybersecurity. They also employed blockchain to create a
monitoring system for nuclear power plants’ Reactor Protection Mechanism, which
is a safety system (Choi et al, 2020).

Gao et al. developed a safe cryptocurrency method based on PQB that is resistant
to quantum computing assaults. They began by presenting a lattice problem-based
signature system. Secondly, they build the PQB and propose a cryptocurrency system
that combines the suggested signature scheme with blockchain. The security of the
cryptocurrency method and the signature scheme is capable of being simplified to
the lattice short integer solution problem (Gao et al, 2018).

A blockchain-based electronic voting protocol that ensures transparency in the
process of voting was suggested by Gao et al. At the same time, this approach may
audit voters who are voting improperly and withstand attacks by using code-based
and certificateless cryptography. Their technique was found to be suitable for small-
scale elections and to have certain efficiency and security advantages when the voter
number is limited after a performance analysis (Gao et al, 2019).

In the blockchain, Yin et al. developed an innovative anti-quantum transaction
authentication technique. Public and private keys for lightweight non-deterministic
wallets were produced from master public and private keys and this constitutes a
major takeaway from their research. They present a new authentication method
based on Bonsai Trees technology, which allows a lattice space to be extended to
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many lattice spaces with the same key. Their work laid the theoretical groundwork
for blockchain’s applicability in the post-quantum era (Yin et al, 2017).

The immunity and transparency of a blockchain-based cryptographic currency
system was investigated using a simulation of the six-state QKD Protocol. To assure
the creation of a better crypto-currency system, the process of key rate generation
was examined. A mathematical model was utilized to generate the appropriate
restrictions for a linear connection. At the application level, the protocol contributed
to the creation of a crypto-currency system (Azhar et al, 2019).

Iovane presented a new data transmission protocol based on the BB84 protocol’s
quantum encryption capabilities as well as the possibilities given by distributed
ledgers and blockchain. Their method allowed for the most secure transmission
of keys, whether on a quantum communications channel or by using a classical
standard channel and simulating quantum functionality on it using network nodes
as new virtual quantum components (Iovane, 2021).

Nieto-Chaupis proposed a quantum mechanics-based formalism for simulating
blockchain dynamics in an e-commerce transaction. The algorithm was tested with
integer-order Bessel functions in a comprehensive blockchain-based algorithm. In
simulations, the reliability of a simple blockchain model on the order of 75 was also
established. Their research, on the other hand, fails to take advantage of quantum
mechanics’ properties to describe the complete dynamics of the bitcoin movement
in huge economies (Nieto-Chaupis, 2019).

The world’s first efficient asynchronous blockchain with quantum safety thatuses
concurrent preprocessing and an online prototype was presented by Dolev and Wang
(Dolev & Wang, 2020). Sun et al. proposed an auction mechanism for a quantum
blockchain and a lottery protocol. Their lottery protocol guarantees randomization,
verifiability, decentralization, and unconditional security, whereas their auction
protocol guarantees bid privacy and binding, decentralization, and unconditional
security. Their approach could not be applied to the multi-party computation field
since more elaborate quantum blockchain protocols will be devised in the future.
(Sun et al, 2020).

MatRiCT was introduced as a RingCT system for blockchain secret transactions
centered on post-quantum lattice assumptions. The protocol’s proof length is almost
two orders of magnitude lower than the previous post-quantum approach, and it
scales well to huge anonymity sets, unlike the present proposal. The system or
scheme can be modified to make it auditable, in which a user can choose from a
list of authorities to expose her identity (Esgin et al, 2019).

To improve the security of blockchain, Gao et al. presented a unique quantum
blockchain scheme. Their effort began with a proposal for a definition of quantum
blockchain and a detailed description of its architecture. They established a sort
of cryptocurrency dubbed a quantum coin for their research. To create the unique
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quantum blockchain scheme, they used quantum entanglement and DPoS. The
outcomes of their theoretical research provide a scientific foundation for future
applicability (Gao et al, 2020).

By demonstrating a blockchain architecture that makes use of key distribution
across an urban fiber network for safe authentication, Kiktenko et al. were able to
address the quantum blockchain challenge. These results tackle significant issues
with the scalability and realizability of quantum-safe blockchains for business
applications. (Kiktenko et al, 2018).

Li et al presented an anti-quantum blind signature system centered on the lattice
assumption. The security of this scheme was enhanced through the utilization of the
bimodal Gaussian distribution and other technologies amongst others, given that
lattice cryptography is the major candidate algorithm in post-quantum cryptosystems
and the blind signature scheme is widely utilized in electronic cash and electronic
voting for creating payment systems that are untraceable, and these are more suitable
for privacy preservation in blockchain-enabled systems. However, as quantum
computers become more common, post-quantum cryptographic techniques will
become more important, and anti-quantum lattice-based signatures will become
more realistic (Li et al, 2021).

Iovane used a novel negotiation technique to propose a method to resolve the
validity of a block and the assignment of a new block in the infrastructure of the
blockchain. Negotiation processes centered on an extended probability environment
were used to achieve block validation and assignment. However, their efforts failed
to provide a widespread strategy for community development, despite the adoption
of the MuReQua solution and the creation of particular research to examine the
influence of the generation of keys on a significant number of requests and users
(Iovane, 2021).

A quantum blockchain was developed by Banerjee et al. using multiparty
entanglement of quantum weighted hypergraph states. The entanglement of the
hypergraph state acts as the protocol’s “chain,” with the information in the classical
blocks starting at a single qubit that acts as a vertex of the relevant hypergraph.
Their study represented a step forward in the development of a truly secure quantum
money transaction system (Banerjee et al, 2020).

A design for a quantum blockchain was proposed by Rajan and Visser. The
blockchain was represented as a nonpermanent Greenberger—Horne—Zeilinger state
of non-coexisting photons. The fundamental quantum advantage was revealed to be
provided by time entanglement rather than spatial entanglement. This finding could
open up a new area of research in quantum information science given the rise of
conventional blockchains and the potential construction of a worldwide quantum
network (Rajan & Visser, 2019).
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QChain, a blockchain-based quantum-resistant decentralized PKI system, was
proposed by An and Kim. They suggested a redesigned lattice-based GLP signature
technique. The QChain signature is a GLP signature that has been enhanced to use
Number Theoretic Transformation (NTT) (An & Kim, 2018).

Sun et al. created the Logic contract architecture, which is a permissioned
blockchain (LC). To accomplish consensus on the blockchain, LC uses a signature
scheme based on vote-based consensus algorithm and Quantum Key Distribution
(Sun et al, 2019).

Vignesh et al. offered a quantum-built solution to handle the harnessing of
security for a democratic application using Hyperledger Sawtooth. The focus of
their research was on a voting protocol centered on Quantum Blockchain. In keeping
with their modesty, their protocol offered a secret, proven, qualified, rational, and
self-evaluating voting system (Vignesh et al, 2021).

The Quantum Blockchain was used to create a basic voting protocol by Sun et
al. The most significant qualities and criteria of voting protocols that are secure
include anonymity, non-reusability, verifiability, eligibility, and fairness, which
their suggested protocol met. Currently, available technology could potentially be
used to implement the protocol. To pursue their research, quantum blockchain can
be applied in other domains such as quantum auctions and quantum lotteries (Sun
et al, 2019).

Sun et al. extended the voting system based on quantum blockchain to the
multi-candidate scenario. The essential idea was to limit multi-candidate voting to
two-candidate voting by calculating the Condorcet winner of numerous candidates.
Quantum blockchain, according to their research, can substantially ease the job of
electronic voting while also providing a number of desirable security qualities. It
is feasible to improve the protocol’s effectiveness in terms of both security and
democracy (Sun, 2019).

Zhu et al. developed a strategy for extending the usage of blockchain technology
and quantum in Internet of Vehicles security (IoV). They utilized a blockchain
architecture to demonstrate a semi-quantum system, as well as two lightweight
applications for IoV with unconditional security (Zhu et al, 2020).

Karbasi & Shahpasand proposed a solution for ensuring the validity and
genuineness of digital data that is shared such as digital certificates, common
reference strings, and cryptographic keys by combining some recently developed
innovations, the most notable of which are blockchain, smart contracts, and the
quantum-resistant Password-based Authenticated Key Exchange protocol over rings
(Karbasi & Shahpasand, 2020).

Blockchain, represented by Bitcoin and Ethereum, has been significantly developed
and implemented due to the variety of application prospects, including IoT and digital
currency. The computational complexity problem, on the other hand, has an impact
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on the security of present blockchain technology based on classical cryptography.
This form of protection is seriously compromised as attackers’ processing power
develops, particularly with the advent of quantum computers. Wen et al proposed
a quantum blockchain system with quantum secure communication centered on
quantum SWAP test, quantum hash, and quantum teleportation. This system’s security
is unconditional and does not rely or depend on the attackers’ computational power
or resources (Wen et al, 2021).

Ikeda created a system that has considerable quantification advantages. To begin,
currency transactions were conducted using quantum teleportation technology, which
precludes the coin’s owner from storing the original coin data after passing it. A
massive problem arose in traditional circuits, thus a blockchain was built to solve
it. In gBitcoin, there is no double-spending problem, and its security is theoretically
assured thanks to quantum information theory. Because it takes time to create a
block, gBitcoin’s architecture uses a quantum chain rather than blocks. As a result,
a transaction can be processed significantly faster than using Bitcoin. A quantum
digital signature, which has qualities similar to the peer-to-peer cash system first
presented in Bitcoin was utilized (Ikeda, 2018).

Because user privacy is not properly protected in current SIoTl’ systems, which
are centralized, Yi created a privacy protection solution for users to overcome these
difficulties. They suggested a post-quantum ring signature as the preliminary step
and then proposed a blockchain architecture based on ring signatures as the second
step. Unlike standard SIoTs, the system is centered on post-quantum approaches,
making it resistant to both classical and quantum computers (Yi, 2021).

The premier post-quantum investigation of the junction of blockchain law and
security was conducted by Haney. His study was one of the first legal investigations
of the intricate relationships between the federal reserve, congress and blockchain
technology in the creation of money. As a result, the report calls into question long-
held assumptions about blockchain technology’s ability to decentralize economic
influence. Building on scholarship from informatics, law, and economics, his work
adopts an interdisciplinary approach to demonstrate that blockchain does not offer a
secure means of constructing a payment system that is peer-to-peer (Haney, 2020).

Blockchain systems that are lattice-based have been proposed as being safe
against quantum-era assaults in recent times. Despite their theoretical importance,
due to handling capacity, many systems are unfeasible in practice. To solve the
crucial concern of throughput, Li & Wu proposed a post-quantum blockchain with
segregation witness, which may significantly reduce the proportion of signatures
in block size. They demonstrated that the proposed post-quantum blockchain with
segregation witnesses’ existential unforgeability against adaptive chosen-message
attacks in the random oracle based on the hardness assumption of the Short Integer
Solution. (SIS) (Li & Wu, 2021).
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Holcomb et al. advocated that credential-management methods proposed by
Fabric and accompanying specifications be redesigned to include digital signatures
that are hybrid in nature, which defend against both classical and quantum assaults
with a single classical and quantum-safe signature. Their approach offers complete
crypto-agility with advancement to a hybrid quantum-safe blockchain and the choice
to employ current OQS signature technique for each node (Holcomb et al, 2021).

Some blockchain schemes are susceptible to quantum attacks due to the outstanding
growth of quantum technology. Yuan et al. suggested an artificial intelligence-based
quantum-resistant lattice-based blockchain infrastructure to overcome the critical
problem of throughput. Their architecture is based on a lattice-based aggregate
signature, effectively reducing the number of signatures in a block while maintaining
the block size, and is shown to be secure and effective. Additionally, this discovery
might support upcoming research on post-quantum blockchains. (PQB) (Yuan et
al, 2021).

Banafa expatiated on the rudiments and uses of blockchain. Some things that
were expatiated include peer-to-peer networks, distributed ledger, and the trust
model of Blockchain technology. They also addressed Blockchain basics as well
as its operations, underlying algorithms, and trust fundamentals. Proof of Work,
Smart Contracts, and Proof of Stack, as well as currencies and blockchain networks
comparable to Bitcoin and Ethereum, were all introduced. Blockchain technology,
the Internet of Things, Artificial Intelligence, Cybersecurity, Digital Transformation,
and Quantum Computing were all discussed (Banafa, 2020).

Zhang et al. advocated keeping the public keys and hash values of the blockchain
signatures and their whole content on an interstellar file system. As a result, the
amount of storage utilized by each transaction is considerably reduced. They designed
abitcoin trade technique to assess the effectiveness of the presented quantum-resistant
blockchain system. It was established that the simulation platform was operational
and available (Zhang et al, 2021).

Quantum computers, which outperform traditional computers in terms of speed
and data processing capacity, are slowly making their way from a theoretical
perspective to reality. The immense computing capacity of quantum computers will
fundamentally alter the way that information encryption works today. (Zhang et al,
2021) After discussing two important uses of quantum information technology, the
dangers of quantum supremacy for current encryption and blockchain consensus
systems were explored. Meanwhile, a blockchain system incorporating quantum
technology has been proposed in light of the shortcomings of the current blockchain
technology as a way to avoid the threat of quantum supremacy (Zhang et al, 2019).

Abulkasim et al. devised a quantum-based blockchain-based sealed-bid auction
protocol, where the transactions were stored on the blockchain which supports
quantum communication and computation to improve security. The suggested
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protocol makes use of blockchain technologies and quantum computing to ensure
that critical features and requirements are met. To demonstrate the benefits of their
protocol, they presented a security analysis, evaluation, and comparison (Abulkasim
etal., 2021).

Hijfte described how they could combine several technologies to create a more
comprehensive solution. Of course, this is only a partial list; you could choose any
combination of possible applications and achieve a better result. You should keep in
mind that this is not always the case, and slapping applications together could easily
lead to disaster. Their work outlined the fact that when developing a new process
or application, or working with a variety of emerging technologies, there should be
awareness that there is a level of risk involved (Hijfte, 2020).

Vigliotti & Jones proposed a framework to understand and implement blockchain
technologies. Their work covered the various roles that blockchain technology plays
in a variety of industries and explained current blockchain technologies, real-world
use-cases, and theirimpact on businesses in non-technical terms. It also demonstrated
how to devise strategies foridentifying and implementing blockchain, smart contracts,
and digital currency technologies in their organizations (Vigliotti & Jones, 2020).

Kearney and Perez-Delgado looked at the key cryptocurrencies in use today, such
as ZCash, Bitcoin, Ethereum, and Litecoin to see how vulnerable they are to quantum
attacks. They concluded with a comparison of the researched cryptocurrencies and
the blockchain technology that underpin them, as well as their levels of vulnerability
to quantum attacks (Bard et al, 2021).

Chen suggested a technique in which each signal node in a targeted system
negotiates a quantum key with all its nearby nodes, determines the XOR results
of any two quantum keys from all of these quantum keys and then embodies these
XOR results into a transaction. A server contained all current transactions into a
block that might be used to provide real-time quantum key services (Chen, 2020).

Quantum blockchain techniques that are motivated by quantum computing
techniques were investigated and suggested for design by Krishnaswamy. Using non-
deterministic self-executing processing, the breakdown of quantum state variables is
investigated. Multiple nodes on the network interact together via a communication
network to form a quantum blockchain network. Numerous networking use-cases are
investigated, such as choosing the best access node for a specific user or determining
which user has network access at any particular moment (Krishnaswamy, 2020).

11
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MAIN FOCUS OF THE CHAPTER
Method

This chapter’s goal was to locate, evaluate, and review contemporary quantum
blockchain literature, as well as their approaches and weaknesses. A thorough search
for content that met the inclusion requirements from 2017 to 2021 was conducted
in five databases, including Science Direct, Google Scholar, Springer, ACM Digital
Library, and IEEE Xplore, in November2021. The terms “Blockchain” and “Quantum
blockchain” were among those used. With the help of the Boolean operators “AND,”
“OR,” and “NOT,” the keywords were combined to produce a high-quality search
strategy. Peer-reviewed journals and papers were taken into consideration. After
lengthy discussion among the authors, the inclusion and exclusion criteria were
developed based on the objective of the study. Reading through the records’ titles,
abstracts, and keywords to locate those that met the criteria for the preliminary
selection. Using the reference list of the accepted literature, further pertinent articles
were discovered. Using the Preferred Reporting Items for Systematic Reviews and
Meta-Analysis flow diagram, the article selection and screening were reported.

Inclusion and Exclusion Criteria

For the paper to be considered for the review, it must be about a quantum blockchain
or related to a quantum blockchain. Literature written in languages other than
English, as well as any work that did not fall under the aforementioned purview,
was not included.

Data Collection and Organization

Author discussions and unbiased, in-depth reviews of the literature served as the
foundation for the data collecting and category creation. The following categories
were developed solely for evaluation, analysis, and assessment of the study:

Category of Blockchain: The categories were according to the criteria; access
restrictions, type, and application.

For the access restrictions, the sub-categories include permissionless and
permissioned.

For the type, the sub-categories include public, private or managed, consortium
and hybrid.

12
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For the application, the sub-categories include supply chain, accounting,
tokenization, identity management, trade finance and others.

Electronic Database: Science Direct, Google Scholar, Springer, ACM Digital
Library, and IEEE Xplore are the electronic databases or sources utilized.
Year of Publication: This category details the article’s publication year (s).

The categorizations above do not take into account the literature on future
directions.

Literature Evaluation and Analysis

The carefully picked papers were analyzed, studied, and scored based on the
aforementioned categories. Each of the categories was analyzed to gauge the
effectiveness of the quantum blockchain (category of blockchain - access restrictions,
type and application, electronic database, and year of publication). The numerical
statistics of the attributes of the categories were computed using the sum of counts
for each type of attribute. The total number of articles given in the study was less
than the number of counts for these categories since some articles were used in the
“future directions and unanswered questions” section.

SOLUTIONS AND RECOMMENDATIONS
Results

After searching through several online databases, a total of 117 records were
discovered after adhering to the inclusion and exclusion criteria in the reading of
titles, abstracts, and keywords. After skimming the objective, method, and conclusion
sections in the second evaluation of these publications, 47 of them did not satisfy
the predetermined inclusion criteria were eliminated. 70 articles were read in their
full and appraised after duplicates were removed. Following full-text reading, as
depicted in Figure 2 below, a total of 53 publications were included in the study and
analysis (mainly based on a survey of quantum blockchain). Figures 3 and 4 depict
the topic of great interest known as “quantum blockchain.”

Evaluation and Analysis

The publications were evaluated and analyzed as mentioned above, and the key
findings are reported below.

13
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Figure 2. Systematic review process flowchart
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Fifty three (53) articles were taken into consideration when displaying the articles

and their associated categorizations below.

Analysis of the year of publications: Table 1 and Figure 3
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Table 1. Yearly distribution of articles

Year of publication Frequency
2021 18
2020 16
2019 10
2018 7
2017 2

Figure 3. Yearly distribution of articles

Number of Publications vs Year of Publications

2017 2018 2019 2020 2021
Year

e
19 4

Number of Papers
=)

L=T0 © A - W

Analysis of the Data Sources: Table 2 and Figure 4

Table 2. Literature sources of articles

Data source No. of articles
Science Direct 9
Google Scholar 9

Springer 19
ACM Digital Library 3
IEEE Xplore 13
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Figure 4. Literature sources of articles

Literature Sources of articles
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Analysis of Blockchain Access Restrictions: Table 3 and Figure 5

Table 3. Blockchain access restrictions

Blockchain Access Restrictions No. of articles
Permissionless 24
Permissioned 29

Analysis of Blockchain Type: Table 4 and Figure 6

Table 4. Blockchain type

Blockchain Type No. of articles
Public 23
Private (or Managed) 15
Consortium 7
Hybrid 7
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Figure 5. Blockchain access restrictions
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Figure 6. Blockchain type
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Analysis of Blockchain Application: Table 5 and Figure 7
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Table 5. Blockchain application

Blockchain Application No. of articles
Supply chain 6
Accounting 2
Tokenization 4
Identity Management 20
Trade and Finance 17
Others 4

Figure 7. Blockchain application

Blockchain Application
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Supplychain Accounting Tokenization  Identify Trade and Others
Management  Finance

wn

FUTURE RESEARCH DIRECTIONS
Healthcare

Towards the future direction of quantum blockchain and blockchain in general,
investigators should concentrate on examining the following research areas;
improvement of blockchain’s interoperability with existing infrastructures, promotion
of blockchain adoption, and addressing blockchain storage locations (Durneva et
al, 2020). Accountable and secure distribution of medical records using blockchain
based on smart cards is another future direction of blockchain technology that is very
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pivotal to the health sector as this will ensure a great deal of privacy and security
(Lal & Marijan, 2020; Durneva et al, 2020).

Robotics

Swarm robotics requires an amalgamation of Al, blockchain, and blockchain for
the Internet of Robotics Things (IoRT), as this helps to incorporate robotics into
IoT scenarios (Strobel et al, 2020; Aditya et al, 2021).

Big Data

Adaptive blockchain architecture, cloud-based big data, and software-defined
networking-based big data are all examples of the future of classical and quantum
blockchain in big data. The application of blockchain in these areas will help to
ensure security, privacy, scalability, transparency, and trust (Deepa et al, 2021).

Supply Chain

Inthe future, the construction supply chain may see the formation of soft cooperatives
amongst businesses of various sizes executing their transactions on blockchain to
provide project solutions, products, components, services, or to procure construction
projects. Other areas of supply chain research for blockchain include tracing asset
information whilst maintaining a record of ownership for each asset throughout
its lifecycle, business models, procurement, smart contracts, data protection for
managing data, and real-time tracking of materials and services (Tezel et al, 2020).

Internet of Things

Because IoT devices lack sufficient storage capacity to store a whole copy of
the blockchain, it is necessary to integrate resource-controlled IoT devices with
blockchain. This integration procedure is a potential future area for study that could
help to advance blockchain and IoT research and development (Latif et al, 2021).
In addition to networking and computing constraints, IoT devices struggle with a
lack of authorisation and authentication, restricted compatibility, and other issues.
Blockchains have the versatility to integrate with IoT devices since they can be used
to store both structured and unstructured data over a network (Latif et al, 2021).
The extension of blockchain to the IoT edge could be another future study direction.
Blockchain’s high performance and networking overhead prevent it from being used on
resource-constrained IoT devices. Lightweight clients can be used with IoT gateways
to push transactions into the blockchain network in order to solve this problem (Latif
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et al, 2021). Other potential prospects include IoT blockchain-based applications,
IoT blockchain-based security, IoT data quality using blockchain, IoT blockchain
data governance, IoT blockchain-based trust management, IoT blockchain-based
automation, and IoT blockchain identity and identification management (Lunesu
et al, 2021).

Cryptocurrency

The inability of cryptocurrencies to scale, the 1IMB cap on bitcoin block sizes, and the
10 minute increase in block sizes are all problems. Due to its 7 transaction limit per
second, Bitcoin is not appropriate for high-frequency trading. As a result, the larger
the block, the more storage space is required, resulting in slower network diffusion.
As a result, decentralization in the blockchain is required (Kaur et al, 2020). This
is a fascinating subject for future research since understanding the origins of these
coins and how they are reflected in their long-term performance of value is crucial
for teaching and educating businesses about various ideas (Klarin. 2020).

Digital Processes, Payments, and Systems

Blockchain has the potential to provide significant added value by enabling the
implementation of legally sound digital processes and systems, making it an excellent
research topic. It has the potential to greatly benefit IoI’s inherently dispersed and
decentralized nature. Additionally, all building blocks that come with blockchain
integration, such as smart contracts for automation and cryptocurrencies for service
payments, may be added to the IoT Infrastructure (Lunesu et al, 2021).

Trust Management in Cloud Computing

Future directions in cloud computing when it comes to trust management include;
trust framework, evaluation, delivery and authorization, robustness, and trust-aided
decision (Li et al, 2021).

Tokenization

Ring Confidential Transactions (Durneva et al., 2020), which hide the payment
amounts but can still be verified for accuracy by all blockchain participants, were
proposed by Monero. Pedersen commitments and cryptographic range proofs, which
stop the creation of new tokens without authorization, are used to make this possible.
The ability to make transactions private and verifiable comes at the expense of storage
space because the representation of a transaction now involves many cryptographic
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elements, such as signatures and proofs, that must be recorded on the ledger. Soon,
the Monero community plans to replace one of the verbose facets in transactions,
range proofs, with bulletproofs (Biinz et al, 2018; Kolb et al, 2020).

Vehicular Networks

Future directions for research into using blockchain in 5G vehicular networks are
critical, however, some concerns and challenges must be addressed before integration
and deployment can take place. These difficulties can be used as research topics
(Bendechache et al, 2020).

Banking and Financial Markets

Future blockchain directions could include pragmatic governance frameworks and
central bank growth into retail and wholesale Central Bank Digital Currencies
(Schlapkohl, 2020). Furthermore, financial institutions are investigating blockchain
applications for security trading (Makridakis et al, 2018).

Value Chain Management

Due to the fact that the current agri-food industry ecosystem is moving away from
centralized systems and toward shared and distributed systems, research or future
direction on the use of blockchain to achieve greater manufacturer cooperation in
information and service sharing (Zhao et al, 2019).

Quantum Dimensions

Currently, quantum blockchain is relatively young with a lot of research ongoing in
quantum computing and its applicability in diverse areas or sectors. The emergence
of quantum computers and their related components will eventually lead to the
development of quantum equivalents of classical methods, techniques, approaches,
and the applicability of blockchain technology. This could offer potential speedups,
security, and privacy compared to classical ones, hence could spur further research
and developments.

Method and Shortfall of Some of the
Quantum Blockchain Literature

The method and shortfall of some quantum blockchain literature are shown in Table
6 below.

21

printed on 2/9/2023 8:08 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



Quantum Blockchain

23pd Suimopjof uo sanuuod

*s1osn pue sysonbar Jo roquinu

*ss0001d SunenoJou oAnUdAUL UB Aq PIXIJ I8 YO0[q MU

JUROLIUSIS B PIJOJJe SUONLISUSS A9 MOy 9ZATeUR P[nom 1By} Apnis # JO JUSEIIB s5e O PUE APIEA 5) ‘SMIAYIE UEGITO0[q © U] (120T ‘@ueA0]) or
PS[IeISP B 918310 0] S[qRUN 1M A3Y) ‘SLI0JJD 159 1oy adsaq : B : :
UOBIULIEP PUE UOHEOLISA I9BIUOO 1IBUIS §UB200Iq *[000101d UOTIONE UE PUE SILINO] J0J WAISAS UTRYINOO0[q Wwinjuenb ( ‘[e 10 ung)
wmuenb oy 10J Juowdo[oasp [00) [ewLIO) AUB U9q  Usey 1oy ], 1090% " P HIONOT 10§ oY FyDOIq v 020 e 1 uns 6
{DOlANDUOS 90 DIND ASPOS Ul U UIEUSN00 ‘SoneRWAYIRW SoruRyosw wnuenb uo paseq
pIonp 9 PINOO QESPOS 343 U UIEYONF0Iq AJ910S SeA PUB UONOBSURI) SOIOWIWOD-9 UR JOJ SOIUBUAD UTRYINI0[q (0T0T ‘Suep 29 A9JOQQ) S
UO swo[qoId PauIueXa 9y} JO $1991J Y} OIUT YOIRISAI JIAYLIN
JO UOTB[NWIS JY) 10J PIMO[[R Pajuasald sem 1By} WSBWIO) Y
*SOIUOUOI? ISBA UI JUSWIAOW *SONBWAYIRW SOIURYOaW wnuenb uo paseq
uroo3Iq Jo sonueuAp 939[dwod oY) Juasardar 0) J9pIOo Ul SOWURYIIJA |  A[9[OS Sem pUB UONOBSURI) 9JIWIO0I-9 UR I0J SOIWRUAD UIRYDONOO[q (6107 ‘sidneyn-0191N) L
wmueng) jo sontadoid oYy 9zInn ANy 01 9[qeUN dIom AdYJ, JO uonB[MUIS 10J PIMO[[e PIUasald sem Jey) WSI[eULIof v
‘TIom se "UreyOYO0[q pue SIOFPa] pAINqLISIp AQ USAIS
painodasun 9q A[[eo1a109Yy) ABW SOUI| UOHEIIUNWIWOD ‘SULINjorjnuLw sanipiqissod oy se [jom se enudjod uondKious wnyuenb s, [0o0joxd (120T “aueAor) 9
[BO1ILIO JO UONRZI[ENU9p )[dWod 3 JUNOIIE ojul Sunfe], 84 d 2y} U0 paseq [050j01d UoISSTIWISULT) BIEP MU B pasodol]
*SUONIPUOd .
BOTUYO?) JUSLIND 9} JOPUN ONSI[BAI 2IOW JOU ST IT ‘KITINDJS syoene Sunndwioo wmuenb pueistis (810T ‘T8 10 0BD) S
feot o o ued Jey) WSIueyddw AouarmosoydLIo oyes paseq-gQd & pasodoid
UreyoNo0[q JO uonodjoid oY) Ul pre [[Im Iom I1ay) ySnoy) usAg :
‘wIsAs K)ayes oy Jo doueurtofrad
AU UO 1991J9 UR SBY 11 IOYIoYM QUIULIANP 0 ATRSSIOU ST YoIgm "woIsAs099 JAN Y Jo 1ed se pajeald sem ureyoyoo[q aealid v (0202 ‘T8 10 104D) v
‘wsAs juerd 1omod [ea1 e Suisn YoIeasal Iy} Jonpuod jou piq
JoUI 9Q P[NOYS SINSLIAJORIEYO *98e)s UOTBOTJLIOA JOSN A1) JO UAPING
9)o1dwo 10U §,9WAYDS ) PUE “YIOM dININJ UT PAUTIEXD AQ P[NOYS Teuoneindwod Ay} SS9 03 IN[1F 0oxond & Surpnpour ‘Sunndwod (1202 ‘Te 19 2rX) ¢
QUIAYOS UOTBIIJLIAA AJLISo)ul pue ureyoydo[q jo Jurjdnod 1oysiy, wmuenb Jjo puoj 0) pe)sa33ns sem dwAYDS 2UNBUSTIS ML
. . . N ‘syoe)e uondadIaUuI/IALLIIA JO YSLI 9y} 90npal 0} I9PIO Ul
Sddl [e21 241 U0 1nd S10B1U0D JEWS Ut S[020101d NV U 12 sddyq SurSessow ur uond£1ous puI-0)-pud AINIIS 10J SAAY UOISSIS (020T ‘puesedyeys 29 1seqrey]) z
IOYIIU PUE ‘JOUUTRW WNAISY 9Y) U0 pajeald jou a1om sddyq ay,
91BI0USS 0] Pasn Fu1dq I8 SIORNUOD LIBWS WNAILYIH pue ST
‘suonesrjdde pprom-jear ur ojox 1o31e] € Aejd 0) urewop [eonaI09Yy) ‘syoedwir pue 00T
QY oA A[UTe)IaD Jsowe [[Im swiyplios[e wnjuenb omng | syoene yons ayeSniw o) swoysAso)d£1o wmuenb-isod jo uonesrddy ‘sewreT-eSel, 2 SOWeIe)-ZopueuId) !
epaoys POy uoney) u/s

24MID4231] UIDYIYO0]q wingupnb Jo 1jpfiioys puv poyial "9 2]1qu[

use subject to https://ww.ebsco.conlterns-of-use

printed on 2/9/2023 8:08 AMvia . A

EBSCChost



Quantum Blockchain

UTBWQT SISSBUI A} 0} 9[qISSAIOR
QI0W dpew pue 9[eds [eqo[3 v uo parjdde oq ues AyderSoydL1o

wmuenb 1ayioym pue ‘swyriode wnjuenb jsureSe aoel oy ur Isisiod SwyLOS[E wniuenb $104S PUE 514010 (120Z ‘1o 12 eANPY) 0c
ueo ey Ayderdord£1o wmuenb-1sod apraoid jou pip yiom Jay ],
‘s1oindwod wnjuenb wid)-resu SuLIOJSuBL],
JO PEAYISAO [BIUB)ISNS ) JOSJJO 0} JUSIDLIINSUI ST paAdryoe dnpaads UOI)IS[JOY PUE S[OBI() Sk YONS ‘UONEIIFIPOW pue uonedrjrusewr (0207 ‘AwremseuysLrs)) 61
onerpenb oy ey st dnpaads e Surasryoe o) Juowipadwt urew Y, opmiduwre 10y sonbruyod) paseq-wiy)LIoS[e s JA0ID) SUIpuA)Xg
SYTOM)QU SSAUTSNQ JUSIJJIP AJsnes 0) oMU (IO Pue SO UsdamIaq ( “wous)
PAYIPOW 9q 0) SPAU [[1}S UTEYONO0[q Ae[ar twmjuenb ‘QWIAYDS MU uoneredas AJ1INd3s o) PIZITeal YITYM ‘UTeYoo0[q Ae[ar wmueng) 020z tedd 8l
"uoNNqLISIP Pue JUSWoISE Koy A O] J0J SPOYIOW UONOJ[JoI 'pa)sa33ns axom sj0o0j01d uonoo[joI-tnjuenb e 10 nyZ)
-wnuenb-rwes Ayred-N udisop 03 sydwene J1oy) ur parey Aoy L, JYSTOMIYSI] ‘MIU-pURIQ OM) “YIOMIQU AO] UB SB UTRYIYO0[q SUIS() (0ot ‘e 3o nuz L
"D Uo sjoenuod jrews 1oy afensue] SurwwesSoxd paseq ‘poyjow a1njeusis [ISIp paseq-(Q) uonnqgrusip Koy an
-0130[ 9y} JO UOHONIISUOD [EIIPOYIAUL B UT J[NSAI JOU PIP S}IOJJS Y[, wmnjuenb e pue WYILIOS[E SNSUISUOD Paseq-3joA & Jo uondope ayJ, (6102 “uns) 91
‘KoeI00Wap pue AILNoas y)joq ur saSejueApe snotrea "ureyoyoo[q wmuenb uo paseq woIsks ( & 10 ung)
QABY PINO9 J1 Jeyy) yons [050301d oY) dAoxdwr 0) payTe) SHoM Iy, Sunoa premIofySTens o) 0} UOHEN)IS AePIPULd-HNW Y} PIPPY 610C #3° ung sl
'sypepe paseq-£109y) wnyuenb
pasodoid sem uoneoridde oneIoowap © 10§ AJLINOAS SsaUIRY puR
youne[ Jey) SQUIYORW WOIJ 2Ind9s dJow pue 1o[duwrs suoneosridde (120T ‘I8 10 ysauSIA ) 1
9rpuey 0} yoroidde ying-wnjuenb e yrooymes 1o3pafrodAy Sursn
Auew 9yew p[nod ureydyoo[q wnjuenb Moy ssaippe 1, upip Apns YL,
oofoxd oI (8107 Wy % uv) €1
9onos-uado ue se agen3ue| —) Suisn urey)Q) Jo uoneyuawadwr oN Sursn waIsAs 3 d PIZI[eNuadap Jurisisal-wnuenb e — ureyH Q) :
*90USIOS UOT)EULIOJUT WNJUENb UT ONUSAE [OIEISI [OAOU B USI[qe)Sd 0}
. ‘suojoyd SunsIxaoo-uou Jo aye)s (ZHO) IoSuI[oZ .
PpazI[nn 9q Jou pinod Apmis I1ay) “ylomiou wmuenb [eqors e Suneord (6T0T ‘IOSSIA 29 ueley]) 41
pue ‘QuIOH “19810quaain) A1erodud) € 0jur UrRYoONO0[q Sy SUIPOdU
Jo KJITIqerA oY) pue sureyoyoo[q [euonipen jo Juowdo[oadp oy Jog
'SQuO SunsIXd
< . . Juawel3uejud yderdradAy .
-Kpeaie oaoxdwir 0] se [[om se sjooojoid wnuenb juswoSue)uo (020 ‘T8 10 9af1oueg) 11
paySom wnjuenb Lyrednnu jo osn sayew jey) anbruyod) v
MIU-pURIQ JBAIO 0] PAsn 9q UBD 219y UAIS sSurpury ayJ,
epaoys POy uone) u/s

panuiuo) 9 21quy

23

use subject to https://ww.ebsco.conlterns-of-use

printed on 2/9/2023 8:08 AMvia . A

EBSCChost



EBSCChost -

Quantum Blockchain

CONCLUSION
Discussion

According to Quarmby, JPMorgan Chase has published research on a quantum key
distribution (QKD) blockchain network thatis immune to quantum computing attacks.
QKD is the only solution that has been mathematically demonstrated to be able to
ward off a future quantum computing-based attack (Quarmby, 2022). Using post-
quantum keys, Allende Lépez et al. introduced a second signature in transactions,
examined quantum-resistance principles in respect to blockchain networks, and
developed a system to secure information transmission between blockchain nodes
over the internet (Allende Lopez, 2021).

The Quantum Resistant Ledger (QRL), a brand-new blockchain system that
is post-quantum secure and employs post-quantum computing technologies in its
design for absolute security, as audited by red4sec and x41 D-sec, presents important
information about the future of post-quantum resistant blockchains (QRL, 2022).
Zhang et al. presented a blockchain system based on a quantum-resistant digital
signature (Zhang et al, 2021). Quantum resistance is the next blockchain frontier,
with a system called QANplatform widely regarded as the first truly quantum-
resistant blockchain.

Decentralized programs (DApps) are permitted on QAN, unlike some other
purportedly quantum-resistant blockchains, and developers can quickly build
quantum-resistant DApps utilizing the platform’s free developer tools. As an
alternative to QAN, the creators of many well-known blockchains are already thinking
about implementing their own quantum-resistance techniques, such as the recently
created commit-delay-reveal scheme, which may be used to convert Bitcoin to a
quantum-resistant state. However, none of the top ten blockchains in terms of user
numbers has yet to commit to a quantum-resistant signature technique, leaving the
future of post-quantum encryption in limbo (Thompson, 2021).

With a quantum-resistant platform, the scalability and bandwidth issues with
the blockchain are resolved. Blockchains must be protected against this unavoidable
reality by using cryptographic keys that can withstand attacks from the most powerful
computers on the planet. As aresult, third-generation blockchain solutions are already
being developed by platforms like Cellframe that have publicly shared their work.
The Cellframe solution starts with quantum-resistant signatures, some of which are
already integrated into the Cellframe architecture and some of which are finalist
signatures from the NIST PQC contest, with many more integrations planned in
line with the team’s mission to build a secure and decentralized environment to
maintain the freedom of the internet. The study of quantum-resistant blockchain
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techniques or schemes, as well as their standardization and implementation, may
provide a path for future research (Jansen, 2021).

From Table 1 and Figure 3, most of the quantum blockchain literature reviewed
in this paper was in 2021 followed by 2020, 2019, 2018, and 2017 respectively. This
seems to indicate a trend of increasing research and interest in the area of quantum
blockchain starting from 2017 to 2021. From Table 2 and Figure 4, Nineteen (19)
articles were gotten from Springer, Thirteen (13) from IEEE Xplore, Nine (9) from
ScienceDirect, Nine (9) from Google Scholar, and Three (3) from ACM Digital
Library. This indicates that most of the quantum blockchain literature used in the
analysis was from the Springer data source. From Table 3 and Figure 5, out of
the Fifty Three (53) quantum blockchain literature used in the numerical analysis
and graphical representations, Twenty Four (24) of the literature highlighted
permissionless quantum blockchain and Twenty Nine (29) talked about permissioned
quantum blockchain. From Table 4 and Figure 6, Twenty Three (23) of the articles
talked about public quantum blockchains, Fifteen (15) on private (or managed)
quantum blockchains, Seven (7) on consortium quantum blockchains, and Seven (7)
on hybrid quantum blockchains. From Table 5 and Figure 7, Six (6) of the articles
were related to supply chain, Two (2) on accounting, Four (4) on tokenization,
Twenty (20) on identity management, Seventeen (17) on Trade and Finance, and
Four (4) on others. To further have an insight on the differences between classical
and quantum blockchains, a comparative analysis is shown in Table 6 below.

Comparison of Classical Blockchain and Quantum Blockchain

The comparison of classical blockchain and quantum blockchain is shown in Table
7 below.

Future work will be to develop and implement a low-level framework of the
blockchain for land management and administration to make the whole process of
land identification, verification, and acquisition transparent for the parties involved,
in this case, the landowners and those purchasing the lands. This will resolve a major
problem in Ghana and Africa. A quantum dimension of this blockchain for land
management and administration will be looked at and explored even as quantum
computing continues to be of great interest amongst researchers.
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Table 7. Comparison of classical blockchain and quantum blockchain

Classical Blockchain

Quantum Blockchain

Decentralized, distributed, public digital ledger
comprising records

Encrypted, distributed, and decentralized database
based on quantum mechanics (Chuntang et al, 2019)

Because asymmetric cryptography is used, quantum
2 assaults present a threat to the sustainability of
blockchain technology.

The viability of blockchain technology is not expected to be
threatened because of the use of quantum-safe, quantum-
resistant, and quantum cryptography (Kearney & Perez-
Delgado, 2021)

It is operational and in use predominantly as the
backbone of cryptocurrencies and crypto-wallets.

Although no quantum blockchain is currently functioning,
some researchers are investigating the technology’s
possibilities (Orchid, 2021).

No blockchain functions like a time machine, hence
4 the security of cryptocurrencies for decades cannot be
guaranteed despite it being safe.

Victoria University researchers presented an idea, which
would use blockchain that functions as a time machine to
guarantee cryptocurrency futures for decades (Rajan, D., &
Visser, M, 2019)

Many cryptocurrencies, such as Solana, Cardano,
XRP, Bitcoin, Litecoin, Tether, BNB, USD Coin,

5 Terra, Polkadot, Dogecoin, Ethereum, Avalanche,
Polygon, and others, are already operational and use
consensus algorithms.

The “quantum coin,” a new sort of cryptocurrency, was
created. Proposal to combine quantum entanglement and
Distributed Proof-of-Stake (DPoS) to develop a new type of
consensus mechanism that is faster and more efficient than
current blockchain consensus methods (Orchid, 2021).

Improves trust in a network of actors, enables novel
6 methods of arranging economic activity, and reduces
the costs and time of intermediaries (Weking, 2020)

Quantum blockchain serves as a Quantum-aid to Classical
Blockchain by offering Unprecedented Growth in
Computing(Dey et al, 2021).

Classical blockchain technology is revolutionizing
fintech and is creating a whole new digital sector of
7 finance by preventing fraud, eliminating middlemen
from transactions, and democratizing financial
management (Kefford, 2021)

Quantum blockchain technology is an added advantage to
Blockchain scalability. Supercharged data analysis, increased
calculation speed, decreased false-positives in the detection
of fraud, and effective Monte-Carlo simulation are four
examples of fintech applications where an invasion can be
used to provide a computing edge (Dey et al, 2021).

The majority of the major classical blockchains’
8 signature systems are susceptible to quantum assaults
(Bard et al, 2021).

There are no known attacks for quantum blockchains as
the field is relatively young and more research is being
conducted.

Blockchain systems are particularly sensitive to
quantum assaults because the protected asset (the

Due to the time machine element of the blockchain
proposed by the researchers at Victoria University, financial

since they use conventional cryptography.

K ledger) is inextricably linked to the encryption transactions and cryptocurrencies might be safe for decades
technologies utilized (Bard et al, 2021). all things being equal.
It is much more challenging to replace “post-quantum”
10 A blockchain’s cryptographic protocols are simple cryptographic protocols used in blockchains than it is to

replace more traditional cryptographic functions (Bard et al,
2021)
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KEY TERMS AND DEFINITIONS

Asynchronous Blockchain: It is the blockchain network that can be designed
whether to prioritize consistency or availability. If the network wants to prioritize
availability, all transactions are added without any downtime. If the network wants
to prioritize consistency, some transactions might not be processed or halted until
all the previous transactions are confirmed.

Blockchain: Traditional Blockchain which uses pre-quantum cryptography and
not secure from quantum attacks.

Cryptocurrency: Is adigital currency designed to work as amedium of exchange
through a computer network that is not reliant on any central authority, such as a
government or bank, to uphold or maintain it.

Cryptography: Is the technique of securing information and communications
through use of codes so that only those people for whom the information is intended
canunderstand it and process it. Thus, preventing unauthorized access to information.

Identity Management: Is the organizational process for ensuring individuals
have the appropriate access to technology resources. This includes the identification,
authentication and authorization of a person, or persons, to have access to applications,
systems, or networks.

Lattice Cryptosystem: Is a generic term for construction of cryptographic
primitives or scheme consisting of a set of algorithms that involve lattices, and is
used to convert plaintext to ciphertext to encode or decode messages securely.

Permissioned Blockchain: Is a distributed ledger that is not publicly accessible.
It can only be accessed by users with permissions. The users can only perform
specific actions granted to them by the ledger administrators and are required to
identify themselves through certificates or other digital means.

Permissionless Blockchain: Also known as trustless or public blockchains,
are open networks available to everyone to participate in the consensus process
that blockchains use to validate transactions and data. They are fully decentralized
across unknown parties.

Quantum Blockchain: Blockchain systems running in Quantum Computers.

Quantum Key Distribution: Is a secure communication method which
implements a cryptographic protocol involving components of quantum mechanics.
It enables two parties to produce a shared random secret key known only to them,
which can then be used to encrypt and decrypt messages.

Quantum-Resistant Blockchain: Blockchain systems with post-quantum
cryptography i.e. post-quantum public-private key, hashing and related protocols.

Signature Scheme: Is a technique to assure an entity’s acknowledgment of
having seen a certain digital message.
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Supply Chain: Is a network of individuals and companies who are involved in
creating a product and delivering it to the consumer.

Tokenization: Is the process of exchanging sensitive data for nonsensitive data
called “tokens” that can be used in a database or internal system without bringing
it into scope.

Transparency: Transparency, as used in science, engineering, business, the
humanities and in other social contexts, is operating in such a way that it is easy
for others to see what actions are performed. Transparency implies openness,
communication, and accountability.
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ABSTRACT

Quantum-resistant blockchains refer to cryptographic processes that are resistant
to attacks via quantum computers. Present public-key algorithms depend on the
difficulty of deciphering the discrete log and factorization problem of large prime
numbers. Shor’s algorithm can be used to break the hash signatures by quantum
computers. Therefore, it is necessary for the development of a post-quantum secure
signature scheme or quantum-resistant blockchain for post-quantum blockchain
security. This chapter will discuss the impact quantum computers are predicted to
have on public key cryptography based on the following topics: quantum computers,
public key cryptography, quantum threat to PKI, Shor’s and Grover’s algorithms,
post-quantum cryptography, and quantum-resistant blockchain.
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Introduction to Quantum-Resistant Blockchain
STRUCTURE

This chapter discusses the following topics:

e  Blockchain — What it is
e  Traditional Blockchain
° Pre-quantum Cryptography
e  Quantum Blockchain
Blockchain systems running in Quantum Computers
Quantum-resistant Blockchain
° Quantum cryptography
° Post-quantum Public and Private Keys
° Hashing

OBJECTIVES

At the end of this chapter, the following should be well understood:

i.  The Blockchain Technology with its driving principles

ii.  Pre-quantum cryptography

iii. Quantum blockchain and the threat it poses

iv.  The implication of blockchain systems on quantum computers

v.  Quantum-resistant blockchain. The various attributes that enable it to be secure

INTRODUCTION

The novel computational data structure based on blockchain has several useful
applications that operate a distributed, open, and unfettered record. However, each
new cryptographic program should be conscious of the quickly developing technical
advancements inside the lifespan of any potentially executed framework, the majority
of which will be operational for a sizable amount of time. This chapter discusses the
flaws in blockchain technology that have been made apparent by the development of
quantum computers and offers general recommendations on the most effective way
to make blockchain technology more resistant to such technological advancements.
These recommendations include adopting novel developments in quantum blockchain,
such as quantum-resistant blockchain, adopting novel developments in quantum
blockchain, and adopting some post-quantum cryptography, such as post-quantum
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Public and Private multiple crucial subroutines cryptography protocols are necessary
for blockchain systems (Aggarwal, D, et al., 2018). A key aspect considered is
the speed at which a quantum computer must operate to undermine a particular
cryptocurrency.

BLOCKCHAIN: WHAT IT IS

Blockchain is a distributed open ledger that may effectively, permanently, and
verifiably record transactions between two parties. It is an append-only database
system that is transparent and includes the methods for obtaining consensus on data
across a vast, decentralized network of agents with a low level of trust in one another.

It is a distributed database of records that is structured as a list of ordered blocks,
where the committed blocks are absolute, the data is shared across a network of
computers, and unlike a traditional database, which stores the data on a server, it
does not provide a single point of vulnerability. It is distributed in the sense that the
database is identical on each of its nodes (Allende, M., Lopez, D..et al., 2021). Data
is stored in the form of transactions on a blockchain, which can represent everything
from physical assets like houses and cash to intangible ones like patents, virtual
transaction entities, or services.

Novel business models are created based on blockchain facilitations. Public
blockchains have irreversible records and transactions are secure. Private keys
need to be secured by blockchain users because it prevents unlawful intrusions
from hackers who are bent on compromising their digital signatures. Blockchains
have consensus algorithms to prevent malicious transactions. This enacts validation
conditions for transactions. No transaction will be recorded in the ledger without
validation because the consensus methods forbid changing any previous transaction.

How Blockchain Works

The blockchain depends on a twofold cryptographic primitive: hash functions, to
authenticate the integrity of data, and public-key cryptography to validate data
ownership. Hash functions take an input of any interval and generate a fixed-sized
output thread. Public-key cryptography uses algorithms to generate a set of keys
made up of a public key and a private key (Al-Housni, N., 2019). A participant uses
his private key to sign transactions that he wants to publish on the network, and the
receiver verifies the identity of the transaction’s sender using the public key. Both
primitives are assumed to be a one-way function, meaning that a hash function’s
input should be impossible to be derived from the output, or through the public key
gain access to the private key.
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Figure 1. The basic fields of blockchain applications
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Five fundamental guideline principles underlying the technology

1.  Decentralized Database

On a blockchain, every block has access to the whole database and its entire
history. The information and data are not under the sole participant’s control. Without
an intermediary, each party can independently verify the records of its transaction
partners (Bennett, C. H., et. al, 1997)

2. Transmission between peers

Peer-to-peer communication takes place without the use of a central node.
Information is stored on each node and forwarded to every other node.
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3. Openness when Using a Pseudonym

Everyone with access to the system can see every transaction and the value it
is associated with. On a blockchain, each node, or user, is uniquely identified by a
30-plus-character alphanumeric address. Users have the option of revealing their
identities to others or remaining anonymous. In a blockchain, transactions happen
between addresses (Jain, R.K., 2015)

4.  Records’ Irreversibility

The records are connected to every transaction record that came before them,
hence the word “chain,” so that once a transaction is recorded into the database and
the accounts are modified, they cannot be changed. To guarantee that the recording
on the database is permanent, chronologically arranged, and accessible to everyone
on the network, a variety of computational strategies and methods are used.

5. Logic Computation

Blockchain transactions can be linked to computer logic and, in a sense,
programmed because the ledger is digital. Users can then configure algorithms
and rules that initiate transactions between nodes automatically (Lakhwani, K., et.
al, 2020)

Pre-Quantum Cryptography

Pre-quantum cryptography converts human-readable data into secret code using a
certain kind of cipher or algorithm. The difficulty of pre-quantum cryptography is
to make encryption ciphers simple to understand but difficult to reverse engineer.

Cryptography Using Pre-Quantum, Quantum,
and Post-Quantum Technologies

Pre-quantum cryptography transforms readable inputinto secret code using a specific
kind of cipher known as an algorithm. Pre-quantum cryptography’s goal is to create
encoding ciphers that are simple to comprehend but difficult to decipher.

Information in quantum bits is processed by quantum computers using the
principles of quantum physics (qubits). A quantum computer may process data
exponentially quicker than a conventional, binary computer because each qubit can
be a mixture of Os and /s (Patel, S. & Vyas, A. K., et. al 2022)

40

printed on 2/9/2023 8:08 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

Introduction to Quantum-Resistant Blockchain

Contrarily, quantum cryptography makes use of geometric ciphers and the
physical characteristics of atoms to convert understandable data into uncrackable
secret code. Since quantum physics is still an emerging field of study and prototype
quantum computers are exceedingly expensive to construct and run, this presents a
significant challenge for post-quantum cryptography.

Table 1. Classical computing vs quantum computing vs post quantum cryptography

Post-quantum

Classical Computing Quantum Computing e
Manipulates 0s and Is to execute its Uses quantum bits or Qubits to Uses asymmetric keys —
operations execute its operations Private and Public keys

Requires fiber-optics

Utilizes circuits with complementary | Requires extreme cold environment . . .
connections — Direct line

metal semiconductors to operate of sight
Sends digital signals via bits Sends data through particles or Mainly hml.ted. to Quamum
photons key distribution

The Private key must be

Uses logic based on digital logic Is based on quantum theory kept confidential for security

QUANTUM BLOCKCHAIN: CONCEPT AND IMPLICATION

A decentralized, encrypted, and distributed database based on quantum information
theory and quantum computation is known as a quantum blockchain. The data cannot
be deliberately altered once it has been stored in the quantum blockchain.

Researchers have been concentrating more and more on the study of quantum
blockchain in recent years due to the advancement of quantum computation and
quantum information theory. This chapter summarizes the advances achieved in
the sphere of quantum blockchain and briefly examines its benefits over traditional
blockchain. In addition to the approach of applying quantum technology to a specific
area of the general blockchain, the construction and framework of the quantum
blockchain are introduced. The benefits of the quantum blockchain over the classical
blockchain and its future possibilities are also briefly discussed.

The way that both quantum and “classical” computers process information
differs significantly. Traditional computers store data in “bits” that can be either
Os or 1s, with each O or / denoting a high- or low-voltage electrical signal that the
computer understands and produces. Instead of storing information in binary 0/1
or yes/no statements, quantum computers store information in “qubits” (quantum
bits), floating point states that behave like a probability cloud.
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Qubit is a medium in which quantum computers store information. These are
physical structures that store information, like a classical computer bit, except that
it utilizes the phenomena of superposition and entanglement. A qubit can exist in
a superposition state, which can simultaneously be in a linear series of the 0 or /
states, in contrast to a conventional bit, which can only ever be in one of the two
states at any given moment.

Additionally, qubits can be entangled, which means that several qubits are linked
together, such that altering the state of one will instantaneously alter the state of
another qubit it is entangled with, regardless of those other qubits being physically
distant from the original qubit. The basic purpose of a quantum algorithm is that it
manipulates the qubits using an array of techniques, living the quantum state of the
qubits shaped into the answer being sorted after with a very high probability. The
qubit state will break down into the classical 0 or I state and will no longer exhibit
superposition or entanglement when the product of a calculation is finally measured.
Only the same number of classical bits in the result are obtained as the number of
qubits used in the calculation. Quantum computers that utilize entanglement and
superposition can summarily resolve problems from quantum chemistry and allied
fields those conventional computers are unable to tackle, regardless of the amount
of time, energy, or resources that are applied to them. But ahead of the quantum
science realm, Shor’s factoring algorithm postulates the model of a solution to a
drawback in abstract number theory, one instance that underpins the internet security
systems in everyday use currently.

Shor’s Algorithm

The time needed to factor a set of numbers using quantum computers was reduced
from years to hours by Peter Shor. The Public Key Infrastructure is built on
asymmetric keys, which are susceptible to his method. Should this technique ever
become feasible, any existing keys and data that are kept somewhere would need
to be re-encrypted (Sharma, T. K., 2022).

The session keys generated by Shor’s method would have an effect on the key
exchange. When quantum computers are accessible, a spy can simply decipher the
encrypted session they recorded. Data integrity and authentication loss can come
from the spy duplicating the digital signatures that clients employ to verify the
server certificate.

The Shor Algorithm

Pick any positive integer greater than zero. Using the Euclidean method (x, Y), find
the largest common divisor MNO, where Yis the collection of natural integers Y=1, 2,
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3,4, 5, etc. The number obtained is a non-trivial divisor of Y if the maximal common
factor MNO (x, Y)!= 1. However, if MNO (x, Y) = 1, the period must be established.

Finding the period z of the function f(a) = gx mod Y is required in this stage.
That is, it is necessary to determine the least value of z such that fla)=f(x+z). This
phase can only be implemented using a quantum computer.

If z is an odd number, the process must start over; otherwise, the calculation
moves on to the next stage

The operation must proceed to step 1 if X%/, + 1 = 0 mod Y; else, the greatest
common divisor of (x%/, - 1, Y) must be calculated using the Euclidean algorithm.
Finally, all of Y’s non-trivial factors are discovered.

Here is an illustration of a summary of the aforementioned actions.

Step 1: Assume that Y, or 15 in this example, is the number to be factorized.

Step 2: Choose a number at random between 1 and Y (we’ll call it j), or between 1
and 15; let’s say x=4.

Step 3: Locate the MNO (Y, x). Euclid’s division formula is used. If MNO is less
than 1, MNO is a factor of Y. MNO (15,4) in this example equals 1, therefore
move on to step 4.

Step 4: Now determine the smallest positive integer z such that fla) = fla+z) if fla)
= k“ mod Y. In the example that follows, this is possible.

If a variable is defined as g=1, proceed to
Step 4.1: After that, g*x mod Y can be determined. If the remaining is 1,
proceed to the following step; if not, repeat the previous step until there is a 1
remainder. Do this by setting the value of ¢ to the previous step’s remainder
as follows:

1*4mod15=4
4*4mod15=1

Since there were two transformations needed to obtain the remainder of 1, z = 2.
Step 2 is required if z was an odd number; otherwise, move on to the following step.

Step 5: Determine the factors f1 and f2 using the formulas f1 = MNO (p+1, Y) and
f2 = MNO (p-1, Y). To determine the value of p, we define p as being equal
to the (*/,)™ transformation’s leftover. p = 4 in this instance. Specifically, the
(%/,)™ transformation.

Step 6: The components of Y, or 15, are given by f, = MNO (p+1, Y), or f, = MNO
(5,15) =5.f,=MNO (p-1, ), which is f, = MNO (3,15) = 3.

Due to the tremendous level of complexity of the qubits, quantum computers
have the ability to process data exponentially quicker than conventional computers.
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They could theoretically resolve calculation issues that are thought to be beyond
the capabilities of traditional computers.

Including the conventional blockchain, quantum blockchain has several
characteristics like distribution and decentralization. The major features of quantum
blockchain are security and effectiveness. Therefore, it needs to be protected. By
implication, one of the most important ways to ensure communication security
between nodes is to implement quantum key distribution (QKD) or quantum secure
direct communication (QSDC). As a result, the principles of quantum physics
ensure network authentication. Even the quantum blockchain may be protected from
attacks by quantum computers in the future. The blockchain powered by quantum
technology also has the ability to process transactions quickly. As a result, Proof
of Work (POW) can speed up transaction times. The evolution of cryptocurrencies
will be considerably aided by this composition.

Grover’s Algorithm

Conversely, symmetric key encoding might be impacted by Grover’s unstructured
key search technique. The program searches for a particular item in a list using
amplitude amplification. Grover’s amplification approach only needs the ON steps,
buta traditional computer would need "/, or N steps. A quadratic acceleration reduces
the amount of time needed to search through a large number of variables, but the
method must run sequentially to fully utilize the quadratic acceleration.

Grover’s approach can’t be used since it requires serial processing, whereas
quantum computers do in large quantities in parallel. If serial processing is taken into
account, Grover’s technique has less of an effect on symmetric key encryption and
employing Advanced Encryption Standard (AES) 128 will still be secure. Grover’s
approach can be used to brute-force the symmetric key used in AES, which takes
about 2% iterations for a 128-bit key and about 2'** iterations for a 256-bit key. A
symmetric key with twice length will therefore defend against upcoming quantum
assaults (Zhang, P., 2021).

The effectiveness of mining operations can also be increased by applying the
Grover algorithm to the blockchain as a whole. Anything is uncertain, in actuality.
The parties who have access to them currently have an unfair edge in the mining
awards until universal quantum computers are generally available. In general, the
performance advantage of quantum blockchain over classical blockchain is mostly
due to its efficiency and security. In conclusion, quantum blockchain will have a
very broad range of applications in the future and will be the subject of numerous
research directions because it has the advantages of faster processing speed and safer
transactions based on quantum mechanics. One such application is the application of
quantum blockchain. Quantum blockchain has promising development potential in
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the area of quantum digital currency. Despite the fact that several researchers have
proposed concepts for quantum money, such as Quantum Bitcoin

How Blockchains Will Be Affected by the
Development of Quantum Computing

Despite all the potential advantages that quantum computing may bring to the world,
several aspects of the technology have raised questions in certain quarters of the
international community. It has been argued that because blockchain technology
uses asymmetric encryption, often known as public-key cryptography, it poses a
threat to the viability of the system.

Figure 2. Blockchain-based transactions with public keys, private keys, and hash
functions
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Asymmetric cryptography generates pairs of private and public keys. While the
public key is made available to the general public, the private key is kept private.
Asymmetric cryptography is based on the “one-way function,” a mathematical
concept that makes it easy to derive a public key from a private key but difficult to
do the opposite.

Public keys are used as wallet addresses on a blockchain, whereas private keys are
needed to access the money in a cryptocurrency wallet. A private wallet key cannot
be generated from a public wallet address using traditional computing techniques,
but vice versa.
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On the other side, Quantum Key Distribution (QKD) is the secure transmission
of symmetric keys during the operation of post-quantum cryptography (PQC)
methods. For classical systems, it will be difficult in the upcoming quantum age
to share the secret symmetric keys across an untrusted media. Its decipherment is
attempted through quantum key distribution.

To process both quantum and classical ciphers in the PQC era, programs need
be able to handle multiple cryptographic algorithms. The ability to protect new
applications from quantum attacks while upholding conventional standards would be
made possible by the use of hybrid key mechanisms. A new generation of encryption
standards will eventually require that companies get ready.

Blockchain Systems Running in Quantum Computers

Blockchain systems do not need quantum computers; rather, quantum computing
poses a serious danger to them by having the potential to one day provide the
computational power necessary to crack the hitherto impenetrable encryption keys
that underlie such systems.

Quantum-Resistant Blockchain

The study of prospective quantum computer assaults on (classical) cryptographic
methods is a component of the topic of quantum resistant cryptography, also known
as post-quantum cryptography.

For instance, the cryptocurrency known as the Quantum Resistant Ledger goes
above and above to maintain the highest levels of functionality and security. It has
a unique proof of stake mechanism and cryptographic algorithms that are resistant
to quantum computing. Because it employs quantum-resistant hash-based digital
signatures, the quantum-resistant ledger is impervious to assaults using both classical
and quantum computing techniques.

Post-Quantum Cryptography

In order to defend against attacks from quantum computers, post-quantum
cryptography, also known as quantum encoding, is being developed for conventional
computers. Post-quantum cryptography aims to make it difficult for quantum
computers to decrypt digital signatures in order to meet the difficulties presented by
quantum algorithms. As it combines post-quantum cryptography with blockchain
technology, post-quantum blockchain ensures high levels of security. From the study
above, it is clear that post-quantum blockchain fits the following requirements,
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giving it the dual advantage of blockchain and the capacity to successfully fend off
attacks by quantum computing:

e  Post-quantum blockchain, which combines postquantum cryptography and
blockchain technology, is resistant to known common attack techniques.

e  Post-quantum blockchain has traceable signature scheme qualities and is
resistant to known quantum algorithm assaults like Grover’s and Shor’s
algorithms.

e  Post-quantum cryptographic algorithms have traits like multivariate
cryptography, hash function-based cryptography, lattice-based cryptography,
code-based encryption, and others.

e  These characteristics ensure the security of secret keys by preventing quantum
computing attacks.

Post-Quantum Public Key

Current safe internet interactions are built on the Public Key Cryptography (PKC)
system. PKC exhibits asymmetry. This implies that it uses two keys: a public key
that is shared with all parties and a private key that the system uses to verify its
identity. By creating the message’s hash function and encrypting it with a public
key, a message is delivered from the client to the recipient. The communication is
encrypted by the server using its private key, which can only be decoded by the
corresponding private key regardless of any unauthorized third-party attempts.

When post-quantum cryptography algorithms are running, symmetric keys are
transferred safely through a process called quantum key distribution.

Post-Quantum Private Key

Unlike the public key, the private key is a secret key that is only known to its owner;
nonetheless, both keys must be paired in order for the recipient to be able to read
the original message using the key that must be used to decode the cipher text.
The algorithms used to produce public keys are also used to produce private keys,
resulting in strong, mathematically linked keys. Though the public key (the other
key) can be made public without compromising the privacy of the private key

Hashing
The hash method maps a series of messages with a shorter fixed-length value, of any
duration, and combines susceptibility, directionality, collision resistance, and high

meaning. Hash is frequently employed to safeguard record reliability, or to ensure
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that no information is improperly changed. The hash value adjusts as the checked
data is modified. Because the data is partial, it is important to respect the integrity
of the data. SHA is the cryptographic hash function that adheres to the National
Institute of Standards and Technology’s general features (NIST). Hash functions
can be used in blockchain to check the integrity of transactions and blocks. The
header of a blockchain block contains the hash value of previous block data. The
hash is compared by each user. An input value of any length can be converted by
the hash algorithm into a binary value of a specific length. A hash value is a binary
value that can be used to check the data’s consistency. The hash algorithm is used in
the well-known Proof-of-Work algorithm. The blockchain block contains the hash
value of the data. Additionally, the signature frequently employed in blockchains is
created by hashing the required data along with the private key.

CONCLUSION

From ourresearch, itis clear that the threat that quantum computers pose to blockchain
networks is mostly related to the insecure digital signatures of blockchain activities
and the poor key-exchange protocols used for peer-to-peer communication over the
network.

Applications should be able to handle several cryptographic algorithms in the
PQC era in order to process both quantum and classical ciphers. New apps would be
able to defend themselves against quantum threats while upholding the conventional
standards by using hybrid key methods. Organizations will eventually need to get
ready for new encryption standards.

The field of post-quantum cryptography is finally catching up, and four different
types of cryptosystems—elliptic curves, lattices, isogenies, and hash-based
signatures—are gaining popularity. The trustworthy cryptosystem is McEliece with
Goppacodes. The security of blockchain is emphasized by quantum computerusing the
Shor’s algorithm option. Quantum cryptographic ciphers can protect block chains and
transactions. The security of blockchain is facilitated by post-quantum cryptography
and quantum key distribution. Blockchain communities that aggressively search for
new and effective ways to construct a Quantum-Resistant Blockchain are always
developing innovative techniques to combat quantum computing processing power.
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KEY TERMS AND DEFINITIONS

Advanced Encryption Standard (AES): The United States government selected
the symmetric block cipher known as Advanced Encryption Standard (AES) to
safeguard sensitive data.

Algorithm: Is a method for solving a problem that involves searching a database
that is carried out step-by-step on a quantum computer.

Asymmetric Encryption: Also known as public-key cryptography is a method
of encrypting and decrypting data.

Authentication: Is used by a client to verify that the server is what it purports
to be.

Binary Computers: Are computers that express messages, computer processor
commands, and other types of data using a two-symbol system based on numbers,
“0s” and “1s.”

Bits: Is a commonly used subdivision or unit of a single Bitcoin.

Blockchain: Is a distributed, duplicated digital ledger of all transactions that
run via the network of computers on the blockchain.

Blockchain Systems: Is a method of storing data that makes it difficult or
impossible to alter, tamper with, or trick the system.

Blockchain Technology: Is a shared, unchangeable ledger that simplifies the
process of logging transactions and monitoring assets in a company network.

Classical Blockchain: Is a traditional blockchain, the most basic level, a digital
log of transactions kept on numerous computers (referred to as nodes) connected
by a network.

Cryptocurrency: Is a type of digital currency in which, as opposed to a
centralized authority, a decentralized system uses encryption to verify transactions
and keep records.

Cryptography: Is the method of securing information and communication
based on mathematical principles. It is a technique for protecting crucial data from
unauthorized access.

Data Integrity: Is established in blockchain because stored data is immutable
and permanent and cannot be changed or erased.

Decentralized Database: [s a hybrid of a regular database and a distributed
database, supported by many layers of blockchains and using a database interface
or compute interface for data recording and transactions.

Euclid’s Division Formula: Or lemma can be used to determine the HCF of
two numbers. It says that if there are two integers a and b, then ¢ and r must exist
such that they satisfy the formula a = bg + r, where O £ r < b.

Goppa’s Code: Is a general kind of linear code created by utilizing an algebraic
curve X over a finite field, which is an algebraic geometric code.
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Grover’s Algorithm: Makes it possible to perform quantum searches, allowing
users to swiftly identify values among many billions of unstructured data points.

Hacker: Is someone who utilizes computers to obtain data without authorization
or one who steals from a vulnerable entity.

Hash: Is a function that takes an input string of any length and outputs an output
of a defined length, satisfying the encrypted requirements necessary to complete a
blockchain computation.

Intrusion: Is the occurrence of an unauthorized user obtaining data or access
permission that they are prohibited from.

Logic Computations: Blockchain transactions can be linked to computational
logic whichis, in essence, programs due to the ledger’s digital character, so users may
create formulas and guidelines thatinitiate transactions between nodes automatically.

Malicious Transactions: Include any type of fraud, identity theft, or hacking
done with the purpose of gaining an unfair advantage or benefiting from deceit.

McEliece Code: Robert McEliece first suggested the McEliece code as a code-
based public key cryptosystem in 1978.

Node: Is one of the machines running the blockchain’s software to verify and
preserve the whole history of transactions on the network is referred to as a node.

Peer-to-Peer: Is the direct transfer of a resource, like digital money, between
parties without the involvement of a centralized authority.

Private Key: Like a password, is a secret number that is used in cryptography.
In cryptocurrencies, they are also employed to verify transactions and establish who
owns a blockchain address.

Proof of Work (PoW): By making the process of mining, or recording transactions,
challenging, Proof of Work is the mechanism that enables the Bitcoin network to
remain stable. It is the blockchain network’s initial consensus algorithm.

Post-Quantum Cryptography: Aims to create cryptographic systems that are
resistant to both quantum and conventional computers and are compatible with
current networking and communications protocols.

Public Keys: Make it possible for cryptocurrency transaction execution. It
is paired with a private key and a cryptographic code and employed to transfer
cryptocurrency to a wallet.

Quantum Key Distribution: QKD is a safe way to exchange encryption keys
that are only known to shared parties, which may be used to encrypt and decrypt
messages. Quantum physics is used to ensure communication security.

Quantum Secure Direct Communication (QSDC): Is a significant quantum
communication protocol, that uses a direct conversation between communicating
parties rather than the production of secret keys beforehand to send confidential
information. Without the use of a private key, confidential information can be sent
directly through a quantum channel.
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Quantum-Resistant Blockchain: Is immune to attacks from quantum computers.
It uses encryption and quantum mechanics to allow two parties to communicate safe
data while also detecting and defending against outsiders.

Quantum-Resistant Ledger: Is a decentralized communication layer and post-
quantum value storage that addresses the threat that quantum computing will bring
to cryptocurrencies in the future.

Secure Hashing Algorithm (SHA): Is used for hashing data and certificates,
designed to safeguard data.

Shor’s Algorithm: Is a practical polynomial quantum technique for the
factorization of integers that is tuned for finding prime factors in a hypothetical
quantum computer.

Superposition: Is one of the characteristics that set a quantum computer apart
from a conventional computer. Users can tokenize, trade, and profit from their
potential future income using this decentralized fixed income protocol.
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Chapter 3

Emerging Blockchain
Technology vis-a-vis

Limitations and Issues:
Emphasizing the Indian Context

Prantosh Kumar Paul
Raiganj University, India

ABSTRACT

Blockchain has now become blockchain technology, and this is the record of data
that are encrypted, and here distributed database is required for the purpose of
transaction, contract, and independent record. It is therefore a digital ledger and can
be reachable in different platforms for different financial activities and services. It
is supported by healthy digital currency systems like bitcoin transactions and does
not depend on any third party systems. Blockchain supports the multiple numbers
of shared copies, and it works in a same database. Very recently blockchain was
considered as an important subfield of information technology. It is therefore treated
as a tool, technique, as well as procedure for financial management. This chapter
is based on existing literature on blockchain with basics and special focus on the
issues and limitations. This chapter highlights the scenario of blockchain technology
in India with opportunities, companies, and scenario of manpower availability and
potentiality.
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INTRODUCTION

Blockchain Technology is the encrypted and distributed database connected with
the transaction, contract, and depends on different independent record. Blockchain
is the digital ledger and a particular place is being used to store data. Blockchain is
strengthening the financial segment and activities for proper digital currency like
bitcoin transactions. Blockchain Technology is dedicated in tangible and intangible
asset management, and here data can be tracked and recorded in a particular network
andledger (Chattuet.al.,2019). Blockchain technology supports registered members
immediately, and that can be shared, and offer completely transparent information.
Blockchainis needful in tracking the orders, payments, accounts, as well as production.
Transaction details can be identified of the end users using blockchain therefore it
is emerging in diverse areas viz. business and commerce, education and training,
health and medical systems, government and administration, entertainment, banking
and trade, etc. It is a type of fraud resistant system and gives transparent financial
services than traditional business processes. Like other Information Technology
components, blockchain technology also been increased and rising its applications in
other areas and sector. Satoshi Nakamoto devised animmutable ledger of transactions
that chains together blocks of data using digital cryptography to solve the double-
spending problem associated with digital currencies. Blockchain Technology allows
participants to do the business who may not known to each other but able in safe and
secure business. The blockchain is responsible in identification of the participants
including validates the transactions and also ensure that everyone follow the norms.
Blockchain Technology and its basic advantages is depicted in Fig 1. The Blockchain
Technology has several issues and challenges and in this regard country to country
such issues are different. As far as India is concerned there are certain issues in
regard to Blockchain Technology such as implementation and execution ranging
from laws and regulations, norms and guidelines, financial aspects, and so on. Fig
1 depicted the basic advantages and benefits of Blockchain Technology at a glance
(Chen, G., et.al., 2018).

There are number of places where blockchain may be applicable and among these
importantare important are Supply Chain Management, Voting Management System,
Copyright and ownership protection affairs, personal and financial management,
better retail management with royalty award, Healthcare, Transport and Tourism,
etc. For example with proper supply chain management one can easily track the
status of a product and that can more supportive to the existing GIS System.
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Figure 1. Benefits of blockchain technology at a glance
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OBJECTIVE OF THE WORK

The chapter entitled ‘Emerging Blockchain Technology Vis-a-Vis Limitations and
Issues: Emphasizing Indian Context’ is conceptual in nature and a theoretical work.
This chapter is aimed with the following—

To learn about the basic aspects of Blockchain including the features, as well
as basic functions of the Blockchain Technology in brief manner.

To learn regarding the Quantum Blockchain Technology in simple sense.

To find out the limitations as well as disadvantages of the Blockchain
technology in brief manner.

To find out the issues and challenges of implementation of the Blockchain
Technology in contemporary scenario.

METHODOLOGY ADOPTED

The present work is theoretical and collected from different secondary sources, and
primary sources. Secondary sources are being used to collect aspects regarding
Blockchain Technology such as features and functions. To gather latest technologies
in the field of Blockchain, and for that website of different companies also studied
to learn about the latest of the field. Furthermore, Governmental policies are studied
on the topic Blockchain to reach the aim and objective of the work.
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BLOCKCHAIN TECHNOLOGY: FUNDAMENTAL ASPECTS

Blockchain Technology is a kind of database and specially digital ledger. David
Cham proposed the concept of Blockchain in the year 1982 and later Stuart Haber
and W. Scott Stornetta in the year 1992 were also illustrated and mentioned some
other aspects in their book on Blockchain (Gabison, 2016). The firstimplementation
of Blockchain based Network completed by Satoshi Nakamoto and later the aspects
of digital currency and Bitcoin become popular. Different tools, technologies were
increased day by day in this Technology (Grover et.al., 2016). Different transactions
of Blockchain are stored in a same network, and all these are broadly classified into
three as mentioned here.

° Public Blockchain,
° Private Blockchain, and
e  Hybrid Blockchain.

Public Blockchain is open in nature and works on decentralized of the computer
networks, and such network is accessible to anyone for the transactions. In Public
Blockchain system who validate the transaction normally receive rewards and for
the same two models (Proof-of-work, Proof-of-stake) are being used. Bitcoin and
Ethereum (ETH) are prime example of Public Blockchain and some of the featured
characteristics in this regard are as follows—

Higher amount of Security

Open and flexible Environment
Anonymous Nature

No governance and regulations
Full of Transparency and privacy
Distributed in nature etc.

Private blockchains has some of the restrictions and such are not open like
public blockchain. In addition to these here permission considered as important for
the transaction. And regarding this, connection system administrators job is to be
treated as worthy (Christ & Helliar, 2021. Private blockchain offers various kind
of internal networking opportunities such as—

Sophisticated privacy and secrecy.
High level of efficiency.

Faster and advanced transaction.
Better and healthy scalability.
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e  Faster and speediness.

Hybrid Blockchains is important type of Blockchain which is combines from the
public blockchain and private blockchain for the controlling and achieving higher
goals including offering centralized and decentralized features. Hybrid Blockchains
since a merged system therefore it comes with the feature of integrity, transparency,
and security. Here maximum customization is also offered by the Hybrid Blockchains
with robust confidentiality in the private network (Saini et. al. 2021). Different
reasons are exits in popularization of the blockchain technologies such as—

e  Blockchain Technology is being useful in Medical and health related data
management.

e In the NFT market places, some of the technology are being used and among
these blockchain considered as important.

e  Royalties tracking for the music industry is done by the Blockchain
Technology.

e  For the Cross-border payments and similar transaction also Blockchain
considered as important.

e  For the Real-time and sophisticated Iol' based systems also blockchain
technology may be considered as effective, partially.

e  Regarding personal identity security enhancement and development
Blockchains are effective.

e  Blockchains are being used for the purpose of Anti-money laundering
tracking system

e  Blockchains are useful in advanced and intelligent supply chain Systems and
logistics monitoring systems designing and development.

e For the healthy and sophisticated logistics monitoring systems and

development Blockchains are being used.

Blockchains are being used for modern and advanced voting mechanism

In Managing and advancing contemporary Advertising systems

Advancing and enhancing Cryptocurrency exchange as well as management.

In developing and advancing the real estate processing platform and systems.

Blockchain technology utilizations are rising gradually and applicable in diverse
areas like Financial and Banking Services, Education and Research, Healthcare and
Medical Systems, Government and Administration, Travel and Hospitality, and so
on. And some of the areas are mentioned in Fig 2.
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Figure 2. Emerging applications of Blockchain Technology
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QUANTUM BLOCKCHAIN: THE FUNDAMENTALS

Quantum Technologies are improving and rising its applications in different places.
Among the Quantum segment Quantum Mechanics, Quantum Computing, Quantum
Informatics considered as worthy. Earlier within Quantum Informatics one of
the important considered as Quantum Cryptography but in recent past Quantum
blockchain also flourishing after the birth of blockchain systems (Jain, Hiran, &
Paliwal, 2012). Quantum blockchain is an advanced version of the blockchain which
is a decentralized and encryption based, and further it is distribution based and lies
on quantum computation and quantum based information theory. The important
fact is after storing and recording the data it is difficult to maliciously tampered
with. Due to latest and emerging researches in the areas of Quantum Computing and
Technologies recently the development of the Quantum blockchain is noticeable.
According to the theory a 300 gbits enabled computer can perform more and more
calculations instantly than there are atoms in the visible universe. The advanced
and powerful quantum computer could successfully break down the conventional
cryptography and even the sophisticated and protected blockchains.
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Quantum blockchain s helps in proper security management using proper principles
of quantum computers, the conventional blockchains is dedicated in collecting records
and the same is connecting with the cryptography with the chronological order. As
far as quantum blockchain is concerned here records of blocks basically encoded
(here records are encoded into a series) with photons which are entangled with
each other. Therefore here blocks are basically kept in chronological order and the
same is entanglement within time. Furthermore in quantum blockchain transaction
are transferred within a network of quantum computers. All the basic features of
blockchain (such as following) also supports Quantum Blockchain systems—

e  Blockchain is an advanced immutable and unalterable network and here users
are unable to edit or modification.

e  Blockchain systems normally having own distributed systems and every
nodes follows own system transaction delivery.

e  Since blockchain uses encryption therefore within the system any kind of
transaction become easy and safe.

e  Faster settlement become possible with the blockchain technologies and such
system are more advanced and faster than existing systems.

Therefore all these traditional blockchain systems also able to gearup using
quantum blockchain and technologies.

LIMITATION AND DRAWBACKS OF
BLOCKCHAIN TECHNOLOGY

Blockchain technology concerned with different potential applications, and here
various decentralized applications are also considered as worthy in financial aspects
but there are certain issues and limitation of the technology and some of them are
reported here as follows (also refer Fig 3).

Lack of Awareness—Lack of awareness regarding the Blockchain technology
considered as one of the important limitation and drawbacks, and this is need to
overcome by different methods and initiatives (Christ & Helliar, 2021).

Limited Skilled Human Resources—Ample opportunities available in the areas of
Blockchain technology but there are important concern regarding shortage in skilled
manpower in Blockchain technology including allied fields such as cryptography,
botcoins etc. Ministries, industries and initiative of the association considered as
worthy in this regard.
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Figure 3. Some of the basic limitations of Blockchain Technology at a glance

" Blockchain
Limitations

Organization

Security &
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Immutable— Blockchain systems comes with various benefit and among these
privacy is important one. Since in Blockchain technology modifying records are
not allowed therefore here users faces problem in general revision and editing
(Macrinici et. al., 2018).

Regarding Key Management— Blockchain technology uses different kind of
keys and focused keys are public keys and private keys therefore the risk exists in
such systems.

Scalability—Matters regarding scalability also considered as important in
blockchain technology as here each participating node have to verify basic and
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required transaction. Bitcoin is not able in solving large scale matters and volume,
and here issues of scalability treated as vital.

Consensus Mechanism—In every 10 minutes in a Blockchain technology block
can be created and here every transaction need to reach a common consensus
(Gereffi et.al., 2008).

Cost of Implementation— Blockchain technology gives us different opportunities
and benefits, but at the same time implementation and execution of this technology
is difficult due to cost of the projects.

Inefficiency—There are certain inefficiency can be noted in Blockchain technology
and among these issues of the network, skill manpower considered as worthy and
important.

Storage—The nature of blockchain is continuing always and therefore here storage
is considered important and worthy.

MAJOR ISSUES OF BLOCKCHAIN: INDIAN CONTEXT

Almostall the IT and Informatics practice sector is growing in India (Paul, P.K., et.al.
2016). Blockchain technology is in growing stage in India with wide range of benefits
and advantages. In India more than thirty thousand innovators and practitioners are
working in the field of Blockchain and the field is getting recognized across the
world for its advanced transparency as well as accountability in public & private
sector (Jirgensons & Kapenieks, 2018). However the challenges and issues in regard
to Blockchain is noticeable including the issues of scalability and interoperability.
As far as Security and privacy is concerned certain challenges and issues treated
as worthy. The bellow mentioned different issues and challenges, however listed
in Fig: 4.

The law and regulation governing Information Technology Act is important
and according to the Indian IT Act here data protection related clause and aspects
considered as worthy and important (Khezr et.al., 2019). Blockchain technology
is dedicated in storing data on the chain and the same is recorded on the network
with every node and therefore it conflicts with the Section 43A of IT Act (Lin et.al.,
2020). Data protection laws is required to protect the privacy of the users, and in the
private blockchain also there are concerns regarding the control the level of privacy
in different elements of the data recorded (Pane et. al., 2020).

Blockchain Technology is fallen the issues of data security and privacy due
to the draft personal data protection bill, 2019 for the case/ clause of ‘Right to be
Forgotten’ and this is not satisfied inherent core functionalities of blockchain (Omar
et.al,2021). As privacy is concerned with the data ownership therefore in this regard
Blockchain can be designed in different context viz. public, private and hybrid.
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Within blockchain the issues are exits regarding managing on-chain and off-chain
data management for avoiding sensitive data. Blockchain Technology also comes
with the concern of the banking related aspects and here non-repudiation via in-
person verification considered as valuable, additionally cryptocurrency also being
an important issue and conflicts with banking regulations (Milovanova et.al., 2020).

There are issues on transaction and allied aspects especially on Digital Signature
as per the schedule I of the Information Technology Act., 2000. Here the concern of
using Certificate Authority is treated as important particularly data privacy related
aspects since in Blockchain all the nodes are having private keys, public keys and that
is functional with its level. The aspect of Decentralized finance (DeFi) considered
as worthy in the context of Blockchain Technology.

Figure 4. Major challenges and issues of Blockchain Technology
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Modern age has witness in differentkind of technological advancement especially
in the field of Information Technology and within the emerging areas Blockchain
Technology considered as prime one (Radanovié¢ & Liki¢, 2018). Some of the allied
technologies such as machine learning, deep learning, cloud computing, big data
are important in supporting overall development of Blockchain Technology. The
advent of this technology leads good and affordable transparency and immutability.
Recent applications of blockchain is increasing in diverse field such as registry of
land title, managing vehicle life cycle, farm and insurance management, digital
healthcare record management and so on. It is worthy to note that Blockchain is
aimed being imbibed into the social, economic fabric of the country with support
from Government and Private sectors involvement. Different companies are engaged
with blockchain implementation for improved, effective operations. According to a
study it has noted that, 56% of Indian business now planning to switch blockchain
technology and in this regard initiative of Government of India is also noticeable
through the Centre of Excellence (CoE) in Blockchain Technology which operates,
and coordinating blockchain related projects. The initiative is worthy to rolling out
before its realistic implementation (Gamage et.al., 2020).

Blockchain Technology needs a proper regulatory body, though there is a absence
on any proper body but it is worthy to mention about the NITI AAYOG’s stategy
paper on Blockchain Technology for the cases of its implementation, suggestions. It
isimportant to have alocalized network for the peer-to-peer transactions for complete
blockchain environment and socio-economic growth (Kursh & Gold, 2016). And in
this regard each State Government may have own strategy, policies, initiative. There
are certain organizations which are engaged in developing Blockchain Systems and
among these SEBI i.e. The Securities and Exchange Board of India involved with
the initiative such as creating, hosting, and maintaining a system, and here DLT
(Distributed ledger technology) play an important role. Such DLT is also important
in recoding and monitoring the securities the covenants of the non-convertible
securities. With effect from 1* April, 2022 this DLT system is enacted for complete
development of the BFSI sector using Blockchain Technology. Since banking as
well as healthcare regulations is changing rapidly therefore a suitable and affordable
regulations is expected for betterment of deploying systems. Recently (In Dec.,
2021) National Strategy on Blockchain being released by Ministry of Electronics
and Information Technology (MeitY) and this is a policy framework in seeking of
planning and adopting suitable technology particularly for the e-governance and
allied activities. The Government of India should looking after the Blockchain as
a Service. In addition to in-general Blockchain strategy state-wise and specific
Blockchain also considered as important and worthy. Blockchain supports in
India encountered by the MeitY it order to offer robust security, trust and offering
tamperevident transaction. The roadmap of the MeitY is include the assessment of
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the value of future plans, existing plans, deployments, adopting current plans (Kumar
& Mallick, 2018). Ministry of Electronics and Information Technology (MeitY),
Government of India is planned to focused on the following weak areas in order to
develop the Blockchain Technology systems—

Scalability,

Security,
Interoperability,

Data localization, and
Disposal of records.

Blockchain initiative also importantly noted with the initiative of the several
private players and organizations and according to the report of Cross Tower the
Blockchain industry will value USD 5 billion in 2021 to USD 262 billion with a
projected 11 year term and this is resulting USD 1.1 trillion contributions in India.
Therefore as per projected plan the growth of the GDP can be noticeable by the impact
of Blockchain. The technology is to be wonderful impact for the implementation
of digitalization and at the same time real Digital India initiative. There are huge
human resources are required in order to implement Blockchain properly, with the
support of Blockchain the functionality can grow in the areas of

B2B (Business to Business)

G2C (Government to Citizen)
G2G (Government to Government)
B2G (Business to Government)

The applications and implementation of the Blockchain can be possible in the
diverse areas of healthcare, government and administration, cyber security and
management, travel and tourism industry, education and training, etc. Blockchain
therefore supports transparency and accountability and provide frictionless
transactions with the citizens. According to some suspect the implementation of
Blockchain is going to wear away the legacy systems, however it is to be mention
that it may revamp the existing system and procedure effectively. The ecosystems
of Blockchain supports and encourage transparency, immutability as well as
decentralized approaches.

There are issues and challenges in involving fancy webs as well as futuristic
illustrations, even it offer lot of flexibility to form and pass large set of data and
information digitally. While distributing the information digitally into small pieces in
different platform the data passes by the encryption by the technique of cryptography.
Though using some strategy the deletion or editing of the data can be possible and

67

printed on 2/9/2023 8:08 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

Emerging Blockchain Technology vis-a-vis Limitations and Issues

blockchain can check and do the needful to the each datasets to its owner or proprietor
only. The decentralization nature of Blockchain is responsible in creating greater trust
within the users and this is become possible using quantum services and process. It
is important to note that there are certain issues in crypto currency in India and the
same need to solve accordingly. Availability of middleman is an important issue in
India and they need to eliminate. It is worthy to note that among such professionals
key are auditors, low end tech professionals, etc. The issue of trusting in an important
issue in the banking sector and it has been started since 2008 during the financial
crisis and to manage the fraudulent activities employing Blockchain treated as
worthy. In reduction in identity theft with maximum transparency of the data is the
valuable feature of Blockchain (Viriyasitavat et.al., 2019).

India as a developing country having some of the issues and problem such as
food and waste systems, supply chain management etc. and all these case Blockchain
can be effectively used for storing information including distribution of the food.
Blockchain is adoptable due to economic benefits of food marketing also. Consumer-
business relationship can be managed with the Blockchain Technology. According
to the expert, lack of knowledge regarding the Blockchain considered as important
drawback, here lack of knowledge from the industries, organizations, humanresources
considered as valuable (Siyal, 2019). In addition to these, poor and unavailable
regulations and framework treated as valuable. According to NASSCOM the scenario
and development stage of Blockchain Technology in India is running with several
challenges, a report called ‘NASSCOM Avasant India Blockchain Report 2019’
highlighted that big and even midsized service providers are having less than five
percentage of blockchain projects in India, and this is very low than that of North
American nations and most of the European countries. It is worthy to note that, India
accounted only 2 per cent of blockchain related start-ups, throughout the world.

SOME OF THE REPUTED ORGANIZATION
FOR BLOCKCHAIN: INDIAN CONTEXT

Blockchain Technology in India is growing rapidly even though there are issues,
and challenges in several aspects. The technology is being used for the recoding of
bitcoin transaction with international network of the systems and computers. Here
both private and public companies are using Blockchain Technology, and according
to a study it has noted that 56% organizations are moving for their business growth
using blockchain (Williams, 2019). In Health Informatics practice Indian Government
is driving more and involved with several initiative and in this regard Blockchain
Technology is applicable. For the low income family massive investment can be
noted by the Government and here Blockchain implementation can be a worthy move.
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As India is home to many reputed IT Company therefore the growth of Blockchain
Technology is noticeable (Sun, Yan, & Zhang, 2016). Different survey and reviews
displayed that there are different companies working deeply on this technology and
specially from the Bangaluru, Hyderabad, Pune, Jaipur, Ahmedabad, Kolkata, Delhi.
The details of some of the companies are depicted in Table 1.

Table 1. Some of the challenges of Blockchain Technology

SI. No.

Companies

Description

Hyperlink
InfoSystem

Hyperlink InfoSystem is a company working in India, USA, UAE, Canada and UK. They
offered multiple blockchain services for almost all types of organizations. The company
engaged with blockchain services along with other services viz. Web development, Big
Data Analytics, IoT, CRM Solutions and so on.

Accenture

Accenture is a Fortune Global company offers services in Blockchain and allied services
from its 492K employees operating from 200 cities and from 120 countries globally.
Accenture Blockchain and Multiparty Systems specializes in the areas of supply chain,
digital identity and financial services.

Fueled

Fueled is an emerging IT solution company and got several awards for its services
focused on Blockchain Technology for the mobile app, CRM, POS, CMS, ERP, CDP and
S0 on.

InfoSys

Infosys Limited is the second-largest Indian IT Company with 82 marketing division with
123 technology development centre and each places. The company strongly engaged in
blockchain based services and for the same the organizations believes in identification
and correlations with distribution of proper ecosystems, scale adoption etc.

Capgemini

Capgemini is a consulting, technology company with 270K employees engaged in Cloud
Services with Blockchain solutions, and they do the same from 50 countries.

Tata Consultancy
Services

TCS is well-known IT brand not only in India but also worldwide for its emerging service
including Enterprise Apps, Blockchain, and the same is operated from 149 cities belongs
to 46 countries.

Zensar Technologies

Zensar Technologies was established in the year 1991 and at present it has 10,000
employees operating from 20 countries globally offers Cloud Infrastructure, and
advanced technological solutions with Blockchain Services.

Willow Tree Apps

WillowTree is an app development company offers blockchain services including app
development, software development etc. Company uses latest technologies to render its
services. Apart from India it has operating divisions in other countries.

Tech Mahindra

Tech Mahindra is a part of the company named Mahindra Group offers IT solutions in
all industries. It operates by 1,25,000 staffs operated from 90 counties with huge support
from blockchain based services.

10

HData Systems

HData Systems is offers Blockchain based technologies to increase the productivity,
and for the same it uses some other allied technologies and platform such as big data
analytics, data science, Al, machine learning, automation, etc.

11

SoluLab

SoluLab is one of the important company engaged in blockchain development having
50M+ active users and according to a study it has revealed that it has 97% customer
success score. It is operated with Fortune 500 enterprises for offering its services.

12

Eleks

ELEKS is one of the top 100 Global Outsourcing IT company with focus on SMEs uses
innovative technologies. It is operated with 2,000+ experts. ELEKS offer the services by
the software development, product design with a strong emphasis on Blockchain based
services.

Quytech

Quytech is a Blockchain and Game development IT Company engaged in blockchain
services for the financial sector, healthcare sectors and startups.
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Table 1. Continued

SI. No. Companies Description

OpenXcell is a software solutions development company offers development of
14 OpenXcell innovative solutions which are futuristic and user-friendly, and finally support blockchain
systems.

BrancoSoft is a dedicated software development IT outsourcing solutions established in
15 BrancoSoft the year 2011 as Thoughtwaver It has 50+ highly skilled IT experts offers blockchain
solutions to the SMEs.

Sofocle is an Enterprise Blockchain company offers emerging technologies for

Sofocle .
16 . enterprises, startups and governments across the sectors. The company has a strong
Technologies . .
partnerships with large ecosystem.
17 Sate Development Sgte 'otters Enterprls; solutions having strength of Blockghalp technology and it helps in
distributed blockchain to power remarkable range of applications.
18 KrypC KrypC is engaged in niche developments in the areas of Blockchain. KrypC offers

considerable technology and expertise in diverse areas of cryptography and security.

Auxesis group is working with the Financial Technology emphasized Blockchain
19 Auxesis Technology with wide range of solutions for different organizations and economic
sustainability for the start-ups.

Osiz Technologies is a IT and Software Development Company offers solutions for the

20 Osiz Technologies Entrepreneurs, Businesses and Industries with their expertise in blockchain technology.

BLOCKCHAIN TECHNOLOGY VIS-A-VIS
HUMAN RESOURCE CONTEXT

Blockchain Technology is gaining its role in almost all the sector and therefore
there are huge requirement in skilled and well knowledgeable professionals in the
field of Blockchain and allied technologies (Sakhipov & Baygozhanova, 2020).
And as a result in many countries Governments are taken initiative on introducing
academic programs in the field of Blockchain which are emerging, skill based. Such
academic programs not only training based but also come with full fledged degree.
According to the study it has revealed that only a few universities offers degrees
including Bachelors, and Masters in the areas of Blockchain Technology, and there
are potentialities in introducing more programs in the field like MTech by Research,
MS by Research, Ph.D. Program, Post Doctoral Training Program and so on (Paul
et.al., 2017). It is worthy to note that, Blockchain Technology is offered not only
as Blockchain Technology but also as a merger with other technology and some of
the available nomenclature are listed herewith—

e  Blockchain

e  Blockchain Technology

e  Blockchain & Financial Technology

e  Blockchain Management

e  Blockchain and Distributed Technology
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e  Blockchain and Distributed Ledger Technology
e  Cryptography & Blockchain Technology
e  IoT, Cyber Security with Blockchain Technology (Yang et.al., 2017).

Furthermore as per the study it has noted that Master of Science (both MS &
MSc) are available. And popular Master of Business Administration is also offered
with Blockchain Specialization. In India only Amity University offers Master of
Computer Applications with Blockchain Specialization. Master in Blockchain
Technologies is also noted in some of the universities as depicted in the following
figure. Here Fig 5 shows the available programs in the field of Blockchain at Masters
level as per study.

Figure 5. Some of the academic program on Blockchain Technology at Masters level
as per methodology adopted

Sl No. Degrees offered Uni versities
1 MS Inbrmation Systems (Blockchain Technology) Northeastem University
2 MSc Blockcham Application & Financial Technologies University of East London
3 MSc Blockchain Dublin City University
- MSc Blockcham & Distributed Led ger Technologies The University of Malta
(Busmess & Finance)
5 Master of Blockchan Enaled Business RMIT Unwesity
7 Master m Global Business with Blockchan The University ofthe Cumberlands
8 Masters n Blockcham Technologies The Polytechnic University of Catalonia
9 Master in Blockchain Technologies Global Institute of Leadesship & Technology

(The University of Barcelona)

10 MRBA Blockchain Management HRuropean University Busmess School

In India apart from traditional Higher Education emerging and technological
educationis growing (Kapur & Mehta, 2004). As far as India is concerned, Blockchain
technology is offered in different institutions and universities with B.Sc., and B.Tech.
nomenclature and with the subjects such as Computer Science, Computer Science
and Engineering, Information Technology, and so on. Importantly the programs are
offered with merged nomenclature such as Cryptography, Distributed Computing,
Internet of Things (IoT), Cyber Security, etc. The details of some potential available
program are depicted in Fig 6.
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Figure 6. Blockchain Technology at Bachelors level in Indian Context

SL Degrees offered Uni versities

No.

1 BScIT (Blockcham Technobgy) Techno India Unwersity

2 BScIT (Blockchain Technobgy) Parul University

3 BScIT (Blockcham Technobgy) Maunlana Abul Kalam Azad University of

Technology

4  BScCS(Gyptogmphy &Blockdhain) Kamavati Unwersity

S5 BTech CSE (Cyber Seaunty & Blockchain SASTRA Deemed University
Technology)

7 BTech CSE (Cyber Secunty & Blockcham Ajeenkya DY Patil Univesity
Technology)

8  BTech CSE (Blockcham & Distributed Conputing) Vivekananda Global University

9  BEngg. CSE (Blockcham Technology) Chitkara University

10  BTech. CSE (Blockcham Technology) University of Petroleum and Energy Studies

11  BTech.CS (Blockchain Technology) Sharda University

12 BTech. CSE (Blockchain Technology) SRM Deemed Unwversity

13 BTech- Blockcham Technology Swamim Startup & Innovation University

14 BTech-CSE (Blockchain Tecmology) RIMT University

15 BTech-CSE (IoT,Cyber Security with Blockchain Manakula Vinayagar Instimte of Technology |
Technology)

16 BTech-CSE (IoT,Cyber Secunty with Blockcham PSCMR College of Engmeering &
Tedmology) Technology

17 BTech-CSE (Blockchain Technology) The Northcap University

18  BTech CS (Blockchain & Distributed Computing) Srinivas University

19  BTech-CSE (Blockchain Technology) Chandigah Unwersity

20 BTech-CSE (IoT,Cyber Secunity with Blockchain Vasireddv  Venkatadri  Instite  of
Technology) Technology

21 BTech-CSE (loT,Cyber Secunty with Blockcham Dronacharya hstituteof Technology
Tedhnology)

22 BTech-CSE (lIoT.Cvber Secunty with Blockchain Gulzar Instimte of Technology
Technology)

23 BTech-CSE (Blockchain Technology) Adamzs University

24  BTech-CSE(Blockchain Technology) Poornima University

25 BTech-CSE (IoT,Cyber Secunty with Blockchain Sn Ramchandra Instite of Higher
Tedmology) Education & Research Deemed Unwersity

According to the study it has revealed that, Blockchain Technology is mostly
offered with B.Tech. (Bachelor of Technology) degree. However Chitkara University
offers a degree called B.Engg. (Bachelor of Engineering) instead of Bachelor of
Technology. Furthermore the study shows that most of such degrees available with 4
Years duration and basic eligibility is 10+2 with Pure Science. However Mangalore
based Srinivas University offers Bachelor of Technology (B.Tech.) program to any
10+2 qualified. Different allied technologies play a vital role in strengthening IT
Systems and among these important are Cloud Computing, Big Data and Analytics,
Internet of Things, Crypto currency etc (Hiran & Henten, 2020). Blockchain is useful
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in government and business sectors. Manpower development is important in order
to produce skilled manpower in the areas of banking and finance, agriculture and
horticulture, healthcare and medicine, manufacturing and automotive. And there are
different job titles available in the areas of Blockchain and among these important
are listed in Fig 7.

Figure 7. Blockchain Technology at Bachelors level in Indian Context

Blockcham Developer Blockcham Architect Blockcham Engmeer
Blockcham Analyst Blockeham UX /Ul Designer Blockehain Product Manager
Charted Blockcham Expert Charted Digital Asset Analyst Business Intelligence Expect
Senior Software Archatect IT Consultant Blockchain Business Analyst
Blockcham Researcher Blockcham Consultant Cryptocurrency Analyst |
Cryptocurrency Developer “ : :\17! ::-'uslc‘.' Mumzg Cloud Engmeer with Bitcom

Blockchain Developer is most popular in within all the occupations and therefore
having a blockchain degree is not only solving the carrier issues but also unlocking
career opportunities as you go. Blockchain skilled professionals are doing following
tasks—

e  Developing programming code including crypto assets, abilities in blockchain
data mining

e  Creating as well as implementing cryptocurrencies with the features of hyper
ledgers as well as in decentralized applications

e  Analyzing importance and role of the business analytics in the areas of
business, society and industries.

e  To perform the specific needs and challenges of the Blockchain Technology
and allied technologies as per current trend.

e  To be able in solving management and allied problems in the organizations
and institutions (Yang, 2019).
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Thus Blockchain educated with Bachelors, Masters and Doctoral qualification
should be considered as important in solving the manpower issues. Therefore proper
designing and development of the curriculum considered as important. Although
training program on the areas of Blockchain should be provided with prime importance.

KEY CHALLENGES IN INDIAN SCENARIO: THE SUMMARY

As far as implementation of Blockchain Technology is concerned lack of knowledge
and finding primary challenge considered as important challenge in Indian context.
Misconception about the Blockchain is that it may replace the existing systems but
real fact is Blockchain Technology helps in integrating existing and new systems
for higher amount of efficiency. Blockchain is dedicated in digitalizing blocks and
connected with each and every node and all the records basically received by all
the nodes, therefore if one or several systems failed in a system then entire things
remain kept in the mechanism. Thus, Blockchain Technology is transparent and
also offer greater degree of security. Blockchain is applicable in diverse field but in
Indian context it is suitable in the areas such as banking, financial services as well
as insurance industry. As far as land title registry, vehicle lifecycle management,
institutional and farm insurance is concerned Blockchain Technology is worthy and
important. According to a report of PwC released on October, 2021 expected that
Blockchain may reach and boost 1.76 trillion GDP globally.

The report also expressed that, Blockchain Technology will able in offering
provenance as well as traceability which is ultimately worthy in better supply chain
management and that may impact about USD 41 billion in India in the year 2030. In
addition to the concerned, Blockchain Technology is also suitable in securitization
and payment with a worth value at 13.2 billion USD. The careful observation of
the above content and study reveals that, Blockchain Technology has following key
challenges in Indian context.

e  Blockchain Technology has ample opportunities and benefits in diverse sector
and at the same time it has very limited awareness regarding its potential
utilizations and for the reasons it is not yet moved what the field is expected.

e  Unregulated policies and business with reference to the cryptocurrency
market considered as important challenge according to the experts, and
furthermore there are certain issues in technology, its impact and its usage
considered as worthy and important.

e  Blockchain Technology is comes with several opportunities and benefits and
having complete solutions but a common misconception is that Blockchain is
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responsible in destroying existing systems and procedure. Here existing and
latest approaches can be integrated together.

e  Blockchain Technology is based on different technologies and systems and
this is suitable for the financial services and in this regard different Indian
banks are adopting Blockchain mechanism and ecosystems but still the
concern of the regulations and framework considered as worthy.

e Integration of parallel technology and systems with the blockchain and allied
technology such as cloud computing, big data and Al also considered as
important and worthy.

e  Cryptocurrency in India as illegal therefore the challenges in growth and
development in the Blockchain Technology Systems also important to note
and it is affects in Indian blockchain market. In India therefore startups
are getting their funds from the Initial Coins Offering (ICO) than that of
traditional funding process.

Blockchain Technological development in India also suffers from the issue of
the manpower and human resources and the same may be developed by adopting
suitable strategy and policy.

CONCLUDING REMARKS WITH SUGGESTION

Blockchain technology has significant impact in financial segment and in this regard
not only private organization but also Government bodies, establishments and
ministries playing leading role for the improvement of the Blockchain technology
infrastructure. The study says that, Foreign Direct Investment in India has increased
in India in the areas of Computing and IT industry was 26.14 billion USD in the
areas of 2020-2021 though in the year 2019-20 it was just 7.67 billion US Dollar.
Thus India is to be one of the important technological hubs for the change of the
society. Here in addition to the Blockchain few more such as Cloud Computing,
Big Data and Analytics, Internet of Things, Crypto currency may be considered as
important part for overall and complete development of ICT infrastructure.
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KEY TERMS AND DEFINITIONS

Blockchain Applications: Blockchain technology utilizations are rising gradually
and applicable in diverse areas like Financial and Banking Services, Education and
Research, Healthcare and Medical Systems, Government and Administration, Travel
and Hospitality, and so on.

Blockchain Technology: Blockchain technology is the encrypted and distributed
database connected with the transaction, contract, and depends on different
independent record. Blockchain is the digital ledger and a particular place is being
used to store data. Blockchain is strengthening the financial segment and activities
for proper digital currency like bitcoin transactions.

Cryptocurrency: Cryptocurrency is the encrypted data and which are denotes
a unit of currency. Here peer-to-peer network play important role which is called
blockchain. This is helpful in securing ledger based digital transactions for the things
viz. buying, selling, and transferring.

Financial Engineering: Financial Engineering is a branch of Interdisciplinary
Engineering concentrated on designing, development and management of the
financial systems, applications, machines, and automation systems.

NFT: NFT is a cryptographic tokens and responsible in dedicated blockchain
system development and promotion which are cannot be replicated. The realtime
and real-world issues such as artwork and real estate things can be managed and
significantly developed.

Quantum: Quantum is the smallest parcels into which are normally having many
forms of energy, and which are subdivided. Therefore, quantum is the quantized
physical magnitude like magnetic moment.

Quantum Blockchain: Quantum blockchain is helps in proper security
management using proper principles of quantum computers, the conventional
blockchains is dedicated in collecting records and the same is connecting with
the cryptography with the chronological order. Here records of blocks basically
encoded (here records are encoded into a series) with photons which are entangled
with each other.

Quantum Technologies: Quantum technologies are improving and rising its
applications in different places. Among the Quantum segment Quantum Mechanics,
Quantum Computing, Quantum Informatics considered as worthy.
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ABSTRACT

Biometric templates must be secured with traceability, immutability, and high-trust
capabilities. A variety of system models are proposed by researchers, most of which
either utilize blockchains or machine learning for improved security and quality
of service (QoS). The augmented sharding model is designed using light weight
incremental learning framework, which assists in shard formation and management.
Performance evaluation of the proposed model indicates that it is able to achieve
high accuracy attack mitigation, along with low block mining delay and high
throughput. This performance is compared with various state-of-the-art methods
and an improvement of 10% in terms of delay and 14% in terms of throughput is
achieved. Further, an attack detection accuracy of 99.3% is obtained for sybil,
masquerading, and man in the middle (MITM) attacks. This text further recommends
improvement areas which can be further researched for enhancing security and QoS
performance of the proposed model.
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INTRODUCTION

Securing biometric signatures is a multidomain task, which involves cryptanalysis,
privacy protection, traceability integration, signal processing, classification, etc.
In order to design a high efficiency secure biometric signature processing system,
a wide number of system capabilities are needed. These includes but are not
limited to, data security, resilience against tampering, high speed traceability, low
computational complexity, and reduced power requirements. An example of such a
model is depicted in figure 1, wherein processes like template enrolment, identity
claim, and exception handling can be observed. The model utilizes user input for
capturing biometric information including, fingerprints, facial data, etc. and provides
this information for quality assessment, and feature extraction. The extracted
features are given to a template database for storage, which is connected to a system
administrator for managerial purposes. The connection between system admin and
template matching module is facilitated using an application programming interface
(API) layer. This layer exposes the data to various 3™ parties, which might be prone
to spying, spoofing, or tampering attacks. Thus, there is a need for a security layer
to be integrated between the system and any incoming and outgoing connections
from it. Thus, the user data capturing connection, system administrator connection,
application connection, and any other connection(s) must be secured using a high-
performance security layer, which provides high-speed data read/write capabilities.

In order to design such a security layer, various cryptographic, key-exchange,
privacy preservation, and machine learning approaches are proposed by the researchers
over the years. A survey of these approaches can be observed from the next section
of this text, wherein various nuances, advantages, limitations, and future issues are
discussed.

Based on this discussion, it was observed during blockchain mining, each block
needs to be scanned for evaluating unique and rule-based hash values. This requires
substantial delay with increasing chain length, which reduces scalability of the system.
To improve scalability, machine learning models are used, which aims at reducing
redundant calculations during storage and retrieval, thereby increasing storage and
retrieval speeds. Some of these models have limited integration capabilities with
blockchain, due to their internal build structure. Other interfaceable models do not
provide a significant performance improvement because large length blockchains
require mandatory hash verification and rule validations. Thus, problem statement
of this text is to maintain high security with good scalability under different
network conditions. To achieve a solution for this problem statement, section 3
discusses design of the proposed blockchain powered biometric template security
framework using augmented sharding (BLTSAS), and its performance evaluation.
This evaluation also includes comparison with various state-of-the-art methods,
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which assists in estimating any performance gaps in the proposed model. Finally,

this text concludes with some interesting observations about the proposed work,
and recommends methods to further improve its performance.

Figure 1. An identity verification model using biometrics
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LITERATURE REVIEW

A wide variety of system models are developed for biometric signature security,
these models utilize various encryption, hashing and data modification models in
order to perform this task. For instance, the work in (Toutara et al., 2020; Sawant
et.al., 2020; Goel et.al., 2020; Mohatar et.al., 2019) proposes use of blockchain,
smart contracts, queue ordering, and Merkle trees, for biometric data validation and
storage. These models propose an initial-level security framework for storing and
validation of biometric data, thereby possessing moderate security and moderate QoS
performance. The security performance can be improved using the work in (Dinesh
et al.,2021; Bagqari et al., 2020; Yazdinejad et al.,2020; Shankar et al., 2021; Jain
et al., 2012) wherein effect of hash algorithms, blockchain access control, highly
distributed blockchain model, and blockchain-based one-time-password (OTP) are
proposed. These models work by improving authentication and storage performance
of biometric systems via incorporation of highly secure encryption and hashing
methods. But they lack in terms of QoS performance due to deployment of high
complexity cryptosystems. Lower complexity models are proposed in (Waheed et
al.,2020; Mastronardi et al.,2020; Goel et al.,2019; Ibrahim et al., 2021; Khazanchi
et al., 2021) wherein smart contracts, radio frequency identification (RFID), low
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delay convolutional neural networks (CNNs), and centralized synchronization-based
e-Voting systems are proposed. These systems utilize low complexity encryption
and centralized processing models in order to provide security to biometric storage,
which improves the QoS but introduces security vulnerabilities to the system.
Security performance of biometric systems can be improved via use of blockchain-
based fuzzy signatures (Naganuma et al.,2020; Hiran et al., 2021), blockchain based
self-sovereign identity (Othman etal.,2018), proof-of-work (PoW) based blockchain
(Sarkaretal.,2019), and prime number utilization for blockchain verification (Iovane
et al., 2019) as proposed in literature. These models provide high security, along
with good QoS performance due to scalable blockchain deployments. This security
performance can further improved using authentication protocols mentioned in (Ali
et al., 2019), splitting of Geometric Centre both horizontally and vertically(Jangid
et al.,2020), proof-of-stake (PoS) based blockchain(Jaffer et al.,2019), proof-of-
authority (PoA) (Morano et al.,2020), and hybrid fusion of public key cryptography
(Iovane et al.,2020; Tyagi et al.,2021). These models assist in improving biometric
storage security via attack pre-emption, and addition of classification models as a
measure of improved pattern analysis during attacks. Similar models are proposed
in (Alharthi et al., 2021; Xiang et al., 2020; Gulati et al., 2019; Liu et al., 2019)
wherein privacy preservation blockchain biometrics, permissioned blockchain-based
user authentication, identity based blockchains, and identity based smart contracts.
These models assist in improving biometric storage security and QoS performance
by reducing redundancies during block formation and modification. It is observed
that hash size can be increased in order to reduce complexity of hash validation, and
inherently increasing blockchain security. Application specific storage models are
defined in (Hongqing et al.,2018; Bathen et al.,2020; Madine et al.,2021; Wireko
et al.,2028), wherein industrial data storage, self-driving data storage, and cross
application electronic medical record (EMR) storage systems are defined. The
efficiency of these models are further extended using (Acquah et al.,2020; Mandal
etal.,2020), wherein distributed storage, and certificateless signcryption for internet
of things (IoT) are proposed. These models assist in improving QoS of biometric
storage via selective encryption, and reducing complexity of certificate exchange
during blockchain formation. Based on these models it is observed that blockchain
based models have become de-facto for storing biometric data, and have a wide
range of research enhancements. One such system model is described in the next
section, wherein sharding is used for improving security and QoS of biometric data.

83

printed on 2/9/2023 8:08 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

Design of a Blockchain-Powered Biometric Template Security Framework

DESIGN OF A BLOCKCHAIN POWERED
BIOMETRIC TEMPLATE SECURITY FRAMEWORK
USING AUGMENTED SHARDING

The proposed blockchain-based method for providing biometric template security
uses augmented sharding. It is implemented using modified version of league
championship algorithm (LCA), that assists in shard creation and maintenance. The
modified LCA method selects the best sharding strategy for providing high security,
low delay and good throughput performance. The protocol is divided into 2 parts,
which combine together to form the final system,

o  Proof of Work (PoW) based blockchain design for secure storage of biometric
scans.

e  Shard creation by tracking changes in biometric scans.

e  Utilizing changes in biometric scans for shard management and merging.

The shard management and merging model is dependent on shard creation model;
thus, they must be implemented in tandem for design of a highly secure biometric
storage system. A detailed description of these parts is defined in the following
sub-sections.

Proof of Work (PoW) Based Blockchain Design
for Secure Storage of Biometric Scans

Design of a secure biometric storage model must be able to provide immutability,
traceability, high speed retrieval and distributed computing capabilities. In order
to design such a system model, this section proposes a POW consensus based
blockchain storage model. Each biometric scan is stored on the blockchain using the
block structure observed from table 1, wherein blockchain entities including hash of
previous block, type of biometric data stored, actual biometric data, timestamp of
storage, a hash checking nonce value, and hash of the current block are stored. The
secure hashing algorithm in 256-bit mode (SHA256) is used in order to generate
hash values from the block.

Table 1. Design of the biometric scan storage block

Prev. Hash Biometric Type Biometric Data

Timestamp Nonce Block Hash
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In order to store a given biometric scan into the blockchain, following steps are
used,

The biometric scan is converted into a 1D array without quantization.
Information including scan size, scan dimensions, and other metadata is
prepended to this biometric scan data.

Using this information, a new block is formed as per table 1.

A random value of nonce is generated, and block hash is evaluated using
equation 1 as follows,

Bhash = SHA256(Phash| Btypel Bdatul T;l nonce) (1)
B .B

Where, P, , , ,and T represents previous hash, biometric type, biometric
hash type daa s
data, and timestamp of block creation.

o  Ifthis hashis already present in the chain, then a new nonce value is generated,
which results into a new hash value.

e  Once a unique hash value is generated, then the block is added to the chain,
and this process is repeated for every new biometric scan.

Asthe number of scans increase, the complexity of hash generation also increases.
This results into an increase in delay needed to add a block to the chain, which
reduces quality of service (QoS) of the blockchain storage model. To improve this
QoS, smaller blockchains (shards) are created, and managed as per the process
defined in following sections respectively.

Shard Creation by Tracking Changes in Biometric Scans

Shard creationis the process of dividing the underlying blockchain into smaller chains,
wherein each chain is independently managed by the main storage processing unit.
It uses a modified version of LCA, and can be elaborated using the following steps,

e  Input Parameters,
° Number of games (NG)
° Number of leagues (NL)
° LCA learning rate (L)
° Current number of shards (N_ )
° Mean delay for adding a block to the chain (D
° Minimum length of shard (L . )
° Minimum length of shard (L__ )

)

mean
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e Initialize all games as ‘to be mutated’ and follow the given process in order
to obtain the best shard length for the currently deployed blockchain solution
in the network,

° For each game 1 to NG

° For each league 1 to NL

° If the current league is marked as ‘not to be mutated’, then go to the next
league, else process this league.

° Formulate a random shard length (S ;. ) using equation 2, and generate

a new shard with the given length,

S, =rand(L_,L ) 2)

'min’ max

° Evaluate number of packets processed per unit time (PPU) using
equation 3, which is an estimate of number of blocks added to the shard
in a given time interval,

B0, B0,
R TR ®

PPU, =

Where, Bp(t), B (1) and B (¢) are the number of biometric signatures passed per unit
time, dropped per unit time and total biometric packets added per unit time respectively.

e  Evaluate league fitness using equation 4,

fL — max (4)

Where, N_is the sample number of blocks added to the chain, D, E, and B, represents
end-to-end delay, energy needed and number of blocks successfully added to the
chain for the given iteration.

o  Find fitness of each league, and then evaluate threshold league fitness using
equation 5 as follows,
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LTk,

h ®)

° Mark all solutions as ‘to be mutated’, which have league fitness less than L,
mark other solutions as ‘not to be mutated’, and go to the next game playing
iteration.

Once all solutions are evaluated, then find the sharding solution that has maximum
fitness, which indicates maximum energy saving, maximum block forwarding, and
minimum end-to-delay performance. Let the selected shard length be SL_, find the
average sidechain length (SLWg) for the system using equation 6,

>
Ly = S ©)

curr

Where, ‘L’ is length of the current shard. Accept this new sidechain only if it
satisfies equation 7,

SLsel ZSLavg*Lr and SLsel SSmax >l<Lr (7)

This will indicate that the current blockchain shard is growing incrementally, and
optimum number of blockchain shards are created. Based on this process, new shards
are created and biometric information is added to them. This process is evaluated
every time a new biometric data is added to the system, and is used to evaluate if a
new chain is needed and creates the shard if needed. Once these chains are created,
then shard management module is activated, which is described in the next section.

Utilizing Changes in Biometric Scans for
Shard Management and Merging

Each blockchain shard is stored on a group of closely placed nodes. As soon as there
are changes in the biometric storage capacity, then the merging and management
layer is activated. This layer is capable of automatically managing the shards and
merge or split them as per storage requirements. This is needed so that optimum
number of blockchain shards are created, and each shard consists of an optimum
number of biometric entries. In order to perform this task of automatic management,
the following steps are executed,
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e Input

° Number of nodes in each shard (N, )
° Current number of shards (N_ )
° Index of the shard which is being checked (S)

e A dynamic shard clustering model is used in order to identify the shard index
to which current shard’s data can be offloaded. This model works using the
following steps,

° Let the average value of biometric data in the current shard ‘S’ be (x,,
X,y Xy ...,xn)

° Find the average distance of all shards from the shard, using the
following equation,

curr 2
Z Zk =1 /k ik )

N’

curr

®)

° Virtually merge all shards for the ‘S indexed sidechain into the given
sidechain if the value of d <R, where R is selected depending upon
system performance.

e  Evaluate the following equation 9, for all shards where the merging process
has been done,

d

S

=7 9
om, FF ©)

Where, j;)pt is the optimization factor for the j™ shard, while ‘E’ and ‘F’ are the
J

average energy values, and average blockchain data forwarding ratios for storage
devices participating in the given shard.

e  Select the shard for merging with minimum value of f ., such that this

opt;’
value is less than the following variance threshold formulated in equation 10.
If none of the shards follow the given threshold, then the current shard is not
merged with any other shard, and is managed individually.
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N 2
ZNW f _ Z_,‘:l faptb,-
i=1 oy N,
Ny St
V;h — E i=1 i

N N

curr curr

(10)

Due to this process, effective merging and management of shards is performed.
Once the shard management layer is activated, then optimum shards are automatically
created and managed with minimum supervision. All these modules are connected
together in order to perform effective biometric data storage with high security. The
performance of this network can be observed in the next section, wherein metrics
like delay, throughput, and attack detection accuracy are compared with state-of-
the art algorithms.

DATA COLLECTION AND RESULT ANALYSIS

In order to evaluate QoS and security performance of the proposed BLTSAS, the
sharding system was tested with alarge number of biometric data inputs. The numbers
of users whose data is being stored was varied from 10 to 150, and the following
attacks were injected into the system,

e  Sybil attack
. Man-in-the-middle (MITM) attack
e  Masquerading attack

Because of multiple sharding check points, and the immutable nature of the
underlying PoW blockchain, the storage network is able to detect all these attacks
with 100% accuracy. Thus, making the system highly secure against these known
attacks and most probably any unknown attacks as well. Each biometric signature
stored in the sharded network is passed through multiple validation, and verification
checks, due to which such a high security performance is achieved. Upon completing
these security checks, QoS parameters like end-to-end delay, energy consumption,
throughput, packet delivery ratio and jitter are compared by varying the number of
stored signatures from 10 to 50 for 10 to 150 users. The following tables showcase
the QoS results for the proposed sharding protocol compared with non-sharding,
(Naganuma et al.,2020) and (Alharthi etal., 2021) based systems. These results were
obtained by calculating average values of energy consumed and delay needed by the
given network storage during multiple biometric data storage. Based on this, delay
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to add multiple blocks to the shards for 10 users is tabulated in table 2 as follows,
the table also compares delay performance of different non-sharding models, which
assists in evaluating superiority of the proposed sidechain solution.

Table 2. Delay for 10 users

Num. Delay (Naganuma et al.,2020) Delay (Alharthi et al., 2021) Delay (Proposed)
Blocks (us) (us) (us)
10 869.4 1304.1 660.6
20 1081.8 1622.7 821.7
35 1251.9 1877.4 951.3
45 13554 2033.1 1030.5
50 1490.4 2236.5 1134
55 1627.2 2441.7 1237.5
65 1701.9 2552.4 1293.3
90 1763.1 2645.1 1341
100 1907.1 2862 1450.8

The speed is improved by almost 18% when compared with other sharding systems,
which is due to effective shard creation and merging process. Similar performance
improvement is observed for 50 users, and can be observed from table 3,

Table 3. Delay for 50 users

Num. Delay (Naganuma et al.,2020) Delay (Alharthi et al., 2021) Delay (Proposed)
Blocks (us) (us) (us)
10 1044 1565.1 792.9
20 1298.7 1946.7 986.4
35 1503 2252.7 1141.2
45 1626.3 2439.9 1236.6
50 1789.2 2684.7 1359.9
55 1953 2930.4 1484.1
65 2041.2 3063.6 1552.5
90 21159 31743 1609.2
100 2087.1 3132 1587.6
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The delay is reduced by almost 20% when compared with (Naganuma et
al.,2020), and 26.8% when compared with (Alharthi et al., 2021), that describe
other sidechaining systems, which is due to automatic sidechain management and
merging. Similar performance improvement is observed for 100 users, and can be
observed from table 4,

Table 4. Delay for 100 users

Num. Delay (Naganuma et al.,2020) Delay (Alharthi et al., 2021) Delay (Proposed)
Blocks (us) (us) (us)
10 1260.9 1890.9 958.5
20 1568.7 2352.6 1192.5
35 1815.3 27225 1379.7
45 1965.6 2948 4 1494
50 2162.7 3243.6 1644.3
55 2360.7 3539.7 1794.6
65 2467.8 3700.8 1875.6
90 2556.9 3835.8 1944
100 2312.1 3468.6 1757.7
Figure 2. Delay performance of different sidechain algorithms
Average delay w.r.t. number of blocks
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The speed is improved by almost 24% when compared with (Naganuma et
al.,2020), and 31.5% when compared with (Alharthi et al., 2021), that describe
other sidechaining systems, which is due to shard merging and automatic shard
management. Thus, an average delay reduction of 20% is achieved, which can be
observed from figure 2 wherein average delay is visualized against number of blocks.

Similar performance improvement is observed for energy consumption, and is
tabulated in tables 5, 6 and 7.

Table 5. Energy for 10 users

Num. Energy (Alharthi et al., 2021) Energy (Alharthi et al., 2021) Energy (Proposed)
Blocks (mJ) (mJ) (mJ)
10 10.00 14.99 7.61
20 11.38 17.07 8.66
35 12.11 18.16 9.21
45 13.02 19.52 9.89
50 13.77 20.66 10.47
55 14.40 21.61 10.95
65 14.94 22.41 11.36
90 15.67 23.50 11.91
100 16.71 25.07 12.70

Table 6. Energy for 50 users

Num. Energy (Naganuma et al.,2020) Energy (Alharthi et al., 2021) Energy (Proposed)
Blocks (mJ) (mJ) (mJ)

10 13.00 19.49 9.88

20 14.80 22.19 11.25

35 15.74 23.61 11.97

45 16.93 25.38 12.87

50 17.90 26.85 13.62

55 18.73 28.09 14.24

65 19.42 29.12 14.76

90 20.37 30.55 15.48

100 21.84 31.42 16.35
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Table 7. Energy for 100 users

Num. Energy (Naganuma et al.,2020) Energy (Alharthi et al., 2021) Energy (Proposed)
Blocks (mJ) (mJ) (mJ)
10 17.99 26.99 13.68
20 20.48 30.73 15.57
35 21.80 32.69 16.57
45 23.44 35.14 17.81
50 24.79 37.17 18.84
55 25.94 38.90 19.71
65 26.89 40.33 20.44
90 28.20 42.30 21.44
100 29.50 43.81 22.14

Energy consumption is reduced by 15% when compared with (Naganuma et
al.,2020), and 23.6% when compared with (Alharthi et al., 2021), that describe other
algorithms, which indicates an improvement in overall network lifetime. Comparison
for 50 users can be observed from table 6.

As number of nodes increase, the energy efficiency is improved. For 50 users the
energy consumption is reduced by over 20%, which is due to the fact that sidechain
merging has larger effect as number of users are increased. This effect can be
observed with 100 nodes in the following table 7.

From the results observed in the table 5, 6 and 7 it can be observed that the
proposed sharding model has reduced the delay needed for communication by
almost 20% when compared with other sidechain solutions. This indicates an
increase in overall system speed, and implies that the proposed model can be used
for real-time high speed biometric storage systems. This can also be observed from
figure 2, wherein average delay performance of all communications is combined.
Similarly, energy performance indicates that the proposed sharding solution is 18%
more energy efficient than other sidechain systems. This can also be observed from
figure 3, wherein energy performance of these algorithms is visually compared.

Similar comparison is done for other QoS parameters like throughput, jitter and
packet delivery ratio. Results of this comparison can be observed from the following
table 8, wherein it can be observed that the proposed sharding model outperforms
other models for all the QoS parameters. Thereby making the system applicable
for real-time use in high performance, high trustability, high transparency, and low
energy, high security, biometric storage systems.
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Figure 3. Energy performance of the proposed sharding architectures
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Table 8. Comparative performance of QoS parameters

Parameter (Nz‘%i;‘;gg? et (Alhazlg;li)e Gl Proposed
Delay (us) 2100.60 3727.80 2029.50
Energy (mlJ) 22.86 44.28 22.32
Throughput (kbps) 232.20 159.30 246.60
Jitter (us) 54.43 114.91 52.56
Packet delivery ratio (%) 89.08 75.72 89.55

An average performance improvement of over 20% is achieved in the overall
QoS of the system, and can be observed from figure 4, wherein average performance
improvement of different QoS parameters can be seen.

Dueto this improvement, the underlying system can be used for real-time biometric
storage, which require high security and high quality of service without compromising
on either of the parameters. In terms of cost analysis, the model would be able to
reduce deployment cost by 25% when compared with standard blockchain models.
This cost analysis includes delay needed, energy consumed, throughput achieved,
and packet delivery ratio of the proposed model w.r.t. existing blockchain models
on different network deployments.
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Figure 4. Average QoS improvement
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CONCLUSION AND FUTURE SCOPE

Shardingis used in order to reduce overall delay and energy consumption of biometric
storage system via effective blockchain splitting. This splitting allows the blockchain
to reduce number of computations needed in order to add, update, search and access
internal blocks. Shards when combined can further improve upon the overall system
performance by reducing delay and number of computations needed for hashing.
Due to this combination, the proposed model is able to obtain over 20% reduction
in communication delay, over 25% reduction in energy consumption, and over
20% improvement in overall storage throughput. Due to faster storage performance
across fewer number of blocks, the probability of packet dropping is also reduced,
this results in increasing the packet delivery ratio by 10% and reducing overall delay
jitter by over 15% when compared with other sidechaining algorithms.

In future, researchers can further extend the performance of this algorithm by
using better block truncation algorithms, and by utilizing improved machine learning
models for shard creation. Moreover, the truncated data parts can be given moderate
level of security in order to reduce chances of modification due to external and
internal attacks, which will further strengthen network security.
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KEY TERMS AND DEFINITIONS

Application Programming Interface (API): It simplify software development
and innovation by enabling applications to exchange data and functionality easily
and securely.

Block: Block is a place in ablockchain where information is stored and encrypted.

Convolutional Neural Network (CNN): A convolutional neural network (CNN)
is a type of artificial neural network used in image recognition and processing.

Hash: Hash is a function that meets the encrypted demands needed to solve for
a blockchain computation.

Internet of Things (IoT): Describes physical objects (or groups of such
objects) with sensors, processing ability, software, and other technologies that
connect and exchange data with other devices and systems over the Internet or other
communications networks.

Jitter: Is the variation in the time between packets arriving, caused by network
congestion, timing drift, or route changes.

League Championship Algorithm (LCA): Is a population-based algorithm
framework for global optimization over a continuous search space.

Man in the Middle (MITM) Attack: A man in the middle (MITM) attack is a
general term for when a perpetrator positions himself in a conversation between a
user and an application.

Proof of Authority (PoA): Is an algorithm used with blockchains that delivers
comparatively fast transactions through a consensus mechanism based on identity
as a stake.

Proof-of-Authority (PoA): Is an algorithm used with blockchains that delivers
comparatively fast transactions through a consensus mechanism based on identity
as a stake.

Proof-of-Stake (PoS): Is a cryptocurrency consensus mechanism for processing
transactions and creating new blocks in a blockchain. A consensus mechanism is a
method for validating entries into a distributed database and keeping the database
secure.

Public Key Crytography (PKC): Public key cryptography involves a pair
of keys known as a public key and a private key (a public key pair), which are
associated with an entity that needs to authenticate its identity electronically or to
sign or encrypt data.

Quality of Service (QoS): It is the use of mechanisms or technologies that work
on a network to control traffic and ensure the performance of critical applications
with limited network capacity.

Radio Frequency Identification (RFID): It is a type of passive wireless
technology that allows for tracking or matching of an item or individual.
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Secure Hashing Algorithm in 256-Bit Mode (SHA256): SHA-256is a patented
cryptographic hash function that outputs a value that is 256 bits long.

Threshold Cryptosystem: The basis for the field of threshold cryptography, is
a cryptosystem that protects information by encrypting it and distributing it among
a cluster of fault-tolerant computers.
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ABSTRACT

English poet Samuel T. Coleridge wrote “O! lady, we receive but what we give?
And nature alone lives in our lives.” The Earth is one, but nations are not. New
technology, especially blockchain paves the way toward a global village. This
chapter analyses the ultimate solution to the global warming issue through the
introduction of green currency based on blockchain technology to inculcate the
concept of environmental protection in the next generation. We never value the
free gifts of nature as the economies are driven by markets globally. Unless and
until a monetary value is associated with environmental protection it’s difficult to
motivate the next generation to protect it. The introduction of green currency helps
in creating amarket. Development with the acceptance, protection, and maintenance
of nature as it is is possible only through the use of advanced technologies. This
chapter introduces a new concept of global green currency based on blockchain
technology. This tool may ultimately present a platform as a solution to the global
warming issue.
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Green Currency Based on Blockchain Technology for Sustainable Development
INTRODUCTION

Today, we are confronted with a truly global problem: global warming. It is truly
global in the sense that it affects and also is accountable for not one or two countries,
but the entire human race. According to the World Health Organization (WHO),
climate change causes at least 150,000 fatalities every year, with that number
anticipated to quadruple by 2030 (Paritosh Kasotia, n.d.). Global warming will have
disastrous health implications. We’ve been working on it for a long time, but we
haven’t been able to come to an agreement since different countries have different
objectives and instruments for dealing with the problem. Nobody is attempting to
focus on a market-based solution to instill environmentally conscious habits in the
next generation. We may redesign the economic system by introducing the concept of
green currency, which naturally assigns value to the environment by re-establishing
nature-human connectivity (Acheampong et al., 2018).

Comparison of Various Models Adopted
to Solve Environment Issues

For the last fifty years, various steps are taken globally to limit global temperature
to 1.5 to 2 degrees above the pre-industrial level. In the Kyoto agreement, carbon
credit trading was made permissible between nations for sustainable development.
This market failed due to various anomalies. After that, in the Paris agreement, all
nations joined hands to fight this global issue(The Paris Agreement, n.d.)(Parry,
2019). Below we have tabularized the main features of various models adopted to
solve Environment Issues and compared them with the proposed Green Currency
Market approach. According to Berck and Helfand market based incentives (MBI)
turns environment protection into just another market goods so this one is inferior
to command and control (CAC) model. The superiority of one model over another
depends upon the circumstances. (Berck & Helfand, 2005)
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Table 1. Comparison between the proposed Green Currency Market approach and

Environment Issues
GREEN
GREEN Deposit/ Refund Pollution Permit ST TG
GREEN TAX . MARKET
SUBSIDY System Trading System
(New Proposed
Approach)
Imposes an upfront Establishes a
cha?r e o pa pfor market for rights to | Provides logic for
Financial ge topay pollute by issuing pollution permits

Fee charged from
the polluter

assistance for
pollution reduction

potential damage
and refunds it for
returning a product
for recycling.

tradeable pollution
credits, allows
emissions below a

based on the
potential of an area
for development

unit tax on the

2. Pollution

force polluters to

provision for

fixed level
1. abatement
equipment
subsidies- make
abatement tech. Links development
Ex- Pigouvian tax, | affordable It is designed to There is a potential with GA
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hence the level
of tax
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without entry, development
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effective in the
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through Blockchain
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This model only
allows output
reduction,
unrealistic as does
not guarantee
emission control
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fully technical
system for trading
VGC.

Ensure economic
as well as
ecological balance
in long run.

CONCEPT OF GREEN CURRENCY

At the moment, each country has its own monetary currency. In order to value the
environment, we’ll need an international virtual green currency based on green
asset valuation. The environmental assets have total value but no marginal value
is realized, that’s why we never value environmental green assets. Because market
prices are determined by marginal value rather than overall value, Marginal Value
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generation is a must in the case of environmental issues. Reservation of a reasonable
price is a must for the environment if we are to handle the global warming issue
adequately. First of all, the question arises-

Why do we undervalue the environment?

Why are nations abiding by treaties not interested to follow them strictly?

Why did the economic models fail to deal with the issue?

Why do we still not in a position to create a value system for Next-Gen regarding
the environment?

Do the markets have a solution to this global problem?’

The answer in one world is the market. It is the culprit and the solution resides
in the market itself(O’NEILL, 2001). If we focus on this issue absolutely and
move in the right direction, we will definitely accomplish it. The current system
of frictionless convertible currencies reduces the number of money-related control
variables effectively to one. I argue that this one-dimensionality is the cause of the
recurrent bubbles and crashes in the financial system for thousands of years. But
now we can create new, complementary forms of money that enable better self-
organization of our economy.(Dirk Helbing, 2014).

What are Green Assets?

Green assets cover all natural assets that facilitates our lives on this planet and
protects us from ill of global warming due to rapid environmental degradation of
forest and primitives (protectors of planet), there are lots of lessons to be learnt from
them.(Pamecha & Sharma, 2022).

e  Green Asset — This is an asset possessed by individuals, government, NGOs,
industries, and institutions that has a positive environmental impact such
as forests, open space, trees, water bodies, waste recycling plants, water
treatment plants, grazing land, and farms, etc. It includes Natural Assets,
Environmental Assets as well as Soft Assets.(GREEN ASSETS, n.d.)

e  Natural Assets- Natural assets are not made or caused by humans for example
biological assets, Land, Water Areas and their ecosystems, subsoil assets,
and air.

e  Environmental Assets- Environmental assets are natural but it includes
human efforts to add more functionalities to them or to make them more
valuable to society. For example, fertile land, transportation, beautiful
landscape, discoveries of new species, and the ability of nature to recycle/
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absorb society’s waste, etc.(Regoniel, 2020)(BACESCU-CARBUNARU,
2018)

° Soft Assets- Soft assets of nature are non-infrastructure assets of nature or
intangible assets of nature, for example, biodiversity, ecosystem services, etc.

Why Do We Need a Green Asset Market?

We do not value something for its goodness, we value it if it causes damage. This is
why we undervalue green assets (GA). Technology can help us to save the planet.
But more than anything, we must learn to value nature.(Marco Lambertini, 2018)

What is the value to the society of cleaner air and clean water bodies? What value
does society place on segregating and recycling the waste in a city? The answer is
zero. As Green assets are purely public goods without a market. As the preferences
for GA are absent, we can’t determine prices for GA. But Society drives utility from
GA and put a value on it (Kolstad, 2011).

1. Use Value
2. Non-use Value (Existence Value)

We value the environment as we use it or it is necessary for our existence. The
use might be current, expected, or possible (future use). We value it not because
it is useful but because it might cause damage too. GA has a Non-use value also.
We value GA not because we use it but because we wish for its existence. These
are existence values, altruistic values, and bequest values. The issue here is we all
value GA but are not ready to pay for it because of externalities. In the absence of
well-defined property rights market does not exist (AdjeiFrempong & Kant Hiran,
2014; Wireko, J. K., Hiran, K. K., & Doshi, 2018).

Nobel laureate Ronald Coase argues thatin the presence of externalities, assigning
property rights allows bargaining to reach an efficient solution. But in the case of
all existing GA, it’s not feasible to assign property rights again and again. As the
priorities change frequently and it only pacifies the damage for a while therefore
does not permanently resolve the issue.

Economies always follow market rules and the assets without a market have
eventually noreal value unless and until a market is created giving measurable values
to the asset. This calls for the calculation of green assets globally and assigning real
value to them. In the age of advanced technologies, itis possible through establishing
a virtual Green Currency Market based on blockchain technology.
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What is Green Currency

A currency issued by a country’s authority, and is generally accepted by all as a
medium of exchange so that it can be traded for goods and services. But there are
some major issues with the currencies, we use currently while creating a market for
GA. Current monetary currencies have the following limitation-

Local in nature not Global

Intrinsic value not associated with real asset value

In physical form not virtual

Not generally accepted as issued by specific countries

Suffer from exchange rates issues

Undervalue GA due to non-revelation of preferences

Fails to provide the solution to public goods without market etc.

NV A BN -

Above are some reasons why existing currencies in circulation can’t resolve
environmental issues. UN experts believe that currencies based on blockchain
technology can play an important role in sustainable development, and improves
our stewardship of the environment. One and only one quality is transparency. A
transparent monitoring system could accurately track where and how the recovered
waste is used, as well as identify who picked it, ensuring that the right people are
rewarded for their efforts and the wrong could be identified(UN NEWS, 2021).

To solve global issues like global warming, pollution, and waste management
we need a different currency that should be based on green assets valuation, virtual
in nature, transparent in nature, governed and accepted by all, and traded globally
and smoothly. The answer is Green Currency.

Procedure and Steps to Operationalize Green Currency
Collection of Data on Green Assets

Due to COVID-19 the current census has been postponed (Mijwil et al., 2022;
Wireko et al., 2021). In the census, the authority collects data on assets held by
each and every household, institution, enterprise, government, and non-government
organization, etc. Surprisingly, we never collect data on green assets held by citizens.
This means we do not value green assets. If we are really interested to establish a
market for GA, first of all, we should introduce to calculate GA possessed by all
stakeholders in the coming census. We all have green assets like — trees, green fields,
water bodies, forests, rivers, etc. But we do not have proper data on it. Unless and
until we have data on GA the market couldn’t be established.
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How to Assign Value to the Green Assets?

After the collection of data on GA, the question arises to evaluate or quantify the
data? What is the Unit of GA? What is its value? What is the value of a tree, a
water body, a forest area, green fields, or a river? The objective to calculate GA is
to create a mechanism so that the development process continues/ sustains without
harming the environment. To evaluate the value for GA, there might be a guiding
principle of how much CO, or GHGs absorbed or how much O, is generated, by
the asset? The unit of the GA might be Green Coin (GC) as an Environment Unit
(EU). The valuation of GA is a cumbersome method as there is a need to assign
value to each and every asset or activity scientifically, according to CO, absorption
or O, generation at the global level. There must be a Modus Operandi or a protocol
to assess the value of the. In the coming census, we can design a calculator also
so that the enumerators can easily evaluate the GA possessed by an individual, an
institution, an enterprise, or the government(Kailashi punit D., Kamal Hiran, 2021).

The absorption of CO2 by a tree depends upon various factors including age, and
species (Teskey et al., 2008). It also varies with tree growth which again depends
upon various factors. According to Eco Tree on an average 10 -40 kg of CO2 are
absorbed per tree per year by a tree. A methodology based on Winrock International
Forest Landscape Restoration (FLR), uses a carbon storage calculator to calculate
this(onetreeplanted.org). On an average tree absorbs 10kg per year for the first
20 years. Forest Landscape Restoration (FLR) activities are being implemented
around the world to improve the ecological and economic productivity of degraded
lands(Berck & Helfand, 2005). Charl De Villers (de Villiers et al., 2014) goes
further and calculates the carbon sequestration capacity of a tree according to its
age. In a case study, he states that the tree volume increases slowly during the first
10 years and then increases dramatically during 10-40 years, and then stabilizes.
He finds that the relationship between carbon sequestration and tree volume is the
same as tree volume and tree age. Apart from this our oceans are a great source of
02 and Carbon sequestration. Great whales and phytoplankton play a major role
(Roman et al., 2014). Each great whale sequesters 33 tons of CO2 on an average, a
thousand times a tree. Phytoplankton captures about 40% of all CO2 produced by
us and contributes to at least 50% of all oxygen in our atmosphere. While valuing
we cannot ignore our oceans and various creatures on this planet. On the basis of
the above studies, we can assign an Environment Unit value to a green area or forest
area on the basis of its capacity to absorb CO2. Suppose government wishes to build
a dam then the cost of construction will also include the cost of GA depleted, in EU
assigned to the above calculations. Suppose this project needs to cut down 100 trees
aging 40 years or more then this will cost about losing the opportunity of 4000 kg
CO2 sequestration capacity forever. This is alarming as this can’t be compensated
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instantly. If the authority plants the same number of trees somewhere then this will
take the next 40 years to achieve this capacity level assuming a 100% survival rate.
So, this needs to be compensated if and only if the government purchases the same
capacity from stakeholders viz households, institutions, or other countries. By this
logic, we can build an eco-system for Sustainable Development (Dadhichetal.,2021).

We can assign value to any green asset according to its CO2 sequestration capacity.
For example, a tree at 10 years of age absorbs 10 kg CO2 per year is equivalent to
suppose 10 EU. This might change with age and species. For every project, this
must carefully be assessed and GA should be compensated with GA only, then only
we can achieve the net-zero target.

Establishing Market for Green Currency

Once the data for GA have been collected and the valuation for EA is done. Then it
provides us a clear-cut picture of a city, a village, a district, a state, a country, and the
whole world for the potential for sustainable development. For example, for alocality,
we have data on pollution and now also we have calculated the environmental assets
of the locality. So, now we can assess the potential of the locality for sustainable
development so that globally there will be no negative impact. If the area has potential,
then only the development work is justifiable and it is permissible.

Now, if anyone wishes to do any development work which is supposed to distort
the environment then the cost will not only be the monetary project cost (in local
currency) but will also include environmental asset cost (in environmental units).
One has to pay from his own EA or has to purchase VGC from the market. One has
to pay this cost for the development work so that the global environment remains
intact. Thus-

PROJECT COST = MONETARY PROJECT COST (in local currency) +
ENVIRONMENT ASSET COST (in global virtual green currency)

For example, if the government wishes to broaden the national highway, then it
purchases land from individuals or forest land. In this case, currently, we have no
valuation for EA so government only pays the compensation in national currency
and there is no surety that environmental loss will be covered in the future. Suppose
the government plants trees then again, it’s not justifiable as forests include not only
covered tree area but also ecological and irreversible nature. So, if and only if one
pays environment units (EU) then only, we can ensure ecological balance globally.
This policy will surely balance the economy and environment. If this virtual green
currency (VGC) market is created and no exchange is permissible between the
country’s local currency and VGC. Then for development, developed countries/

109

EBSCChost - printed on 2/9/2023 8:08 AMvia . Al use subject to https://ww.ebsco.coniterns-of-use



EBSCChost -

Green Currency Based on Blockchain Technology for Sustainable Development

environment nonfriendly countries will be bound to purchase EA from the poor/ but
environment-friendly countries, this will definitely balance economic development
as well as ecological balance. And we will be in a new world, where all will be
bound to value environmental assets. (Here we have hypothesized that developed
countries are developed because they have overused global resources compared to
developing or underdeveloped countries. So, it’s justifiable to give this development
opportunity to developing/ underdeveloped countries by introducing environmental
asset costs of a project)

Figure 1. Potential for development
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Figure 1 shows the potential for developmentin fig-A green asset valuation cannot
fully absorb pollution, due to net positive pollution there is a limit to development
which warns to focusing on green assets or the development process hinders. In Fig
-B after some years country reaches a saturation point for development as there is
a tradeoff between development and a green environment. So, in this stage, there
is no possibility for development unless and until economic growth is decoupled
with emission. Or the country has to purchase GA/ VGC from another one if it is
mandatory to keep NET GREEN ASSET intact globally. Fig-C shows the no men’s
land on earth where there is no pollution and 100% GA this nation or state might be
or the other those have net positive green assets are the suppliers of GA.

A country will demand GA or VGC for development. If the development process
has saturated in a particular region this demand might be fulfilled by an individual,
firm, household, or other state government who have the potential for development
based on their GA valuation. The price for the virtual currency will depend on the
forces of demand and supply of VGC. In long run, this will ensure economic equality
as well as environmental parity. This will bound rich or developed countries to
purchase EA/ VGC from underdeveloped countries or they have the option to invest
in underdeveloped or developing countries after a saturation point.
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Figure 2. Demand and supply for green currency
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Figure 2 shows global demand and supply for green currency. As GC is a virtual
currency its supply is based on global Green Asset valuation. Once the valuation
is done in the coming census. Regions/ individuals with excess net GA will be the
potential suppliers of GA. This will also depend on the threshold limits for emissions.
This might hinder growth. In the short-run supply for GA will remain fixed. These
GA will be convertible in VGC values globally. So, there will be a virtual value to
GA and a motivation too. So, in long run as the demand for development increases,
this will also raise the demand for green currency and will motivate countries to
focus on green assets too. This way we have linked economic growth with the green
assets through VGC, and created demand for GA / VGC globally. And sustainable
green growth is possible. Note here it is assumed that GA is not convertible to any
monetary assets currently used. This is shown in Figure 3

Figure 3. Emission-Growth decoupling through VGC
\\ 8

Growth Demand for VGC Growth

N

¥

Emission
Fix supply/for VGC

W

hd

1M1

EBSCChost - printed on 2/9/2023 8:08 AMvia . Al use subject to https://ww.ebsco.coniterns-of-use



Green Currency Based on Blockchain Technology for Sustainable Development

Role of Blockchain Technology in Establishing
Green Currency Market

Blockchain Technology (Www.Ibm.Com, n.d.)- Blockchain is a shared, immutable
ledger that facilitates the process of recording transactions and tracking assets tangible
or non-tangible. Unique properties of BCT are-

Distributed ledger technology- all network participants have access

Immutable records- No one can change or tamper with the transaction record

Smart contracts- To speed up transactions, a set of rules is stored on the blockchain
and executed automatically.

The Virtual Green Currency introduced here is centralized as the central agency
at the world level will control it. This currency will not be backed with any intrinsic
value but will be based on the Green Assets possessed by acountry. This currency will
not be interchangeable with monetary local currency so as to protect the environment.

As time goes on, sustainability will be one of the most important factors in
determining the success of the blockchain sector. Cryptocurrencies built on the
blockchain can only grow in popularity if we can develop a cryptographic mechanism
that is both secure and fast. If you want to know how efficient a cryptocurrency is
in terms of energy use, look at the way it creates and updates blocks of data—that
is, how its users have agreed to record and validate the information contained in
each block in the distributed database.

Figure 4. Green architecture
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Bitcoin, the first cryptocurrency ever created in 2009, and the vast majority
of other popular cryptocurrencies are all mined. As such, this is precisely the
procedure that new green cryptocurrencies hope to rethink in order to lessen their
excessive energy consumption. This wasteful energy consumption and its associated
greenhouse gas emissions run counter to the original vision of digital currencies
as a more democratic, egalitarian, and environmentally friendly alternative to fiat
money issued by governments (Khazanchi et al., 2021; Saini et al., 2021).

Every cryptocurrency and digital currency are managed independently by its
own distributed database, typically a blockchain, which acts as a public financial
ledger. This database does not reside on a single machine, but rather on a network
of interconnected computers (called “nodes”) that constantly share and update data
with one another.

Data mining is a complicated validation protocol that regulates the transactions
included in each block and is managed by supercomputers. Because everyone in
the network has access to the same information, consensus has been reached as to
its veracity, making this validation process based on consensus. What we need is a
system that allows information to be stored in discrete chunks, linked together so
that it can be accessed and verified quickly and easily whenever needed.

Datamining is acollection of methods for gaining useful, non-obvious information
from databases.

Mining cryptocurrencies relies on Al and data science as its foundation.

The 5 Biggest Benefits of a Green Currency System

A green currency system can offer a number of benefits to society. The first is that it
will be easier for the world to achieve sustainability. Secondly, it will create a more
equitable economic system. Thirdly, it will reduce the risk of inflation and economic
crashes. Fourthly, it would allow people to take care of their own needs without
relying on others. Fifth and finally, it would help create a more cooperative society.

The benefits of a green currency system are numerous and varied in scope. They
range from providing financial stability for individuals to creating an equitable
economy for all members of society

CONCLUSION

First and foremost, there is a need to establish value in the environmental assets
that are utterly overlooked by society owing to ignorance. The new virtual green
currency based on blockchain technology has the potential to play a key role in the

development of a market for green currency based on environmental green assets.
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This paper suggests one technology-based method to evaluate green assets and
establish a market for green currencies. There are various other technologies also
available to verify data captured and asset valuation. i.e. GPS. If this happens, it
will certainly have a long-term impact on individual and societal behavior when it
comes to the proper use of natural resources. In fact, by not assigning a monetary
value to green assets, we are undervaluing the efforts of people who are devoted to
preserving them for a long-ago, particularly the primitives.
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KEY TERMS AND DEFINITIONS

Blockchain Technology: Blockchainis a shared, immutable ledger that facilitates
the process of recording transactions and tracking assets in a business network. An
asset can be tangible (a house, car, cash, land) or intangible (intellectual property,
patents, copyrights, branding).

Deposit and Refund System: A system that imposes an upfront charge to pay for
potential pollution damages that are returned for positive action, such as returning
a product for proper disposal or recycling.

Environmental/Ecological Parity: Green currency market generates demand
for and supply of green assets globally. Nations and persons with rich green assets
get rewarded and nations having low green assets have to check development or
purchase GA. That’s how the global green assets parity is maintained.

Externalities: A cost or benefit arising from any activity which does not accrual
to the person or organization directly involved but extends to a third party outside
the market. Externalities are positive or negative. Environment degradation creates
negative externality as it generates costs to the third party. The environment is a
public common good so those who are responsible for the damage need not pay for
the damage as property rights are not well defined.

Green Assets: A green asset is an asset that generates more energy than it
consumes. This creates a positive impact on the environment, as well as provides
a net positive benefit to the economy. Green assets cover all-natural assets that
facilitate our lives on this planet and protect us from the ills of global warming due
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Green Currency Based on Blockchain Technology for Sustainable Development

to the rapid environmental degradation of the forest. These assets are particularly
protected and possessed by primitives. An asset possessed by individuals, government,
NGO s, industries, and institutions that has a positive environmental impact such
as forests, open space, trees, water bodies, waste recycling plants, water treatment
plants, grazing land, farms, etc. It includes Natural Assets, Environmental Assets
as well as Soft Assets.

Green Assets Valuation: Green assets are becoming more popular and as a
result, new valuation techniques have been developed to measure their value. These
techniques take into account the environmental benefits of green assets, such as
reduced air pollution and greenhouse gas emissions, and this can translate into higher
returns. We can assign value to any green asset according to its CO, sequestration
capacity or O, generation capacity.

Green Currency Based on GAV: On the basis of green asset valuation a value
could be assigned to green assets and green currency could be launched based on
or operated globally through blockchain technology. This GC will be not centrally
controlled like the current money market and also global currency in the true sense
and will control or check the development process considering the potential of the
environment and pressure on it. Apart from this Green Currency has intrinsic value.

Green Currency Market: The market developed and is based on the global
transaction of green currency through blockchain technology. This market will
motivate all those who preserve the environment and also checks pressure on natural
resources. GCM generates demand for and supply of green assets globally.

Green Subsidy: A payment or tax concession that provides financial assistance
for pollution reductions or plans to abate in the future using environment-friendly
techniques of production.

Green Tax/Pollution Charges: A fee charged to the polluter that varies with
the number of pollutants released.

Individual and Social Behavior: Individual behavior can be defined as a mix of
responses to external and internal stimuli. It is the way a person reacts in different
situations and the way someone expresses different emotions like anger, happiness,
love, etc. Social behavior is behavior among two or more organisms within the same
species and encompasses any behavior in which one member affects the other. This
is due to interaction among those members. In the case of humans, social behavior
can be determined by both the individual characteristics of the person, and the
situation they are in.

Pollution Permits Trading System: The establishment of a market for rights
to pollute, using either credits or allowances.

Potential for Development: Nature can meet our needs but not greed. Nature
nurtures naturally all living beings, but it has its own limitations. Unless and until
it revies which takes too much time resources are limited. The introduction of

117

EBSCChost - printed on 2/9/2023 8:08 AMvia . Al use subject to https://ww.ebsco.coniterns-of-use



EBSCChost -

Green Currency Based on Blockchain Technology for Sustainable Development

green asset valuation and the green currency market presents a guiding principle
to control unsustain growth. As the growth of a country depends upon the use of
natural resources globally the current economic models have no checks on the
growth and development process as all models never take into account the capacity
or the potential of growth.

Property Rights: The rights of an owner over the property. As property rights
of the environment, green assets, and public goods or common goods are not
well defined it hinders economic efficiency. So, to enhance economic efficiency
green assets possessed by individuals, firms, governments, or organizations must
be calculated and an asset value must be assigned to the owner. Due to negative
externality, too much of the good will be produced as the market price does not
reflect external costs.

Sustainable Development: Sustainable development is an organizing principle
for meeting human development goals while also sustaining the ability of natural
systems to provide the natural resources and ecosystem services on which the
economy and society depend.
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ABSTRACT

Blockchain is a leading-edge innovation that gives the possibility to streamline
numerous enterprises like gaming. There have been many investigations done
utilizing blockchain innovation in money, wellbeing, and different areas, yet gaming
is a region yet to be conquered. This chapter will explain how blockchain innovation
can be utilized in games. Blockchain is known to make exceptional computerized
resources that can be copied and make decentralized environments. There are two
parts of blockchain innovation that can change the gaming industry. Blockchain has
generally affected our ways of life somewhat recently. A word that frequently emerges
while discussing blockchain is bitcoin. Current answers for planning and building
decentralized blockchain applications need interoperability. Thus, blockchains and
existing advancements don’t incorporate well in a brought together system. The
authors propose a design expecting to effortlessly connect existing decentralized
advances and blockchains. Blockchain gaming is an arising diversion worldview.

INTRODUCTION

The innovation of Blockchain was done in 1991 by Stuart Haber and W. Scott
Stornetta, famous mathematicians who had desire to create a framework so that
timestamps could be stored. BC is a special informational index which changes from
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a simple informational collection, in a manner it stores data; BC store information
in various blocks which are tied together through cryptography. Whenever new
information arrives, that is placed in a new block. When blocks of data are stacked,
they are bound to the block just before it. and the data is saved with it in subsequent
queries (Khazanchi et. al, 2021). A wide variety of data could be stored in BC but
the considered application was record transactions. Bitcoin uses BC in decentralized
manner, so clients could be easily controlled but when used socially or personally it
cannot be controlled. The distributed blockchain is constant, indicating that the data
entered is irreversible. For Bitcoin, this means that transactions are always recorded
and visible to everyone. The major objective of BC is to record and distribute
electronic information, but not to change it at the same time. Therefore, BC is the
base for permanent records or keeping track of transaction record which can’t be
adjusted, erased or erased. This explains why blockchain is commonly referred to as
the evolution of outbound records. (Besangon et al., 2019; Deshpande et.al.,2017)

A blockchain stage permits clients and engineers to make novel purposes of a
current blockchain framework. Ethereum is one of the models which has a local
digital money known as ether but this model permits making shrewd agreements
and tokens that could be programmed and utilized in beginning coin contributions,
and non-fungible tokens. Development is done at Ethereum framework and hubs
on the Ethereum organization. Usage of blockchain technology is done in varied
industries such as companies where financial exchange is being done could also
be used by government to secure data, it could also be used in real estate, securing
certain personal information, Insurance industry could also use blockchain so that
contracts are be visible to each and every customer, supply chain management is the
best application of blockchain. (Besangon et al., 2021; Pillai et.al.,2020)

Background

Utilizing blockchain innovation in your product or application, you can believe its
security as it deals with the decentralized syntax. It urges you to make instalments
or available resources move every minute of every day. You don’t have to stand by
lengthy days as you do physically. No outsider can treat the framework as it is just
a two-way exchange process. Besides, it saves time as there is no requirement for
endorsement from any mediators. Blockchain innovation offers high precision as it
gives different hubs check to affirm the blockchain transaction. The force of saving
complex records is irrefutable. (Anjum et al., 2017; Hardjono et.al.,2018)
Blockchain gaming alludes to games based on blockchain systems or games
coordinated with blockchain innovation to work with NFT creation, exchanging and
proprietorship abilities. The impact of the two universes of blockchain and gaming
has set out new open doors for the gaming business. Not at all like conventional,
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exceptionally brought together games, where the game engineers controlled all
resources and money, blockchain games are decentralized. Blockchain games intend
to scatter in-game resources for their players, and these resources have esteem past
the games (Jin et al., 2018). In blockchain games, digital currencies and NFTs are
utilized for buying in-game resources that can be traded for cryptographic forms of
money and genuine cash. Thus, from the second a gamer procures a NFT reward,
players gain full responsibility for resources, which can be exchanged and sold in
and outside the games.

Table 1. Comparison between various methodologies

Ethereum Ripple Quorum
Industry Usage All Industries Financial sector All Industries
Permission Permissionless Permissioned Permissioned
Cryptocurrency ETH XRP None
Algorithm PoW Probability Voting Majority Voting
Smart Contract Yes No Yes

There are in total four protocols used by blockchain technology which are
universally used itincludes public blockchain, hybrid blockchain, private blockchain
and consortium blockchain. These protocols are being used as per the requirement
of project. (Gordon et al., 2018) There are certain parameters where each protocol
is better than other. There are certain levels by which comparison could be done
between them. Public is a protocol which doesn’t require any permission it is open
to all as anyone could be part of it whether developer or network member while
private protocol require certain level of permission and could not be used by anyone
itbasically requires certain governance. (Xuetal.,2019; Tasatanattakool et.al.,2018)
Transactions done in private blockchain could be accessed by network members only
it. Whereas hybrid blockchain is combination of both type of other blockchains as
it provides flexible atmosphere as at certain situation it provides features of private
while at certain position it gives features of public.

The gaming business has made considerable progress since the underlying long
stretches of arcades and quarter spaces when gamers paid to play. Then, after 10
years came console computer games with games turning out to be more modern
and expensive simultaneously. Gamers stuck to their control centre went through
hours playing with next to zero genuine communication with other gamers. Since
games were facilitated on unified servers, gamers could play with those living in
the different geological areas (Golosova et al., 2018 Min et.al.,2019) The gaming
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scene was profoundly brought together, firmly constrained by the game designers
and distributers. Doubtlessly arousing a lot of shame for the gamers, in-game buys
were made by government issued currency and had no worth past the domain of the
game. Be thatas it may, this was before the appearance of blockchain decentralization
(Jain et al., 2012; Choubisa et.al.,2022).

Figure 1. Infrastructure of blocks in blockchain
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RELATED WORK

Blockchain Systems A blockchain framework comprises of blockchain information
structure, agreement model and PP organization. The blockchain information
structure, by definition, is a constantly developing chain of squares, everyone has
cryptographic hash of the previous block, a time stamp, and its data. The blockchain
information structure is intended to oppose alterations. With the assistance of PP
framework and evidence of-work agreement model proposed in Bitcoin, the blockchain
framework can be used to help decentralized information synchronization, which
turns into the underpinning of decentralized records. To add more qualities to the
blockchain environment, Ethereum was carried out to work with decentralized brilliant
agreements, which are permanent and straightforward executable projects facilitated
by the blockchain. These days, the blockchain-based decentralized applications
(DApps) have been stretched out to different regions, including introductory coin
contributions (ICO), informal organizations, arranged games, and IoT (Hiran et al.,
2014; Hiran et.al.,2021).

General Consensus Models As examined, PoW requires taking an interest hubs
to do futile numerical works for the honour of composing blocks, which brings the
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energy and time shortcoming issue to the blockchain frameworks. Hence, various novel
agreement models have been proposed as options for universally useful blockchains.
Confirmation of-Stake picks the maker of the new square in view of their stake on
the organization.For instance, coin age is characterized as the hour of the coin left
unspent, the higher the coin age of an individual, the almost certain the singular
will mine another square. At the end of the day, the more extravagant an individual
is, the more squares the singular will mine in the blockchain. Nonetheless, since
holding tokens in various forks present no additional upward for the partners, PoS
blockchains will bring forth an enormous number of forks that decrease the worth
of the organization. This is known as the nothing in question issue. Confirmation of
Excellence is a theoretical model referenced in the PoS whitepaper. That’s what it
expressed a competition is held occasionally to mint coins in light of the presentation
of the competition members, emulating the awards of genuine competitions.

Basically, the hub for the blockchain to hold agreement with is picked by means
of a game. Be that as it may, in this model, great players will be bound to dominate a
match, this causes what is happening where great players will actually want to over
and over compose blocks. Along these lines, the blockchain will turn into a somewhat
incorporated stage constrained by world class players. Designated Proof of Stake
(DPoS) agreement model tackles the PoW upward issue from another angle: network
members delegate their freedoms of creating squares to a little gathering of super
nodes, which compose blocks in turns for all clients in the blockchain network. High
throughput and low inertness have been accomplished in such a model. Nonetheless,
general society is as yet reprimanding that DPoS being a to some extent brought
together stage since it is difficult to forestall the super nodes from conniving with
one another. A comparable thought has been taken on by Proof of Vote (PoV),
which is facilitated by the circulated hubs constrained by consortium accomplices
who come to a decentralized assertion by casting a ballot. The key thought is to
lay out various security character for network members so the accommodation and
confirmation of the squares are chosen by the offices’ democratic in the association
without the relying upon an outsider middle person or wild open mindfulness (Patel
et al., 2022, Barua, T., et, al., 2020).

Bitcoin creation is done, when, EOS utilizes Delegated Proof of Stake (DPoS)
as a procedure for accomplishing game plan, which compromises decentralization
to increment throughput. There is no unified norm between all BC plans, and this
prompts the need for research concerning interoperability. Especially, proposes a
layered arrangement to also cultivate correspondence between BC. Some examination
works besides try to address interoperability issues inside a specific field. This is
what’s going on of, which dismantles how to use BC headway to moreover cultivate
information parting among patients and clinical thought affiliations. Normalization
endeavours have come from the IEEE Blockchain Initiative and the IEEE Standards

123

printed on 2/9/2023 8:08 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

Blockchain in Gaming

Association. For instance, a plan zeroed in on the Internet of Things. At the same
time, the Enterprise Ethereum Alliance (EEA) plans subtleties for BC clients, worked
for the Ethereum natural framework, that could have adventure usage. Unfortunately,
these proposals will not be easily contacted various applications and applied to other
BC. For example, the EEA means to show up atendeavours, so they don’t think about
decentralization in their subtleties. The plan proposed by IBM has tantamount cut
off points: regardless of the way that they integrate a public association for clients,
the BC is managed by an executive and its arrangement is achieved by trusted in
members. Additionally, in the PC game industry, Hoard plans to additional promptly
coordinate BC in game engines for engineers, as well as to separate complexities of
the BC for players. In any case, they don’t propose a nonexclusive design for DBA
(Saini, H. K. et al., 2021)

Certain Research Shows and consistently elaborate connection points in the BC
space have generally been standardized with a granular viewpoint. The ERC-proposes
a unified spot of association arranged to control both fungible and non-fungible
resources. At this point, these guidelines essentially cover the BC side of a resource,
by concluding magnificent comprehension points of communication contraptions
need to help with dealing with the resources. In any case, this approach is restricted
as it doesn’t ponder the environment overall. For instance, collectible resources, for
example, Crypto Kitties are tended to by pictures. These photographs are bound
together and obliged by the servers of the undertaking’s affiliation. This plan decision
could be had a go at expecting that any decentralized picture aggregating standard
was associated with the ERC-standard. Undoubtedly, most decentralized applications
can’t utilize just BC advancement, as it right by and by has two or three endpoints.
For instance, the expense of everlastingly dealing with a huge load of information
(for example pictures) on the Ethereum BC is restrictive. As such, fashioners need
to utilize BC just for the centre treatment of the application. Non-tremendous
dealing with, storing up and other subordinate undertakings ought to be managed
by different instruments, as dispersed record limit plans. Interoperability between
a BC and these instruments is a test, and it ought to be better thought about while
building rules. (Hou et al., 2022; Bodhke et.al.,2020)

One of the approaches used in research where a virtual universe is created and
selling of land is done. The land owner can make model in three-dimensional
video such that interaction could be done easily. Such researches have shown how
games could be designed and be executed in virtual atmosphere. The specification
is required by programmers so that they could create designs of game environment
and how it is being executed so that create the virtual environment and how game
will proceed further. The major thing is if a game is already being created then there
must be proper new design so that it should look and feel attractive to attract more
clients. The complete architecture must not be complicated and must be simple and
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could be easily understood by the database administrator. When we use blockchain
technology in games there are certain tools which are required to be integrated.

PROPOSED LAYERED MODEL

Figure 2. Working of layered model
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The Major motive of the layered plan showed in the above Figure is to give the
blocks to help a database. There are four layers in the model which are interaction
layer, application layer, solution layer, processing layer all the layers are responsible
for smooth working as every layer interacts with each other while processing
layer is the one which is doing majority task of interacting with the database and
file stored while providing data to upper layers so that further processing can be
done smoothly. The interaction layer provides smooth conduction and working of
the model. It furthermore avoids unsuitable blocks. It is Inspired from the Open
Systems Interconnection Model; where every layer has to interact with other layers
on regular basis where in Blockchain technology interaction is not enough for
enormous information storage.

Decentralizing could be used despite a block to execute on all application. Static
limit could be coursed on Inter Planetary File System for anything that has a centre
that can pick the substance they have. In any case, all things being equal, to lose the
reports expected for a thing, they can have a centre which goes probably as an entry
in the event that no one else is supported to have the archives. Various endeavour
rather to give money related inspiration to store data. For model, File Coin is a
Blockchain layer in view of top of Inter Planetary File System, likewise, pointing
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to gaining decentralizing limit the Ethereum climate. Major difficulties looked on
record accumulating layer is to precisely check necessities of an application, to the
extent that data openness, decentralizing the data setback contravention.

In certain situation, we cannot use directly the decentralized amassing devices
referred to above, as they so to speak support static records. Anyway, a couple of
exercises Orbit database, a layer on top of Inter Planetary File System, and Gun use
battle freely copied datatypes. Thus, information collected uses datatypes which
are appropriate for required situation, as it is possible % of an opportunity to decide
confusion between peers, regardless, when they go detached reliably. According to
Brewers theorem a database can have 2 of the 3 properties which could be stability,
accessibility, resilience. After using above model, we could see difference in certain
use cases. In processing layer validation of information integrity is done which
manages the game.

CONCLUSION

Blockchain technology has made revolution in many areas including enabling
procure trades with no prerequisite. In 2009, Bitcoin used BC advancements, there
has been increase in number of BC development plans. The major applications were
electronic cash systems with the appointment of an overall information containing
all trades. These trades are using cryptographic hashes, and trades are stamped and
checked using key matching. The trade history actually and securely keeps a chain
of events with the end goal that any undertaking to adjust or change a past trade
will be in a manner which require multiple calculation of all subsequent blocks of
trades. The usage of BC technology is still in its starting stages, but it depends on
comprehensively seen cryptographic norms and storing data. As of now, there is a
huge load of advancement around the development, and many proposed algorithms
uses it. Pushing ahead, in all likelihood, the advancement will disappear, and BC
development will end up being essentially another instrument that can be used.
Through this dispersion, a BC relies upon association already built, cryptographic,
and recordkeeping advancements yet includes them in another manner. It will be
important innovation that can look at the developments and both the advantages and
damages of using them. Once a BC is done and by and large embraced, it could turn
out to be difficult to change it. At the point when data is kept in a BC, that data is
everlastingly, wherever there is a raise. BC development is still new and should deal
with BC advancement accessible to them we use it simply in appropriate conditions.
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KEY TERMS AND DEFINITIONS

Algorithm: An algorithm is a step-by-step procedure to solve any problem or a
task which does not depend on a particular programming language, above chapter
has used a layered architecture where computer games use blockchain safely.

Bitcoin: Bitcoin uses a particular technology which is not using any bank or
government authority as maintaining and managing all transaction is done over a
network which is completely safe. It is an open source no one owns or controls it as
anyone can participate in it. It does not require any prior payments.

Blockchain: A blockchain is a distributed database or ledger that is shared among
the nodes of a computer network. As a database, a blockchain stores information
electronically in digital format. Blockchains are best known for their crucial role in
cryptocurrency systems, such as Bitcoin, for maintaining a secure and decentralized
record of transactions. The innovation with a blockchain is that it guarantees the
fidelity and security of a record of data and generates trust without the need for a
trusted third party.

Cryptocurrency: Cryptocurrency is a kind of currency made to exchange over
internet or it could be as digital currency where government is not reliable to store
just as normal currency in bank.

Data Integrity: Today’s era is of big data, but it is equally important to maintain
that data safely in reference to any currency data integrity must be managed properly.

Decentralized Application: A decentralized application (dApp) is a type of
distributed open-source software application that runs on a peer-to-peer (P2P)
blockchain network rather than on a single computer. DApps are visibly like other
software applications that are supported on a website or mobile device but are P2P
supported.

Ethereum: Ethereum is the community-run technology powering the
cryptocurrency ether (ETH) and thousands of decentralized applications. Ethereum
is used in all industries, and it uses smart contracts.

Hash: A cryptographic hash function is an algorithm that takes an arbitrary
amount of data input credential and produces a fixed-size output of enciphered text
called a hash value, or just hash. That enciphered text can then be stored instead of
the password itself, and later used to verify the user.

Interoperability: Blockchain interoperability is not a set rule book. It refers to
a broad range of techniques that allow different blockchains to listen to each other,
transfer digital assets and data between one another and enable better collaboration.

NFT: Non-fungible token are tokens which cannot be replicated and are being
used in blockchain. They could be anything representing a real-world entity just like
real estate or an artwork. Selling or buying these tokens is called tokenizing which
reduces the probability of fraud.

129

printed on 2/9/2023 8:08 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

Blockchain in Gaming

PoW: The Proof of Work consensus algorithm involves solving a computational
challenging puzzle in order to create new blocks in the bitcoin blockchain.

Quantum Computing: It is a Technology that uses laws of quantum mechanics
to solve difficult and classical problems.

Ripple: Rippleis the company thatis behind XRP, the cryptocurrency where XRP
is a technology that is mainly known for its digital payment network and protocol.
Many major banks use the XRP payment system. Bitcoin transaction confirmations
may take many minutes with high transaction costs, while XRP transactions are
confirmed in seconds with little cost.

Smart Contract: Smart contract can be defined as set of instructions being stored
on a blockchain system which gets executed over a particular condition which is
already defined earlier in a proper manner. Smart contacts get executed automatically
which helps in reducing time wastage and this done over an agreement.

Time Stamp: A time stamp is input of signing authority which is a piece of
data or information at specific time it uses protocol which checks or certifies all
timestamps using X.509 certificates and public key infrastructure.
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ABSTRACT

Data collection mechanisms have become effectively advanced by leveraging the
internet of things and cyber physical systems. The sensors are heavily developed
with intricate details to capture data in varied forms which can be stored and used
as an information base for knowledge extraction using analytics and statistical
prognosticationinartificial intelligence sub-branches. Storing this datawith a different
approach that ensures stringent security measures is done using blockchain. The
loopholes that compromise the security of blockchain are quantum computing for
which quantum resistant blockchain ideas are discussed. This chapter finally sheds
some light on the effective approach to implement the CPS 4.0-based blockchain
mechanism with detailed scrutiny.
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INTRODUCTION

The world works with alot of data collected on daily basis. The collection mechanisms
of the data over the period of time have also became advance. The collection
mechanisms are not only confined to numerical based data but also to multimedia
data that is non-structured and documented type. The data collection is done using
various modern-day sensors and attachments. This datarequires lot feature engineering
and a lot of expression can be given to it if utilized in a proper manner. Internet of
Things (IoT) (Kumar S, 2019; Madakam S, 2015; Rehman H.u et al., 2017) and
Cyber Physical System (CPS) (Aguida, 2020; Jazdi, 2014; Rawung et al.,2014)
can be used for collection of the data in varied ways. IoT (Lakhwani et.al., 2020)
systems are embedded and have many sensors that are connected through a micro-
controller or micro-processor system that leverage the internet and cloud platform
for connectivity. CPS also has many unit level sensors that work on physical level
for collecting the data. This data is just collected form of information base from
which knowledge can be extracted. The data collected from CPS/IoT can be used
to perform many analytics and prognostication techniques for improving the state
of the system. But this is not where the limitations are attained, another technology
related to storing and management of data for better security and varied reasons
is Blockchain (Nakamoto, 2009; Vuyjicic et.al.,2018). The intricate details will be
explained in the further section of the article but in easy terminology the blockchain
is a data storing mechanism that ensures transparency and decentralized system.
Blockchain are heavily encrypted and give the security their top most priority. All
the blocks are heavily encrypted with real-time hashes and connected with a strong
link that use redundancy to ensure all the blocks are at the same operating state
throughout the transactions and operations. This however will be tackled with the
use of quantum computing (Bhatt et al,2019; Ladd et al,2010; Jazaeri et al,2019).
The basis of current state-of-the-art systems fall less to break the blockchain because
of the hash keys. These hash keys are not a challenge for quantum computer as it
operates on quantum bits (qubits) which process many possibilities of one problem
simultaneously. This is still a far-fetched problem as the number of qubits required
to break the current state-of-the-art blockchain system is difficult but won’t be a
problem in span of 10 years down the line. The quantum computers will easily be
able to calculate the private key based on the public key in fraction of time which
seems an impossible problem currently. Many suspicions are raised even before this
has taken place that the quantum computers will replicate the hash performed and
forge the transaction before the record is written on the block by replacing the hash.
This process will be seamlessly easy yet many infractions are involved, but suspicion
tingles the curiosity and it definitely has by forcing researchers to work with quantum
resistant blockchain (Allende et al,2021; Ferna’ndez et al,2020; Zhang et al.,2021)
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that discusses some ideas to make current blockchain more secure and unbreakable.
Although many aspects are involved that the cryptographical algorithms required
will have to be rewritten for a quantum computer in such fashion which will for sure
differ from traditional systems. The integration of blockchain into CPS 4.0 (Patel
et al.,2022) industrial standard is another aspect for which this article discusses the
idea in the further sections.

METHODOLOGY
Cyber Physical System

Any technology has many physical level components involved init. Smartinteraction
between these is essential at many levels. The cyber physical systems (Aguida, 2020;
Jazdi, 2014; Rawung et al.,2014) can be defined as interaction using network of
physical and computational components engineered together. It can be also termed
asacombination of varied technologies, viz. Artificial Intelligence, Machine Learning
(Alpaydin, 2020; Sarker,2021; Shinde, et al. 2018), Deep Learning (Goodfellow et
al.,2016;LeCun,2015), Internet of Things (Kumar S,2019;Madakam S,2015;Rehman
H.u et al.,2017), Big Data Analytics (Elgendy et al,2014) and Robotics. The main
confusion that instills the mind of the people is difference between internet of things
and cyber physical systems. The simple answer to this is internet of things is
associated with objects that are connected with internet and eventually coupled
together whereas cyber physical system is computation integration with network
for physical process. The cyber physical systems allow recording of the data in a
direct manner using the sensors of the system. The physical processes are affected
using actuators. The thin line between the physical and digital world can be evaluated
and saved easily using the cyber physical system. Creating a connection with each
other on global scale is possible easily. It provides multi-modal human-machine
interfaces for easier interaction. Generating information directly from the device is
possible. Self-monitoring is possible as personal level IP-address is assigned. The
cyber physical system 4.0 (CPS 4.0) is industrial exposure of the traditional cyber
physical system. It does empower the manufacturing sector withiits latest advancement.
The intent of connecting the existing physical systems with CPS 4.0 standard is
current goal. If we breakdown the varied technologies involved, itis a clear indication
of CPS implementation as data is the main required component of it and in this
modern world, data is allocated on a very large level which can certainly leverage
these technological areas. Starting with internet of things also abbreviated as IoT is
connecting the sensor based micro-controllers and micro-processors with the internet
for creating smart applications. The primary aspects of Iol are networking,
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communication, security, volume of the data used for solving a business problem
and social impacts. The interconnected devices give an expression to [oT that transmit
and receive data in massive volumes. Integrated circuits such as System on a Chip
(SoC) (Martin et al.,2001) and Field Programmable Gate Array (FPGA) (Zheng et
al.,2001) can be used to collect the data in proper manner. The main powerful point
of the IoT based system is using the network for cloud integration (Hiran K, et al.,
2021). The cloud computing (Mathew et al. 2017) gives an expression to serving
and using application programming interface (APIs). Real-time streaming and
integration of various network based systems is easily possible using IoT based
systems currently. The cloud also leverages the massive storage capacities of the
data so that the devices need not be dependent on the on-chip storage system. A lot
of analytics can be performed using this data and this is where the areas of data
science will be used, which will be explained in this section in some time. The main
task is managing the heterogeneous data and putting it to use. Time sensitive data
can be used for generating latency and non-useful attributes can be discarded. The
main considerable point for such system is internet which does open paths to various
developments. The analytics can be performed on different levels. Artificial
Intelligence is a very broad term and can be derived in many segments. It can be
considered as an applied branch of statistics. Prognostication based models are the
main constituent when related to IoT or CPS. The analytics is study of the collected
data for providing the best business solution but Artificial Intelligence (AI) can be
leveraged for creating the prognostication aspect for taking some sensor based
decisions. The prognostication based learning can be linked with inferential statistics
branch for which Machine Learning is the applied (Mabhrishi et al., 2020) branch.
Machine Learning in broader sense is associated with learning the patterns and
parameters of the data to yield a prediction. This prediction is probabilistic so a lot
of metric analysis is necessary to clear the infractions. The machine learning has
many learning methods (Hiran K et al., 2021) and divisions that can be understood
in detail. The learning methods broadly considered can be supervised learning
(Kotsiantis, 2007) and unsupervised learning (La’ngkvistetal.,2014). The supervised
learning is associated when the labels for the particular feature parameters of the
data are given whereas for unsupervised learning the labels are not present and it
is purely related to learning the pattern from the data. Both the learning procedures
can be used when extracting the data from the loT based system. Supervised learning
has 2 main divisions, viz. Classification (Cormack, R.M., 1971) and Regression
(Maulud et al., 2020). The simple understanding of the classification is recognizing
the object or entity from the set of given labels. Regression is prediction of the
continuous values. Classification is discrete. Classification has types such as binary
and multi-class. The binary classification (Kumari et al.,2017; Gupta et al.,2022)
is where only 2 labels are given, for instance true/false, yes/no etcetera. Most basic
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algorithm for binary classification is logistic regression (Peng et al., 2002) that uses
the logit function for separating the 2 distinct classes from each other. Considering
the CPS, this can be used when there is need to turn on/off something based on
some set of parameters. For classes more than 2 there are many other set of algorithms.
These models are available in parametric and non-parametric methods where decision
tree (Quinlan J.R, 1986), random forest (Breiman L,2001; Kanvinde et al.,2022),
support vector machines (Hearst et al., 1998) and k-nearest neighbors (Cunningham
et al., 2021) fall under non-parametric learning methods that are commonly used.
Considering parametric learning methods, logistic regression for binary and
discriminant analysis (Huberty,1975; Gupta et al.,2022; Ramayah et al.,2010) is an
example of parametric multi-class learning algorithm. Random Forest falls under
non-parametric ensemble learning method. Ensemble learning is a process of learning
where a set of weak learners are combined to form a strong learner. These are much
more generalized in nature as compared to the basic learners. The ensemble learning
is divided into bagging (Breiman L, 1996) and boosting (Gupta et al.,2021, Opitz
et al.1999) style algorithms. Bagging is also known as bootstrap aggregation and
random forest is its type, boosting is another ensemble learning that works on
improving the performance of the weak learners on every step. The types of boosting
ensemble learning methods are AdaBoost (Freund et al.,1999; Schapire,1999),
Gradient Boosting (Natekin et al., 2013), XGBoost (Chen T. et al., 2016) and
CatBoost (Prokhorenkova et al., 2018). More generalized learners can be found with
stacked generalization (Wolpret, 1992) method that provides learning procedure by
combining various learners stacked with each other for best possible results. The
dataifallocatedin abigger amount can then be used with Deep Learning (Goodfellow
et al., 2016; LeCun,2015). It is an extended branch of machine learning that works
with non-parametric system. The parameters learned about the prediction flow is
very different from traditional learning algorithms and gives effective predictions
even on very massive dataset. The deep learning system uses artificial neural network
inspired by biological neurons in humans. These networks are very vast and learns
the parameters using activation layers and hidden neurons. Even single neuron is
declared arbitrarily and is assigned a certain weight and bias that is modulated with
data using the activation function. These activation functions are mathematical
functions used for smoothening the information gained by the network. Rectified
Linear Unit (Agarap, 2018) and Tangent Hyperbolic (De Ryck et al., 2021) are some
types of commonly used activation functions. These layers arranged in certain
proportion learn the patterns from data sequentially in the forward propagation.
Later this data is validated and loss of information is computed with loss functions.
Binary cross-entropy and categorical cross-entropy are type of some loss functions.
The loss is then optimized till the start of network using loss optimizers. These loss
optimizers calculate the gradient of the weights, biases and learnt features to reduce
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the loss as much as possible. This entire process is known as backward propagation
(LeCunetal., 1998). Adam (Guptaetal.,2022, Kingmaetal.,2014), AdaGrad (Duchi
Jetal., 2011) and Stochastic Gradient Descent (Ruder S,2016) are some common
types of loss optimizers.

The forward and backward propagation together constitute one learning epoch
and there can be many epochs in a network. This procedure is not only confined to
the numerical data. The sensors are getting smarter and data collection procedures
are also improving. The data collected can be image, videos, text and audio. The
image and videos fall under the computer vision problems that can be solved
using deep learning. The classification performed in computer vision using deep
learning is done using a specific type of neural network known as convolutional
neural network suggested by (Albawi et al.,2017; LeCun et al.; Musale et al.,2021;
Yamashita et al.,2018) in which they had that used set of filters also known as kernels
for extracting features from image. These filters perform various image processing
methods to extract information from the images including the error level analysis
(Gupta, A et al.,2022) The data can be used for transfer learning with some popular
convolutional neural networks trained on Image-Net (Russakovsky, O et al.,2015)
dataset, which is a dataset of over 1000 classes. Some commonly used convolutional
neural networks are AlexN (Russakovsky, O et al.,2015), VGG-16 (Simonyan, K et
al.,2014), ResNet (Gupta A et al.,2022; He K. et al.,2016), Inception Net (Szegedy,
Cetal.,2015). These are very parameter rich and can be used to advantage if the data
collected from sensors is in form of images. If the data is pertaining to the detection
of certain objects, object detection algorithms like Yolo used by (Bochkovskiy, A
et al.,2020; Redmon, J et al. 2016), R-CNN (Girshick, R et al.,2015), Fast RCNN
(Girshick, R et al.,2015), Faster RCNN (Ren, S et al.,2015) can be used. If data
should be used to highlight the certain portion from the data, image segmentation
can be used with algorithms like U-Net(Ronneberger, O et al.,2015), Bottleneck
Supervised Network(Li, S et al.,2018) and Yolact(Bolya, D et al.,2019;Bolya D et
al.,2020, Joshi, R.M et al.,2022). If the data is in text format, this falls under the
natural language processing category. The system of NLP with machine learning
uses basic text management for learning word representations using bag of words
(Zhang, Y et al.,2010) and TF-IDF (Tambe, S et al.,2022). If deep leaning needs to
be used, one can work with Recurrent Neural Network(Cho, K et al.,2014). This can
runinto vanishing gradient problem in backward propagation for which LSTM(Joshi
R et al.,2022; Staudemeyer R, et al.,2019) can be used. Learning procedure to
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improve the working with LSTM, Bidirectional LSTM(Cui, Z et al.,2018) is used
that takes the input of the sequence from future that helps discard the information
that is not useful. Modern systems for speed in learning and training with better
accuracy have considered working with transformer (Vaswani A. et al.,2017; Joshi
R. et al.,2022) architectures that take the input of entire sequence and work with
encoders and decoders. The machine translation was one of the primary tasks that
were considered. Later tasks like Named Entity Recognition ( Li, J., Sun et al.,2020)
were given importance. The most common set of transformer is BERT (Devlin, J et
al.,2018) which literally means bidirectional encoder representations from transformer.
Many more advancements were brought after BERT and still very high end research
is under process. Considering audio input the neural network like WaveNet(Oord,
A.v.detal.,2016) can be used to understand the audio and make audio translations.

Blockchain

The data in the distributed manner when is monitored by a centralized system has
many loopholes. It is specifically controlled by one single-body and monitoring of
the system has a moderator. This compromises security on different dimensions
of operation. This was practically a need for a decentralized solution, one which
has no moderator and is not adjourned by any entity whatsoever. This ensures a
very secure operation and provides transparency as tampering with the data is
practically impossible. This is where the discovery of Blockchain(Nakamoto, 2009;
Vujicic,et.al.,2018) proved to be ultimate solution. The blockchain is an extremely
compact and secure database system that ensures many aspects of security as its top
priority. The key-point that should be taken into consideration is, it is distributed yet
provides a very top tier security. The most considerable point of the blockchain was
its decentralized nature. From a very top view it looks and operates like a typical
database but inside operation is far more different. The structuring of the data is
different as it stores the information in blocks as its name implies. Then a chain of
these blocks is made that is linked with the previous block. This is redundant and
changing one block is impossible. A change to one block requires all the blocks to
grant access, which also is adjourned by the rules of a smart contract. So practically
this makes it heavily decentralized in working and impossible to break. The chain is
tightly linked and requires to reflect change in all the blocks which is great for any
application that is for preserving the integrity and avoiding tampering of the data.
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Figure 1. Blockchain diagram
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These blocks operate on a real-time mechanism, so this makes it harder to make
changes. This application heavily influenced the cryptocurrency(Farell, R,2015;
Jose, K.A,2018) area as the real time of the transaction was necessary. This uses
transparency and real time changes for security reasons (Hiran, K et al). Bitcoin is a
very famous cryptocurrency that is traded on daily basis and operates on blockchain.
The currency is peer to peer and required all the properties listed by the blockchain. The
records stored in traditional databases are with typical non-redundant process, where
as blockchain does with blocks and the data stored is known as ledger. The concept
of decentralization is implemented in blockchain, making the ledgers decentralized
and calling the process as decentralized ledger transfer for any transaction process.
The benefit of the blockchain application was massive cost reduction that eliminates
the need of third party verification.

Quantum Computing

Alotof things will be consecutively explained in this article along the way pertaining
to quantum blockchain, but first understanding the quantum computer as a bigger
picture is necessary. The term was coined in 1981 itself when creating exponentially
growing simulations in physics were the need. This problem persisted without a definite
solution until the area of quantum mechanics (Bhatt et al,2019; Ladd et al,2010;
Jazaeri et al,2019) was discovered. The NP problems in computer science are no
different from complex problems in physics or chemistry which grow exponentially.
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Figure 2. Quantum computing
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Traditional solution was paralleling the pipelines in which process of the data takes
place, which does work but many problems are left hanging as parallelization solves
the problem in linear time and fails to cover for exponentially growing time. The
expression to work with quantum computers can be given through quantum mechanics
itself as it using quantum bits instead of normal bits. The context of superposition
(Li, T., Yin et al.,2016) is the most important concept in quantum mechanics as
it gives the intuition of how things work. It has a very different understanding as
it states the world operates in a simulation and the possibility of the two events
happening are evident but the event happens where the native experiences the
dynamics of it happening. This is a very deep explanation and can be broken down
in very subtle explanation as measurements collapse the superposition to observed
state of the native. This is the root idea of the quantum mechanics. The quantum
computing holds all the possible dynamics from the quantum mechanics and it is not
a replacement for the traditional computers available currently as all the operations
taking place on it are working in different system. Some research gives an estimation
that problems from Bounded-Error Quantum Polynomial-Time can be brought to
polynomial time using the quantum computing, although it is just an estimation. For
understanding the mathematical intuition of the quantum computing, one needs to
focus on superposition intuition from quantum mechanics as it directly is associated
with qubits (quantum bits) which are the bits of the quantum computers. The basic
intuition can be developed with the spinning particle in the state of superposition
using dirac notation, which is an equation of linear dimension of particle imposing
position in upward and downward direction.
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a,10) + a, 1) (1)

where the 10) is upward spin of the particle and I1) is downward spin of the particle
with a as the amplitude. This makes the equation of superposition where the states
are the basis vectors. These can be linked to quantum state equation.

W) = a, 10) + a, I1). (2)

The |0) and I1) can be considered as 2 orthogonal states and their probabilities
need to add up to 1 which can be presented with simple equation as

a2 + la )2 = 1 3)

The deeper insights of the qubit can be represented with by forming a tensor
product of the composite system in quantum states.

V) ®|w)
where

la)|b) =|a) ®|b) = [xu,xv...yu, yv...] 4)

The information of 2 bits consisting of 0 and 1 in 2-qubit computation is given by
¥ ) I¥,) = a,p,100) + «pf, 101) + a B, 110) + a f 111) (5)

The equation 5 is the representation of 2-qubits and this does increase exponentially
overtime causing a very high computation. 3-qubits won’t even fit easily here and
64-qubits has 20 digits of bits. Quantum gates are something that certainly separates
the traditional bits and qubits equation where superposition is manipulated with a
linear unit with l¢p)— Ulg). This unitary operation can be given as

UU'=UU=1 (6)

where U has a complex conjugate which when transposed is given as U'. These are
efficient for preserving the norm and maintains the total probability after the state of
transformation to 1 for maintaining the superposition on the surface of observational
units giving equation as
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i) = UGl (7)

This certainly gives an edge for collapsing the superposition to linear unit of the
complex algorithms. Assuming the Shor’s (Shor P.W., 1999) algorithm for cracking
RSA (Rivest, R.L et al.,1978) can be computed to polynomial time with equation

1

g

Inasimilar fashion the classical computing falls short for solving such exponential
time problems. The quantum computers compute the complex Discrete Fourier
Transform in a very simple manner and can be given as

W) =

Z|x> a*mod15) ®)

km

X, = an eV 9

This makes the use of quantum computing as an aid for traditional systems and
not a replacement as the technology is just evolving itself.

Quantum Blockchain

This term is specifically coined for the advent threat to the blockchain systems using
quantum computing technologies. The strongest point of a blockchain is its security
which is very strong and almost unbreakable. The amount of the entire chain that
needs to be broken needs the person to acquire atleast 51% of the entire chain. This is
currently impossible with the state-of-the-art systems, but can be done with quantum
computing in the near future. The only reason of the quantum computers able to
calculate different bits in parallel fashion, the superposition is an important concept.
The entanglement is the prime factor that can break the blockchain in upcoming
years. In quantum mechanics it is linked with the perfect entanglement of the particle
interaction with each other. The changes in one particle affect the other particles in
same dimension space. So considering the superposition and entanglement, the tasks
will be performed in a sequential manner and parallelization will merely become
a complex problem in high performance computing. Superposition uses qubits
which exponentially grow, as 2-qubits result in 4 different outcomes taking place
simultaneously whereas 4 qubits will work with 16 different outcomes and so on.
Current state-of-the-art qubits are less likely to break a blockchain. The blockchain
is adistributed decentralized ledger and is tightly coupled protected by cryptography
algorithms. A powerful system with high number of qubits can perform alteration
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before the data goes into the ledger. This task will be seamlessly become possible
with the quantum computers. Since the data performs hashing before being added
to the ledger and one tampered document will create an infraction in the integrity,
the alteration will be done before the write operation. If one-way mathematical
functions are used the alteration can be performed. Every blockchain intended
for certain operation has a smart contract. This has digital signatures. These can
be broken using one-way mathematical functions. One example of it is a trapdoor
function. This is used to compute the solution in a reverse manner. Basically there
is a single way in which the operation will take place and if a reverse solution is
used the deliberated information is leaked. It does require additional information
though, so in the case of blockchain this will be a difficult task. The trapdoor
functions have been there since the ages of asymmetric and public-key encryption
techniques were discovered. The RSA (Rivest, R.L et al.,1978) and Rabin (Yagqin,
Acetal.,2019) were cryptographical functions that did survive the trapdoor function.
Considering the prime factorization involved where there exponential modulo of the
composite number, the trapdoor functions faced limitations. This is where quantum
computers can break that chain as it works efficiently with the exponential functions.
Another one-way mathematical function is one-way hash function. One-way hash
function is a compression mathematical function that takes variable length of input
and hashes it into fixed length binary sequence. It is very difficult to compute the
inverse function with a traditional computer, but this task will be not daunting for
a quantum computer. Quantum computing the reverse calculations will become
very commonplace. Manipulation in the transaction history will become very easy.
Changing the hash of blockchain is not possible because it spoils the chain and it
will inform the entire peer-to-peer network. That is the reason the breakage can be
caused without spoiling the hash. The record needs to be changed, then the result
is supposed to be encrypted and hash should be checked if it is same as earlier
otherwise entire system is failed. Calculating a private key from a public key will
be also possible using the quantum computer. RSA is one of the algorithms that
work with public and private key systems. The RSA can be cracked using the
Shor’s (Shor P.W., 1999) Algorithm. For breaking a public key, 2 prime number
combinations are required. Quantum computers factor very large numbers in fraction
of seconds. So breaking modern day RSA will not be a daunting task for quantum
computers in upcoming years. If we currently consider the time complexity of the
prime factorization given in equation below

O| exp %n(logn)2 (10)
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where it operates in Big-Oh complexity and n is number of bits to represent the
product of prime numbers which Shor’s algorithm can perform. The time complexity
for it can be simplified easily by

O(n’logn)
with number of gates as
O(n*logn log logn) (11

The prime factorization works with favorable odds. The Shor’s (Shor P.W., 1999)
algorithm is from a class of models that are known as Bounded-Error Probabilistic
Polynomial Time (BPP). This function for quantum computing can be denoted as

f(a) = x'mod N (12)

This is used for computing the greatest common divisor (GCD) effectively. The
considerable time complexity is O(n) and computing polynomial time is common
practice but usually worst case scenario is considered as exponential.

Quantum Resistant Blockchain

The quantum resistant blockchain remains essential after understanding the threats
of the quantum computers for blockchain as they can tamper the information before
writing the record on blocks without breaking the hash. Before understanding the
resistant system of it, the problems could be understood in more depth. Many advance
problems can be focused. Hashcash proof-of-work was represented for Bitcoin
(Aggarwal, D et al.,2017) where using a Grover search algorithm(Grover, L K et
al.,1996), the quantum computers can easily perform fewer hashes in quadratic time
that beats the traditional computer. The gate speeds can range upto 100 Ghz allowing
quantum computers to solve the problem about 100 times faster. The private key
derived from the public key will be main issue of concern. Traditional modern day
computers are inefficient for performing that, but this task won’t be daunting for
quantum computers. The entanglement and superposition will be used for cracking
the cryptography. The system will use (Roetteler, M et al.,2017) quantum resource
estimation for computing the discrete logarithms for elliptic curve. Majority of
blockchain uses the Elliptic Curve Digital Signature Algorithm (ECSDA) (Al-
Zubaidie et al., 2019; Bi W. et al.,2018; Sonnino et al.,2016) for cryptographical
hashes. Considering quantum computer, Shor’s algorithm can be used to break
Elliptic Curve Digital Signature Algorithm (Proos, J et al.,2003) where private key
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can be derived from public key that can create a transaction for handling wallet. Since
ECSDA can be broken, RSA (Rivest, R.L et al.,1978) is not a challenge. Quantum
factoring with shor’s algorithm was demonstrated over silicon photonic chip (Politi,
A et al.,2009) that gave a small insight on the breakdown of experiment.

Figure 3. Quantum resistant blockchain
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Greater developments were brought with Variational Quantum Factoring
(Anschuetz et al.,2018) which is more stable and error-less than traditional shor’s
algorithm. The algorithm is still under development but will work efficiently with
Noisy Intermediate Scale Quantum (NISQ) (Bharti, K et al.,2022) computers. The
concept of post-quantum cryptography (Bavdekar, et al.,2022; Jain R et al.) can
make some changes and this will definitely become the basis for quantum resistant
blockchain. Bringing the change in schemes of signature will be the primary task
of quantum resistant blockchain which won’t be a easy task for sure. This will be
bringing change in every single cryptocurrency wallet. The need for consensus will
be next challenge where it is supposed to be implemented through a fork. Reaching
the apex with consensus for a decentralized system like blockchain is not an easy
task certainly. It is like scaling the entire bitcoin in a longer run. The most important
task among all will be post-quantum cryptography as it is like writing an entire
scheme of security-based algorithms. Considering the stateful signatures using the
XMSS (Buchmann, J etal.,2011) is first aspect. For making it user friendly the use of
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WOTS+ (Hulsing, A et al.,2017) is an aspect. Handling the 41kB signatures using
the SPHINCS (Bernstein et al., 2014) is one more aspect. Handling the side channel
attacks using BLISS (Espitau et al.,2017) is one more aspect. IOTA signatures are
very common solution for shifting at the moment. The quantum resistant ledger
(Stewart, I et al.,2018) uses XMSS and better functioning. The safe solution for
transferring of the funds is by committing to quantum resistance suggested by Stewart,
which can be termed as defense for bitcoin against a fast quantum computing attack.
This is a quantum resistant signature scheme that has been implemented. The hash
of the public key and quantum resistant public key is made. This creates a strong
system as tampering of private key through the public key is avoided as there is
quantum resistant public key. The quantum capable adversaries will be a challenge
in upcoming period for which delay phase will work much more effectively. Not
reusing any addresses is terminology that makes the Bitcoin quantum resistant. An
eclipse attack (Heilman, E et al.,2015) is a network level attack performed on peer
to-peer systems. This can cut slack for extra time required to work with the public
keys for making the respective private keys. The simple solution for this is using
First In First Out (FIFO) system because it will ensure the transactions are in order
as they come and forged transactions can be avoided. Since the transactions are
taking place, the man-in-the-middle attack is very common but fortunately RSA and
ECDSA can be used which cannot be broken. The attack if smartly handled applied
before the original transaction reaches the network can cause damage. Speaking of
multicast, it is also not much effective. The signature schemes once designed will
secure blockchain from quantum-based attacks and quantum resistant blockchain
will be able to avoid them to certain extent.

CPS Blockchain

The cyber physical system has a hierarchical structure where system levels are
complementary. The level of the CPS that interacts with the physical level and is
known as unit level. It is the smallest unit and do not impose threat to entire integrity
of the system.

The CPS 4.0 industry standard, works with the automatic flow of the range
interactions. There are many system level CPS that are considered as System-Of
System. The merging of blockchain in this hierarchy is one of the ideas that needs
to be implemented. The higher hierarchy units of CPS can be implemented with the
blockchain. The data storing mechanismin such a system will ensure a very definitive
approach of safeguarding the data with transparency and decentralized system.
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Figure 4. CPS blockchain
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CPS Blockchain Applications

The wide variety of applications for cyber physical systems are already discussed
by many researchers, but in this section, we will discuss the subtle ways with which
one can incorporate the best use of blockchain in current state-of-the-art systems.

Transportation- The transportation uses the cyber physical systems for well-
balanced management of the road network. The transportation network requires a lot
of sensors and this can help retain a lot of information for better understanding of the
network. The interactions of different vehicles on the road does make a difference
and this information is supposed to be secure. Disruptions in it can cause damages
on different plane, for which blockchain can prove to be efficient.
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Agriculture- The impact of environment disrupts the harvesting of the crops
SO many sensors are trying to make agriculture smart. This can create a difference
in the amount of irrigation and mapping the quality of crops. The collection of the
crops also accounts in record of collected harvest and number of crops that were
available. This is where the need of transparency and security arises. Blockchain in
this situation can make a difference as the transparency of the harvested crop will
be notified and seen by the all levels of management. So, the loss or stealing can be
kept with notified on record of premise.

Smart Grids- Clean energy is one of the prominent tasks that is associated with
smart grids and smart management in it is essential. Wastage of water is done on
a very high level for which employing some sensors can play great role. The use
of CPS with Blockchain in such area can prove to be an efficient cause. Managing
the use of energy used on daily basis and smartly inducing the resources can be
done effectively.

Smart Buildings- Current state-of-the-art CPS used in buildings can monitor
the temperature and humidity. The use of CPS can be extended further to make
buildings more earthquake resistant. Detailed analysis of every apartment can later
be induced for any architectural faults. Since information about every apartment is
very sensitive, using blockchain can prove to be effective.

Future Scope

The standards that are established in pristine order at this very moment from this
article focus on the broad perspective that can be subjected to very wide variety
of changes. The improvements in the base CPS 4.0 system itself can prove to be
improvements in entire CPS ecosystem itself. The changes that can be brought, would
be development of the hardware systems that we currently look at in a significant
manner. These include the state-of-the-art systems that closely work with sensor-
based system. Now these can change significantly when there is a major adhering
to the standard protocols itself. Using RISC based systems as such where entire
base serialization changes in the assembling of the system will to development in
the entire implementations. Another small subtle change can be observed at the
application level where the machine learning algorithms themselves become more
welcoming and conducive to work with the sensor-based data. These day by day are
showing improvements in the respective areas and can be extended for the better
good of the CPS.
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CONCLUSION

This article depicts a very vivid review of the CPS based Blockchain. Certainly, the
conceptis just an idea and the required approach with the CPS 4.0. The article sheds
light on basics of blockchain, quantum computing and quantum effects on blockchain
and quantum resistant blockchain. The ideas are linked with one another sequentially
in this article. This article does open many new problems about the implementation
of the ideas by giving them an expression. This article can be referenced as a material
for understanding all the prerequisites required to implement the systems.
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Chapter 8

Quantum and Blockchain
for Computing Paradigms
Vision and Advancements
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ABSTRACT

Blockchain and quantum technology breakthroughs are currently being debated
publicly across avariety of forums. There are numerous applications and capabilities
that can provide transparent, redundant, secure, accountable environments thanks
to these technologies. To ensure resource-dependent high security requirements,
certain cryptographic primitives and protocols can be used effectively. Quantum
proofs, safe quantum solutions, and anti-quantum systems will assess any system for
quantum attacks and create a secure quantum computing system. Therefore, this work
intends to encourage experts from different fields to provide technology-integrated
solutions that combine cost-effective and quality service, quickly, securely, and meet
requirements. Researchers will be encouraged to provide helpful overviews and
guidance in dealing with real-time applications from post-quantum technologies.

INTRODUCTION

The blockchain quantum is more concerned with security. For example, the fragility
of Shor’s method makes RSA public key encryption an important transitional
technology for applications (LaPierre, 2021). For readers and practitioners who
want to learn how to build, test, operate, deploy and maintain a next-generation
system with interfaces, this book is an excellent resource. Secure cryptography
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expertise and innovation. Ultimately, this chapter might serve as a useful guide
for IT professionals to assist them comprehend the importance of technological
transition and quantum computing activities during this transition(Grover, 1996).
Future applications could benefit greatly from emerging technologies like quantum
computing, configuration, design, and communication interfaces. There are enough
safe bits in the computing world to protect networks from quantum attacks if these
environments are used (Hilal et al., 2022; Sarmah, 2019). Using protocols like semi-
DIQIP, it is possible to strengthen the security of a secure network by automatically
identifying sections of the system and creating a trust network. It’s not just software
that quantum computing and quantum research come in handy, though. As a way to
exhibit quantum technology, businesses can utilise devices such as quantum memory
and quantum repeaters to show off their capabilities. When it comes to long-distance
quantum communication, for example, a single quantum repeater could help reduce
costs and improve security. One of the most current and most popular technologies
is quantum computing. It has been almost a century since any practical application
of quantum mechanics has been developed, yet now is the perfect time for virtually
any organisation to begin working on it. A number of researchers in 1979 pointed
to the theoretical underpinning of quantum computers in the late 1970s and early
1980s, according to the research. It was suggested that quantum computers could
be built (Arulprakash & Jebakumar, 2022; L. Wang & Wang, 2022).

The Quantum Gate Model is being offered as a first answer by many businesses
claiming to be working on quantum computers, including IBM. Google, Microsoft,
and a slew of other companies are investigating devices of this type. It is extremely
risky to use quantum computers to address all utility problems. There will be both
classical and quantum computers in the universal infrastructure, with the quantum
computer having substantial performance limitations. It is possible to solve some
problems substantially more quickly with quantum algorithms like Grover’s or
Shor’s (Berman et al., 2005; Fluhrer, 2017). Previously unsolved issues will now
be dealt with promptly. A number of researchers, both academic and industry, have
expressed an interest in quantum computing as a result of recent developments.
Because of the development of quantum computers, which were unable to provide
the same level of security as blockchain technology before it, the technology began
to advance. Smart contracts can be hacked, and eventually, all technology will stop
working altogether.

Even simple computers can solve the most difficult mathematical problems that
are used to secure the blockchain. Cryptocurrencies are protected by public-key
cryptography. Quantum computers could pose a threat to the crypto business, where
some funds have lost billions of dollars due to public key encryption breaches. The
rightful owner of adigital object can be impersonated if the encryption is compromised.
If quantum computing becomes powerful enough, any security promises will be
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null and void. Quantum computers would need thousands of qubits to decrypt data,
compared to just a few hundred qubits in contemporary computers (Xu et al., 2022;
S.Zhang & Lee, 2020). Continuous qubits can be used for this purpose, allowing for
longer stats than are now accessible. It is hoped that quantum computers will be able
to attain similar speeds on a far broader scale. It’s obvious that this has an impact on
a wide range of fields in computer and information science, where systems depend
on the difficulty of calculations to perform properly. System failures can occur if
there is a considerable increase in acceleration. To be more specific, this is true for
cryptosystems that use asymmetry in the computational cost required to compare
two functions. Large primes can be multiplied quickly, but merging large composite
numbers into two primes is extremely difficult, making RSA encryption sluggish.
Having a hash function is significant because it’s simple to compute yet hard to
reverse. In order to establish a nearly unique fingerprint, they pick a specified hash
value and look for a pre-selected image that matches that hash value. (Barua et al.,
2020; Khazanchi et al., 2021).

Figure 1. Model of how the cryptosystem works
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BACKGROUD OF BLOCKCHAIN AND ALGORTHAM

Blockchain-related data structures and algorithms are of interest to the author. The
primary goal of creating the blockchain was to address the issue of double-spending
in relation to the digital currency Bitcoin. An open, decentralised digital ledger
that is secure against change and verifiable by anybody is implemented via the
core components. Faster than canonical sources to prevent mass rewrites of entire
sequences of blocks from some point in the past, denial of service, or chain growth
attacks. For this reason, a working requirement has been added to prohibit rewrites
of long chains (Saini et al., 2021).
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1)  There is arecord of every transaction ever made on the blockchain. It’s stored
on public servers, so anyone can access it.
2)  There are four basic elements in each block:
a) ahash value,
b) adata block,
¢) anonce. The nonce is only used once to construct a new block.
d) The block’s hash.

When the previous block’s hash code is included in a later block, it ensures the
previous block’s integrity. Modifying the earliest blocks in the chain would introduce
inconsistency into the hash, and a hash that contains data cannot be changed without
interrupting the entire block sequence, and vice versa. To generate a new block,
adding a nonce to the hash needs a lot of effort. It is impossible to recreate a long
chain of blocks with new data using this implementation of the work requirement
(Lakhwani et al. 2020).

ALGORITHMS FOR QUANTUM COMPUTATION

Understanding two basic algorithms is essential for understanding how blockchains
work in the context of quantum computers and quantum-enhanced assaults. Two
algorithms: Shor’s algo and Grover’s algo. Finding a single input to the black box
function is much faster with algorithmic search than with brute force search as a first
step. Integer factoring through the general number field sieve (the most well-known
way of factorization procedure) is made exponentially faster using the following
method, which can also be used to situations involving hidden subgroups and discrete
logarithms (Hiran, 2021; Vyasetal.,2021). Some of the known asymmetric cyphers,
such as public key cryptography (PKC) and digital signatures, are vulnerable to these
difficulties. This duo of quantum algorithms poses a serious threat to blockchain
implementations.

The Algorithm of Grover
The block chain relies on cryptographic hashes to protect itself from previous blocks
being modified. The dispersed nature of the chain and the computational work

necessary to recompute a chain of blocks make it resistant to long-term revisions.
The reversal of the hash function (Grover, 1996).
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Generalized number field sieving (the most efficient algorithm for computing
numbers) has a complexity that is super polynomial compared to Shor’s approach,
but less than exponential (longer is shorter than exponential at input length). It’s
almost impossible to break an 096-bit RSA key using classical calculation, but it is
possible to break it using quantum computation. Consequently, quantum computing
attacks will be possible on any part of a blockchain implementation based on RSA or
comparable techniques. For Shor’s algorithm, factoring complex arithmetic numbers,
which are the product of two large primes, is the first step in accomplishing this
aim. Factorization, on the other hand, is a subset of the larger unknown. For Shor’s
algorithm, factoring huge composite integers, which are the product of two large
primes, is the first step in accomplishing this aim (Grover, 1996; Monz et al., 2016).
All of these issues can be resolved by modifying Shor’s algorithm, which is a special
example of the more general hidden subgroup problem. As a result, cryptographic
techniques such as ElGamal encryption, authentication systems based on the use of
digital signatures, Diffie-Helman key exchange, and elliptic curve cyphers are no
longer feasible due to the discrete logarithm problem. Economic certainty. In addition
to establishing a hash collision or inverting a function using Grover’s technique,
the Shor algorithm shows that a quantum computer is vulnerable to other attacks
(Berman et al., 2005; Budd et al., 2020; Shor, 1999).

Full Collision: Algorithm Attack via Grover

Complete collisions of hash values are achievable if tiny data can be added to block
content and a given hash to match the block’s content. In general, it is tough to solve
this problem. In general, itis believed that the source material will be searched by brute
force until a match for an already known hash is found, which may include enough
extra bits to exhaust the hash space. This demands a time investment proportional
to the size of the hash space for optimal hashing (Almohammadi et al., 2017; Mehul
Mabhrishi et al., 2020). However, this time can be reduced by exploiting known
flaws in the hash mechanism. In the case of this standard attack, we can assume
an execution time of O(n). A speedup of O(n) can be expected over the standard
collision-search algorithm thanks to Grover’s O(n) time technique. As a result, the
blockchain’s integrity can be preserved even if a modified block is inserted into the
chain. That’s about half the time it would take to find a hash collision using brute
force. This assault is only relatively quick, therefore raising the hash length might
be an option. However, the processing work to compute zeros with longer hash
functions tends to restrict chain ability and may render the blockchain inoperable
(see below). Asymmetric attacks, where the attacker has quantum computing while
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the defender has only classical processing, are considered the worst-case scenario
by the security community. Since the trade-off in time for generating hash functions
and reversing them should remain the same when both sides have the same computer
capability, this is a slightly better scenario. The corollary of this is that whoever
develops quantum computing capability first will have an advantage, but only until
the defenders themselves obtain that ability. At this stage, we expect the system to
either be operational again or to be unrepairable and should be discarded (Fluhrer,
2017; Grover, 1996).

Mining Time: Grover’s Algorithm Attack

Another issue comes to light when we examine the blockchain’s mining process.
Nonce calculations are what we’re doing here. There is a pre-image to partially
specified hash in this calculation, which increases the computing effort required for
writing the chain. Replay attack: Grover’s approach accelerates nonce generation,
significantly speeds up reconstructing the chain from modified blocks, and
significantly reduces computational effort required by extension. In the generation
of further blocks in the chain, quantum computer-based parties can soon surpass
opponents with merely traditional computing power. As a result, the mining process
in cryptocurrency applications is more faster, allowing users to mine more coins
faster. The quickest miners dominate the development of new blocks in consensus
blockchains and other ledger applications, giving you power over the contents of the
blockchain. There is nothing stopping a complete reconstruction of the blockchain
in a trivial period of time if nonce creation is even faster. If that history is replaced
by faster growth than any other history, then a real chain can grow. Fast-growing
chains dominate the blockchain and effectively rewrite history since the longest
chain has traditionally been recognised as the acknowledged truth (Chen et al.,
2021; Lopez-Incera et al., 2020).

Quantum-Resistant Cryptography

The development of quantum computing will have a profound effect on our
understanding of cryptography methods. The NSA’s Information Assurance Agency
(IAD) estimates that it will take 20 years for the algorithms in the national security
system to reach full functionality and that they will be built to last at least 30 years.
Exactly when large-scale quantum computers will be developed is still a mystery,
but many experts believe that they will be completed within the timeframes listed
above (Hiran, Doshi, et al., 2014; Tyagi et al., 2020; Wireko, J. K., Hiran, K. K.,
& Doshi, 2018). So the development of “quantum-resistant” encryption methods
has been designated a top priority by the government. In the theoretical framework
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of (classical) cryptographic methods, there exists the possibility of quantum
computer attacks against quantum-resistant encryption, also known as post-quantum
cryptography (Mohamed, 2020; L. J. Wang et al., 2021). However, as previously
said, the field is still relatively new and therefore rife with uncertainty and lacks
widely agreed standards. After the “US Innovation and Competitiveness Law” was
passed by Congress, NIST was tasked with conducting an investigation into the state
of encryption standards and policies in the United States. In addition, it is stated or
demanded that the future be developed in the manner required. This procedure has
already begun at NIST, and an update on its progress will be made available to the
public. Regarding this process, IAD said: “NSA believes that within a few years,
the external crypto community will be able to develop quantum-tolerant algorithms
and reach broad agreements on standardization”.

Cryptography Based on Quantum Mechanics
for Blockchain Protocols

Functions that use a Hash Table To be sure, we’ll make a few well-known remarks
about what aspects might be critical when constructing structures that incorporate
blockchain technologies completely, even though needs are still being advanced for
quantum - resistant cryptography. The hashing feature is the first factor to consider.
Grover’s set of criteria offers aquadratic speedup over classical methods for comparing
hash capabilities, as described in the preceding sections. For secure applications,
the preferred computational complexity can be recovered by simply increasing the
number of bits utilised in the calculation, rather than by using an exponential speedup
like Shor’s set of rules. Due to the set of rules’ quadratic speedup, the maximum
number of bits that can be used is two. As previously stated, hashing is used to
protect a blockchain in two ways. An inverted hash or the location of a collision is
computationally challenging, which is why the number one strategy relies on this
fact to work. It becomes more difficult to find a unique data block with the same
hash over time. Rather of using classical algorithms, Grover uses a set of principles
for calculating the size of a hash region. A quantum-resistant preference would
require two times the hash time of a comparable requirement that considers the most
effective classical algorithms if a positive stage of issue is required for protection
(Lily Chen, Stephen Jordan, Yi-Kai Liu, Dustin Moody, 2016; Shor, 1999).
Signing a block is a second way in which hash functions can be used for security
in the blockchain. One way to do this is to find a nonce with all of the block’s main
bits set to zero. This is computationally challenging because when calculating a
partial collision of the hash feature, it is the same thing. In other words, this problem
is exactly the “proof of paintings” that a signature is supposed to demand. To ensure
a minimum level of ‘proof of work’, the hashing time can be increased, just like
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the signing time can be increased to ensure a minimum level of security against a
quantum attack (Fernandez-Carames & Fraga-Lamas, 2020; Grover, 1996). As a
result, using the traditional devices that can signal a statistics block, the required
artwork becomes computationally two times more difficult or takes twice as long
with each additional bit. Thus, any blockchain system using hash-based signatures
and defending against a spoofing attack from a quantum device may be incompatible
with the device requirements for enforcement. (Hiran, Frempong, et al., 2014).

Post-Quantum Cryptography for Mechanisms
Beyond the Hash Function of a Block Chain

There will likely be significant concerns with quantum threats to various factors
outside of the blockchain itself in addition to the hash aspects of blockchain-based
technology, as described above. Encryption techniques may be required if the
blockchain ledger is to be spread. There may even need to be a variety of protocols
in place defining which entities are permitted to grow the blockchain, for example,
wherever identification verifications or virtual signatures may be used. Modern
widely used encryption techniques are frequently insufficient to protect against the
possibility of quantum computing in many of these scenarios. The safety of many
modern cryptographic algorithms is predicated on the problem of a mathematical
difficulty, as stated before (Easwaran et al., 2022; Hiran et al., 2012). When it comes
to digital signatures, the Digital Signature Algorithm (DSA) is the standard choice
because it relies on discrete logarithms, while the Elliptic Curve Digital Signature
Algorithm (ECDSA) is a promising DSA variant and an example of elliptic curve
cryptography. All three algorithms are based on the difficulty of computing discrete
logarithms (ECC). A sufficiently powerful quantum computer can easily solve
Shor’s set of rules for factorization, discrete logarithms, and ECC problems. NIST
hasn’t yet defined quantum-resistant cryptographic standards, although there are
some potential ideas for cryptographic systems that can withstand both classical
and quantum attacks (H. Zhang et al., 2019; S. Zhang & Lee, 2020).
The following are a few of the most promising regions:

e  The use of encryption that relies solely on hashes. Merkle’s hash-tree public-
key signature system (1979) is the classic example, which builds on Lamport
and Diffie’s one-message-signature notion.

e There are code-based cryptography: McEliece’s public-key encryption
scheme with buried Goppa-code is a classic example (1978).

e In cryptography, lattices are used as the basis. The Hoffstein—Pipher—
Silverman “NTRU” public-key encryption system has garnered the most
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attention, despite the fact that it is no longer historically the principal instance
(1998).

e  Cryptography based on multivariate quadratic equations. Hidden Field
Equations (without variation) (1996) public-key-signature system by Patarin
and Matsumoto and Imai are one of many intriguing instances (Trichni et al.,
2022; Xu et al., 2022).

Figure 2. A cryptographic hash function was used to build Blockchain
Source: Bitcoin Whitepaper
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Cryptography Based on Quantum Theory

Future crypto-structures can also take advantage of quantum functions, which are
already being used in a new era. For quantum attacks, quantum cryptography is
superior to post-quantum cryptography, which depends entirely on conventional
techniques and existing technology. To put it another way, quantum cryptography
is a part of quantum data technology, which suggests that quantum outcomes can
develop basically novel approaches to cryptography in the process of creating them.
Quantum key distribution (QKD) is the most advanced and fully-fledged quantum
cryptography age yet to emerge. It is possible to generate a random bitstream among
events using the QKD protocol (P. Wang et al., 2022; P. Zhang, 2022). An OTP or
Vernam-cipher is used to encrypt the mystery message once the random message
is connected. We don’t need complex mathematical procedures to secure this way
of distributing a secret shared key; quantum physics serves as our sole foundation.
As aresult of Heisenberg’s uncertainty precept, the Quantum No-cloning theorem,
which asserts that a sign product of human quantum garbage cannot be cloned
without introducing detectable flaws, any eavesdropper will be prevented from
getting away with it (Niemi, 2021; Wireko et al., 2021). Once a random key is
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associated among occurrences using a QKD protocol, the encrypted message is
regarded cryptographically or unconditionally secure.

Figure 3. Post-quantum cryptography
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Quantum information technology has reached its peak in the QKD field. Such
arrangements have been used in the private and public sectors to promote transmitters
andreceivers through commercial corporations. Personal networks (e.g. dark fibres),
which cannot be repeated or routed, are currently the only viable option in the
current period. The current limitations to QKD’s widest possible application place
severe restrictions on its usefulness, but the age is progressing at a rapid pace and
will therefore become significantly larger in the near future. QKD is one of many
concepts being studied right now that has the potential to have a substantial influence
on blockchain-based systems. A quantum stream can encode and transmit data at
the same time, for example (instead of merely distributing a key over a quantum
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channel). As an alternative, there is the “Quantum Bitcoin,” which employs quantum
cryptography to mine and confirm blocks on a traditional blockchain. Protocols exist
to encode and store data that are protected against tampering by a quantum ledger.
As an alternative to virtual signature systems, there are also quantum bit dedication
protocols. It’s encouraging to see some of these ideas come to fruition, but the
reality is that most of these technologies are as difficult to implement as quantum
computing itself (Berman et al., 2005; Mosteanu & Faccia, 2021).

THREAT TO BLOCK CHAIN

We are faced with two features of blockchain’s promises being invalidated in the setting
of quantum computing. It is first believed that hash inversion is a computationally
challenging operation. If a quantum computer dramatically simplifies the process of
verifying the upstream blockchain’s validity, the integrity of the blockchain’s entries
is compromised. Grover’s approach, which finds the pre-image to a function value,
may do it far more quickly than the traditional brute force search, which isolates the
generating input by producing each output and compares them. The blockchain can
be attacked using Grover’s algorithm in two different methods. First and foremost,
Hash collision detection is possible with this algorithm. It can be used to replace
existing blocks while still preserving the integrity of the blockchain (English et al.,
2016; Fingerhuth et al., 2018). Secondly, it can speed up the generation of nonces,
maybe to the point where entire record chains could be quickly reconstructed with
consistent modified hashes, weakening the integrity of the chain. To discover the
pre-image of a given value under a difficult-to-invert function, the approach is
employed inboth scenarios. Information transmission between participants and digital
signatures could be compromised by a quantum computer for an implementation of
public or private key cryptography on the blockchain.

METHODS OF QUANTUM BLOCKCHAIN
Networks Based on Quantum Computing

In each node, the blockchain is stored. Similar to the traditional blockchain, this
phase’s goal is to decentralized add valid blocks. The issue with building a quantum
blockchain network is that it might have dishonest nodes and that the blocks
generated could have unreliable origins. The newly generated blocks are spatial
bell states, therefore transferring this to the associated temporal case requires more
research. The -protocol can be used in the quantum network to validate the block
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generated from the untrusted source. More significantly, this is accomplished via
other network nodes, some of which may be dishonest, in a decentralized fashion.
First, a quantum random number generator. Generator of numbers to select a verifier
node at random. Then the unreliable source divulges an n-qubit state that might be
a legitimate block. Each qubit is given to each node, j, by the unreliable source for
verification. Now that j: j is a multiple, the validating node creates random angles
of 0 and j. The verifier is one of the nodes to which the angles are distributed. Then
each measure their qubit in the basis (Arulprakash & Jebakumar, 2022).

Overview of Quantum-Enhanced Logic-Based Blockchain

In actuality, quantum-secured blockchain (QB) is improved and applied in QLB.
By switching from the conventional Byzantine agreement protocol to the quantum
honest-success Byzantine agreement protocol and embedding quantum protection and
quantum certificates into the syntax of transactions, the quantum-secured blockchain
is improved. Qulogicoin is the cryptocurrency that was developed and sent using
this blockchain. In a way, the blockchain that Kiktenko et al. QB constructed is
safer and can survive quantum computer attacks. To increase the effectiveness of
the blockchain, a new quantum Byzantine agreement (QBA) protocol was created
to replace the traditional Byzantine agreement. Quantum security and quantum
certifications will be incorporated into the QLB transaction syntax to increase the
blockchain’s strength(Sarmah, 2019; L. Wang & Wang, 2022).

KEY FEATURES OF BLOCKCHAIN

e A decentralized consensus mechanism is used to validate transactions and
assure the authenticity of information.

e  Data are represented as blocks in a sequence, making new information (e.g.
new transactions) irrevocable.

e  Each information factor delivered is a brand new block that references its
predecessor. An extrude is, therefore, not possible as all blocks are connected.

e  Data are saved in a sequence of blocks in numerous locations. As lengthy as
every block has get entry to its predecessor, all different information may be
saved in special locations, i.e. in a decentralized manner.

e  Stronger accept as true with and protection via decentralized garage and not
unusual place reputation with the aid of using all

e  Participants of the safety of saved information. This helps fighting fraud,
proving the high-satisfactory and starting place of goods, and tracing defective
substances in deliver chains
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e  Verified facts, which incorporates the opportunity to verify the authenticity
of a report degree or different facts saved with the aid of using blockchain
enterprises.

e  Reduced complexity and expanded reliability, as the usage of decentralized
garage decreases the opportunity that a server shutdown will make information
inaccessible(Trichni et al., 2022; S. Zhang & Lee, 2020).

Blockchain Domain and Sector

Blockchain has an extensive variety of use instances with inside the monetary
offerings sector. The maximum not unusual place capabilities are:

e  Payments and remittance: Cross-border bills are normally intermediated with
the aid of using clearing firms, and hence normally situation to intermediation
expenses in a couple of layers that result in operational complexity and
counterparty dangers. By contrast, blockchain permits for direct peer-to-peer
transactions that restrict the want for intermediaries

o  (Credit and lending: The use of clever contracts affords capacity advantages
that would make lending secure and save you crises. Blockchain technology
also are used to elevate capital via crowd investment and different way and may
doubtlessly effect on traditional and new monetary intermediaries. Examples
encompass blockchain-primarily based totally tokens and preliminary coin
offerings (Sarmah, 2019).

e  Trading and settlement: The use of blockchain technology can cause near-real-
time clearing and settlement, decreasing dangers associated with duplicated
facts and related time lags.

e  Compliance: Blockchain technology may be carried out to especially cope
with monetary reporting and compliance issues. Blockchain should make it
viable to document gamers and moves in a transparent, streamlined style and
in keeping with regulatory requirements.

e  Asset management: There are a couple of use instances on this area,
which includes tasks targeted at the fund distribution price chain and the
improvement of clever switch agents. Beyond finance, blockchain represents
a probable step forward for an extensive variety of commercial sectors, way to
new technological notions which includes disintermediation and performance
profits that would be key to those industries. Seventy four having started as
the idea of cryptocurrencies which includes Bitcoin (S. Nakamoto, 2016).
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POSSIBLE APPLICATIO OF QUANTUM COMUTING IN FUTURE

e  Optimization: Many optimization troubles are trying to find a worldwide
minimum factor solution. By the use of quantum annealing, the optimization
troubles can be solved in advance than the use of supercomputers.

e  Machine Learning / Big statistics: ML and deep gaining knowledge of
researchers are in search of for green approaches to educate and take a look
at fashions the use of huge statistics set. In order to speed up the process of
education and testing, quantum computing can be utilised.

e  Simulation: Simulation is a useful tool for anticipating potential errors and
taking countermeasures. Complex systems can be simulated using quantum
computing.

e  Material Science: The calculations of the complex interactions of atomic
structures constrain chemistry and textile technology. There are new quantum
replies that promise to speed up the process of re-creating these interactions
(English et al., 2016).

CONCLUSION

In summary, authors described the blockchain strategies along side the quantum
strategies. How Blockchain is getting applied withinside the distinct sectors with
the improvements. A blockchain protocol with information-theoretically steady
authentication primarily based totally on a community wherein every pair of nodes
is attached with the aid of using a QKD link. We have experimentally examined our
protocol through a three-birthday birthday celebration city fiber community QKD.
In addition to the usage of QKD for authentication, it’s far redefined the protocol
of including new blocks and a manner this is dramatically distinct from present
day cryptocurrencies. Rather than concentrating the improvement of recent blocks
withinside the arms of person miners, we appoint the information-theoretically steady
broadcast protocol wherein all of the nodes attain a settlement approximately a brand
new block on identical terms. A important benefit of our blockchain protocol is its
capacity to keep transparency and integrity of transactions in opposition to assaults
with quantum algorithms. Our consequences consequently open up opportunities for
understanding scalable quantum-secure blockchain structures. If realized, any such
blockchain platform can restriction financial and social dangers from approaching
breakthroughs in quantum computation technology. Typical key technology fees of
presently to be had QKD technology are enough for working a largescale blockchain
structures primarily based totally on our protocol. Moreover, wonderful development
in idea and exercise of quantum communications, such as current experiments on
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ground-to-satellite tv for pc QKD and quantum repeaters, may want to open the
door to growing a public international QKD community (‘“the quantum Internet”
and increasing quantum-secure blockchain structures to the worldwide scale. The
improvement of the “quantum Internet” will permit our protocol to keep anonymity of
every community member. A member might be capable of get entry to the worldwide
QKD community from any station, authenticate themselves to different events the
usage of their non-public seed keys (see Methods) and enact a favored transaction.
Quantum and Blockchain paradigm will deliver improvements in such a lot of fields.
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KEY TERMS AND DEFINITIONS

Cryptocurrencies: Cryptocurrencies are digital tokens. They are a type of
digital currency that allows people to make payments directly to each other through
an online system. Cryptocurrencies have no legislated or intrinsic value; they are
simply worth what people are willing to pay for them in the market.

Grover’s Algorithm: In quantum computing, Grover’s algorithm, also known
as the quantum search algorithm, refers to a quantum algorithm for unstructured
search that finds with high probability the unique input to a black box function that

produces a particular output value, using just O\/ﬁ evaluations of the function,
where N is the size of the function’s domain. It was devised by Lov Grover in 1996.

Post-Quantum Cryptography: Post-quantum cryptography refers to
cryptographic algorithms (usually public-key algorithms) that are thought to be secure
against an attack by aquantum computer. These complex mathematical equations take
traditional computers months or even years to break. However, quantum computers
running Shor’s algorithm will be able to break math-based systems in moments.

Protocols: Protocols are crucial components of Blockchain technologies that
enable information to be shared automatically across cryptocurrency networks
securely and reliably. In the field of computing, protocols are essentially rules that
define how data is allowed to be transferred between different computer systems.

Quantum Bitcoin: Quantum computers will eventually break much of
today’s encryption, and that includes the signing algorithm of Bitcoin and other
cryptocurrencies.

Quantum Cryptography: Quantum cryptography is amethod of encryption that
uses the naturally occurring properties of quantum mechanics to secure and transmit
data in a way that cannot be hacked. Cryptography is the process of encrypting and
protecting data so that only the person who has the right secret key can decrypt it.

Shor’s Algorithm: It is a quantum computer algorithm for finding the prime
factors of an integer. It was developed in 1994 by the American mathematician.
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ABSTRACT

Smart cities are a futuristic urban development concept that uses ICT to enable
citizens, governments, and organizations to collect and share real-time data. Q-BoC
technology can provide a new level of convenience and security for communication
and transactions among all of a smart city’s many stakeholders. Information
technology, including quantum blockchain, has been integrated to govern physical,
social, and business infrastructures in today’s rapidly developing smart cities.
Innovative technologies and concepts such as the 10T, 5G, artificial intelligence,
and quantum blockchain have become necessary for an intelligent and advanced
society. In recent years, both academics and industry have demonstrated a strong
interest in the revolution of smart cities. Smart cities can deliver a variety of smart
functions, such as intelligent transportation, Industry 5.0, governance, Healthcare
5.0, and smart banking, to improve people’s quality of life. The chapter explores the
application, challenges, and opportunities for making a smart society.
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1. INTRODUCTION

Blockchainis anovel computer expertise application method that includes distributed
data storage, point-to-point transmission, consensus mechanics, and an encryption
technique (Aggarwal et al., 2019). In Blockchain, every node has its own allocated
ledger for keeping transaction history. All the nodes are joints that validate all the
blockchain rules. These nodes organize transactions into blocks and determine
which genuine transactions should be included in the Blockchain. Communication
and trust between nodes in a blockchain network are riled on digital signature
technology, which primarily enables information identification, authenticity, and
integrity verification (Alam, 2021). According to (Bhavin et al., 2021), Blockchain
is a modern technology system in which the sequence of cryptographic blocks is
linked together to form a decentralized peer-to-peer (P2P) net. Blockchain can
accomplish validation, authorization, answerability, safety, integrity, privacy, and
non-repudiation for real-time applications that a centralized system may not provide
effectively in a smart community position. Similarly, (Kappertetal.,2021) discussed
several blockchain-based consensus techniques and their efficiency and viability
in various submissions. (Sun et al., 2016) investigated edge-centric IoT and cloud-
centrical IoT structures, highlighting several safety measures for such decentralized
methods. They also investigated the security issues that come with using Blockchain.

(Khan et al., 2021) investigated the numerous security and privacy challenges
that arise in an IoT setting. (Shalendra Singh Rao, n.d.; Solaiman et al., 2021)
investigated numerous safety threats to blockchain and damage consequences and
proposed several strategies for improving security in an allocated system. (Ahl
et al., 2020) examined the function of distributed ledger in the regional energy
marketplace and smart grids’ transactive energy controlling structure. Augmented
reality, AI-ML-IoT system, robotics, and fog computing are increasingly driving
factors behind global new-age city programs. Similarly, Fog computing has
significant transportation applications, including, smart traffic management control
and vechicle management systems also monitoring independent automobiles and
self-spacing (Gill et al., 2019). Additionally, it is a more viable solution because
of its low energy consumption and small footprint. Governments can employ these
apps to improve citizen security and environmental stewardship. Moreover, it may
be employed as in alternative services such as fire and natural disasters by providing
early warning of critical circumstances to make sound decisions. Because of the
ubiquity of Blockchain, several published literature studies, such as those shown
in Table 1 (P. Sharma et al., 2022). For Examples, Smart cities (Costa & Peixoto,
2020), IoT (Sunetal., 2016), cloud (Selvaraj & Sundaravaradhan, 2020), healthcare
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systems (Benetal.,2021), data centre networking (Forson & Vuopala, 2019), finance
(M. Dadhich, M. S. Pahwa, 2021), digital currency (C. Li et al., 2019), smart grid
(Sengupta et al., 2020), infrastructure (Haji, 2021), smart agriculture (Gill et al.,
2019), automated vehicle (Srinivas Aditya et al., 2021), biometrics (Ioannou et al.,
2020), Arial communications (R. L. Kumar et al., 2021).

Table 1. Execution measures and sources Q-BoC

Sources & Year 1 2 3 4 5 6 7 8 9 10 | 11 12

(Costa & Peixoto, 2020) i i - - i - i i i - - -

(Sun et al., 2016) S T R T T T T I A R I S I

(Alam, 2021) i - i - i - - i - i - B

(Ben et al., 2021) i - - i - - i - i - i -

(Forson & Vuopala, 2019) - i - - i - i i - i - i

(Garcia, 2018) - - - - - i - - - i - -

(C. Lietal., 2019) i - i i - i i - i - i i

(Sengupta et al., 2020) - i - - - - - i - - - -

(Haji, 2021) - - i - i i - - i - i -

(Kappert et al., 2021) i - i - i - - - i i - -

(Srinivas Aditya et al., 2021) - i - - - i - i - - - _

(Ioannou et al., 2020) i i - - - - i - i - - i

(R. L. Kumar et al., 2021) i - i - i - - i i - - i

1: Smart cities; 2: IoT; 3: Cloud; 4: Healthcare System; 5: Data Center Networking; 6: Finance; 7: Digital
Currency; 8: Smart Grid; 9: Infrastructure; 9: Smart Agriculture; 10: Automated vehicle 11: Biometrics; 12:
Arial communications.

Implementing Q-BoC in wider smart communities regarding functions and
procedure models appears to be understudied. Furthermore, despite its potential,
current studies have not focused on the role of Q-BoC in implementing security
and secrecy aspects in smart societies. As a result, we evaluate Q-BoC’s utility,
applications, challenges, and opportunities in various smart communities in this study.
Smart governance, cloud, e-voting, SCM, infrastructure, telecom, smart home, IoT,
finance, healthcare, biometric, industry 4.0, digital currency, surveillance, energy,
and smart cities are predominantly explored by the study.
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Figure 1. Applications of 5G quantum blockchain (Q-BoC)

Governance - — IoT
Smart Home ‘* » Healthcare 5.0
Telecom - Biometrics |
Cloud X Applications of | Industry 5.0 |
M 1| lodkehain Lol
E-Voting - Surveillance
Infrastrutire ~—— Smart City
Finance “— ——  Energy

2. REVIEW OF LITERATURE

(Birda, 2019) studied that a smart city’s varied character makes it vulnerable to
attacks, particularly at the level of resource-constrained devices when high-level
security protocols cannot be implemented. Furthermore, the smart city’s centralized
structure encourages illegal data retention and manipulation by specific persons or
groups; these groups might even prevent the passage of signals from one participant
to another. (Fernandez-Carames & Fraga-Lamas, 2020) applied Blockchain to
construct Block-VN, a vehicle network planning in a smart town. The proposed
architecture proved secure and ran in a distributed manner to construct a new
distributed transport management system. Several additional studies (Gill et al.,
2019; Hebert & Di Cerbo, 2019; Kappert et al., 2021) have successfully combined
Blockchain with smart cities. (Manish Dadhich et al., 2019; Srinivas Aditya et
al., 2021) introduced a novel authentication and encryption protocol inspired by
quantum walks (QIQW). The suggested protocol provides a blockchain agenda for
securely exchanging data between IoT devices. Rather than employing traditional
cryptographic hash functions to link the chain’s blocks and quantum botch purposes.
The framework’s primary benefits include enabling IoT nodes to communicate data
with other nodes successfully while maintaining complete control over their records.
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(Yapa et al., 2021) studied the potential for Q-BoC in Smart Grid 3.0, that
may enable a unified decentralization progression. Moreover, the study discussed
the various applications for upcoming smart grid action. Additionally, the article
concisely examines the blockchain integration problems, ensuring the decentralized
functioning of future autonomous electrical networks is secure and scalable. In
this regard (Van Den Bosch, 2020) proposed the concept of a smart city as a city
that integrates technology into its human-centric agenda. Based on a conceptual
framework, (Manish Dadhich, Purohit, et al., 2021; Sun et al., 2016) examined
how Q-BoC based sharing facilities can build smart cities. They also believe that
Quantum Blockchain will pique interest in theory and practice, encouraging further
discussion in this field. (M. Dadhich et al., 2018; Srinivas Aditya et al., 2021)
examined the fundamental requirements and technical obstacles that robots face
in general. It provides a comprehensive understanding of blockchain technology
in a lecture format. Then, the part of Blockchain in various robotics applications is
discussed. Additionally, numerous technological hurdles that must be overcome to
realize the budding of Blockchain for robots are emphasized.

The idea and denotative of innovative smarter cities are explained by (Shan et al.,
2021) concerning the expansion status of China’s advanced smarter capitals. Several
progress patterns in the construction of smarter towns are analyzed and judged, and
the shortcomings and deficiencies in the building of innovative smarter cities are
examined. They also discussed the policy recommendations to promote development
(Q-BoC) in smart cities. It serves as a valuable reference for comprehending China’s
innovation’s development concept and overall development state. The most significant
Blockchain-based solutions developed in recent years address the issues highlighted
by traditional cloud-based apps (Manish Dadhich, 2017; Sengupta et al., 2020).

3. BLOCKCHAIN-ENABLED SMART CITY FRAMEWORK

To realize the whole goal of smartness in modern cities, structure, conveyance,
services, and various other amenities must be enhanced or reinvented (Casino et al.,
2019; Manish Dadhich et al., 2022). It is vital to note that the expansion of smart
cities includes the development of high-tech structures and the participation of
residents in the conveyance and development of amenities. This may be accomplished
by collecting and distributing data to end-users and choice-makers to accomplish
the smart city system. This objective may be reached by adopting synchronized
procedures in digital systems. Developing machinery, viz. datascience, Al, cloud and
IoT, enables participation and collaborative evolution. Several studies (Alam, 2021;
Bhavin et al., 2021; Brotsis et al., 2021; Casino et al., 2019; Fernandez-Carames &
Fraga-Lamas, 2020) and reports have said that the evolution to smart cities would
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be undertaken progressively to confirm accomplishment and sustainability, tackling
the mostunrelenting challenges that influence people’s lives. Utilities (such as water,
food and electricity) are among the most sensitive components of smart cities since
they provide essential services to all people.

ICT is often regarded as a critical factor in creating smart cities. Quantum
Blockchain (Q-BoC) technology is a relatively new technical breakthrough that
encompasses a variety of underlying technologies and protocols. (Q-BoC) has the
potential to be a major driver and asset in smart cities and development (see figure
2). Smart cities are a futuristic urban development concept that combines ICT to
allow residents, governments, and organizations to collect and exchange real-time
data. Q-BoC technology can bring a new level of convenience and security for
communication and transactions amongst all the various stakeholders of a Smart
city. With the rapid development of smart cities today, information technology,
including quantum Blockchain, has been combined to manage physical, social, and
business infrastructures.

Figure 2. Role of Q-BoC in smart city projects
(Seon, 2021)
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4. APPLICATIONS OF BLOCKCHAIN
4.1 Smart Cities

Cities are the epicentre of human settlement, economic building blocks, and the
foundation for global innovation. Cities support information interchange, capacity
structure, and the supply of knowledge-rigorous business facilities through their
fundamental infrastructure. This necessitates the construction of trustworthy
frameworks using Q-BoCto better steer socio-economic development in metropolitan
areas (Casino et al., 2019; R. Sharma et al., 2020; Tribis et al., 2018). Cities are
attracting a growing percentage of the world’s population. In 2014, metropolitan
regions housed 56% of the world’s population; statistics anticipated increasing to
67% by 2050. Cities are becoming more important in the economics and well-being
of nations, with cities accounting for most of the economic activity (P6lvora et al.,
2020). Cities simultaneously have administrative, organizational, logistical, social,
and environmental issues. Improved administrative efficiency, new models for public
participation, and a better understanding of the value of electronic information and
the need to secure it transform the relationship between cities and their inhabitants.

4.2 Financial System

Blockchain technology is currently being employed in various financial industries,
including corporate, services, financial, forecast marketplaces, and commercial
contracts. Itis predicted to play a crutial role in the world-wide economy’s long-term
sustainability, advancing customers, the present banking organization, and people.
The global financial sector is looking into using blockchain-based applications for
monetary assets like securities, insurance, and derivative deals. For example, Q-BoC
promises a significant shift in capital markets and a more efficient way to conduct
functions such as securities and derivatives transactions (Gill et al., 2019), digital
outlays (Aggarwal et al., 2019), management policies, universal banking facilities,
financial auditing (Manish Dadhich, 2016; Schulz & Feist, 2021). Furthermore, the
Q-BoC mechanism has partnered with a consortium of the world’s major institutions,
including Barclays and Goldman Sachs, to develop a workable blockchain-based
financial market framework.

4.3 E-Voting
E-voting has been regarded as a positive and inevitable landmark for several years,
with the potential to speed up voting processes, simplify and cut election costs, and

strengthen democracies. On the other hand, existing electronic voting arrangements
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rely on a single entity’s proprietary and central plan, undermining voters’ faith in
the voting method (Agbesi, 2020). BitCongress and Liquid Democracy are two
distributed voting structures that propose outlines for implementing distributed
judgment-making. In general, Q-BoC provides an open-source, peer-to-peer, devolved,
and separately verifiable system to acquire the trust of voters and voting controllers
while remaining compliant with domestic regulations (Aggarwal et al., 2019).

4.4 loT

Around 80% of the world’s information today was created in the last two years.
The growth rate will accelerate due to a) IoT devices and b) population expansion
(Marsal-Llacuna, 2020). While the potential for Q-BoC and IoT technologies to
expand is enormous, the symbiotic link between these two disciplines opens a
universe of possibilities. For instance, despite their flaws, distributed wireless
sensor networks are pillars of technical and human growth. (Schulz & Feist, 2021)
studied how blockchain building might enhance IoT by minimizing its faults and
boosting its potential. Q-BoC and its intrinsic capabilities are primarily driving the
increased attention and investments in building decentralized IoT platforms. The
central concept allows secure and auditable data sharing in heterogeneous context-
aware setups with many networked smart devices. Furthermore, the network’s great
scalability and efficient administration are enabled by operating autonomously and
decentralized (Pélvora et al., 2020).

4.5 Healthcare Administration

Q-BoC could play acritical role in community healthcare 4.0, longitudinal healthcare
annals, automated health claims settlement, online patient admittance, patient
data input, user-oriented medical research, drug faking, clinical experimental, and
precision medication. (P. Sharma et al., 2022) suggested that dealing with patients’
E-Healthcare Accounts (EHASs) is the area with the most growth possibility. As part
of the medical record, an EHR includes a patient’s brief medical past and statistics,
predictions, and information relevant to the patient’s ailments and clinical progress
during treatment. (Srinivas Aditya et al., 2021) considered the Q-BoC system for
healthcare 4.0 as a procedure via which handlers may access and preserve their health
information while ensuring security and privacy. A series of studies (Krishnapriya &
Sarath, 2020; Sengupta et al., 2020; Xiang & Zhao, 2022) confirmed no centralized
owner or hub for a hacker to corrupt or breach the medical data. Records are stored
in a distributed manner (they are public and easily verifiable across non-affiliated
provider organizations). Data from several sources is brought together in a single
and consistent data fount, updated and always available.
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4.6 Energy industry

The potential uses of Q-BoC in the energy segment are many, and they might have
a huge impact on both procedures and platforms (Bowen et al., 2013). For example,
Q-BoC can lower costs, permit new business frames and markets, manage intricacy,
data safety, and possession. Grids could also engross prosumers in the energy
marketplace, allowing for the formation of energy societies (Brotsis et al., 2021;
Casino et al., 2019; Garcia, 2018). Q-BoC can improve the energy market system’s
transparency and confidence while ensuring accountability while respecting privacy
rules and increasing its efficiency. According to (Bhavin et al., 2021), blockchain
technology might also be used to create peer-to-peer energy transactions and energy
managing schemes for electric vehicles. It’s also worth noting that Q-BoC facilitates
the energy sector’s decarbonization, allowing it to move toward more decentralized
energy sources.

4.7 Education

In the case of ubiquitous learning environments, Blockchain can solve susceptibility,
security, and privacy and can be utilized to store educational data associated with
reputational rewards. (Yapa et al., 2021) proposed a distributed blockchain-based
academic record and reputation system that non-experts can handle. According to
(D. Li et al., 2021a), teachers upload blocks to the Blockchain that store students’
learning successes. Educational certificate administration can also benefit from
Blockchain, which improves data security and trust in digital infrastructures and
credit management. Furthermore, Q-BoC based approaches have the potential
to improve personal and academic learning’s digital accreditation. Educational
information centres using Blockchain technology might be set up to collect, report,
and analyze data about school systems to improve decision-making. Finally, in
scholarly publishing, Q-BoC can be utilized for document verification or better
handling manuscript submissions and promptly completing relevant reviews (Yapa
et al., 2021).

4.8 Governance

Q-BoC enabled applications may alter municipal and state governments’ work by
removing intermediaries from transactions and record-keeping (Van Den Bosch,
2020). Q-BoC’s accountability, computerization, and security for processing
community records can prevent corruption and enhance essential e-government
services. In the word of (Sang & Li, 2019), Q-BoC could be used as a secure
communication stand for connecting corporal, social, and business structures in
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intelligent cities. Blockchain governance aims to render similar essential services as
the state and its related public entities, regionalized and efficient while preserving the
same validity. Registration of official documentation, attestation, identity, marriage
contracts, taxes, and voting are examples of such services (Agbesi, 2020).

4.9 Citizenship and essential services

Integrating digital technologies into routine life necessitates machinery that can
accurately identify and certify users’ basic attributes such as term, discourse, credit
score, age, address and other personal characteristics (Asri et al., 2021). As a result,
digital identification has emerged as a critical security measure. (Costa & Peixoto,
2020) examined the pros and cons of various decentralized identity management
approaches. Furthermore, according to (Alasbali et al., 2022), one-sixth of the world’s
population has no written evidence of their existence. Migrants and expatriates
are affected by this circumstance because their nations may refuse to hand over
documentation if they, for example, belong to the opposition. As a result, Q-BoC
has become a tool for enhancing global citizen equality and possibilities.

4.10 Miscellaneous functions

This section covers research on blockchain-based functions that aren’t covered by
the other sections. For example, Q-BoC is being used by crowd-funding platforms
(M. Dadhich, M. S. Pahwa, 2021). Blockchain applications in the humanitarian and
philanthropic sectors (Sun et al., 2016). It can also be utilized in smart city contexts
to develop smart, reliable, distributed, and autonomous transportation systems
and securely operate case tickets (D. Li et al., 2021a). According to (R. Sharma et
al., 2020), Q-BoC is projected to play a key role in environmental management.
For example, inside emission trading schemes, pollution control and sustainable
corporate development. Blockchain might be employed as a novel emission link
method adopted by the corporates. Intriguing applications are social media, digital
marketing, sentiment analysis, sale projection, and customer retention. User-centric
Q-BoC might allow handlers to control, locate, and claim possession of any content
they communicate. Some I'T-related blockchain applications, such as edge computing
and the creation of computational source distribution methods (Manish Dadhich et
al., 2022; TK et al., 2021), grid computing (Motlagh et al., 2020), cloud computing
(Manish Dadhich, Rao, et al., 2021; Kathuria et al., 2018), and the usage of Q-BoC
as a software connective and dynamics of social sharing.
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5. CHALLENGES AND OPPORTUNITIES FOR SMART SOCIETY

New hazards accompany the recompense of smart cities. For example, IoT devices
that are heavily used as vital structures (e.g., water systems, which might influence
residents’ health and safety) are vulnerable to cyber-assaults (Sengupta et al., 2020).
As a result, it is critical to continually monitor and regulate service networks to
reduce the risk of assaults on information and functioning technologies, resulting
in cities being wiser and more useful places to live. The term ‘smart water system’
denotes technological and societal advancements that enable the improved delivery,
usage, administration, and optimization of water utility services. Investment in
interacting and communication structures, data gathering and assessment, social and
crowdsourcing tools, rules and information safety are required to implement effective
smart utilities on both the technical and social fronts (Bhavin et al., 2021; M. dadhich
& N. Kumar, 2015). Conventional data administration of smart utilities is typically
managed on centralized systems in today’s information technology architecture.
These centralized systems are vulnerable in terms of safety and confidentiality. Using
Q-BoC to increase reliable transmission among smart utility equipment is a viable
answer to security breaches. Blockchain is a potential method for a decentralized
and secure data management system that offers tamper-proof immutability and
traceability. Thus, this section outlines many critical open research challenges that
impede the use of Q-BoC in smart cities. As seen in table 2, opportunities have also
been discussed based on an extensive literature review.

6. IMPLICATIONS

The study’s results advance the literature on smart society’s applications, challenges,
and opportunities. It fosters awareness among various segments of users. In summary,
the study aims to provide a systematic, in-depth, and consistent understanding of
smart society, which may be helpful for researchers, administrators, and academicians
while developing urban and rural frameworks to deal with complex technological
changes. The research is equally important from a practical standpoint. First, the
findings indicate a shortage of Q-BoC implementation for making a smart society.
Furthermore, the findings may motivate blockchain providers to develop more
effective techniques and solve the primary impediment that hampers the growth of
a smart society. The study also renders a cumulative overview of a smart society.
Thus, developing economies can make necessary plans to cope with Q-BoC changes
and take a step ahead to develop society.
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7. LIMITATIONS AND FUTURE SCOPE

This work offers a holistic perspective that could be further explored in various
ways to produce useful research or practical results. Blockchain technologies have
ushered in a true revolution in which quantum blockchain refers to a decentralized,
encrypted, and distributed database. Once registered on the quantum blockchain,
the data will not be interfered with maliciously. The advancement of quantum
computers and quantum info theory has drawn many researchers to study quantum
blockchain soon. Further, every node in a blockchain must execute a similar process
for each transaction’s authentication at the same time, incurring a hefty compute
cost. As a result, creating a lightweight blockchain model is necessary and ideal
for applications with specific requirements constraints. Q-BoC innovations and
their use in smart cities to improve quality of life are blistering topics in today’s
research circles. However, numerous obstacles and need limits remain studied and
handled before blockchain may be used in sustainable metropolitan advancement
programs. This study can aid academics in identifying and addressing the difficulties
of building and developing Q-BoC based solutions for IoT-built smart towns. The
research would serve as a springboard for further research and discussion on the
applications, challenges, opportunities, design, and implementation of Q-BoC based
smart city sharing services.

8. CONCLUSION

Blockchain-based smart cities are a pivotal step that must be protected from future
quantum assaults since they include sensitive information and data about users and
their various components. This article provides a broad overview of the potential
future risks of a Blockchain-based smart society. The study examined the quantum
Blockchain-based smart cities’ facts, challenges, and opportunities and presented
some of the most interesting post-Quantum solutions. Consumer, civilian, military
and government activities can benefit from Blockchain. However, this is a very fast-
paced and flexible environment. As a result, keeping up with and understanding
the most recent breakthroughs in the expansion and implementation of Blockchain,
which is the subject of this thorough analysis, is critical. The present research
revealed several prospective research challenges, and possibilities as part of the
survey addressed below. The study performed technical due diligence on future
blockchain applications as part of the discussion. The work conducted a rigorous
literature analysis on blockchain applications in notable intelligent city applications
and attempted real-world case studies of how blockchain technology was successfully
used to provide dependable and secure services in smart metropolises. The study
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also examined the open research problems impeding Blockchain’s adoption as a
critical technology for creating smart cities.
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KEY TERMS AND DEFINITIONS

Asynchronous Blockchain: It is the blockchain network that can be designed
whether to prioritize consistency or availability. If the network wants to prioritize
availability, all transactions are added without any downtime. If the network wants
to prioritize consistency, some transactions might not be processed or halted until
all the previous transactions are confirmed.

Blockchain: Traditional blockchain which uses pre-quantum cryptography and
not secure from quantum attacks.

Cryptocurrency: Is adigital currency designed to work as amedium of exchange
through a computer network that is not reliant on any central authority, such as a
government or bank, to uphold or maintain it.

Cryptography: Is the technique of securing information and communications
through use of codes so that only those persons for whom the information is intended
can understand it and process it, thus preventing unauthorized access to information.

Identity Management: Is the organizational process for ensuring individuals
have the appropriate access to technology resources. This includes the identification,
authentication and authorization of a person, or persons, to have access to applications,
systems, or networks.

Lattice Cryptosystem: Is a generic term for construction of cryptographic
primitives or scheme consisting of a set of algorithms that involve lattices and is
used to convert plaintext to ciphertext to encode or decode messages securely.

Permissioned Blockchain: Is a distributed ledger that is not publicly accessible.
It can only be accessed by users with permissions. The users can only perform
specific actions granted to them by the ledger administrators and are required to
identify themselves through certificates or other digital means.

Permissionless Blockchain: Also known as trustless or public blockchains,
are open networks available to everyone to participate in the consensus process
that blockchains use to validate transactions and data. They are fully decentralized
across unknown parties.
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Quantum Blockchain: Blockchain systems running in quantum computers.

Quantum Key Distribution: Is a secure communication method which
implements a cryptographic protocol involving components of quantum mechanics.
It enables two parties to produce a shared random secret key known only to them,
which can then be used to encrypt and decrypt messages.

Quantum-Resistant Blockchain: Blockchain systems with post-quantum
cryptography, i.e., post-quantum public-private key, hashing, and related protocols.

Signature Scheme: Is a technique to assure an entity’s acknowledgment of
having seen a certain digital message.

Supply Chain: Is a network of individuals and companies who are involved in
creating a product and delivering it to the consumer.

Tokenization: Is the process of exchanging sensitive data for nonsensitive data
called “tokens” that can be used in a database or internal system without bringing
it into scope.

Transparency: Transparency, as used in science, engineering, business, the
humanities and in other social contexts, is operating in such a way that it is easy
for others to see what actions are performed. Transparency implies openness,
communication, and accountability.
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ABSTRACT

Blockchain is a new but quickly growing technology in the world, which was
developed by a pseudonymous Satoshi Nakamoto in 2009 as the cryptocurrency
Bitcoin. Blockchain was un-hackable but now, due to use of quantum computers,
it is possible to tamper with blockchain. As a counter to this, the researchers have
come up with quantum blockchain using the principles of quantum cryptography.
Today we see that the technology has given birth to many new technologies as
well. One of its examples is non-fungible tokens (NFTs). These are a new sort of
blockchain-based token that is unique and indivisible. They were first created in
2014. These are blockchain-based virtual assets. Since early 2021, the phenomena
and its marketplaces have increased dramatically.
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INTRODUCTION

The Blockchain technology first introduced in 2009 by a pseudonym creator named
as Satoshi Nakamoto is one of the most popular technology in the world today. It was
first introduced as a medium of currency named as Bitcoin which has revolutionized
the method of money holdings and transfer. Being referred as un-hackable this
technology is reason for many changes in the currently existing system. It is basically
a chunk of data that has been linked together (Antonucci et. al., 2019). Being a peer-
to-peer technology the blockchain becomes more secure as all the transactions are
updated in the public ledger and its copy is maintained by each user active on the
network it is impossible to tamper data (Frauenthaler et. al., 2020).

The Blockchain is taught to be un-hackable but now a days this is also becoming a
false promise as with the rise of quantum computing it is now possible to manipulate
the blockchain network as the quantum computer are million times more powerful
than the currently existing classical computer. But as the answer of the question
lies within the question only the researcher has come up with a solution we call
Quantum-Resistant Blockchain.

As it is seen that the technology has given birth to a number of new technologies
one of the most significant and rapidly evolving technology is Non-Fungible Token
(Salman, Jain & Gupta, 2019). The term “near-field technology” (NFT) denotes
a considerable development above earlier technologies. Proponents of blockchain
technology and technologists have been criticized for their unduly optimistic and
technologically deterministic outlooks. The current craze for NFTs has gripped the
globe and is causing controversy. One thing is clear, however: These tokens are
going to have a crucial role in constructing virtual lands termed as “METAVERSE”.
The NFTs in broad terms open gates for fresh opportunities in the field of internet,
gaming, real estate and also for the venture capitalists (Khalid & Askar, 2021).
NFTs have a huge potential to make a lot of money for art creators and institutions
simply by putting on sale an art with a digital signature. To construct a worldwide
commercial environment an individual and the companies are dependent on each
other to develop, transmit and preserve the crucial data, while NFTs offer an
independent space for this.

History of Evolution
The history of evolution that is from where we have started and where we are now.
An equal exchange system known as “Barter’s System” was used in the beginning

stages of evolution (Abou & Saade, 2019). For example, if one person has a lot of
apples but no mangos, and the other has a lot of mangos but no apple, they can trade
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the apples and mangos by means of exchange in order to meet their requirement
(Gupta & Patel, 2021).

Following this, the Era of Coins began where now the man-made coins were used.
They came with huge variations like rectangular or cubic, big or small (Kothari,
Choudhary & Jain, 2021). The major disadvantage for this was that the coins may
vary from territory to territory as different territories had different regimes and value
of a coin might be nothing in other territory, as at that time there was no Standard
Regulation for money (Kuperberg, 2020).

Then, in the 7" CE came the Era of Paper notes originating form a Chinese
Empire, which continues to control the globe today (Sheikh, Patel & Sinhal, 2020).
All because today the world is undertaking the United-States Dollar as a perfect
currency exchange medium.

Finally, the Digital Era came in 2009, introducing us with a new form of currency
know as cryptocurrency a blockchain based secured, decentralised currency for
trade and transfer of money having the feature of anonymity means of money trade
and transfer that is posing a threat to the present centralised system (Latifi, Zhang
& Cheng, 2019). Bitcoin is the first ever successful electronic currency created by
a pseudonymous creator Satoshi Nakamoto.

Lastly, on May 3 2014, Kevin McCoy coined the first NFT, named Quantum, as
a technological advancement (Malik, Dedeoglu, Kanhere & Jurdak, 2019). In 2015,
the makers of the Spells of Genesis game used Counterparty to become the foremost
for releasing the blockchain base game assest (Kothari, Patel & Sharma, 2021).

BLOCKCHAIN
General Definition

e A blockchain is nothing more than a database that links together encrypted
data blocks to create a continuous single source of truth for the data.

e  Digital assets are dispersed, creating a permanent record of the asset, as
opposed to being copied or relocated.

e  The asset is decentralized, allowing for transparency and real-time public
access.

e  Avisual record of alterations protects the document’s legitimacy and increases
confidence in the assets.

Blockchain is a perfect option for almost every business due to its built-in security

features and public ledger.
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Key Elements of Blockchain

Distributed Ledger Technology (DLT)

All the network participants (nodes) are able to access the distributed-ledger and
its immutable transaction record (Salman, Jain & Gupta, 2019). This shared ledger
eliminates the needless duplication that is typical in conventional business networks
by simply recording transactions once.

Permanent Records

No participant is permitted to alter or change a transaction after it has been added to
the shared ledger. If an error is discovered in a transaction record, a fresh transaction
should be created to fix it, and both the transactions them must be available (Somy
et. al., 2019).

Smart Contract

The blockchain stores a set of instructions known as smart contracts, which
are automatically carried out to expedite transactions (Tasatanattakool &
Techapanupreeda, 2018). A smart contract might establish the conditions for
transferring corporate bonds, the terms of payment for travel insurance, and many
other things (Menaria, Nagar & Patel, 2020).

How Blockchain Works

The working procedure of the blockchain is very simple and easy to understand. The
most important thing in this whole procedure that both the users (Thuraisingham,
2020), the transaction originator as well as the transaction receiver, must have a
blockchain wallet to store the data. A software known as a blockchain wallet enables
user to spend their cryptocurrencies like BTC, ETH, and others (Putz & Pernul,
2020). Such wallets are secured using cryptographic techniques (private and public
keys), enabling users to monitor and manage their transactions.

At beginning when the user initiates the transaction on network, a new block
is generated to represent that transaction (Wan, Eyers & Zhang 2019). After the
block creation the transaction is being broadcasted via the peer-to-peer network of
computers known as nodes, who eventually confirm the transaction.

After the transaction has been confirmed, it is being merged with another blocks
in order to form a new data block for the ledger. It worth’s noting that all the fresh
transaction creates a secured block, that is encrypted and linked to others using
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cryptographic principles. Whenever a fresh block is formed, it is included into
currently existing Blockchain network, confirming its security and immutability.

Cryptocurrencies, smart contract, documents, or any other important data may
all be a part of a validated transaction.

Advantages

Secure

Being an open-source ledger, all the transactions are made public which helps in
the eliminations of fraud and double dealing. In order to maintain the integrity of
transaction these are supervised by the miners and is validated only it 51% of the
network agrees (Wang, Li, Wang & Chen, 2021).

Zero Third Party Interference

Blockchainis anindependent technology which is not under the control of any national
of state province, hence no one have a legal right to alter these digital currencies.

Secure Transaction

All transactions are recorded on the blockchain, which cannot be altered or amended.
Both the parties involved in the transaction as well as the general public are free to
see the data at any time (Yin, Wen, Li, Zhang & Jin, 2018). The overall security of
these online transactions is enhanced by this.

Quick Transaction

Blockchain technology allows transactions to be completed in a couple of minutes.
Whereas the bank transactions might take at least of two week for the monetary
(referring to bank to bank transfer of money). At this stage, a person doing virtual
transactions using crypto can finish a number of transactions.

Decentralised and Anonymity

There is no need of any central authority to maintain the network or validate the
transaction. Also, it provides the user the power of anonymity making user independent.

203

EBSCChost - printed on 2/9/2023 8:08 AMvia . Al use subject to https://ww.ebsco.coniterns-of-use



EBSCChost -

Advancements in Blockchain Technology With the Use of Quantum Blockchain
Disadvantages
Difficulties while Updating

The application is to be updated on each node of Peer to Peer network, else if in case
any node of that network refuses to accept the changes, the programme is forked.

Difficulty in Development

To achieve consensus and enable scalability, it is important to begin with very
complex protocols (Yu, Lv, Shao, Guo, Zou & Zhang, 2018). It is impossible to
swiftly implement an idea in the aim of afterwards adding new features and growing
the application without forking or redeploying the network (Saini, H. K., 2021).
Crime

Blockchain technologies are also responsible for increasing the crime rates as it

decentralized making it free from any control of central authority as well as it allows
anonymous transaction which makes the user untraceable (Choubisa, M., etal. 2022)

High Energy Consumptions

The core drawback of Blockchain technology is the high energy consumption. As
maintaining the real-time ledger necessitates the utilization of energy. In addition,
mining farms use a lot of energy since miners try to find a unique solution in order
to validate transactions, which take a lot of computer power as the solution is to be
selected from trillions of combinations.

Applications of Blockchain

International Payments

The most important application of this technology is the it facilitates the user with the
international payments without high fee charges and can be completed in fractions
of seconds; hence therefore it can also be termed as Borderless Transfer.

Securing IOT Networks

Although the IOT(Internet-of-Things) make our life easier, it also makes it possible
for dishonest actors to access our data and seize control of vital infrastructure.
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Greater security can be achieved by storing passwords and another important data on
a distributed network as opposed to a centralised server. Additionally, a blockchain
offers security against data alteration because it is essentially immutable (Hiran,
K. K., & Doshi, R. 2013).

Storage of Data

When used with data storage systems, blockchain technology may increase security
and integrity. Data can be kept decentralised, making it more harder to hack into
and erase all the data available on the network whereas a centralised data storage
provider can have a few redundancy locations (Yin, Wen, Li, Zhang & Jin, 2018).
Additionally, it suggests that data is easier to get because access isn’t restricted to
a single company’s operations. In certain cases, blockchain data storage could be
less expensive.

Non-Fungible Tokens

NFTs, or Non Fungible tokens, are frequently thought of as a way to obtain the
rights to digital art. Placing the NFT on blockchain assures that there is only single
copy of a piece of digital art since the blockchain forbids data duplication. This may
give you the impression that you are purchasing physical art without the headaches
of storage and maintenance.

Record and Identity Management

The federal, state, and local governments keep track of personal information such
as dates of birth and death, marriage status, and property transactions. Although
some of these papers are only on paper, organising this data might be difficult.
Furthermore, it’s time-consuming, ineffective, and inconvenient for citizens to
physically visit the local government offices to make the modifications. The use
of blockchain technology might simplify recordkeeping and increase data security.

Healthcare

Fundamental details like gender, age, height and weight are some basic examples
of healthcare data that are highly suited for blockchain, as are potentially basic
medical records like immunisation history or vital signs (Hiran, K. K., & Doshi,
R. 2013). All of this information cannot be used to individually identify a patient,
thus it may be kept on a public blockchain that is seen by lots of people without
compromising privacy.
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Supply Chain Management

The uniqueness of the blockchain ledger makes it perfect for tasks like live product
tracking as they move through the supply chain and change hands. The use of a
blockchain opens up a lot of opportunities for businesses exporting these goods.
A supply chain’s procedures might be organised using records on the blockchain,
such as allocating goods to different shipping containers after they reach at a port.
A novel and adaptable method of organising and using monitoring data is provided
by blockchain.

Blockchain Security Issues
Security Flaws

The most of blockchain transfers have far less secure destinations, despite the fact
that blockchain has been dubbed “un-hackable”. For instance, as a result of bitcoin-
trading or investments, a sizeable amount of bitcoin may be transferred into a form
of wallet known as “hot wallet,” or a virtual saving account. These wallets couldn’t
possibly be as safe as the actual blocks of the blockchain.

A number of third-party service providers could be used to support blockchain
transactions. A few examples are payment processor, smart contract, and blockchain
based payment system. These third party blockchain service providers typically have
weak security on their own websites and applications, which leaves them open to
attack (Jain, R. K., 2012).

Issues with Extensibility

Today blockchains are one of the largest ever constructed technology, it will
continue to grow only in size. This makes the experts concerned, as these large-
scale blockchain have not been thoroughly examined. Some basic worries revolve
around the possibility that as fast ecosystem matures, more vulnerabilities might
be recognised and exploited, or the technological foundation which enables these
blockchains will be becoming more prone to common threats.

Regulation-Related Problems
The absence of clear legislative standards presents another challenge to blockchain

security. The blockchain sector has no homogeneity, making it challenging for
developers to learn from previous mistakes.
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Inadequate Testing

Blockchain is being used in many other industries, despite the fact that it has
historically been connected to bitcoin transactions. The issue is that the code of
non-cryptocurrency apps is frequently experimental and untested, which leaves
room for vulnerability discovery and exploitation by hackers.

QUANTUM BLOCKCHAIN

As it is in the nature that the answer lies in the question the only thing is that we
have to reframe the question and inspect from the end.

Similarly, the answer to the quantum-related threat to blockchain can be overcome
by employing quantum. As the quantum computers are a million times faster than
traditional computers and can break complicated encryption in fractions of a second,
cryptography is now unable to compete with quantum computing. As a result, we
will be moving towards Quantum Cryptography as a solution.

In quantum cryptography the Data is encrypted using the principles of quantum
physics instead of general mathematical encryption technique, which is fundamentally
un-hackable . In detail we can say that, Cryptography in general terms is a method for
the encryption of data or scrambling of plain text using the mathematical formulas so
that only intended parties with appropriate “key”’ can read it. By definition, quantum
cryptography employs the laws of quantum physics to encrypt data and transfer it
in an impenetrable manner (Doshi, R. 2018).

Difference Between Mathematical and Quantum Cryptography
Table 1 shows acomparison between the Mathematical and the Quantum cryptography.
Working of Quantum Cryptography

Quantum physics uncertainty principle provides the earliest basis for quantum
cryptography. Quantum cryptography becomes the projected answer as future
quantum computers are expected to handle the discrete logarithmic problems and
widely used encryption methods such as AES, RSA, and DES are expected to fail.
As an illustration, consider that it is employed to generate a shared, confidential,
and randomized stream of bits that enables two systems, named as John and Smith,
to interact. Quantum Key Distribution is the term for this. Following the exchange
of this key between John and Smith, extra information can be exchanged using well-
known cryptographic procedures these are (Yu, Lv, Shao, Guo, Zou & Zhang, 2018).
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Table 1.

The Mathematical Cryptography The Quantum Cryptography

It is generally a technique based on mathematical

. It is generally a technique based on quantum laws.
calculations. g y q q

It marks the presence of digital signatures. In it the digital signatures are not present.

The bit-rate is completely dependent on the

. The average bit-rate is one(1) MbPS.
computational power.

The bit storage is of 2n, n-bit strings. The bit storage is of 1 n-bit string.

It have a independent communication medium. It have a dependent communication medium.
It is widely used. It is sophisticated.

The total expense is very less. The total expense is high.

Depending on the Heisenberg Principle of
Uncertainty: BB84 and its Variants

A polarizer is used to pass a single-photon pulse. John may polarise a single-photon
pulse with a certain polarizer and encode binary value bits to the polarizer’s output
(vertical, horizontal, circular, etc.). Smith may match the situations with John and
ascertain the validity of his estimates by receiving the photon beam and guessing the
polarizer. If Harold had been attempting to decode, the polarisation by his polarizer
would have generated inconsistencies in Smith and John’s match instances, alerting
them to eavesdropping. In such a setup, if Harold tries to listen in on a conversation,
John and Smith will be alerted.

e In contrast to the original BB84’s four polarisation states, the B92 protocol
only has two.
Similar protocol SSP, used by the BB84, encrypts bits using 6 states.
Another technique that employs attenuated lasers is SARGO4, which
outperforms BB84 in multi-photon systems.

According to the Quantum Entanglement: E91 and Variants

Each particle is received by John and Smith from a single source that emits a pair of
entangled photons. For each photon sent, John and Smith would exchange encoded
bits and match cases, similar to the BB84 technique. However, because of the
Entanglement principle, the results of John and Smith’s match instances will be the
polar opposite in this scenario. Complement bits in bit strings will be interpreted by
any of them. Then one of them can reverse bits to come up with a key. This test can
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demonstrate the lack of eavesdroppers because Bell’s Inequality should not hold for
entangled particles. Because a third photon is in entanglement with energy levels
adequate for non-detect ability is virtually impossible, this system is completely safe.

e  The Entangled Particles Theory may be applied to the SARG04 and SSP
protocol models.

Quantum Cryptography Failure point:

Photon Number Splitting (PNS) Attack

Because sending a single photon is impossible, a pulse is sent instead. Harold can
collect some of the photons from a pulse, and when John and Smith have matched
their bits, Harold may be using a similar polarizer as Smith to obtain the keys being
undiscovered (Gupta & Patel, 2021; Khazanchi, D. et al 2021).

Faked-State Attack

Harold makes a copy of Smith’s photon detector and therefore collects and passes
the photons meant for Smith. Despite the fact that Harold is aware of these encoded
bits, Smith believes the he has received it from John.

NON-FUNGIBLE TOKEN

Non-Fungible Token Usability

Like blockchain, NFTs offer a wide range of applications, but the major area of
use will be

Gaming

Non-fungible tokens are steadily transforming the gaming industry by providing
play-to-earn gaming model and allowing players to access their unique digital assets
quickly and easily.

As of today, online game operates on the centralized servers due to which the
sharing of in-game assets with someone is little bit complex (Wan, Eyers & Zhang
2019). Whereas with upcoming decentralized games such as Axie Infinity it will be
easier to share in-game assets allowing the user to play freely.
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NFT gaming allows people to earn while playing as for example CryptoKitties,
it opened the way for the crypto-collectibles sector to flourish allowing players to
trade their kitties as NFT and one of the most expensive kitty sold was Founder
Cat #40 ($1.04 million).

Game collectible items such as weapons, skins, maps and accessories are referred
as Game-relevant NFTs

Metaverse

Deriving from a science fiction novel Snow Crash in 1992, the metaverse can be
broken into two parts: “meta” meaning beyond and “verse” meaning universe, thus
combinedly referring to something which is beyond the universe.

Proving the meaning today metaverse is a world with limitlessness, it is a 3d
virtual world combination of “Virtual and Augmented Reality” extending it to
“Mixed Reality™.

NFTs actas a gateway to the metaverse, facilitating in the construction of identity,
community, and social experiences inside it (Gupta & Patel, 2021).. These will help
in maintaining interoperability outside the virtual world by using augmented reality,
engagement and location-based features.

Virtual Lands can also be traded in the metaverse, as Decentraland has done by
enabling anyone to purchase land in the metaverse.

NFTs will help in proving ownership over art in the metaverse. Take, for example,
Leonardo Da Vinci’s painting Monalisa, anyone throughout the globe could have a
replica, but the real will only be possessed by an individual or organization, and the
replicas will not be valued as high as that of the real. Also the NFTs can be referred
as the Monalisa of Metaverse unique, priceless and irreplaceable.

Other Areas of Use

o Intellectual property and patents: Traditional IP rights procedures like
trademark and copyright did not make the user capable of proving ownership
over the whole art however the non-fungible tokes will.

e  Logistics Operations: NFTs may also assist businesses in tracking their
products from production to transportation and delivery. Customers can
see what it is they are paying for and also the mechanism of supply-chain is
transparent as well.

e  Estate Industry: The real estate industry is among the most NFT-ready
industries. NFTs may also be utilized in the Estate domain for simplifying
and speeding up the deals by simply enabling a smart contract for property
deals (allowing automated payment mechanism), and can also establish
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decentralized renting. The NFT with timestamp now could be utilized for the
transfer of property related paper, facilitating with confirmation of ownership,
and tracking the changes in the land value over the period of time.

Ensuring the genuineness of the product: In the near future, actual items will
be able to be evaluated for authenticity and validity since the blockchain can
permanently record product information. The non-fungible tokens can also
be utilized to take a look on data from the manufacturing process, assuring
that everything has been done equitably.

Identification of Artwork: It can help determine the legitimacy of an object
and reduce or eliminate the distribution of counterfeit artwork. This also
ensures that the object is authentic, especially if it was acquired at an auction
house.

Voting in Elections: Many nations require voters to provide a picture 1D
as well as proof of citizenship to the voting booth during elections. Many
on the other hand, cannot vote as they might not have any Identification
Document or any other specified proof of residency. The NFT can be a useful
solution for this problem as it can be used as a mark of digital ID for people
without requiring any physical document. Because NFTs stand like an official
record for who voted as well as where they voted, it will also help to prevent
fraudulent voting and cheating.

Similarities and Distinctions Between
Cryptocurrency and Non-Fungible Tokens

Similarities

Both are empowered by blockchain mechanism.

Both are needed to be mined/minted for transfer.

Both are open to all hence no one is restricted from buying/selling
cryptocurrency or NFT’s.

Both provide anonymity to the user.

Both uses public ledger for record keeping.

Both require the digital wallet to be stored.

The question of what distinguishes NFT from other cryptos arises as a blockchain-
based technology. The difference may be negligible for some, but it is enormous
for others.
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Differences
Asareference to the preceding table, NFT can be anything, unexpectedly, even a tweet.
The first ever tweet by Twitter’s founder Jack Dorsey was auctioned at a platform

named as Valuables and the highest bid to it was of nearly $2.89 Million in March
2021. Hence it can be seen as that these tokens can be anything you want it to be.

Table 2. Comparison between cryptocurrency and non-fungible token

Cryptocurrency Non-Fungible Token
Crypto coins are fungible so two coins will always As the name suggest these are non-fungible hence no
have same value. two tokens are same.

These are divisible, for example a bitcoin can be

divided into one hundred million Satoshi. These are indivisible and exist as single entity.

For mining it uses “Proof of Work™ (PoW) protocol. | For minting it uses “Proof of Stake” (PoS),

It is essentially digital representation of distinct real-

It represents currency. world entity

Each cryptocurrency has its own blockchain and uses | It is based on the blockchain of a coin, for example,

it for storing values and validating transactions many NFTs mint on the Ethereum blockchain.

Method of Creation and Auctioning

As of now we learned all about the NFTs now it is the time to get into it by learning
the process of creation and auctioning (Wan, Eyers & Zhang 2019).. It would not
be a complicated if you love to create unimaginable art.

Pick Unique Creation

The initial phase is of selecting a masterpiece as we know these can be anything as

discussed above it may be a painting you painted, any song sung by you, your films,
images, and literally anything. So, choose the most unique and an eye-catching art.

Get Some Crypto
Now as the artwork is selected, second step is to have plenty of cryptocurrency.

As most of these tokens today are built on Ethereum it is more preferred to have
Ethereum in wallet.
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Itis not mandatory to build it on Ethereum only as it can be done on any blockchain
several other options are Solana, Polkadot, Bitgert or any. Ethereum is preferred as
it is most widely used and is recognized by almost every NFT exchange.

Now a question arises in mind that I am here to sell my NFT then why I required
to hold cryptocurrency.

The important point of consideration is that the trading platforms will charge
the creator in order to mint the tokens, but what is the meaning of minting an NFT?

In simple words Minting NFT can be defined as the process of transforming the
art from being a digital one to a NFT and permanently storing this content in on the
Ethereum blockchain, and after that our art cannot be changed or erased.

Our NFT is now ready to be traded on the NFT trading platforms.

Pick a Marketplace:

Now that you have everything correct now it’s the step of finding a suitable marketplace
for minting and auctioning the NFT (it must be noted that the process may vary from
platform to platform as all have different methods to follow). All that is required to
create is the minting procedure, as described above.

Describe the artwork like what it is about, what makes it unique, why to buy it
and so on.

Launch an Auction:

The final step is of selling an NFT it can be either put on sale directly or can be sold
by the means of auctioning these can be described as:

e  Open auction: It allows the public to bid as high as they can until you accept
it.

e Timed Auction: A type of auction which lasts for a specified time period
decided by us, such as a day, week, or longer.

e  Fixed Price: Instead of auctioning you can also set a fix price for your NFT.

Profit and Fees

As the NFT is being trades through the platform, they will be charging some
commission fee (depending on the platform) for the NFT sale, also some transaction
fee for the transfer of crypto from the wallet of the one who bought to the one who

sold, don’t worry these are not huge amount.
Some famous marketplaces to trade NFTs are:
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OpenSea

Axie Marketplace

Larva Lab /CryptoPunks
NBA Top Shot Marketplace
Rarible

SuperRare

KnownOrigin

Figure 1. Comparison of volume traded at marketplaces
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Procedure of Buying Non-Fungible Token

m Total Volume Traded

As the NFTs are different from the crypto these cannot be directly purchased in fiat
currency like Dollar or Euro, today majority of these are traded with the Ethereum.
The procedure for buying an NFT is very simple and is comprises of following

steps:

1. Createadigital crypto walletto hold cryptocurrency such as Exodus, Metamask,

or Trezor.

2. Now get the crypto from the coin exchange platform that you prefer.
3. Connect the wallet to the marketplace you want like OpenSea, Rarible and

many more.
4.  Finally select the NFT you want and mint it.
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The popularity of the NFT determines its price, rarer and unique the NFT will
be having more prices, some of these examples are the Ocean-Front ($6 million),
Crossroad ($6.6 million), The First 5,000 Days ($69 million) are among the more
costly sold NFTs on the market.

Increased Adoption

The NFTs by the year 2021-2022 have witnessed a lightening rise in the popularity
and sales, the sales exceeded $2.5 Billion in the beginning of the year. As evident
from google trends. Answer to this enormous rise can be by understanding the human
behaviour of collecting things. Obviously, the statement is correct; let consider an
example of childhood days: if we walked to the marketplace and saw a new thing,
we yearned to possess it irrespective of whether it was helpful or not; we desired it
because we loved it, and we had to overshow it the following day at school. Likewise,
a fan of Robert Downy Jr. will surely want to have the jacket worn by Robert now
and will be prepared to pay any amount to have it. The NFTs function similarly, and
their appeal is due to human nature.

Figure 2. Rise in Popularity of NFT in the last year
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Advantages
Possession

The capability to prove possession is the key advantage of non-fungible tokens.
Because they operate on a blockchain, NFTs can help to link ownership to a
specific account. These tokens also cannot be distributed among the multiple users.
Customers are also protected from getting counterfeit NFTs due to the ownership
benefits of NFTs.

Authenticity

The integrity of the blockchain network on which NFTs are resides, ensures their
authenticity by preventing them from being altered, removed, or replaced.

Opportunity for Economic Growth

Content providers are frequently concerned that platforms are robbing them of their
earnings and earning potential by not giving them what they deserve. For example,
under standard royalties, a normally published author make up to between 6-21%
royalties on print books, which is very little if value is compared with the art[10].
As a solution to this, NFT makes the artist independent of this middleman model,
allowing them to sell their art freely at a price they want.

The ownership proof of artwork is embedded in the metadata of the NFT. As
a consequence, when the creators work is sold, the proceeds go directly to them.
The developer might get royalties whenever the NFT is transferred to a new owner
by putting smart contracts in place while building it, as the inventor’s address is
included in the NFT metadata (Wireko, J. et al., 2018)

Enhance Market Efficiency
The mostevident advantage of NFTs is their ability to boost market efficiency. At the
moment, a wonderful example is being played out in various areas of the art world.

Artists may now interact directly with their fans, doing away with the necessity for
expensive agents and drawn-out negotiations.

Open to All

This is feature enables everyone to create, sell and trade NFT irrespective of age,
gender, race or anything.
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Anonymity

There is no need of any document submission for creating a NFT, beneficiary for
the people who choose to remain anonymous

Drawbacks
llliquid and Ephemeral Assets

The NFT industry is illiquid due to their immaturity and volatility. NFTs are not
well recognized, and there are not many people interested in buying or selling them.
As a result, trading NFTs can be highly challenging, especially during periods of
stress. It also indicates that NFT price is highly volatile, as the popular art you hold
today by paying millions may become obsolete in the future.

Impossible to Digitalize Physical Art

Having a physical and digital art both are frequently different. Also, it is impossible
to digitalize any existing physical art. Hence seeing an art by own eyes in real has
an allure that these tokens lack

Non-Environmentally Friendly

A significant amount of computing power is necessary to build blockchain records,
which needs a considerable amount of electricity. A little fraction of the total power
is of renewable sources, while the major is obtained by the combustion of coal and
different fossil fuels, which emits CO2 and ultimately leading to pollution and
global warming.

Subject to Theft

Blockchain being a hack-proof technology can be subjected to theft hence NFTs are
also vulnerable to a number of security breaches and attacks since they are digital
products. These hacks are not referring to data alteration rather it points to exposure
of private key as it may lead to wallet manipulation and thievery. Furthermore, most
of the NFT exchanges employ inadequate or outdated security standards, leaving
them vulnerable to a number of threats.
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Open to All

Being a advantage this feature is also a disadvantage as there is no content-filtering
mechanism to check what type of content it is, it might be any post promoting
terrorism or nudity

Anonymity

It is impossible to track someone as the real identity is not known by anyone, which
can lead to increase in illegal activities.

Artificial Intelligence, Natural Art and the NFT

Artificial intelligence one of the most crucial and continuously evolving branch of
computer science, overtaking humans at most of the sectors some these includes
medical, driving, manufacturing, cooking and many more. Literature and art were
the two fields at which artificial intelligence was not supposed to develop, as they
cannot possess the human consciousness and imagination, however, these claims
appear to be untrue in the near future due to recent developments. GPT3, and
DALL-E are the greatest advancement in the Al industry developed by OpenAl.

GPT-3 named as Generative Pre-trained Transformer 3, is an advancement in the
field of Natural Language Processing, capable of human-like language generation,
answering questions, writing essay and much more. Basically, it is a deep learning-
based auto-regressive language model operating on 175 Billion parameters and
trained using acombination Common Crawl, WebText2, Books1, Books2, Wikipedia
Corpus datasets, ready to challenge the human intelligence.

DALL-Eisatext-to-image processing system capable of generating images based
on the textual command given in the general language (English most preferably).
This model operates on 12 billion auto-regressive transformer parameters (from
GPT?3) that were trained on 250 million pairings of pictures and text obtained over
the internet. It generates output from a description using zero-shot learning, which
requires no additional training.

As of now, we can see that Al is currently being used in a range of sectors,
including chat-bots, surgical robots and much more. Similarly for the NFT it is also
expected that the Al will be used for generating it. As, because today the artworks
created by Al are becoming a key point of interest compared to the traditional art,
as can be seen below figure-3, which is 12 month recorded data.

It is because the art can be easily created with the help of Al as we only have to
give the command of art we want, some popularly used platforms are:
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e  Hotpot Al
e  Artbits Al, and many more

Figure 3. Comparison between Al and natural art

s Al Art

Fractional NFT

As because NFT’s popularity is growing every day, everyone wants to hold the
greatest NFT that he can get but due to the popularity the famous projects have
grown to heights, considering Bored Ape Yacht Club and CryptoPunks as example,
that it is not feasible for a middle-class person to buy due to high prices.

As asolution to this, the idea of Fractional NFT comes in play under this situation.
A fractional NFT is simply a token that can be broken into tiny fractions, enabling
multiple people to assert ownership over a similar NFT. The NFT is fractionalized
via a smart contract, which creates a certain number of tokens linked to the unique
original, facilitating each individual holder with a fixed percent of sovereignty over
the whole NFT, also these now could be traded on markets.

A question might be alarming in your mind that it was said the NFT is indivisible
and exist as whole then how it can be fractionalized. The answer to this is simple
as in the whole process of fractionalization the original NFT is not cut into pieces
and distributed, rather it have a well-defined standard procedure for this.
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As we know, ERC-721 is the standard used to create NFT, likewise ERC-20
is used to create Fungible token, and a smart contract is used to generate fungible
ERC-20 tokens linked with the indivisible ERC-721 with the total fraction defined
by the owner. The price of these ERC-20 tokens is decided by their current market
price and the number of tokens created. These tokens are now interchangeable;
hence they will always have the same value and can be exchanged for one another
and are even ready to be traded in the marketplace. At the time of decision-making
related to the NFT, all the owners come together and vote for the change they want.

Some popular platforms to create/buy fractional NFTs are:

Fractional.art
Unic.ly

Otis
NIFTEX
nft20

NFTX

Figure 4. Transaction frequency V/S time
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Final Words

It is obvious fact that the value of something varies from person to person. As for an
artist it is a great way to display your work to the world while still earning money.
Also the tech lover are embracing the Metaverse also some people started to buy
lands in the imagined realm, so if you’re a businessman, it’s an excellent area to
invest and earn money. It’s fantastic for art lovers to be able to add more and more
one-of-a-kind pieces to their collections. Allowing us to have a P2P data sharing. Also
employing some techniques for discovering and recording the events, a distributed
network which is permanent and resistant to mistakes and manipulation is required.
The revolutions that have made this possible are blockchain and distributed ledger
technology.

CONCLUSION

As a technology, the blockchain is growing and even have the potential to push all
the limits but as with the great power comes greater responsibility, it is our first and
foremost responsibility to maintain the blockchain, we cannot rely on the buggy
system for our future hence we always have to overcome the faults with powerful
solutions.
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KEY TERMS AND DEFINITIONS

Artificial Intelligence: Artificial intelligence is basically a simulation of human
actions by machines, especially computer systems.

Blockchain: A blockchain is generally a database that links together encrypted
data blocks to create a continuous single source of truth for the data. We can also
refer to it as online ledger.

Blockchain Mining: Itis a peer-to-peer computer process by which the blockchain
transactions are validated on the network and added to the blockchain ledger. It is
basically used to secure and verify the blockchain transactions.

Consensus: A general agreement between two or more parties.
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Cryptography: A mechanism of securing the transactions by encrypting the
data using different algorithm which can only be decoded by the intended user.

Digital Wallets: Software used to store cryptocurrency.

Gas Fees: A cryptocurrency transaction fee that is charged to users when
performing crypto transactions.

Metaverse: It is an evolution in the internet by evolving it as a single, universal
and immersive virtual world which will be facilitated by using virtual augmented
reality headsets. Simply it’s a virtual world.

NFT Auction: A process of selling NFT without freezing a fixed price, during
an auction the price of NFT depends on its popularity.

NFT Minting: It refers to the process of converting a digital file into crypto
collection or a digital asset that can be stored on the blockchain.

Peer-to-Peer: Computing or networking is a distributed application architecture
that partitions tasks or workloads between peers.

Proof-of-Stake: These proofs are a class of consensus mechanisms for blockchains
that work by selecting validators in proportion to their quantity of holdings in the
associated cryptocurrency.

Proof-of-Work: A form of cryptographic proof in which one party proves to
others that a certain amount of a specific computational effort has been expended.

Quantum Cryptography: A method of encrypting the data by making use of
both mathematical cryptography and the laws of quantum physics in order to make
transaction secure and transmit the data in such a way that it cannot be hacked.

Quantum Entanglement: When two particles, such as a pair of photons or
electrons, become entangled, they remain connected even when separated by vast
distances.

Smart Contracts: A piece of code return to perform a desired work automatically
for example, smart contract might establish the conditions for transferring corporate
bonds, the terms of payment for travel insurance, and many other things.
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Conclusion

While going through the different chapters of the book we realize that quantum
computing and blockchain are not contenders of each other rather they complement
and supplement each other. We believe that while blockchain technology will continue
forming a strong backbone for transparent and responsible tech-driven societies and
businesses the quantum computing will provide revolutionary computing solutions
that would help solving both cryptographic and real-world problems for a safer
and secure computing. At this juncture it is too early to predict the future of the
blockchain and quantum computing; and the kind of effect that quantum computing
will have on blockchain world. The integration of both the emerging technologies,
quantum computing and blockchain technology, will help world to be more secure,
transparent, and democratized. This book provides a systematic study of different
industries, businesses and operations that are using blockchain technology and how
they are evolving themselves for a quantum proof world.

Chapter 1, “Quantum Blockchain: A Systematic Review,” suggests that the interest
of the community and researchers is continuously increasing for the post quantum
blockchain. Italso very clearly states the differences between the classical blockchain
and post quantum blockchain. It thoroughly discusses various concepts like quantum
key distribution, Quantum Resistant Ledger, qubits and many more. It explains
various mechanisms and algorithms for quantum proofing the blockchain systems. It
suggests the future work, for a specific case of blockchain based land management,
will be to develop and implement a low-level framework of the blockchain for land
management and administration to make the whole process of land identification,
verification, and acquisition transparent for the parties involved, in this case, the
landowners and those purchasing the lands. This will resolve a major problem in
Ghana and Africa. A quantum dimension of this blockchain for land management
and administration is of great interest amongst researchers.

Chapter 2, “Introduction to Quantum-Resistant Blockchain,” indicates that the
threat that quantum computers pose to blockchain networks is mostly related to the
insecure digital signatures of blockchain activities and the poor key-exchange protocols
used for peer-to-peer communication over the network. It advocates that future
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blockchain applications should be able to handle several cryptographic algorithms in
the PQC era in order to process both quantum and classical ciphers. New apps should
be able to defend themselves against quantum threats while upholding the conventional
standards by using hybrid key methods. Organizations will eventually need to get
ready for new encryption standards. It also suggests that the field of post-quantum
cryptography is finally catching up, and four different types of cryptosystems - elliptic
curves, lattices, isogenies, and hash-based signatures—are gaining popularity. The
security of blockchain is facilitated by post-quantum cryptography and quantum key
distribution. Blockchain communities that aggressively search for new and effective
ways to construct a Quantum-Resistant Blockchain are always developing innovative
techniques to combat quantum computing processing power.

Chapter 3, “Emerging Blockchain Technology vis-a-vis Limitations and Issues:
Emphasizing the Indian Context,” states that Blockchain technology has significant
impact in financial segment and in this regard not only private organization but
also Government bodies, establishments and ministries playing leading role for
the improvement of the Blockchain technology infrastructure. It draws attention
towards the fact that, Foreign Direct Investment in India has increased in the areas
of Computing and IT industry to 26.14 billion USD in the year 2020-2021 though
in the year 2019-20 it was just 7.67 billion US Dollar.

Chapter 4, “Design of a Blockchain-Powered Biometric Template Security
Framework Using Augmented Sharding,” explains how sharding is used in order
to reduce overall delay and energy consumption of biometric storage system via
effective blockchain splitting. This splitting allows the blockchain to reduce number of
computations needed in order to add, update, search and access internal blocks. Shards
when combined can further improve upon the overall system performance by reducing
delay and number of computations needed for hashing. Due to this combination, the
proposed model is able to obtain over 20% reduction in communication delay, over
25% reduction in energy consumption, and over 20% improvement in overall storage
throughput. Due to faster storage performance across fewer number of blocks, the
probability of packet dropping is also reduced, this results in increasing the packet
delivery ratio by 10% and reducing overall delay jitter by over 15% when compared
with other sidechaining algorithms. i.e., also suggest that in future, researchers can
further extend the performance of this algorithm by using better block truncation
algorithms, and by utilizing improved machine learning models for shard creation.
Moreover, the truncated data parts can be given moderate level of security in order
to reduce chances of modification due to external and internal attacks, which will
further strengthen network security.

Chapter 5, “Green Currency Based on Blockchain Technology for Sustainable
Development,” stresses that there is a need to establish value in the environmental
assets that are utterly overlooked by society owing to ignorance. It advocates that
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the new virtual green currency based on blockchain technology has the potential
to play a key role in the development of a market for green currency based on
environmental green assets. This paper suggests one technology-based method to
evaluate green assets and establish a market for green currencies. There are various
other technologies also available to verify data captured and asset valuation. i.e.
GPS. If this happens, it will certainly have a long-term impact on individual and
societal behaviour when it comes to the proper use of natural resources. It stresses
that in fact by not assigning a monetary value to green assets, we are undervaluing
the efforts of people who are devoted to preserving them for a long-ago, particularly
the primitives.

Chapter 6, “Blockchain in Gaming,” explains how blockchain is being used in the
gaming industry. Blockchain (BC) technology has revolutionised numerous fields,
including no-prerequisite trading. Bitcoin used BC developments in 2009, and BC
development ambitions increased. Electronic currency systems with an all-trades
database were important applications. These deals use cryptographic hashes and key
matching. The trade history preserves a chain of events so that adjusting or changing
a past trade requires recalculating all subsequent blocks of trades. BC technology
is in its early phases but depends on cryptographic rules and data storage. Many
proposed algorithms use the development as of now. The advancement will likely
evaporate as BC development becomes another tool. Through dispersion, a BC uses
already-built association, cryptographic, and recording innovations. Innovation that
examines the benefits and risks of new technologies will be crucial. Once a BC
is done and accepted, it may be hard to change. When data is stored in a BC, it’s
permanent whenever there’s a raise. BC development is still fresh; thus we should
use it only when necessary.

Chapter 7, “A Scrutiny Review of CPS 4.0-Based Blockchain With Quantum
Resistance,” depicts a very vivid review of the CPS based Blockchain. Certainly,
the concept is just an idea and the required approach with the CPS 4.0. The article
sheds light on basics of blockchain, quantum computing and quantum effects
on blockchain and quantum resistant blockchain. The ideas are linked with one
another sequentially in this article. This article does open many new problems
about the implementation of the ideas by giving them an expression. This article
can be referenced as a material for understanding all the prerequisites required to
implement the systems.

Chapter 8, “Quantum and Blockchain for Computing Paradigms: Vision and
Advancements,” described the blockchain strategies alongside the quantum strategies.
In conclusion, the authors described blockchain strategies alongside quantum
strategies. How Blockchain is being used in various industries as technology advances.
Ablockchain protocol with information-theoretically consistent authentication thatis
completely based on a community to which every pair of nodes is linked via a QKD
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link. Through a three-birthday birthday celebration city fibre community QKD, we
tested our protocol experimentally. In addition to using QKD for authentication, it
has significantly redefined the protocol of adding new blocks in a manner that is
markedly different from current cryptocurrencies. Rather than concentrating the
development of new blocks in the hands of individual miners, we use the information-
theoretically consistent broadcast protocol, in which all nodes reach an agreement on
a brand-new block on the same terms. One significant advantage of our blockchain
protocol is its ability to maintain transaction transparency and integrity in the face
of quantum algorithm attacks. As a result, our findings open up new avenues for
understanding scalable quantum-secure blockchain structures. If realised, any such
blockchain platform could limit the financial and social risks posed by upcoming
breakthroughs in quantum computation technology. The typical key technology
costs of currently available QKD technology are sufficient for running large-
scale blockchain structures entirely based on our protocol. Furthermore, fantastic
advancements in the theory and practise of quantum communications, such as current
experiments on ground-to-satellite tv for pc QKD and quantum repeaters, may want
to open the door to growing a public international QKD community (“the quantum
Internet”) and expanding quantum-secure blockchain structures to a global scale.
The advancement of the “quantum Internet” will allow our protocol to maintain
the anonymity of all community members. A member may be able to connect to
the global QKD community from any location, authenticate themselves to different
parties utilising their personal seed keys, and carry out a desired transaction. The
quantum and blockchain paradigms will lead to advancements in a wide range of
fields.

Chapter 9, “Quantum Blockchain for Smart Society: Applications, Challenges,
and Opportunities,” discusses that Blockchain-based smart cities are a pivotal step
that must be protected from future quantum assaults since they include sensitive
information and data about users and their various components. This article provides
a broad overview of the potential future risks of a Blockchain-based smart society.
The study examined the quantum Blockchain-based smart cities’ facts, challenges,
and opportunities and presented some of the most interesting post-Quantum solutions.
Consumer, civilian, military and government activities can benefit from Blockchain.
However, this is a very fast-paced and flexible environment. As a result, keeping
up with and understanding the most recent breakthroughs in the expansion and
implementation of Blockchain, which is the subject of this thorough analysis, is
critical. The work conducted arigorous literature analysis on blockchain applications
in notable intelligent city applications and attempted real-world case studies of how
blockchain technology was successfully used to provide dependable and secure
services in smart metropolises. The study also examined the open research problems
impeding Blockchain’s adoption as a critical technology for creating smart cities.
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Chapter 10, “Advancements in Blockchain Technology With the Use of Quantum
Blockchain and Non-Fungible Tokens,” suggests that the blockchain is growing
and even have the potential to push all the limits but as with the great power comes
greater responsibility, it is our first and foremost responsibility to maintain the
blockchain, we cannot rely on the buggy system for our future hence we always
have to overcome the faults with powerful solutions.
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Glossary

Advanced Encryption Standard (AES): The United States government selected
the symmetric block cipher known as Advanced Encryption Standard (AES) to
safeguard sensitive data.

Algorithm: An algorithm is a step-by-step procedure to solve any problem or a
task which does not depend on a particular programming language, above chapter
has used a layered architecture where computer games use blockchain safely.

Application Programming Interface (API): It simplify software development
and innovation by enabling applications to exchange data and functionality easily
and securely.

Artificial Intelligence: Artificial intelligence is basically a simulation of human
actions by machines, especially computer systems.

Asymmetric Encryption: Also known as public-key cryptography is a method
of encrypting and decrypting data.

Asynchronous Blockchain: It is the blockchain network that can be designed
whether to prioritize consistency or availability. If the network wants to prioritize
availability, all transactions are added without any downtime. If the network wants
to prioritize consistency, some transactions might not be processed or halted until
all the previous transactions are confirmed.

Authentication: Is used by a client to verify that the server is what it purports
to be.

Binary Computers: Are computers that express messages, computer processor
commands, and other types of data using a two-symbol system based on numbers,
“0s” and “1s.”
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Bitcoin: Bitcoin uses a particular technology which is not using any bank or
government authority as maintaining and managing all transaction is done over a
network which is completely safe. It is an open source no one owns or controls it as
anyone can participate in it. It does not require any prior payments.

Bits: Is a commonly used subdivision or unit of a single Bitcoin.
Block: Blockis a place in ablockchain where information is stored and encrypted.

Blockchain: A blockchainis adistributed database or ledger that is shared among
the nodes of a computer network. As a database, a blockchain stores information
electronically in digital format. Blockchains are best known for their crucial role in
cryptocurrency systems, such as Bitcoin, for maintaining a secure and decentralized
record of transactions. The innovation with a blockchain is that it guarantees the
fidelity and security of a record of data and generates trust without the need for a
trusted third party.

Blockchain Applications: Blockchain technology utilizations are rising gradu-
ally and applicable in diverse areas like Financial and Banking Services, Education
and Research, Healthcare and Medical Systems, Government and Administration,
Travel and Hospitality, and so on.

Blockchain Mining: It is a peer-to-peer computer process by which the block-
chain transactions are validated on the network and added to the blockchain ledger.
It is basically used to secure and verify the blockchain transactions.

Blockchain Systems: Is a method of storing data that makes it difficult or im-
possible to alter, tamper with, or trick the system.

Blockchain Technology: Blockchain technology is the encrypted and distrib-
uted database connected with the transaction, contract, and depends on different
independent record. Blockchain is the digital ledger and a particular place is being
used to store data. Blockchain is strengthening the financial segment and activities
for proper digital currency like bitcoin transactions.

Classical Blockchain: s a traditional blockchain, the most basic level, a digital
log of transactions kept on numerous computers (referred to as nodes) connected

by a network.

Consensus: A general agreement between two or more parties.
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Convolutional Neural Network (CNN): A convolutional neural network (CNN)
is a type of artificial neural network used in image recognition and processing.

Cryptocurrency: Cryptocurrency is the encrypted data and which are denotes
a unit of currency. Here peer-to-peer network play important role which is called
blockchain. This is helpful in securing ledger based digital transactions for the things
viz. buying, selling, and transferring.

Cryptography: Is the technique of securing information and communications
through use of codes so that only those persons for whom the information is intended
canunderstand it and process it, thus preventing unauthorized access to information.

Data Integrity: Today’s era is of big data, but it is equally important to maintain
that data safely in reference to any currency data integrity must be managed properly.

Decentralized Application: A decentralized application (dApp) is a type of
distributed open-source software application that runs on a peer-to-peer (P2P)
blockchain network rather than on a single computer. DApps are visibly like other
software applications that are supported on a website or mobile device but are P2P
supported.

Decentralized Database: Is a hybrid of a regular database and a distributed
database, supported by many layers of blockchains and using a database interface
or compute interface for data recording and transactions.

Deposit and Refund System: A system that imposes an upfront charge to pay
for potential pollution damages that are returned for positive action, such as return-
ing a product for proper disposal or recycling.

Digital Wallets: Software used to store cryptocurrency.

Environmental/Ecological Parity: Green currency market generates demand
for and supply of green assets globally. Nations and persons with rich green assets
get rewarded and nations having low green assets have to check development or
purchase GA. That’s how the global green assets parity is maintained.

Ethereum: Ethereum is the community-run technology powering the cryptocur-

rency ether (ETH) and thousands of decentralized applications. Ethereum is used
in all industries, and it uses smart contracts.
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Euclid’s Division Formula: Or lemma can be used to determine the HCF of
two numbers. It says that if there are two integers a and b , then q and r must exist
such that they satisfy the formula a = bq + r, where O £ 1 &It; b .

Externalities: A cost or benefit arising from any activity which does not accrual
to the person or organization directly involved but extends to a third party outside
the market. Externalities are positive or negative. Environment degradation creates
negative externality as it generates costs to the third party. The environment is a
public common good so those who are responsible for the damage need not pay for
the damage as property rights are not well defined.

Financial Engineering: Financial Engineering is a branch of Interdisciplin-
ary Engineering concentrated on designing, development and management of the
financial systems, applications, machines, and automation systems.

Gas Fees: A cryptocurrency transaction fee that is charged to users when per-
forming crypto transactions.

Goppa’s Code: Is a general kind of linear code created by utilizing an algebraic
curve X over a finite field, which is an algebraic geometric code.

Green Assets: A green asset is an asset that generates more energy than it con-
sumes. This creates a positive impact on the environment, as well as provides a net
positive benefit to the economy. Green assets cover all-natural assets that facilitate
our lives on this planet and protect us from the ills of global warming due to the
rapid environmental degradation of the forest. These assets are particularly pro-
tected and possessed by primitives. An asset possessed by individuals, government,
NGQOs, industries, and institutions that has a positive environmental impact such
as forests, open space, trees, water bodies, waste recycling plants, water treatment
plants, grazing land, farms, etc. It includes Natural Assets, Environmental Assets
as well as Soft Assets.

Green Assets Valuation: Green assets are becoming more popular and as a
result, new valuation techniques have been developed to measure their value. These
techniques take into account the environmental benefits of green assets, such as re-
duced air pollution and greenhouse gas emissions, and this can translate into higher
returns. We can assign value to any green asset according to its CO 2 sequestration
capacity or O 2 generation capacity.
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Green Currency Based on GAV: On the basis of green asset valuation a value
could be assigned to green assets and green currency could be launched based on
or operated globally through blockchain technology. This GC will be not centrally
controlled like the current money market and also global currency in the true sense
and will control or check the development process considering the potential of the
environment and pressure on it. Apart from this Green Currency has intrinsic value.

Green Currency Market: The market developed and is based on the global
transaction of green currency through blockchain technology. This market will mo-
tivate all those who preserve the environment and also checks pressure on natural
resources. GCM generates demand for and supply of green assets globally.

Green Subsidy: A payment or tax concession that provides financial assistance
for pollution reductions or plans to abate in the future using environment-friendly
techniques of production.

Green Tax/Pollution Charges: A fee charged to the polluter that varies with
the number of pollutants released.

Grover’s Algorithm: In quantum computing, Grover’s algorithm, also known
as the quantum search algorithm, refers to a quantum algorithm for unstructured
search that finds with high probability the unique input to a black box function that
produces a particular output value, using just evaluations of the function, where N
is the size of the function’s domain. It was devised by Lov Grover in 1996.

Hacker: Is someone who utilizes computers to obtain data without authorization
or one who steals from a vulnerable entity.

Hash: A cryptographic hash function is an algorithm that takes an arbitrary
amount of data input credential and produces a fixed-size output of enciphered text
called a hash value, or just hash. That enciphered text can then be stored instead of
the password itself, and later used to verify the user.

Identity Management: s the organizational process for ensuring individuals
have the appropriate access to technology resources. This includes the identification,
authentication and authorization of a person, or persons, to have access to applica-
tions, systems, or networks.
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Individual and Social Behavior: Individual behavior can be defined as a mix of
responses to external and internal stimuli. It is the way a person reacts in different
situations and the way someone expresses different emotions like anger, happiness,
love, etc. Social behavior is behavior among two or more organisms within the same
species and encompasses any behavior in which one member affects the other. This
is due to interaction among those members. In the case of humans, social behavior
can be determined by both the individual characteristics of the person, and the
situation they are in.

Internet of Things (IoT): Describes physical objects (or groups of such objects)
with sensors, processing ability, software, and other technologies that connect and
exchange data with other devices and systems over the Internet or other communi-
cations networks.

Interoperability: Blockchain interoperability is not a set rule book. It refers to
a broad range of techniques that allow different blockchains to listen to each other,
transfer digital assets and data between one another and enable better collaboration.

Intrusion: Is the occurrence of an unauthorized user obtaining data or access
permission that they are prohibited from.

Jitter: Is the variation in the time between packets arriving, caused by network
congestion, timing drift, or route changes.

Lattice Cryptosystem: Is a generic term for construction of cryptographic primi-
tives or scheme consisting of a set of algorithms that involve lattices and is used to
convert plaintext to ciphertext to encode or decode messages securely.

League Championship Algorithm (LCA): Is a population-based algorithm
framework for global optimization over a continuous search space.

Logic Computations: Blockchain transactions can be linked to computational
logic whichis, in essence, programs due to the ledger’s digital character, so users may

create formulas and guidelines that initiate transactions between nodes automatically.

Malicious Transactions: Include any type of fraud, identity theft, or hacking
done with the purpose of gaining an unfair advantage or benefiting from deceit.
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Man in the Middle (MITM) Attack: A man in the middle (MITM) attack is a
general term for when a perpetrator positions himself in a conversation between a
user and an application.

McEliece Code: Robert McEliece first suggested the McEliece code as a code-
based public key cryptosystem in 1978.

Metaverse: It is an evolution in the internet by evolving it as a single, universal
and immersive virtual world which will be facilitated by using virtual augmented
reality headsets. Simply it’s a virtual world.

NFT: Non-fungible token are tokens which cannot be replicated and are being
used in blockchain. They could be anything representing a real-world entity just like
real estate or an artwork. Selling or buying these tokens is called tokenizing which
reduces the probability of fraud.

NFT Auction: A process of selling NFT without freezing a fixed price, during
an auction the price of NFT depends on its popularity.

NFT Minting: It refers to the process of converting a digital file into crypto
collection or a digital asset that can be stored on the blockchain.

Node: Is one of the machines running the blockchain’s software to verify and
preserve the whole history of transactions on the network is referred to as a node.

Peer-to-Peer: Computing or networking is a distributed application architecture
that partitions tasks or workloads between peers.

Permissioned Blockchain: Is a distributed ledger that is not publicly accessible.
It can only be accessed by users with permissions. The users can only perform
specific actions granted to them by the ledger administrators and are required to
identify themselves through certificates or other digital means.

Permissionless Blockchain: Also known as trustless or public blockchains,
are open networks available to everyone to participate in the consensus process
that blockchains use to validate transactions and data. They are fully decentralized
across unknown parties.

Pollution Permits Trading System: The establishment of a market for rights
to pollute, using either credits or allowances.
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Post-Quantum Cryptography: Post-quantum cryptography refers to crypto-
graphic algorithms (usually public-key algorithms) that are thought to be secure
against an attack by aquantum computer. These complex mathematical equations take
traditional computers months or even years to break. However, quantum computers
running Shor’s algorithm will be able to break math-based systems in moments.

Potential for Development: Nature can meet our needs but not greed. Nature
nurtures naturally all living beings, but it has its own limitations. Unless and until
it revies which takes too much time resources are limited. The introduction of green
asset valuation and the green currency market presents a guiding principle to con-
trol unsustain growth. As the growth of a country depends upon the use of natural
resources globally the current economic models have no checks on the growth
and development process as all models never take into account the capacity or the
potential of growth.

Private Key: Like a password, is a secret number that is used in cryptography.
In cryptocurrencies, they are also employed to verify transactions and establish who
owns a blockchain address.

Proof of Authority (PoA): Is an algorithm used with blockchains that delivers
comparatively fast transactions through a consensus mechanism based on identity
as a stake.

Proof of Work (PoW): By making the process of mining, or recording transac-
tions, challenging, Proof of Work is the mechanism that enables the Bitcoin network
to remain stable. It is the blockchain network’s initial consensus algorithm.

Proof-of-Stake (PoS): Is a cryptocurrency consensus mechanism for processing
transactions and creating new blocks in a blockchain. A consensus mechanism is a
method for validating entries into a distributed database and keeping the database
secure.

Property Rights: The rights of an owner over the property. As property rights
of the environment, green assets, and public goods or common goods are not well
defined it hinders economic efficiency. So, to enhance economic efficiency green
assets possessed by individuals, firms, governments, or organizations must be
calculated and an asset value must be assigned to the owner. Due to negative exter-
nality, too much of the good will be produced as the market price does not reflect
external costs.
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Protocols: Protocols are crucial components of Blockchain technologies that
enable information to be shared automatically across cryptocurrency networks
securely and reliably. In the field of computing, protocols are essentially rules that
define how data is allowed to be transferred between different computer systems.

Public Key Crytography (PKC): Public key cryptography involves a pair of
keys known as a public key and a private key (a public key pair), which are associ-
ated with an entity that needs to authenticate its identity electronically or to sign
or encrypt data.

Public Keys: Make it possible for cryptocurrency transaction execution. It is
paired with a private key and a cryptographic code and employed to transfer cryp-
tocurrency to a wallet.

Quality of Service (QoS): It is the use of mechanisms or technologies that work
on a network to control traffic and ensure the performance of critical applications
with limited network capacity.

Quantum: Quantum is the smallest parcels into which are normally having many
forms of energy, and which are subdivided. Therefore, quantum is the quantized
physical magnitude like magnetic moment.

Quantum Bitcoin: Quantum computers will eventually break much of today’s
encryption, and that includes the signing algorithm of Bitcoin and other cryptocur-
rencies.

Quantum Blockchain: Quantum blockchain is helps in proper security manage-
ment using proper principles of quantum computers, the conventional blockchains
is dedicated in collecting records and the same is connecting with the cryptography
with the chronological order. Here records of blocks basically encoded (here records
are encoded into a series) with photons which are entangled with each other.

Quantum Computing: It is a Technology that uses laws of quantum mechanics
to solve difficult and classical problems.

Quantum Cryptography: Quantum cryptography is amethod of encryption that
uses the naturally occurring properties of quantum mechanics to secure and transmit
data in a way that cannot be hacked. Cryptography is the process of encrypting and
protecting data so that only the person who has the right secret key can decrypt it.
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Quantum Entanglement: When two particles, such as a pair of photons or
electrons, become entangled, they remain connected even when separated by vast
distances.

Quantum Key Distribution: Is a secure communication method which imple-
ments a cryptographic protocol involving components of quantum mechanics. It
enables two parties to produce a shared random secret key known only to them,
which can then be used to encrypt and decrypt messages.

Quantum Secure Direct Communication (QSDC): Is a significant quantum
communication protocol, that uses a direct conversation between communicating
parties rather than the production of secret keys beforehand to send confidential
information. Without the use of a private key, confidential information can be sent
directly through a quantum channel.

Quantum Technologies: Quantum technologies are improving and rising its
applications in different places. Among the Quantum segment Quantum Mechanics,
Quantum Computing, Quantum Informatics considered as worthy.

Quantum-Resistant Blockchain: Is immune to attacks from quantum comput-
ers. It uses encryption and quantum mechanics to allow two parties to communicate
safe data while also detecting and defending against outsiders.

Quantum-Resistant Ledger: Is a decentralized communication layer and post-
quantum value storage that addresses the threat that quantum computing will bring
to cryptocurrencies in the future.

Radio Frequency Identification (RFID): It is a type of passive wireless tech-
nology that allows for tracking or matching of an item or individual.

Ripple: Rippleis the company thatis behind XRP, the cryptocurrency where XRP
is a technology that is mainly known for its digital payment network and protocol.
Many major banks use the XRP payment system. Bitcoin transaction confirmations
may take many minutes with high transaction costs, while XRP transactions are
confirmed in seconds with little cost.

Secure Hashing Algorithm (SHA): Is used for hashing data and certificates,
designed to safeguard data.
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Secure Hashing Algorithm in 256-Bit Mode (SHA256): SHA-256is a patented
cryptographic hash function that outputs a value that is 256 bits long.

Shor’s Algorithm: Is a practical polynomial quantum technique for the factor-
ization of integers that is tuned for finding prime factors in a hypothetical quantum
computer.

Signature Scheme: Is a technique to assure an entity’s acknowledgment of hav-
ing seen a certain digital message.

Smart Contract: Smart contract can be defined as set of instructions being stored
on a blockchain system which gets executed over a particular condition which is
already defined earlier in a proper manner. Smart contacts get executed automatically
which helps in reducing time wastage and this done over an agreement.

Superposition: Is one of the characteristics that set a quantum computer apart
from a conventional computer. Users can tokenize, trade, and profit from their po-
tential future income using this decentralized fixed income protocol.

Supply Chain: Is a network of individuals and companies who are involved in
creating a product and delivering it to the consumer.

Sustainable Development: Sustainable development is an organizing principle
for meeting human development goals while also sustaining the ability of natural
systems to provide the natural resources and ecosystem services on which the
economy and society depend.

Threshold Cryptosystem: The basis for the field of threshold cryptography, is
a cryptosystem that protects information by encrypting it and distributing it among
a cluster of fault-tolerant computers.

Time Stamp: A time stamp is input of signing authority which is a piece of
data or information at specific time it uses protocol which checks or certifies all
timestamps using X.509 certificates and public key infrastructure.

Tokenization: Is the process of exchanging sensitive data for nonsensitive data

called “tokens” that can be used in a database or internal system without bringing
it into scope.
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Transparency: Transparency, as used in science, engineering, business, the
humanities and in other social contexts, is operating in such a way that it is easy
for others to see what actions are performed. Transparency implies openness, com-
munication, and accountability.
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